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duong truyén ban song cong; boc tach, phan tich goi tin ¢ hé thdng dich; tw dong hoi va tra
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Linh vuc ky thuat dwoc dé cap

Sang ché dé cap dén phuong phap truyén dir liéu cho cac img dung trén
nén tang giao thuc Internet (IP) qua duong truyén ban song cong. Cu thé,
phuong phép truyén dit liéu cho cac tng dung trén nén tang giao thirc Internet
(IP) qua dudng truyén ban song cong toc do thap nhu Radio HF, VHF, ..., st
dung cho viéc truyén dir liéu cho céc tng dung trén nén tang IP — Internet
Protocol nhu Email, Web, File, ....

Tinh trang k¥ thuit ciia sang ché

Céc mg dung trén nén tang giao thue Internet (IP) hoat dong theo mo
hinh bé giao thirc kiém soat truyén tai/mang dién rong TCP/IP, phién ban gian
luoc cia md hinh OSI.

Nhu thé hién trén hinh 1, cdc ung dung khéch (Client) nhu: trinh duyét
web (Web Browser), trinh duyét thu dién tir (Mail Client) vé logic s& truyén
thong truc tiép voi may chu (Server) nhu may chit web (Web Server), may chu
thu dién to (Mail Server) voi nhiéu ban tin bat tay, xac thuyc va dir liéu hai
chiéu. Co ché hoat dong nay phi hop nhét v6i duong truyén vat Iy hai chiéu tbe
do cao nhu mang cé day (Ethernet — 1000BASE-T), mang khong day (Wifi —
802.11), ..., con dé trién khai trén cac dudng truyén ban song cong tdc do thap
nhu Radio HF tbc do 75-9600 bps hodac VHF tdc do tir vai dén vai chuc kbps thi
hoan toan bt kha thi, béi cac ly do sau day.

Thér nhat, do truyén tin trén duong truyén ban song cong toc do thap hon
rat nhiéu so voi thong thuong (1,2 kbps so véi 1Gbps) s& lam cham qué trinh
truyén/nhén ban tin, dan toi tng dung IP bi ngit gitra chimg, khong thé chay
duoc.

Tht hai, viéc truyén tin can chuyén thu phat nhiéu lan, lién tuc c¢& milli
gidly trong khi dudng truyén ban song cong tdc do thap thi thoi gian chuyén thu
phét rit chdm c& vai gidy, vi vy viéc truyén tin cling khong thé thuc hién dugc.
Ban chit ky thuét ciia sang ché

Do céc van dé k¥ thudt nhu néu trén, sang ché ¢6 muc dich nham tao ra

phuong phap truyén dir liéu sao cho cho phép cac tmg dung IP co thé duoc
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truyén trén nhitng diéu kién dudng truyén khé khan hon (don cong, toc do thap,
nhiéu 16n, ...), khoang cich xa hon c6 thé lén téi hang ngan km véi ha tang
thiét bi don gian, vi du dé truyén dugc trén duong truyén Radio HF thi chi can
st dung hai may thu phét song Radio ma khoang cach truyén co thé [én toi hang
tram hodc hang ngan km tity cong suét phat. Phuong phap truyén dir liéu theo
sang ché 1a phuong phap truyén dir liéu két hop véi phuong thire truyén tin
thong thuong gilta cac tmg dung trén nén IP nhim gilip cho viéc truyén tin nay
c6 thé thuc hién dugc trén dudng truyén ban song cong toc do thap.

Dé dat duoc muc dich trén, sang ché dé xudt phuong phap truyén di liéu
cho cdc ing dung trén nén tang IP qua duong truyén ban song cong, phuong
phap nay bao gdm bay bude, cu thé: bude 1: tiép nhan cac goi tin gui ra tir 16p
lién két cua ung dung IP nguén; bude 2: bdc tach, phén tich va loc goi tin & hé
thdng ngudn; bude 3: tu dong hoi va tra 161 & hé thong ngudn; budc 4: gui dit
liéu qua dudng truyén bén song cdng; bude 5: bdc tach, phan tich goi tin & hé
thdng dich; budc 6: tu dong hoi va tra 101 & hé théng dich; budce 7: gui cac g01
tin can truyén cho ng dung IP dich & budc 6 vao 16p lién két.

Trong séng ché nay, cac goi tin truyén/nhan & 16p lién két — giao thirc
mang c6 ddy (Ethernet) khong truyén/nhan voi duong truyén vat ly nhu
1000BASE-T nira, thay vao d6 sé truyén/nhin voi phin mém giao dién
(Interface) mang 4o, phan mém chi dong vai tro chuyén tiép cac goi tin gitra 16p
lien két va phin mém truyén nhan dit liéu IP qua dudng truyén ban song cong
[PoHD (IP over Half-Duplex).

So v&i phuong phap truyén tin thong thuong cho céc tmg dung IP, sang
ché dua ra mot giai phap phin mém dé ldy duoc tét ca cac thong tin ma Ung
dung IP nguén muébn gui t6i Ung dung IP dich bang cach gia lam Ung dung IP
dich dé tu dong hoi va tra 161 sau d6 gui qua dudng truyén ban song cong tée do
thap téi hé théng dich. Tai hé thdng dich ciing ¢6 phan mém gia lam ung dung
IP ngudn nhén dir lidu, phan tich rdi giao tiép voi Ung dung IP dich thong qua
viéc tw dong hoi va tra 10i. Theo co ché nay tmg dung IP ngudn va dich sé
khong nhin thdy thanh phén chuyén doi trung gian & gitta ma van hoat dong
binh thuong nhu truong hop giao tiép truc tiép voi nhau.

Sang ché cho kha ning truyén dit liéu tin cay, 6n dinh, c6 thé hd tro tat ca
céc loai Ung dung trén nén tang IP, 1a céc ang dung thuong duoc truyén trén

duong truyén song cong téc do cao, dap Ung nhanh va thoi gian chd (timeout)



25965

ngin nhu mang cé day (Ethernet — 1000BASE-T), mang khong day (Wifi —
802.11), ....

Sang ché dua trén su két hop ctia phuong phép thu thap géi tin & 16p lién
két ctia bd giao thuce kiém soat truyén tai/mang dién rong TCP/IP, xtr ly va loc

ban tin cling co ché tu dong hoi / tra 161 v6i céc ing dung trén nén tang IP.
M5 ta viin tit cdc hinh vé

Hinh 1: so dd minh hoa mé hinh hoat dong theo bo giao thirc kiém soat
truyén tai/mang dién rong TCP/IP.

Hinh 2: so dd minh hoa giai phap truyén tin theo phuong phép theo sang
ché.

Hinh 3: so d0 minh hoa viéc déng goi ban tin cia tang giao thirc kiém
soat truyén tai/mang dién rong TCP/IP.

Hinh 4: so dd minh hoa qua trinh phén tich va loc ban tin theo phuong
phap theo sang ché.

Hinh 5: so dd minh hoa qué trinh trao d6i ban tin theo giao thic SMTP
gitta thu dién tir (Mail Client) va phan mém IPoHD déng vai trd may chu thu
dién t& (Mail Server).

MG ta chi tiét sang ché

Tham chiéu theo hinh 2, sang ché dua ra mot giai phap phan mém dé lay
duogc tit ca cac thong tin ma tng dung IP trinh duyét web (Web Browser), trinh
duyét thu dién t& (Mail Client),... can gui td1 img dung IP dich béng cach gia
lam tng dung IP dich (m6 phong may chu web/thu dién to (Web/Mail Server
Simulator), ...) dé tu dong hoi va tra 1oi. Sau khi lay duoc hét thong tin, tmg
dung IP dich gia s& gui qua duong truyén ban song cong tdc do thap téi bén hé
théng dich. Tai hé thdng dich ciing c6 mot phan mém dong vai tro tmg dung 1P
ngudn gia (md phéng trinh duyét web/thu dién tr (Web Browser/Mail Client
Simulator), ...) nhan va phan tich ban tin ri giao tiép voi tmg dung IP dich thét
(may chu web/thu dién tir (Web/Mail Server)) thong qua viéc tu dong hoi va tra
16i. Viée giao tiép gitra cac tmg dung IP that véi phan mém IP gia duoc thuc
hién bén trong phidn mém ndi bd ctia may tinh nén chay rat nhanh, khong anh
huong té1 hoat dong cua cac ung dung IP. Dt liéu truyén nhan dugc bao toan
nguyén ven nén cac ung dung IP hoat dong nhu binh thuong ma khong biét



25965

duoc thuc chit dang lam viéc v6i phan mém trung gian. Cu thé phuong phap
nay dugc thuc hién nhu sau:

BudGc 1: tiép nhan cic goi tin gui ra tir 16p lién két ctia ung dung IP
ngudn.

Pé nhan duoc thong tin tir 16p lién két cha Gng dung [P nguodn, hé thong
st dung phan mém giao dién (Interface) mang &o. Thong tin nhan dugc chinh la
cac goi tin mang c6 day (Ethernet), duoc phan mém giao dién (Interface) mang
4o chuyén tiép nguyén ven téi phan mém IPoHD.

Tham chiéu hinh 3, cac budc dong goi ban tin khi di qua tung 16p cua
tdng giao thirc kiém soat truyén tai/mang dién rong TCP/IP. Trong do ban tin
dong g6i cudi cuing 1a ban tin mang c6 day (Ethernet), duoc chuyén nguyén ven
t6i phan mém IPoHD dé xir Iy.

Budc 2: boc tach, phan tich va loc goi tin & hé thong ngudn.

Tham chiéu hinh 4, phdn mém IPoHD boc tach va phan tich cac goi tin
mang c6 day (Ethernet) dé biét dugc noi dung cla timg 16p trong bd giao thuc
kiém soét truyén tai/mang dién rong TCP/IP, vi du dia chi MAC cua 16p lién
két, dia chi IP dich cta 16p mang, giao thirc ¢ 16p van chuyén (TCP/UDP), dich
vu cua 16p ung dung: giao thirc truyén siéu van ban (HTTP)/truyén tai thu don
gian (SMTP)/nhén thu (POP3)/truyén tai tép (FTP)/.... Sau khi phan tich goi
tin, phdn mém s& quyét dinh goi tin nao s& duge xtr ly tiép, goi tin nao sé bi bd
qua dua theo loai dich vu duoc hd tro. Goi tin di qua duge bd loc s& duge gl
t61 bude xir Iy tiép theo.

Budc 3: tu dong hoi va tra 101 & hé thong ngudn.

Cac goi tin di qua dugc bd loc duge phan tich cu thé xem thudc tng dung
gi, giao thirc van chuyén nao roi dua vao ludng x@r Iy tuong tmg. Phdn mém
[PoHD c6 nhiéu ludng xur Iy twong (g véi cac ing dung khéac nhau: giao thirc
truyén siéu van ban (HTTP)/truyén tai thu don gidn (SMTP)/nhan thu
(POP3)/truyén tai tép (FTP)/...

Déi voi phuong phép truyén tin thong thuong, dé thuc hién mot phién
lam viéc gita hai Gng dung IP, vi du gti thu tir trinh duyét thu dién tr (Mail
Client) — tng dung IP ngudn t§i mdy chu thu dién t& (Mail Server) - ing dung
IP dich thi chung phai truyén nhan nhiéu bén tin hai chiéu qua nhiéu qua trinh:
bét tay ba budc ctia giao thirc kiém soat truyén tai TCP, xac thuc thong tin tai
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khoan va mat khau, truyén ndi dung email, cudi cung 1a qua trinh dong phién
lam viéc.

Trong phuong phép truyén tin m&i, phan mém IPoHD s& giao tiép voi
tng dung IP day di cac qué trinh va ban tin nhu duoc mo ta ¢ trén dé cudi cung
liy duoc tat ca cac thong tin ma tng dung 1P do mudn giri di. Trong vi du trén
phin mém IPoHD sé& déng gia lam may chi thu dién tir (Mail Server) dé trao
d8i bao tin vai trinh duyét thu dién tir (Mail Client) nhdm muc dich 1ay dugc hét
céc thong tin vé tai khodn, mat khau, ndi dung thu. Hinh 5 md ta qua trinh trao
ddi ban tin theo giao thic truyén tai thu dién tr don gian (SMTP) gitta trinh
duyét thu dién tr (Mail Client) va phan mém IPoHD déng vai trd may chu thu
dién tu (Mail Server).

DPé c6 thé tu dong hoi va tra 101, phén mém [PoHD phai thuc hién dugc
ddy du cac trang thai va tinh hudng xtt Iy twong Umg voi cac tng dung: Giao
thire truyén siéu van ban (HTTP)/truyén tai thu don gian (SMTP)/nhén thu
(POP3)/truyén tai tép (FTP)/... dé khi nhan dugc mdt ban tin mang c6 day
(Ethernet) da qua bd loc thi nd cin cin clt vao trang thai hién thoi dé gui ban tin
tra 101 rdi chuyén dén trang théi lam viéc tiép theo trong ludng Xt 1.

Budce 4: gii dit liéu qua duong truyén ban song cong.

Dit liéu nhan dugc sau qué trinh hoi va tra 1o s& dugc dong goi va gui
sang hé théng dich qua duong truyén ban song cong.

Budc 5: boc tach, phan tich goi tin & hé thong dich.

Bén hé thdng dich ciing ¢ phan mém [PoHD, nhan va phan tich goi tin
qua duong truyén ban song cong. Tir day phan mém biét dugc cac goi tin nay la
thuoc ung dung nao trong s6 Giao thuc truyén siéu van ban (HTTP)/truyén tai
thu don gian (SMTP)/nhan thu (POP3)/truyén tai tép (FTP)/... dé dua chung
vao ludng xtr ly turong tng.

Budc 6: tu dong hoi va tra 101 ¢ hé théng dich.

Ludng xir ly twong tng véi cdc Gmg dung khac nhau sé ldy cac goi tin
nhan duoc dé giao tiép voi ung dung IP dich theo tung budc, timg qua trinh
gidng hét nhu & budce 3. Trong vi du glri thu nhu duge md ta & budce 3 thi phan
mém IPoHD bén hé théng dich s& gia lam trinh duyét thu dién tr (Mail Client)
dé giao tiép véi may chi thu dién t& (Mail Server), cac bugce va qua trinh thuc
hién nhu trong hinh 5 nhung vai trd trinh duyét thu dién tir (Mail Client) 1a cua
phan mém IPoHD con mdy chu thu dién tr (Mail Server) la that. Bang viéc
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truyén nhan v6i may chu thu dién tor (Mail Server) cac goi tin nhan dugc, qua
nhiéu budce, nhidu qua trinh dé muc dich truyén hét va toan ven tat ca cac thong
tin ma trinh duyét thu dién to (Mail Client) dd giri cho may chu thu dién tu
(Mail Server) gia trén hé fhéng ngudn. Thong tin d6 bao gdm: thong tin tai
khoan, mat khau va noi dung thu.

Budc 7: giri cac goi tin can truyén cho ung dung IP dich vao 16p lién két.

Céac goi tin dugc st dung 1a cac goi tin thu duge ¢ budc tu dong hoi va tra
161 ¢ hé thong dich. Tai budc nay, phan mém IPoHD & hé thdng dich giao tiép
v6i ing dung IP dich phai thong qua phin mém giao dién (Interface) mang ao
rdi duge chuyén tiép téi 16p lién két, di qua cac 16p giao thirc ciia bd giao thuc
kiém soat truyén tai/mang dién rong (TCP/IP) rdi moi dén duoc Gng dung 1P
dich.
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Yéu cau bao hd
1. Phuong phép truyén dit liéu cho cic (mg dung trén nén tang giao thic
Internet (IP) qua dudng truyén ban song cong, phuong phap niay bao gbm cac
budec:

tiép nhan cac goi tin glri ra tr 16p lién két ctia tng dung IP ngudn bang
cach st dung phian mém giao dién (Interface) mang 4o, thong tin nhan duoc
chinh la cac goi tin mang cé day (Ethernet), duoc phian mém giao dién
(Interface) mang 4o chuyén tiép nguyén ven téi phan mém truyén nhan dir liéu

IP qua dudng truyén ban song cong IPoHD (IP over Half-Duplex);

boc tach, phan tich va loc goi tin & hé thong ngudn, trong dé phan mém
IPoHD thuc hién bdc tach va phan tich cac goi tin mang co day (Ethernet) dé
biét duoc ndi dung cua timg 16p trong bo giao thirc kiém soét truyén tai/mang
dién rong (TCP/IP), tiép theo phdn mém IPoHD s& quyét dinh géi tin nao sé
dugc xu ly tiép, 201 tin nao s& bi bo qua dua theo loai dich vu dugc hd tro, goi
tin di qua duge bo loc s& duge gui téi bude xir 1y tiép theo;

tu dong hoi va tra 101 & hé thong nguodn, trong do cac goi tin di qua dugc
bd loc duge phan tich dé x4c dinh ing dung tuong tmg, giao thirc van chuyén
turong Gng va theo do dua vao ludng xur ly tuong mg, phan mém IPoHD c¢6
nhidu ludng xir ly twong tmg véi cac tmg dung khdc nhau (HTTP, SMTP,
POP3, FTP, ...) dé khi nhan duoc mot ban tin mang c6 day (Ethernet) da qua
bd loc thi nd s€ can c vao trang thai hién thoi dé gui ban tin tra 101 roi chuyén
dén trang thai lam viéc tiép theo trong ludng xtt Iy;

guri dit lidu qua dudng truyén ban song cong, trong d6 dit lidu c¢6 dugc sau
budc tu dong hdi va trd 101 s€ dugc dong goi va gui sang hé thong dich qua
dudng truyén ban song cong;

boc tach, phén tich goi tin & hé théng dich, trong dé phan mém IPoHD
duoc trang ¢ hé thong dich thuc hién nhan va phan tich goéi tin qua duong
truyén ban song cong va theo do xac dinh cac géi tin nay la thudc ing dung nao
trong s6 giao thirc truyén siéu van ban (HTTP)/truyén tai thu don gian
(SMTP)/nhan thu (POP3)/truyén tai tép (FTP)/..., d& dua chung vao ludng xt ly
tuong Uing;

tu dong hoi va tra 101 & hé thong dich, trong dé ludng xr y tuong (mg vi

céc ung dung khéc nhau sé 4y cac goi tin nhan dugc dé giao tiép v6i tng dung
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IP dich theo timg budc, ting qua trinh gidng hét nhu & budce tu dong hoi va tra
161 6 hé théng ngudn;

glri céc goi tin can truyén cho tng dung IP dich vao 16p lién két, trong do
céac goi tin dugc str dung la cac goi tin thu dugc ¢ budc tu dong hoi va tra 101 ¢
hé théng dich, phadn mém IPoHD & hé thong dich giao tiép v6i tmg dung IP dich
phai thong qua phan mém giao dién (Interface) mang &o rdi dugce chuyén tiép
ti 10p lién két, di qua cac 16p giao thic cia bd giao thuc kiém sot truyén

tai/mang dién rong TCP/IP roi méi dén duoc tng dung IP dich.



Ngang hang

Trinh duyét Web/
thw dién tor
(Web/Mail Client)

Y

Giao thirc kiém
soat truyen tai
(TCP)

¥

Giao thirc mang
dién rong phién
ban 4 (IPv4)

A4

Giao thlrc mang

diém - diém

25965

Lép ¢ng dung:
Giao thirc truyén
siéu van ban
(HTTP), ...

¥
Lop van chuyén:
Giao thurc kiém
soat truyén tai
(TCP), ...

v
L&p mang:
Giao thirc mang
dién réng phién
ban 4 (IPv4)

A d
Lop lien két:
Giao thirc mang
c6 day (Ethernet),

Ngang hang diém

IPoHD -

M6 phong may
chi Web/thw dién
tr (Web/Mail
Server Simulator)

\
1
:
|
H
H h
;
.
i
:
|
]

Giao dién

co6 day (Ethernet)

(Interface)
mang ao

Hinh 2

-10-

Ngang hang diém - diém

Ngang hang diém - diém

Ngang hang diém - diém

L&p ng dung:
Giao thirc truyén
siéu van ban
(HTTP), ...

A

L&p van chuyén:
Giao thirc kiém
soat truyén tai

(TCP), ...

A

Lép mang:
Giao thtrc mang
dién rong phién

ban 4 (IPv4)

3

Lop lien két:
N Giao thirc mang
c6 day (Ethernet),

IPoHD - Md
phong trinh duyét
Web/thw dién tr
(Web/Mail Client

Simulator)

A4

Giao dién
(Interface)
mang ao

Ngang hang
diém - diém

May chu Web/thw
dién tr
(Web/Mail Server)

Giao thrc kiém
soat truyén tai
(TCP)

Giao thirc mang
dién réng phién
ban 4 (IPv4)

.| Giao thirc mang

"1 co day (Ethernet)




25965

Lép ng dung:

Giao thic truyén D liéu lop ‘
siéu van ban (rng dung f
(HTTP), ... e

L&p van chuyén: i

Giao thurc kiém | Didu khién 1op l
soat truyén tai | vanchuyén

(TCP), ... ’

D@ ligu lop
van chuyen |

v i
Lé&p mang: A |
Giao thirc mang Diéu khién lop | ’

dién rong phién mang D@ liéu I&p mang

ban 4 (IPv4) * I

Y ]
L6p lién két: — | l
Giao thirc mang Pidu khién 16p [

D@ liéu 16p lién két

I I

c6 day (Ethernet), lien két

Hinh 3

~N
Loclép Diéu khién @ ligu Didu khién D ligu Diéu khién D ligu Didu khién D liéu
lian két (Ethernet) (£ TYPE_ARP)| |(Ethernet)| (ETHERTYPE_IP) | |(Ethernet)| (ETHERTYPE_IP) | |(Ethernet)| (ETHERTYPE_IP)
N ! 1 [
I i | i I
i i | I I
1 1 1 I I
1 | | | |
1 i i ] I
| P 1 | P i |
< Pidu™\_Giaothire Pidu™_Giaothire Piéu | Kiém soat
Loclép khién %/(I)y/{nhém khién /a h tuyén khién | truyén tai
mang (IP) (IGMP) (IP) A4~ (PMy2) (P) | (TCP)...
Hinh 4

-11-



25965

Trinh duyét IPoHD - May
thw dién t&r cha thw dién to
(Mail Client) (Mail Server)

1.Déng bd (SYN)

Giai doan bét tay
3 bwéc cla giao
| thire kiém soat
truyén tai (TCP)

2.X&c nhan ddng bd (SYN ACK)

3.Xac nhan (ACK)

4.HELO Teén thiét bj gvi (mail sender)

| Giaidoan bét tay

. kh&i tao thw

6.RCPT To: Danh sach tai khodn nhan
(recipient)

7.250 — Chép nhan (OK)

-y __

10.N&i dung thv (Message)

A4

| Giai doan g ngi

11.NGi dung thv (Message) dung thu

A 4

12.Ma két thic thw (<CRLF.CRLF>)

\ 4

13.250 — Chép nhan (OK)

|

14.Thoat (QUIT)

15.221 — Két thuc (BYE)

___7'\_______7'\__“__‘“‘"_“‘""'"‘7:\_“"""“7\"‘““"“‘“"_7\_
|
|
|
|
|
I
I
|
I
I
I
I
I
I
I
|
I
|
I
I
I
I
I
I

J
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