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(54) PHUONG PHAP VA THIET BI PHAT HIEN SU TAN CONG NGUY HIEM

(57) Séang ché dé cap dén phuong phap va thiét bi phat hién sy tdn cong nguy hiém,
phuong phap bao gom cac budc: thu, boi bo diéu khién, tin nhin trong goi dugc gui boi bd
chuyén mach thir nhat, trong do tin nhan trong g6i bao gom bo dinh danh may chi ngudn
va bo dinh danh may chu diém dén cua goi dir liéu ma bo chuyén mach thtr nhat khong tim
thiy muc nhap dong; khi xac dinh dugc rang may chu duoc chi bao boi bo dinh danh may
cha diém dén khong ton tai trong mang do phan mém quyét dinh (SDN), giri, bdi bo diéu
khién, myc nhap dong bét thudng téi bo chuyén mach thir nhat, trong d6 muc nhap dong
bét thuong bao gdm bd dinh danh may chi ngudn; thu, boi bo diéu khién, sé dém khoi
dong duoc gt boi bo chuyén mach thir nhat, trong do s6 dém khoi dong duoc gui boi bo
chuyén mach thir nhat sau khi muc nhap dong bét thuong hét thoi gian chd, va sé dém khoi
dong 1a sd lugng cac lan ma muc nhap dong bat thuong duge khoi dong; va xac dinh, boi
bd diéu khlen theo s6 dém khoi dong, xem su tin céng nguy hlem c6 duoc bit ngudn tir
may chil ngudn dugc chi bao boi by dinh danh may chu nguon hay khong. Trong céc
phuong an cua sang ché, sy tan cong nguy hiém tir may chi c6 thé dugc phat hién, luong
xt 1y dit liéu cua bd didu khién c6 the duoc giam bét, va hiéu suit ciia bo didu khién co thé
duoc cai thién.
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Linh vie ky thuit dwge dé cip
Sang ché d& cap dén cac linh vuc truyén thong, va cu thé 13, dén phuong

phap va thiét bi phéat hién su tAn céng nguy hiém.

Tinh trang k¥ thuit ciia sang ché

Y tuéng co ban ciia mang do phdn mém quyét dinh (SDN, Software Defined
Networking) 14 d& thuc hién viéc phan tich gifta mit phang diéu khién va mit
phéng chuyén tiép. Mang SDN thong thudng bao g0m bd diéu khién (Controller),
b6 chuyén mach (Switch), va may cht (Host). Bo didu khién duoc tao ciu hinh
dé dé ra, dua vao hinh thitc ctia toan bd mang, chinh sach chuyén mach, va phan
phéi chinh sach chuyén mach téi bd chuyén mach duéi hinh thirc muc nhép dong,
d& bd chuyén mach luu muc nhap dong vao bang dong, va do dé bd diéu khién
thue hién diéu khién tip trung trén toan by mang béang céch diéu khién bang dong
trén bd chuyén mach; bd chuyén mach dugc tao céu hinh @& chuyén tiép goi dir
- liéu cua may chu theo muc nhép dong dia phuong ctia bd chuyén mach.

Trong mang SDN, bdi canh truyén thong thong thudng ctia may chil duge
thé hién trén Fig.1, trong d6 may chii A giri gdi dit liéu téi bd chuyén mach 1
duoc két ndi v6i may chu A, va coi rang may cht diém dén cta gdi dit lidu 13
may chu B trong mang SDN; bd chuyén mach 1 tim kiém bang dong dia phuong
cho muc nhap dong cua goi dit lidu, va néu bd chuyén mach 1 tim thy muc nhap
dong ctia géi dit lidu, bd chuyén mach 1 chuyén tiép géi dit liéu theo muc nhép
dong, hodc néu bd chuyén mach 1 khong tim thiy muc nhép dong cta géi dit lidu,
b6 chuyén mach 1 giri tin nhén trong gbi téi by didu khién; bd diéu khién lua
chon dudng chuyén tiép cho géi dit lidu, va phén phéi duwdng chuyén tiép t6i tat
¢4 céc bd chuyén mach trén duong chuyén tiép dudi dang muc nhdp dong; va bo
chuyén mach 1 va céc bo chuyén mach trén dudng chuyén tiép chuyén tiép go6i

dit liéu theo muc nhép dong phén phbi.
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Do bd diéu khién da phan phdi muc nhép dong & truyén théng gifta méy
cht A va may chu B t6i tit ca cic bd chuyén mach trén dudng chuyén tiép, khi
mdy chi A sau d6 giri g6i dit liéu ma may chii diém dén ctia n6 1a may cha B, bd
chuyén mach 1 c6 thé chuyén tiép truc tiép géi dit liéu theo muc nhép dong, va
bd chuyén mach 1 khéng tao ra tin nhin trong géi mot 1an nita.

Néu méy chit diém dén ciia géi dit liéu dugce giri bdi may chi 1a may chi C
& ngoai mang SDN, bdi canh truyén théng dugc thé hién trén Fig.2, trong d6

may chu A gui géi dit liéu t6i bd chuyén mach 1 duoc két ndi v6i may
chu A, va duoc coi réng may chu diém dén cua gbi dit lidu 1a may cha C, va
mang SDN khéng bao gbm méy chu C;

. bd chuyén mach 1 tim kiém bang dong dia phuong cta bd chuyén
mach cho muc nhdp dong cia géi dit liéu, va do may chu C khong phai trong
mang SDN, bd chuyén mach 1 khéng thé tim thdy muc nhép dong cua géi dit lidu,
va gl tin nhin trong géi t6i b diéu khién; va

bo diéu khién thu tin nhén trong goi, va tim kiém mang SDN cho méay
cht C; do méy chu C khéng phai trong mang SDN, bé didu khién khong thé tim
thiy may chi C, va sau d6 bo didu khién loai bo tin nhén trong g6i, va khéng
phan phbi muc nhap dong cho géi dir lidu t6i b chuyén mach 1.

Néu may chil A sau d6 g lai géi dit liéu ma may chu diém dén cua né 1a
mady chu C, ca b chuyén mach 1 14n b6 diéu khién déu 1ap lai cac budce néu trén,
va cudi ciing bd didu khién loai bé tin nhin trong goi.

Dua vio phuong phép truyén théng néu trén ciia may chi trong mang SDN,
c6 thé coi ring tin nhén trong goi trong bbi canh duogc thé hién trén Fig.1 1a tin
nhén trong géi binh thudng, trong khi tin nhén trong gdi trong bdi canh dugc thé
hién trén Fig.2 14 tin nhin trong g6i khéng hop 18. Néu may chu trong mang SDN
thue hién sy tin céng nguy hiém trén bd diéu khién, va gui sb lugng 16n cac goéi
dir liéu ma may chil diém dén ciia ching khéng phai 14 trong mang SDN hoic
méy chii diém dén cta ching thim chi khong ton tai, bd chuyén mach duogc két

ndi véi may chu tao ra lugng 16n céc tin nhdn trong goéi khéng hop 1€ va giri cac
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tin nhén trong géi khong hop 18 téi bd diéu khién, va bd diéu khién can phai tiéu
thu mot lwgng 16n céc tai nguyén xur ly dé xr Iy céc tin nhén trong gbi khéng hop
18 nay, dé tim méy chu diém dén ma khong phai trong mang SDN hodc thdm chi
khéng ton tai, do d6 anh huéng dén quy trinh x& Iy cla tin nhin trong goéi binh
thudng béi bd diéu khién.

Do d6, viéc phat hién su tdn coéng nguy hiém trén b didu khién tir may chi
can phai dugc thyc hién trong mang SDN. Hién nay, phuong phap phat hién su
thn cong nguy hiém tir may chu 13 nhu sau: bd diéu khién thu thap cac théng ké
vé sb lugng cac tin nhan trong géi, duge tao ra tuong tmg bdi mdi méy chu 1a
may chu ngudn, dugc thu trong mot thoi gian don vi; tinh toén, bing cach su
dung sé luong, hé s6 & d6 mdi may chu tao ra céc tin nhin trong gbi 1a may chu
nguén; va xac dinh, theo hé s6, xem mdi mday chu c6 thuc hién sy tn cong nguy
hidm trén bo diéu khién hay khoéng,

Trong phuong phap phét hién su tAn cong nguy hiém tir may chi nhu vay,
b6 didu khién cin phai thu tin nhén trong gbi dugc théng béo bdi mdi b chuyén
mach va xi Iy tin nhan trong goéi; ngoai ra, bd diéu khién con cén thu
thdp mot cach doc lap cac théng ké vé sb luong céc tin nhén trong goi, dugc tao
ra trong img béi mdi may chu 1& may chi ngudn, dugc thu trong thoi gian don vi,
va sau d6 xé4c dinh xem mdi méy chu c6 thuc hién sy thn cong nguy hiém trén bd
didu khién hay khong. Luong dit lidu dugc xir Iy béi bd diéu khién 14 16n, va hiéu
suét ctia bd didu khién 1a thép. |
Ban chét k§ thuit ciia sdng ché

Céac phuong an cua sang ché @& xuit phuong phép va thiét bi phét hién su
thn cong nguy hiém, sao cho su tAn coéng nguy hiém tir may chi c¢é thé dugc phat
hién, luong xt 1y dit liéu ctia bd didu khién c6 thé duge giam bét, va hidu suat
cia b didu khién c6 thé duoc céi thién.

Theo khia canh thir nhat, phwong phép phat hién su tn cong nguy hiém
duoc dé xuét, bao gé‘)m:

thu, boi by didu khién, tin nhin trong géi dugc gl boi bd chuyén
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mach thi nhét, trong d6 tin nhén trong goéi bao gdm bd dinh danh may chu ngudn
va bd dinh danh m4y chi diém dén ciia goi dit liéu ma bo chuyén mach this nhat
khong tim thdy muc nhap dong;
khi x4c dinh dugc ring may chd dugc chi bdo bdi bd dinh danh may
chit didm dén khong ton tai trong mang SDN, giri, boi bd didu khién, muc nhap
dong bat thuong téi bd chuyén mach tht nhét, trong d6 muc nhip dong bét
thuong bao gbm bo dinh danh may chu nguén;
thu, boi bd didu khidn, sé dém khoi dong duge giri bsi by chuyén
mach thtr nhét, trong d6 s& dém khéi dong dugc giri bdi bd chuyén mach thir nhat
sau khi muc nhép dong bat thuomg hét thoi gian cho, va s& dém khoi dong 1a sé
luong céc 14n ma muc nhap dong bét thuong dugc khdi dong; va
xac dinh, bdi bd didu khién theo s6 dém khoi dong, xem su tin cbng
nguy hidm c6 dwoc bt nguén tr may chu nguén dugc chi bao badi bd dinh danh
may chu ngudn hay khéng.
Theo khia canh thir nht, trong céch cé thé thuc hién tht nhét cua khia canh
thir nhét, viée xé4c dinh, bdi bo didu khién theo sb dém khoi dong, xem sy tAn
cong nguy hidm duoc bat ngudn tr may chi ngudn cé duge chi béo béi bd dinh
danh may chu ngudn hay khong bao gdm céc bude:
tinh to4n, boi bo didu khién, hé sé khéi déng ctia muc nhap dong bat
thuong theo s6 dém khoi dong va thoi gian tréi qua ciia muc nhép dong bat
thuong; va
x4c dinh, béi bd didu khién, xem hé s6 khéi dong c6 16n hon ngudng
hé sb hay khong; va néu hé sb khoi dong 16n hon ngudng hé sd, xéc dinh, béi bd
diéu khién, ring su tAn cong nguy hidm dugc bét ngudn tir may chi ngudn; hoic,
néu hé sé khéi dong khong 16n hon ngudng hé sb, xc dinh, bdi bo didu khién,
rang khéng c6 su tAn cong nguy hiém nao bt ngudn tir may chu ngudn.
Theo khia canh thir nhit, trong céch co thé thuc hién tht hai cta khia canh
thit nhét, viéc xac dinh, bdi bd didu khién theo sb dém khoi dong, xem su tAn

cong nguy hiém duge bt ngudn tir may chu ngudn ¢ duoc chi bao boi by dinh

-5-



23978

danh may chu nguén hay khong bao gbm cac budc:

xéc dinh, boi bd didu khién, xem sé dém khéi dong c6 16n hon
ngudng so dém hay khong; va néu sb dém khoi dong 16n hon ngudng s6 dém,
xac dinh, bdi bd didu khién, ring su tin cong nguy hidm dugc bat ngudn tir may
chu nguén; hoac hoac, néu sb dém khai dong khong 16n hon ngudng s6 dém, xéc
dinh, boi b didu khién, ring khong c6 su tAn cong nguy hiém nao bét nguén tir
may chu nguén.

Theo khia canh th nhét, va/hodc cach cb thé thuc hién thi nhit cia khia
canh thir nhét, va/hodc cach c6 thé thuc hién thir hai cta khia canh tht nhét, trong
céch c6 thé thuc hién thi ba clia khia canh thir nhét, truée khi i, béi bo diéu
khién, muc nhip dong bét thuong t6i bd chuyén mach thir nhét, phuong phap
ngoai ra con bao gdm cac budc:

xéc dinh, boi bo didu khién, xem muc nhép dong bat thuong clia méy
chii ngudn duoc chi bdo béi bd dinh danh mdy chi nguon da duge phan phdi t6i
bo chuyén mach tht nhit hay chua; va néu muc nhap dong bit thudng clia may
chu nguén duoc chi bdo bsi bd dinh danh may chu nguén chua dugce phan phéi
t6i bo chuyén mach thir nhét, thuc hién, béi b diéu khién, bude giri muc nhép
dong bat thuong t6i bo chuyén mach thi nhat,

Theo khia canh th nhét, va/hodc céch cb thé thyc hién tha nhit cia khia
canh thir nht, va/hoic céch c6 thé thuc hién tht hai cia khia canh thir nhat,
va/hodc cach co thé thuc hién thtt ba cla khia canh tht nhét, trong cach co thé
thue hién thit tu cua khia canh thir nhét, phuong phép ngoai ra con bao gdm céc
budc:

khi x4c dinh dugc ring bang dong cudi cing trong bd chuyén mach
thr nhét 13 bang dung hop chinh x4c bao gdm mién dung hop bd dinh danh may
chti ngudn, giti, boi bd didu khién, chi din thi nhit t6i bd chuyén mach thi nhét,
trong do chi dAn thir nhit duoc st dung dé chi dan cho bo chuyén mach thu nhét
tao cAu hinh bang dung hop chinh xac nhu bang dung hop chinh x4c chi khop véi
midn dung hop bd dinh danh may cht ngudn, dé bd chuyén mach tht nhat lwu triy
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muc nhap dong bét thuong trong bang dong cudi clng.

Theo khia canh thir nhét, va/hodc cach cé thé thuc hién thir nhét cta khia
canh thtr nhét, va/hodc cach co thé thuc hién tha hai cta khia canh tht nhét,
va/hodc cach cé thé thuc hién thir ba cta khia canh tht nhét, trong cach cé thé
thuc hién th ndm cta khia canh thir nhét, phuong phap ngoai ra con bao gdm
cac budc:

khi x4c dinh duoc ring bang dong cudi cling trong bd chuyén mach
tht nhét 13 bang dung hop chinh xéc, va bang ky tu dai dién bao gdm mién dung
hop bd dinh danh mdy chu ngudn ton tai trong bd chuyén mach tha nhét, giii, béi
b6 didu khién, chi din thi hai t6i bd chuyén mach thi nhat, trong d6 chi dan thu
hai dugc st dung dé chi din cho bd chuyén mach thi nhét diéu chinh bang ky tu
dai dién bao gdm mién dung hop b dinh danh méy chii ngudn thanh bang dong
cudi ciing, dé bod chuyén mach thir nhét Iuu trit muc nhap dong bét thuong trong
bang dong cubi clng.

Theo khia canh thtr nhét, va/hodc cach c6 thé thuc hién thir nhét cia khia
canh thtr nhét, v&/hoic cach c6 thé thuc hién th® hai cia khia canh thw nhét,
va/hoiic cach c6 thé thyc hién thr ba ciia khia canh thit nhét, va/hodc cach cé thé
thuc hién thir tu cta khia canh thr nhét, va/hodc cach co thé thyuc hién thtr nim
ctia khia canh tht nhét, trong cach co thé thuc hién thtr sdu cta khia canh tht
nhét, quyén wu tién ctia muc nhép dong bat thudng 14 quyén wu tién thdp nhét ctia
muc nh4p dong trong bd chuyén mach thtr nhét.

Theo khia canh thit nhét, vi/holic cach co thé thuc hién thit nhat cla khia
canh thir nhét, v&/hodc cach c6 thé thuc hién tht hai cia khia canh thu nhat,
va/hodc céach co thé thuc hién thir ba cua khia canh thu nhét, va/hodic cach c6 thé
thuc hidn thtr tu cta khia canh thir nhit, vi/hodc cach c6 thé thuc hién thir ndm
ctia khia canh thir nhét, va/hosc cach co thé thuc hién th sdu cia khia canh thi
nhét, trong céch cé thé thyc hién tht bay cua khia canh thi nhét, phuong phap
ngoai ra con bao gbm cac budc:

khi x4c dinh, theo s0 dém khdi dong, rang su tan cdng nguy hiém

-7-



23978

duoc bt ngudn tir may chu ngudn dugc chi bdo bsi bo dinh danh may chu ngudn,
giri, boi b didu khién, chi dAn thtr ba t6i bo chuyén mach tht nhét, trong d6 chi
din thir ba duoc st dung dé chi dan cho bd chuyén mach thi nhét x6a goi dit liéu
tir mdy chii ngudn.
Theo khia canh thi hai, phuong phép phat hién su tAn cong nguy hiém duoc

d& xuét, bao gdm cac budc:

khi xac dinh duogc rz"mg muc nhdp dong tuong ung vai goi dir liéu
khéng duoc tim thiy, giri, boi bo chuyén mach thi nhét, tin nhin trong goi téi bd
diéu khién, trong d6 tin nhén trong gbi bao gbm bd dinh danh méy cht ngudn va
bd dinh danh may chu diém dén cua g6i dit licu;

thu va luu, bdi bd chuyén mach tht nhat, muc nhap dong bét thuong,
trong d6 muc nhdp dong bét thudng dugc ghi béi bd diéu khién khi x4c dinh
duoc ring may chi duogc chi bdo boi bd dinh danh méy chi diém dén khong ton
tai trong mang SDN; va

ghi, bdi bo chuyén mach th nhét trong khoang thoi gian troéi qua ctia
muc nhép dong bt thuong, s& dém khoi dong ctia muc nhap dong bat thuong, va
giri s& dém khéi dong t6i by didu khién sau khi muc nhip dong bét thuong hét
thoi gian chd, khién cho bd didu khién xac dinh, theo s6 dém khéi dong, xem su
tAn c6ng nguy hiém c6 duoc bét ngudn tir may chu ngudn duge chi bio bdi bd
dinh danh mdy chii ngudn hay khéng.

Theo khia canh thtt hai, trong céch c¢6 thé thuc hién thi nhét cia khia canh

thir hai, phuong phap ngoai ra con bao gdm cac budc: |

thu, bdi bd chuyén mach tht nhét, chi din tht nhét dugc giri boi bo
didu khién, va tao cAu hinh, theo chi dan thi nhét, bang dung hop chinh x4c dia
phuong ma la bang dong cudi cting nhu bang dung hop chinh x4c chi khép véi
mién dung hop bd dinh danh mdy chi ngudn; hoic,

thu, bdi bd chuyén mach thir nhét, chi dan thir hai dugc giri bdi bo
didu khién, va diéu chinh bang ky tu dai dién bao gébm mién dung hop bd dinh
danh may chu ngudn thanh bang dong cudi ciing theo chi dan thir hai.
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Theo céch c6 thé thuc hién thir nhét ctia khia canh tht hai, trong cach cé thé
thuc hién thit hai cia khia canh thir hai, viéc luu, bdi bd chuyén mach tht nhét,
muc nhap dong bAt thudng bao gdm cac budc:

luu, bdi bd chuyén mach tht nhit, muc nhap dong bét thuong vao
bang dong cudi cng.

Theo khia canh tht hai, va/hodc cach cé thé thuc hién tha nhét cua khia
canh thtr hai, va/hodc cach co6 thé thuc hién thir hai cua khia canh th hai, trong
céch ¢6 thé thuc hién thir ba cia khia canh thir hai, phuong phép ngoai ra con bao
gdm céc budc:

thu, boi bd chuyén mach thi nhét, chi din thit ba duge g béi bé diéu
Khién, trong d6 chi dan th ba dwoc giti bdi b diéu khién khi xéc dinh, theo s6
dém khoi dong, ring su tAn cong nguy hiém duoc bat ngudn tir may chl ngudn
dugc chi bdo boi bd dinh danh mdy chu ngudn; va

x0a, boi bd chuyén mach tht nhét theo chi déan tht ba, géi dit liéu tir
may chu ngudn.

Theo khia canh th ba, thiét bi phat hién su tAn cdng nguy hiém duoc dé
xuét, bao gdm:

bd thu thir nhét, dugc tao cdu hinh @& thu tin nhén trong géi dugc gl
boi bd chuyén mach thir nhét, trong d6 tin nhén trong géi bao gdm bd dinh danh
may chu ngudn va bd dinh danh may chu diém dén cua goi dit 1iéu ma bd chuyén
mach thtr nhat khong tim thiy muc nhép dong;

b6 giri thir nhat, dugc tao cAu hinh dé: khi xéc dinh dugc ring mdy
chit duge chi béo bai b dinh danh méay chi diém dén dugc thu bdi bo thu thir
nhat khéng ton tai trong mang SDN, giri muc nhép dong bét thuong t6i bd
chuyén mach tht nhit, trong d6 myc nhép dong b4t thuong bao gbém bd dinh
danh may chu ngudn, trong d6

bd thu thu nhét ngoai ra con duge tao cAu hinh @& thu sb dém khai
dong dugc gui bdi bd chuyén mach thu nhét, trong d6 s6 dém khoi dong duoc

gui boi bo chuyén mach tht nhét sau khi muc nhép dong bat thudng hét thoi gian
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cho, va s6 dém khoi dong 1a sé lugng céc 14n ma muc nhép dong bét thuong
duogc khéi dong; va

b6 phat hién, dugc tao cu hinh dé x4c dinh, theo s6 dém khdi dong
duoc thu bdi b thu thir nhat, xem su tdn céng nguy hidm c6 dugc bét ngudn tir
may chu ngudn dugc chi béo béi bd dinh danh méy chu ngudn hay khong.

Theo khia canh thir ba, trong cach co6 thé thuc hién thi nhét cua khia canh
thir ba, bd phét hién dugc tao cAu hinh riéng dé:

tinh toén hé sb khoi dong ctia muc nhép dong bét thudng theo sb dém
khoi dong duge thu boi bd thu thi nhét va thoi gian troéi qua cia muc nhép dong
bét thuong; va

x4c dinh xem hé s6 khoi dong c6 16n hon ngudng hé s hay khong; va
néu hé sb khoi déng 16n hon ngudng hé s, x4c dinh ring su tan céng nguy hiém
duoc bit ngudn tir may chu ngudn; hoic, néu hé sb khoi dong khong 16n hon
ngudng hé sb, xac dinh ring khong c6 su tn céng nguy hiém nao bét ngudn tir
méy chi ngudn. |

Theo khia canh thir ba, trong céch co thé thuc hién thir hai cta khia canh thi
ba, bd phat hién dugce tao cAu hinh riéng dé:

x4c dinh xem sé dém khéi dong c6 16n hon ngudng s6 dém hay khong;
va néu sb dém khoi dong 16n hon ngudng s& dém, xé4c dinh ring sy tin cong
nguy hiém duoc b4t nguén tir may chu nguén; hoéc néu, hé s6 khoi dong khong
16n hon nguong hé sd, x4c dinh ring khong cé su tdn cong nguy hiém nao bét
ngudn tir may chu ngudn.

Theo khia canh thir ba, va/hodc cach cé thé thuc hién th nhit cta khia canh
thtr ba, va/hodc cach co thé thuc hién thir hai ctia khia canh thir ba, trong cch c6
thd thuc hién thir ba ctia khia canh thit ba, phuong phap ngodi ra con bao gdm cac
budc:

bd x4c dinh, dugc tao cAu hinh dé xac dinh xem muc nhép dong bét
thuong cia may chil ngudn dugc chi béo béi bo dinh danh méy chi ngudn da

duoc phan phdi téi bd chuyén mach thi nhét hay chua; va néu muc nhép dong
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bt thuong ctia mdy chu ngudn dugc chi bdo bdi bo dinh danh may chi ngudn
chua duoc phan phéi t6i bo chuyén mach thir nhét, khi dong bd giri thir nhat dé
gui muc nhép dong bét thuong téi bo chuyén mach thit nhét.

Theo khia canh thir ba, va/hodc cach c6 thé thuc hién tht nhét cta khia canh
th(r ba, va/hodc cach co thé thuc hién tht hai ctia khia canh thir ba, va/hodc cach
c6 thé thuc hién thtr ba cua khia canh thi ba, trong cdch c6 thé thuc hién thi tu
cta khia canh thir ba, bg g thir nhét ngoai ra con dugc tao cAu hinh dé: khi xéc
dinh dugc ring bang dong cudi cling trong bd chuyén mach thir nhét 14 bang dung
hop chinh xéc bao gdm mién dung hop bd dinh danh médy chu ngudn, chi dén bd
chuyén mach tht nhAt tao ciu hinh bang dung hop chinh x4c nhu bang dung hop
chinh x4c chi khép v6i mién dung hop bd dinh danh may chu ngudn, dé& bo
chuyén mach tha nhét luu trit muc nhip dong bt thuong trong bang dong cuéi
cung.

Theo khia canh thit ba, va/hodc cach co thé thuc hién thir nhét cta khia canh
thir ba, va/hoac cach co thé thuc hién thtr hai cta khia canh tht ba, va/hodc cach
c6 thé thue hién thir ba clia khia canh thir ba, trong céach ¢6 thé thuc hién tht nam
cta khia canh th ba, b6 guri thir nhét ngoai ra con dugc tao cAu hinh d:

khi x4c dinh duoc ring bang dong cubi cling trong bd chuyén mach
thi nhét 14 bang dung hop chinh xac, va bang ky tu dai dién bao gdm mién dung
hop bd dinh danh may cha nguén tdn tai trong bod chuyén mach thr nhét, gtri chi
dan tht hai t6i bd chuyén mach thi nhét, trong d6 chi dan thr hai dugc st dung
d& chi dan cho b chuyén mach thu nhét diéu chinh bang ky tu dai dién bao gdm
mién dung hop bd dinh danh méy chi ngudn thanh bang dong cudi cing, dé bd
chuyén mach th& nhdt luu trit myc nhép dong bét thudng trong bang dong cudi
cung. |

Theo khia canh thit ba, va/hodc cach co thd thuc hién th& nhit ctia khia canh
th(r ba, va/hodc céach co thé thuc hién thir hai cua khia canh thi ba, va/hodc cach
¢6 thé thue hién thit ba ciia khia canh thi ba, va/hogic céch cé thé thuc hién thir tu
cia khia canh thi ba, va/hoac cach cé thé thuc hién tht nim cua khia canh th{ ba,
trong céch c6 thé thuc hién thtr séu ciia khia canh thir ba, bd giri thir nhét ngoai ra
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con duogc tao cu hinh dé:

khi x4c dinh duoc, theo sb dém khoi dong, réng su tAn cong nguy
hiém dugc bét nguén tr may chu nguén duge chi bao bdi bo dinh danh may chu
ngudn, giri chi din thir ba t6i bd chuyén mach thir nhét, trong d6 chi dan tht ba
duoc st dung dé chi din cho bo chuyén mach thir nhét x6a goi dir lidu tir may
chi ngudn.

Theo khia canh th tu, thiét bi phat hién su tn cdng nguy hiém duogc dé

xuét, bao gdm:

bd gt thit hai, duoc tao chu hinh dé: khi xic dinh dugc rang muyc
nhap dong twong ung véi goi dit liéu khong dugc tim théy, giri tin nhin trong goi
t61 b didu khién, trong d6 tin nhin trong gbi bao gdm bd dinh danh may chu
ngudn va bd dinh danh may chi diém dén cta géi dit liéy;

b6 thu thi hai, duoc tao cAu hinh d& thu muc nhap dong bét thudng,
trong d6 muc nhap dong bat thuong dugc gui bdi bd diéu khién khi x4c dinh
duoc ring may chi duoc chi bdo boi by dinh danh méy cht diém dén khong ton
tai trong mang SDN;

bd luu trit, dugc tao cAu hinh dé luu muc nhép dong bét thuong duoc
thu bai b thu thi hai; va

b ghi s6 dém, dugc tao cAu hinh dé& ghi, trong khoang thdi gian troi
qua ctia muc nhép dong bét thuong duge luu béi bd luu trit, s6 dém khoi dong
ctia muc nhép dong bét thuong, trong d6

bd gui thir hai ngoai ra con dugce tao céu hinh dé: sau khi muc nhép
dong bét thudng duge luu boi bd luu trit hét han, giii s6 dm khéi dong dugc ghi
béi bd ghi s6 dém t6i bo diéu khidn, khién cho bd diéu khién x4c dinh, theo s
dém khoi dong, xem sy tAn cong nguy hiém c6 dugc bét ngudn tir may chi ngudn
dugc chi bao badi bd dinh danh méy chii ngudn hay khéng,

Theo khia canh thtt tu, trong céch ¢6 thé thuc hién thir nhat ctia khia canh

thir hai, b thu thit hai ngoai ra con dugc tao céu hinh dé thu chi dan tht nhit

duoc giri boi bd dieu khién; va
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thiét bi ngoai ra con bao gdm: bod cAu hinh, duoc tao cdu hinh dé tao
cAu hinh, theo chi din thtr nhét, bang dung hop chinh x4c dia phwong ma I3
bang dong cudi cling nhu bang dung hop chinh x4c chi khép véi mién dung hop
b dinh danh may cht ngudn; hodc

bd thu thir hai ngoai ra con dugc tao cAu hinh d thu chi din tht hai
duge giri boi bd didu khién; va

thiét bj ngoai ra con bao gdm: bd cau hinh, dugc tao c4u hinh & diéu
chinh bang ky tu dai dién bao gdbm mién dung hop bd dinh danh mdy chi nguén
thanh bang dong cudi cling theo chi dan thit hai.

Theo céch cé thé thuc hién thir nhét cta khia canh thit hai, trong cach co thé
thuc hién tha hai cta khia canh thir hai, b luu trit dugc tao c4u hinh riéng dé luu
muc nhép dong bat thudng vao bang dong cudi cing.

Theo khia canh tht hai, va/hodc cach c6 thé thuc hién thir nhét ctia khia
canh thir hai, va/hodc cach c6 thé thuc hién thir hai ca khia canh thi hai, trong
céch c6 thé thuc hién thi ba ctia khia canh thir hai, bd thu thir hai ngoai ra con
duoc tao cdu hinh dé thu chi dan thr ba duogc giri béi bo chuyén mach tht nhét;
va

thiét bi ngoai ra con bao gém: bo diéu khién, dugc tao ciu hinh dé x6a
61 dit 1iéu tir may cht ngudn.

Trong cac phwong 4n nay, bo diéu khién thu tin nhin trong géi dugc giri béi
bo chuyén mach th nhét, trong d6 tin nhén trong géi bao g0m bd dinh danh may
chil ngudn va bé dinh danh may cha diém dn cta goéi dit liéu ma bd chuyén
mach thr nhit khéng tim théy muc nhép dong; khi xac dinh dugc réng may chu
dugc chi bao bdi b dinh danh méay cha diém dén khong ton tai trong mang SDN,
b diéu khién giri myc nhép dong bt thudng t6i bd chuyén mach thi nhit, trong
d6 muc nhép dong bit thudong bao gdbm bd dinh danh may chii ngudn; bd diéu
khién thu s dém khéi dong, cia muc nhdp dong bét thuong, dugc giri boi bd
chuyén mach thir nhét sau khi muc nhap dong bét thuong hét thoi gian chod; va bo

diéu khién x4c dinh, theo s0 ¢ém khoi dong, xem sy tan cong nguy hiém c6 dugc
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bét ngudn tir may chi ngudn dugc chi bio bdi by dinh danh méy chu ngudn hay
khong. Trong cac phuong 4n, b didu khién khong can thiét phai thu thap céc
thdng ké vé cac tin nhén trong gdi twong tmg véi mdi méy cht, thay vao do, bd
chuyén mach thir nhét thu thap théng ké bang cach sir dung s6 dém khoi dong
clia muc nhép dong bt thuong. Theo cach nay, viéc thu thip céc théng ké tin
nhin duoc thuc hién  dau tién boi bo didu khién duge phan phdi téi mbi bd
chuyén mach dé thue hién, do d6 giam bdt Iugng x1r ly dit 1iéu cia bd diéu khién,
v céi thién hiéu suit ciia bd diéu khién.
M6 ta van tat cac hinh vé

Nhim md ta céc gial phap k¥ thuat trong céc phuong an clia sang ché hoic
trong k§ thu4t da biét mot cach rd rang hon, dudi day giéi thidu so luge céc hinh
v& kém theo cén thiét dé mo ta cac phuong 4n. RS rang rang, cac hinh v& kém
theo trong phin mé ta dudi day don thuan chi thé hién mot s phuong 4n cia
sang ché, va nguoi c6 trinh do trung binh trong linh vuc van c6 thé tao ra céc
hinh v& khéc tir céc hinh v& kém theo nay ma khéng can céc nd luc mang tinh
séﬁg tao.

Fig.1 14 hinh v& béi canh truyén théng may chi 1 trong mang SDN trong k§
thuét da biét;

Fig.2 14 hinh v& bdi canh truyén théng may chii 2 trong mang SDN trong ki
thuat da biét;

Fig.2A 14 so dd cdu tric bang dong trong bd chuyén mach trong k¥ thuét da
biét;

Fig.3 1a luu dd cta phuong phap phat hién su tdn coéng nguy hiém theo
phuong 4n thir nhét cla séng ché;

Fig.4 1a luu dd cta phuong phap phat hién su tdn cong nguy hiém theo
phuong &n thir hai cua sang ché;

Fig.5 1a luu dd cta phuong phap phat hién su tdn cong nguy hiém theo
phuong an thir ba cua sang ché;

Fig.5A 13 so dd so sanh trudc va sau bang dung hop chinh x4dc ma 13 bang
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dong cubi cling dugc tao cAu hinh theo séng ché;

Fig.5B la so dd chu trac cée vi tri luc trude cta bang dung hep chinh xac va
bang ky tu dai dién dxiqc hoén dbi theo sang ché;

Fig.5C la so dd chu trac cac vi tri lac sau cta bang dung hop chinh xdc va
bang ky tu dai dién duoc hoan ddi theo sang ché;

Fig.5D la so dd cAu trac cach thuc hién cia muc nhép dong bét thuong theo
sang ché;

Fig.6 1a lugc dd céu tric cua thiét bi phat hién su tn cbéng nguy hiém theo
phuong an thir nhét cia sang ché;

Fig.7 1a lugc dd céu tric cua thiét bi phat hién su thn cong nguy hiém theo
phuong an thi hai ctia sang ché;

Fig.8 1a lugc dd chu tric clia bd didu khién theo séng ché; va

Fig.9 1a lugc dd chu tric ciia bd chuyén mach theo sang ché.

M5 ta chi tiét sang ché

DAu tién, bang dong trong bd chuyén mach va cAu tric bang dong dugc md
ta.

Thong thuong, b chuyén mach bao gbm it nhét mdt bang dong va tbi da
255 bang dong. B chuyén mach bao gbm dudng lién hop, cac bang dong ctia bd
chuyén mach dugc bd tri trong dudng lién hop theo thi tu. B chuyén mach
khong can thiét phai st dung tht ca cac bang dong trong bd chuyén mach, ma cé
thd chi mot sb bang dong. Vi du nhu, bd chuyén mach trén Fig.2A cé thé bao
gdm mudi bang dong, nhung bo chuyén mach thyc chét st dung chi bay bang
dong dAu tién bang 0 dén bang 6 trong duodng lién hop, ba bang dong cubi bang 7
dén bang 9 khong dugc thé hién trén cac Fig. va khong dugc st dung bdi bd
chuyén mach. Muc nhép dong dugc luu trit trong bang dong va duoc su dung dé
ghi dudng chuyén tiép gitta hai méy ch.

Nhu duoc thé hién trén Fig.2A, khi thu géi dit lidu, bd chuyén mach tim
kiém, theo géi dit liéu, cac bang dong clia dudng lién hop theo thtr tu cho muc
nhap dong ma c6 thé khop voi goi dit liéu, cho dén khi muc nhap dong ma c6 thé
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khép vai goi dit liéu dugc tim thay, hodc cho dén khi bang dong cudi cing dugc
tim kiém trong khi khong c¢6 myc nhdp dong nao ma c6 thé khép véi goi dit liu
dugc tim thiy.

Bang dong la cbt 151 ctia chinh sach chuyén tiép clia bd chuyén mach, va
tuong tu voi bang dinh tuyén cua bd dinh tuyén hoi ty, va chiém gii hau hét cac
phﬁn cua céc tai nguyén luu trit cia bd chuyén mach. C4c bang dong c6 thé duoc
phan chia thanh hai loai: bang ky tu dai dién va bang dung hop chinh x4c:

Trong bang dung hop chinh x4c, cic chi sd cu thé phai dugc cung cép cho
tAt ca c4c mién dung hop ctia myc nhdp dong. Khi goi dit liéu dugc khop vO1 muc
nhip dong trong bang dung hgp chinh xdc, coi rang goi dit liéu va muc nhép
dong chi khép khi céc gia tri cua tAt c4 céc mién dung hop clia gdi dit liéu va céc
gi4 tri clia muc nhap dong 1 tuong tng bing nhau. Vi du nhu, nhu duge thé hién
trén bang 1, bang dung hop chinh xac bao gbdm niam mién dung hop: giao thic
Internet ngudn (Src IP), giao thic Internet diém dén (Dst IP), cbng ngudn
(SrcPort), cong diém dén (DstPort), va giao thirc IP (IP Protocol), va ba chi dan
(Instructions): viét c4c hanh dong (Write Actions), viét sidu dir lidu (Write
Metadata), va di t&i bang (GoToTable). MObi mién dung hop trong muc nhap dong
duoc thé hién trén bang 1 c6 gid tri cu thé. Khi goi dit lidu duge khép véi muyc
nhép dong, co thé coi rang g6i dit lidu khép v6i muc nhdp dong chi khi céc gid tri
ctia ndm mién dung hop: Src IP, Dst IP, SrcPort, DstPort, va giao thirc IP cua goi

dit liéu va céc gia tri cua muc nhédp dong la tuong ing béng nhau.

Bang 1
Céc mién dung hop Céc chi dan

Src IP DstIP | SrcPort | DstPort| Giao | Viét | Viét | Bitdi
thirc cac | siéudir | bang

IP hanh ligu

dong
192.168.1.1 | 192.168.20.1 | 1000 | 3000 | TCP Bang
5

Trong bang ky tu dai dién, céc gid tri co thé duoc cung cdp chi mot phin cac
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mién dung hop cia muc nhdp dong. Khi goi dit liéu dugc khép vai muc nhép
dong trong bang ky tu dai dién, dugc coi rang gbi dit liéu va muc nhap dong khop
duoc cung cip céc gié tri clia mot phén ciia céc mién dung hop cia gobi dit liéu va
céc gia tri clia muc nhép dong la tuong tmg bang nhau. Vi du nhu, nhu dugc thé
hién trén bang 2, bang ky tu dai dién bao gbm nim mién dung hop: Src IP, Dst IP,
SrcPort, DstPort, va giao thtc IP, va ba chi dan: Céac hanh déng, Viét siéu dit liéu,
va Di t61 bang; chi mién dung hop Dst IP trong muc nhap dong dugc thé hién trén
bang 2 cb gia tri cu thé 192.168.20.1. Khi géi dit liéu duoc khdp véi muc nhép
dong trong bang dung hop, coi rang gbi dit liéu va myc nhap dong duge thé hién
trén bang 2 khdp dugc cung clp gia tri cua mién dung hop Dst IP trong géi dit
liéu cling 1a 192.168.20.1.
Bang 2

Céc mién dung hop Céc chi din

Src IP Dst IP SrcPort | DstPort | Giao Viét cac | Vibtsiéu | Ditéi
thec IP | hanh dir liéu bang

dong
Bit |192.168.20.1 | Batky | Batky | Batky Bang 5
ky
(Any)

Sau ddy mo ta mdt cach rd rang va day du céc giai phap k¥ thudt trong céc
phuong 4n cua sang ché dua vao cac hinh vé kém theo trong céc phuong an cua
sang ché. R& rang rang, cac phuong an duoc mo ta chi don thuln 12 mét sé chw
khong phai 1a tAt ca cac phuong én cla sing ché. Tét ca cac phuong 4n khac thu
duoc bdi ngudi ¢b trinh d6 trung binh trong linh vye dua vao cac phuong 4n cua
sang ché ma khong cAn céc nd luc mang tinh sdng tao thi cling ndm trong pham
vi bao ho cia sang ché.

Theo Fig.3, Fig.3 1a luu dd phuong phép phét hién su thn cong nguy hiém
theo phuong an thir nhét ctia sdng ché, trong d6 phuong phap bao gdm céc budc:

Bude 301: B didu khién thu tin nhén trong goéi duogc gri bdi bd chuyén
mach thit nhét, trong d6 tin nhén trong goéi bao gbm bo dinh danh méy chu ngudn
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va bo dinh danh may chu didm dén cua goi dit liéu ma bd chuyén mach thu nhét
khong tim thy muc nhép dong.

Budc 302: Khi xac dinh dugc rang may chu dugc chi bdo bdi bo dinh danh
may chu didm dén khong ton tai trong mang SDN, b diéu khién giri muc nhép
dong bét thudng t6i bd chuyén mach tha nhét, trong d6 muc nhap dong bt
thuong bao gdbm bd dinh danh may chu ngudn.

Bude 303: Bo didu khién thu sé dém khoi dong duge giri béi bo chuyén
mach tha nhét, trong d6 s6 dém khoi dong duoc giri boi bd chuyén mach th nhét
sau khi muc nhép dong bAt thudng hét thoi gian cho, va sb dém khéi dong 1a s6
lugng cac 14n ma muc nhép dong bét thuong duoc khoi dong.

Budc 304: B diéu khién x4c dinh, theo sb dém khoi dong, xem sy tin cong
nguy hiém c6 dugc bét ngudn tlr méay chu ngudn duge chi bao boi bd dinh danh
may chu ngudn hay khong.

Trong phuong an nay, bo didu khién khong can thiét phai thu thép céc théng
ké vé céc tin nhin trong gbi twong Umg véi mdi may chu, va thay vao do giri muc
nhép dong bét thudng t6i bd chuyén mach thir nhét; bd chuyén mach tht nhét thu
thap cac thong ké vé 56 @ém khoi dong ctia muc nhdp dong bét thuong va thong
bao sb dém khoi dong t6i bo didu khidn; bd didu khién x4c dinh truc tiép, theo s0
dém khoi dong, xem su tn cong nguy hiém c6 dugc bat ngudn tir may chu ngudn
duoc chi bao boi by dinh danh may chu nguén hay khong. Theo cach nay, viéc
thu thip cac théng ké tin nhén duge thyc hién  déu tién béi bo diéu khién
duoc phan phéi téi mdi bd chuyén mach dé thuc hién, do d6 giam bét lugng xtr
Iy dit lidu ctia bo didu khién, va cai thién hiéu sudt clia b diéu khién.

Theo Fig.4, Fig.4 1a luu d6 phuong phéap phét hién su tn céng nguy hiém
theo phuong 4n thir hai cta sang ché, trong d6 phuong phép bao gbm céc budc:

Budc 401: Khi x4c dinh duge rang muc nhép dong tuong tmg véi goi dit
liéu khoéng duoc tim thiy, bd chuyén mach thé nhét giri tin nhin trong géi t6i bd
didu khién, trong d6 tin nhén trong goéi bao gbém bd dinh danh may chu ngudn va

bd dinh danh may chu diém dén cta goi dir liéu.
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Budce 402: B chuyén mach thu nhét thu va lwu muc nhdp dong bét thuong
dugc g boi bo didu khién, trong ¢6 muc nhép dong bét thuong duoc giri boi bd
didu khién khi xac dinh duge ring may chii dugc chi bdo béi bg dinh danh may
cha diém dén khong ton tai trong mang SDN.

Budc 403: BO chuyén mach thir nhét ghi, trong khoang thoi gian tréi qua
ctia muc nhép dong bat thuong, s6 dém khoi dong ctia muc nhép dong bét thuong,
va giri sb dém khoi dong t6i bd didu khién sau khi myc nhép dong bat thuong hét
thoi gian cho, khién cho b diéu khién x4c dinh, theo s6 dém khoi dong, xem su
tdn cong nguy hiém c6 dugc bt ngudn tir may chi ngudn duoc chi bdo bdi bd
dinh danh may chu ngudn hay khong.

Trong phuong an nay, bd didu khidn khéng cén thiét phai thu thap céc théng
ké v& cac tin nhén trong gobi twong Ung voi mdi mdy chu, va thay vao do, bd
chuyén mach th nhét thu thép céc théng ké vé s6 dém khdi ddng ctia muc nhép
dong bt thudng va thong béo sb dém khsi dong t6i b diéu khién; bo dicu khién
xéc dinh truc tiép, theo s6 dém khai dong, xem su tén cong nguy hiém cé dugc
bét ngudn tir may chi ngudn dugc chi bdo bdi bd dinh danh méy chu ngudn hay
khong. Theo céch nay, viéc thu thép cac théng ké tin nhén dugc thuc hién
diu tidn bi b didu khidn duge phan phéi t61 mbi bd chuyén mach dé thyc hién,
do d6 giam bét luong Xt Iy dit lidu ciia bd diéu khién, va céi thién hiéu suét cia
bd diéu khién.

Theo Fig.5, Fig.5 1a luu 6 phu:ongphép phat hién su tn coéng nguy hiém
theo phuong an thir ba ctia sang ché, trong d6 phuong phép bao gdm céc budc:

Budc 501: Bo didu khién thu thap cAu tric bang dong trong bd chuyén mach
tha nhat, va khi x4c dinh dugc ring bang dong cubi cling trong bd chuyén mach
thir nhét 12 bang dung hop chinh x4c bao gdm mién dung hop bd dinh danh méy
chit ngudn, giri chi din thtr nhat t6i bo chuyén mach thir nhét, trong dé chi dan
thtr nhét dugc st dung dé chi dan cho bd chuyén mach thi nhét tao cdu hinh bang
dung hop chinh x4c nhu bang dung hop chinh xac chi khép voi mién dung hop
bo dinh danh mdy chu ngudn.
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Puoc quy dinh trong giao thitc OpenFlowl.3 réng bd didu khién cé thé tao
cAu hinh loai mién dung hop cta mbi bang dong trong bd chuyén mach béng cach
sir dung tin nh#n nhidu phan loai TABLE_FEATURES. Do do, trong budc nay,
bo didu khién ciing cb thé tao cAu hinh, bing cach st dung cach nay, bang dung
hgp chinh x4c bao gdbm mién dung hop bd dinh danh mdy chu ngudn nhu bang
dung hop chinh xac chi khép voi mién dung hop bd dinh danh méy chu ngudn.

Vi du nhu, theo Fig.5A, coi rang bd dinh danh mdy chi ngudn 13 dia chi
MAC may chu ngudn, rang mién dung hop bd dinh danh may chu ngudn duoc
thuc hién bang cach st dung mién dung hgp ETH_SRC, va rang bang dong cubi
cung cua b chuyén mach thi nhét 13 bang dung hop chinh xéac ¢ bbn mién dung
hop: Eth_type, Eth_src, Eth_dst va In_port, bd didu khién c6 thé chi din, bang
cich phan phéi tin nhin nhidu phdn cia loai dic diém bang
(TABLE_FEATURES), b chuyén mach thi nhit tao cAu hinh bang dung hop
chinh x4c nhu bang dung hop chinh xéac chi khép véi mién dung hop Eth_src.

Muc dich cta budc nay 1a nhdm dam bao ring bang dong cubi cling trong bd
chuyén mach thir nhit 1 bang ky tu dai dién bao gdm mién dung hop b dinh
danh may chu ngudn, hoic, bang dung hop chinh xac chi khép voi mién dung
hop b6 dinh danh may chit ngudn. Do 6, bude 501 con cb thé duge thay thé
béng bude sau:

B6 didu khién thu thap cAu trac bang dong trong bd chuyén mach thir nhét;
va khi x4c dinh dugc ring bang dong cudi cling trong bd chuyén mach thir nhét 1a
bang dung hop chinh x4c hodc bang ky tu dai dién khong bao gdm mién dung
hop bo dinh danh méy chi ngudn va rang bang ky tu dai dién bao gdm mién
dung hop bd dinh danh mdy chu ngudn ton tai trong bd chuyén mach thi nhét,
giri chi dfn thir hai t6i bd chuyén mach tht nhét, trong d6 chi dén thir hai duge st
dung d chi din cho bd chuyén mach thr nhét diéu chinh bang ky tw dai dién bao
gdm mién dung hop bd dinh danh méy chu ngudn thanh bang dong cubi cing.

Sau giao thitc OpenFlowl.2, bd didu khién c6 thé chi din, bang cich st
dung tin nhén tuy thich, b chuyén mach b tri lai cac bang dong trong bd chuyén

mach; do d6, bd didu khién c6 thé chi din, bing cach sir dung tin nhan tly thich,
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b0 chuyén mach diéu chinh bang ky tu dai dién bao gém mién dung hop bd dinh
danh may chu ngudn thanh bang dong cudi cing. B chuyén mach thir nhét c6
thé hoén ddi truc tiép céc vi tri cia bang dung hop chinh xac cudi cling va bang
ky tw dai dién, do d6 diéu chinh bang ky tw dai dién bao gom mién dung hop bd
dinh danh may chu ngudn thanh bang dong cudi ciing; hoic, bd chuyén mach tht
nhét c6 thé bd tri lai cac bang dong trong bd chuyén mach thir nhét, do d6 didu
chinh bang ky tu dai dién bao gdm mién dung hop bd dinh danh may chu ngudn
thanh bang dong cubi cting. Vi du nhu, dugc coi rang bd dinh danh mdy chu
ngudn 12 dia chi may chi ngudn MAC, va mién dung hop bd dinh danh méy chu
ngudn duoc thyc hién bing cach st dung mién dung hop ETH_SRC. Theo
: vFig.SB, coi rang b chuyén mach thir nhit bao gdm ndm bang dong, va trude khi
didu chinh bang dong, bang 2 ciia duong lién hop 12 bang ky tu dai dién bao gom
mién dung hop ETH_SRC va bang 4 13 bang dung hop chinh xac khong bao gbm
mién dung hop Eth_src, bd didu khién c6 thé chi din bd chuyén mach thir nhat ¢é
hoéan ddi cac bang dong bang 2 va bang 4. Déi véi céu triic sau khi diéu chinh
bang dong, theo Fig.5C. Bang 2 thuc chét 1a bang dung hop chinh x4c clia bang 4
lac ban dau, va bang 4 1 bang ky tu dai dién ctia bang 2 lic ban dau.

Buéc 501 va bude thay thé ciia budc 501 néu trén cb thé duoc thyuc hién khi
bd chuyén mach thi nhét truy cip b diéu khién.

Budc 502: B6 chuyén mach tht nhéit thu géi dit lidu duge guri béi méy chu
ngudn, va khi myc nhip dong cta goi dit liéu khong dugc tim thdy trong bang
dong dia phuong, tao ra tin nhén trong géi, trong dé tin nhén trong goéi bao gdm
b6 dinh danh may cht ngudn va bd dinh danh méy cht diém dén cta goi dit liéu.

Bd dinh danh méay chu nguc‘A)n c6 thé 13 dia chi MAC, dia chi IP, giao dién
d4u vao, hodc twong tu clia méy chu ngudn, ma khong bi giéi han & day.

Khi bd chuyén mach thir nhét tim thy muc nhap dong cta géi dit liéu trong
bang dong dia phuong, nhu dugc thé hién trén Fig.1, bd chuyén mach thu nhét
chuyén tiép géi dit liéu theo myc nhép dong. Céc chi tiét s& khong dwoc mo ta &

A

day.
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Buéc 503: Bd diéu khién thu tin nhén trong géi duoc giri boi b6 chuyén
mach th nhét; va khi x4c dinh duoc réng may chu duoc chi bdo bdi bd dinh danh
may chu didm dén khong ton tai trong mang SDN, bd didu khién x4c dinh xem
muc nhdp dong bét thudng cia may cha nguén duoc chi bao béi bd dinh danh
méy chi ngudn c¢é dugc phan phdi téi bd chuyén mach thir nhat hay khéng, va
néu muc nhip dong bit thuong ctia may chu ngudn duoc chi béo bsi bd dinh
danh may chu ngudn khéng duogc phan phdi téi bd chuyén mach thir nhét, gii
muc nhip dong bat thuong téi bd chuyén mach thtr nhét, trong d6 muc nhap dong
bat thuong bao gdm bd dinh danh méay chii ngudn, va buée 504 duge thuc hién;
néu muyc nhép dong bét thudong clia may chi ngudn duoc chi béo béi bd dinh
danh may cht ngudn d3 duoc phén phéi t6i bo chuyén mach tht nhét, quy trinh
xtr Iy ctia nhénh nay két thuc.

Dbi véi phuong phép xir Iy ciia by diéu khién khi by diéu khién x4c dinh
réng mday chu dugc chi bdo bdi bo dinh danh may chu diém dén ton tai trong
mang SDN, theo Fig.2 va phan mb ta tuong tmg clia né. Cac chi tiét s& khong
dugc mo ta & day.

Céch thuc hién cua muc nhép dong bét thudong cb thé 1a giéng nhu muc
nhp dong binh thuong, va muc nhdp dong duoc goi la bat thudng duge st dung
chi don thudn d& phan biét véi muc nhép dong binh thudong dugc giri boi bd diéu
khién, va duoc st dung dé thé hién ring muc nhap dong dugc g khi bd didu
khién khong thé tim thdy may cha diém dén.

Trong bd diéu khién, c& phan phdi muc nhap dong bat thuong cé thé duoc
thiét dit cho mdi may chd, va xem bd diéu khién phan phéi muc nhip dong bat
thudng ciia may chi tuong tmg c6 ddng nhét hay khong bing céch sir dung cac
gia tri co khac nhau vi du nhu cé va khong. Trong budc nay, b diéu khién c6 thé
x4c dinh, bang cach st dung ¢ phan phbi muc nhap dong bét thudng twong tmg
v6i may chi ngudn, xem muc nhdp dong bat thuong clia may chi ngudn duogc chi
béo bdi bd dinh danh méy cht ngudn d& dugc phan phbi téi bd chuyén mach thi
nhét hay chua. Hon nita, trong budc nay, sau khi giri muc nhép dong bét thuong
t61 bd chuyén mach thtr nhét, bd diéu khién cén phai thiét 1ap lai gié tri cd cta co
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phén phdi muc nhap dong bét thuong twong tmg véi may chu ngudn, vi du nhu,
thiét 1ap lai gid tri c& tir khong thanh c6. Trong bude 507, sau khi thu sb dém khéi
dong, bd didu khién can phai thiét dat lai gia tri c& clia cd phan phéi muc nhap
dong bat thudng twong Ung v6i may chi ngudn, vi du nhu, thiét 1ap lai gia tri co
ttr c6 thanh khong.

Buéc 504: Bo chuyén mach thir nhét thu muc nhap dong bit thuong, va luu
tr{t muc nhap dong bét thuong trong bang dong cudi cling.

Trong céch co thé thuc hién, muc nhip dong bt thuong co thé bao gém:
mién dung hop ETH_SRC, dugc st dung d& ghi dia chi MAC ctia may chu can
duogc phét hién, nghia la, dia chi MAC ctia may chu nguén; hanh dong, dugc su
dung dé ghi thao tac dugc thyuc hién béi bd chuyén mach; idle_timeout, dugc s
dung dé ghi thoi gian troi qua chay khong ciia muc nhép dong bat thuong;
hard timeout, dugc sir dung @& ghi thoi gian tréi qua clia muc nhép dong bat
thuong; co, duoc st dung dé ghi thudc tinh ctia muc nhép dong bét thudong; va
quyén wu tién, duge sir dung & ghi quyén wu tién ctia muc nhap dong bat thuong.
Vi du nhu, cach thuc hién cia muc nhép dong bétthubng dugc thé hién trén
Fig.5D, gi4 tri ctia mién dung hop ETH_SRC la 11:22:33:44:55:66, gia tri cla
hanh dong 1a d4u ra ctia bd diéu khién, gié tri cia idle_timeout béng 0, gi4 tri clia
hard timeout bang 1, g4 tri cia co 1la SEND FLOW_REM +
CHECK_OVERLAP, va gia tri cia quyén uu tién 13 quyén uu tién thip nhét 0.

Mot cach tuy chon, quyén wu tién ciia muc nhép dong bét thuong dugc phan
phdi boi bo didu khién tbt hon 13 quyén wu tién thép nhét ciia muc nhép dong
trong bd chuyén mach thir nhit.

Buée 505: B6 chuyén mach thw nhét ghi, trong khoang thdi gian tréi qua
ctia muc nhip dong bét thudng, sb dém khoi dong clia myc nhép dong bat
thuong.

Trong Umg dung thuc t&, khi muc nhap dong bét thudng dugc khéi dong, tdt
hon 13, bd chuyén mach thi nhét tiép tuc théng béo tin nhén trong gbi trong tmg

t&i bd didu khién nhu trong k¥ thuat da biét. Két hop véi quyén wu tién thép nhit
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cua muc nhép dong bét thuong va quy trinh xir ly dé luu trit muc nhip dong bét
thudng vao bang dong cudi cliing, phuong 4n nay cla sang ché ngoai ra con ¢
céc uu diém sau day:

Coi réng 1y do ban dAu khién may chi diém dén B cua gdi dit liéu dugc giri
bdi may chu ngudn A téi bd chuyén mach tht nhit khong thé dugc tim thiy 1a
béi méy ch diém dén B khong néi véi ngudn dién, hogc twong tu, bd diéu khién
phén phdi muc nhap dong bét thuong.

Néu b chuyén mach thir nhét thong béo tin nhén trong goéi tuong g téi bd
didu khidn khi muc nhdp dong bét thuong dugc khéi dong, néu méy chi diém
dén B dugc ndi véi ngudn dién trong khoang thoi gian trdi qua cia muc nhap
dong bt thudng, sau khi mdy chi diém dén B dwoc ndi véi ngudn dién, khi thu
tin nhin trong g6i ma mang bd dinh danh may chu ngudn A va bd dinh danh may
chti didm dén B va dugc giti boi b chuyén mach thi nhét, bd diéu khién c6 thé
tim thdy m4y chi diém dén B, va phan phéi muc nhap dong binh thuong vé may
chi ngudn A va may chi diém dén B t6i bd chuyén mach tht nhét.

Trong trudng hop nay, do muc nhép dong bét thudng cb quyén uu tién thap
nhét va dugc luu trit trong bang dong cubi cing, khi thu géi dit liéu tir may chu
nguén A t6i may chu didm dén B mot 14n nira, bd chuyén mach tht nhét dau tién
khép goi dit lidu v6i muc nhép dong binh thuong, va chuyén tiép goi dit lidu bing
cach st dung muc nhép dong binh thuong, ma khong khoi dong muc nhdp dong
bat thuong.

Do d6, quy trinh xr ly néu trén ctia phuong én cia sang ché c6 thé ngan
ngira bo chuyén mach tht nhdt khong tiép tuc khdi dong muc nhép dong bat
thuong va thu thép cac théng ké vé sb6 dém khoi dong trong trudng hop nay,
ngoai ra con ngan nglra bd chuyén mach tht nhét khoi viéc khong cé khé nang
chuyén tiép binh thudng goéi dit lidu tir mAy chd ngudn A dén mdy chi diém dén
B trong trudng hop nay, va ngin nglra by diédu khién khoi viée xac dinh mot cach
nhim 13n, theo sé dém khdi déng duoc thong béo bsi bd chuyén mach tht nhat,
rang méy chi ngudn A thuc hién sy tdn coéng nguy hiém, do d6 cai thién tinh

chinh x4c cta két qua phat hién sy tdn céng nguy hidm cua sang ché.
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Bude 506: B chuyén mach thi nhét giti s6 dém khoi dong t6i bo diéu khién
sau khi muc nhép dong bét thudng hét thoi gian chd.

Trong k¥ thuat da biét, sau khi muc nhép dong hét han, bd chuyén mach cé
thé giri tin nhén da duoc loai bé khoi dong t&i b diéu khién dé thong béo bd didu
khiéq ring muc nhip dong hét han. Trong budc nay, bd chuyén mach thir nhét
cling c6 thé giri s& dém khéi dong bang cach st dung tin nhén d3 dugc loai bd
khoi dong, va cu thé 13, sb dém khéi dong c6 thé duoc mang trong trudng dém
g0i trong tin nhén d& duoc loai bé khoi dong.

Budc 507: Bo didu khién thu sb d@ém khai dong, va xac dinh, theo s6 dém
khoi dong, xem su tAn céng nguy hidm c6 duoc bit ngudn tir may chu ngudn
duoc chi b4o béi bd dinh danh may chu ngudn hay khéng.

Trong c4ch c6 thé thyc hién, b diéu khién x4c dinh, theo s6 dém khoi dong,
xem su tAn cdng nguy hidm c6é dugc bét ngudn tir may chu ngudn duge chi bio
béi bd dinh danh may chi ngudn hay khong c6 thé bao gdm cac bude:

tinh todn, boi bd didu khién, hé s khoi dong ciia muc nhap dong bét
thuong theo s6 dém khdi dong va thoi gian trdi qua cla muc nhdp dong bt
thuong; va

x4c dinh, boi bo didu khién, xem hé sb khéi dong c6 16n hon ngudng
hé sb hay khong; va néu hé sb khoi dong 16n hon ngudng hé 6, xéc dinh, boi b
didu khién, ring sy tin cong nguy hidm duoc bat ngudn tir may chi ngudn; hoic,
néu hé s khoi dong khong 16n hon ngudng hé sb, xac dinh, béi bd diéu khién,
rang khong co su tn cong nguy hidm nao bét ngudn tir may chi ngudn.

Trong c4ch c6 thé thyc hién thir hai, bo didu khién x4c dinh, theo s6 dém khoi
dong, xem su tdn cbéng nguy hiém c6 duoc bat ngudn tlr may chi ngudn dugce chi
bdo bdi bd dinh danh may chu ngudn hay khéng c6 th& bao gbm céc budc:

xéc dinh, bdi bo diéu khidn, xem sé dém khéi dong c6 1én hon
ngudng s6 dém hay khong; va néu s6 dém khéi dong 16n hon ngudng sé dém,
xéc dinh, boi bd didu khién, ring su tAn cong nguy hiém duoc bét nguén tr may

chil ngudn; hodc, néu s6 dém khoi dong khong 16n hon ngudng s6 dém, xac dinh,

-25-



23978

boi bo diéu khién, ring khong c6 sy tdn céng nguy hiém nao bét ngudn tir may
chit ngudn.

Céch o6 thé thuc hién th hai thong thuong duge sir dung trong bdi canh
trong d6 cac thoi gian trdi qua clia cac myuc nhép dong bét thudong dugc phan phdi
bi bd didu khién t6i cac bd chuyén mach khac nhau dugc ¢b dinh.

Céc chi sb cu thé cta gid tri ngudng hé sb va gia tri ngudng sb dém c6 thé
duoc thiét dat theo méi trudng tmg dung cu thé, ma khoéng bi giéi han boi sang
ché.

Buéc 508: Khi xac dinh dugc rang su tAn coéng nguy hidm duoc bét ngudn
fir méy chi ngudn duge chi béo béi bo dinh danh may chi ngudn, b dieu khién
giri chi dan th ba tdi bd chuyén mach thu nhét, trong d6 chi dan thir ba dugc st
dung dé chi dan cho bd chuyén mach thix nhét x6a goi dit lidu tir may chu ngudn.

B6 diéu khién co thé x6a gbi dir liéu tir may chi ngudn bing céch phan phéi
muc nhdp dong dic biét hodc danh sach didu khién truy cap (ACL, Access
Control List) t&1 b chuyén mach thtr nhét.

Trong phuong én nay, b didu khién khong can thiét phai thu thip cac thong
ké vé cic tin nhén trong géi tuong Umg voi mdi may chu, va thay vao do, bd
chuyén mach thu nhét thu thap cac théng ké vé s6 dém khoi dong ciia muc nhép
dong bét thudng va thong bao sb dém khoi dong t6i bd diéu khién; bo dieu khién
x4c dinh truc tiép, theo s6 dém khoi dong, xem sy tAn c6ng nguy hiém cé dugc
bt ngudn tir mdy chu ngudn dugc chi béo bdi bd dinh danh méy chi ngudn hay
khong. Theo cach nay, viéc thu thap cac théng ké tin nhén duoc thuc hién
du tién béi bo didu khidn dugc phan phéi t6i m3i bd chuyén mach dé thyc hién,
do d6 giam bét luong xit 1y dit lidu clia bo didu khién, va cai thién higu suat cia
bd diéu khién.

Ngoai ra, muc nhip dong bét thuong cb quyén uu tién thip nhét, va bd
chuyén mach thir nhét luu trit muc nhip dong b4t thuong trong bang dong cubi
cing, khién két qua phat hién su tAn coéng nguy hiém trong phuong 4n nay cua

sang ché chinh xac hon.
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Céc phuong phap phat hién su thn cong nguy hiém duoc thé hién trén Fig.3
dén Fig.5 c6 thé duogc st dung nhur mot chirc ning tiy chon cua b chuyén mach
va bd diéu khién, dé thuc hién viéc phét hién su thn cdng nguy hiém trén mdy cht
cu thé & thoi diém cy thé. Thoi diém phat hién cu thé c6 thé bao gém nhung
khong bi gidi han & céc truong hop sau day:

1. Viéc phéat hién lién tuc dugc thuc hién trén mdy chu duoc két nbi t6i bd
chuyén mach, hodc, ngudi dung co thé thiét dat luc nao dé thuc hién viée phat
hién trén may chu nao. |

2. Khoéng c6 phét hién nao dugc thuc hién trén may chu boi mic dinh, va hé
s ma & @6 bd chuyén mach tao ra cic tin nhén trong g6i duoc giy ra boi moi
cdng c6 thé duoc gidm sat. Néu hé s 16n hon so véi gid tri ngudng gidi han trén
duge thiét dat trude, viée phat hién su tAn cong nguy hiém trén tit ca cac may chu
duoc két ndi véi cdng 13 6 thé.

3. Khong c6 phét hién nao duge thuc hién trén mdy chu béng mac dinh.
Giao thitc OpenFlow1.3 x4c dinh b dém dé giam sat hé s6 chay va ngoai ra con
xac dinh bo dém loai OFPM_CONTROLLER @& gidm sat hé sb ma tai d6 bd
chuyén mach gti tin nhin trong gobi. Néu hé sb trong géi 16n hon hé sé giéi han
trén ctia bd dém, su phat hién tin cong nguy hiém trén may chu duge két ndi t6i
b6 chuyén mach dugc khéi dong.

Tuong Ung vGi cac phuong phép nén trén, cac phuong 4n cia sing ché
- ngoai ra con d@é xuét thiét bi phét hién su tAn céng nguy hiém, bo didu khién, va
béchuyénrnach.

Theo Fig.6, Fig.6 13 lugc dd thiét bi phat hién sy tAn cong nguy hiém 600
theo phuong an thur nhét cta sang ché. Thiét bi 600 co thé duge bd tri trong bd
diéu khién, va thiét bi 600 bao gdm:

b6 thu thit nhét 610, dugc tao ciu hinh dé thu tin nhén trong géi dugc
glti bdi bd chuyén mach thir nhit, trong d6 tin nhin trong géi bao gdm bd dinh
danh may chua ngudn va bd dinh danh may chu diém dén cua goi dit liéu ma bd

chuyén mach tht nhat khong tim thiy muc nhap dong;
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bd giri thir nhét 620, duoc tao cAu hinh dé: khi x4c dinh dugc ring
may chi duoc chi bdo badi by dinh danh may chu diém dén duoc thu bsi bd thu
thir nhit 610 khong ton tai trong mang SDN, gtti muc nhap dong bét thudng t6i
bd chuyén mach thi nhét, trong ¢6 muc nhap dong bét thuong bao gém bd dinh
danh méy chi ngudn, trong d6

bo thu thu nhét 610 ngoai ra con dugc tao cAu hinh dé thu sb dém
khéi dong dugc giri bdi bd chuyén mach thir nhét, trong d6 s6 dém khéi dong
dugc gt boi bd chuyén mach tht nhét sau khi muc nhip dong bét thudong hét
thoi gian cho, va s6 dém khoi dong 1a s6 luong céc 14n mé& muc nhép dong bat
thuong dugc khoi dong; va

bo phat hién 630, duoc tao cAu hinh ¢ xéc dinh, theo s dém khéi
déng dugc thu boi b thu thir nhat 610, xem su tin cong nguy hiém c6 duogc bét
ngudn tir may chil ngudn dugc chi bdo béi by dinh danh may chu ngudn hay
khoéng.

Trong céch c6 thé thyc hién thi nhét, bo phat hién 630 c6 thé duoc tao céu

hinh riéng dé:

tinh toén hé sb khéi dong ctia muc nhép dong bét thudng theo s6 dém
khéi dong duoc thu boi b thu thir nhit 610 va thoi gian tréi qua ctia muc nhap
dong bat thuong; va

xé4c dinh xem hé sb khoi dong c6 16n hon ngudng hé sé hay khong;
hodc, néu hé s6 khéi dong khong 16n hon ngudng hé s6, xé4c dinh réng su tAn
céng nguy hiém dugc bt ngudn tir may chu ngudn; hoic néu hé sé khéi dong
khong 16n hon ngudng hé s, xac dinh ring khong c6 su tAn cong nguy hiém nao
bét ngudn tir may chi ngudn.

Trong céch c6 thé thyc hién thir hai, bd phat hién 630 c6 thé duoc tao ciu

hinh riéng dé:

x4c dinh xem s6 dém khoi dong ¢6 16n hon ngudng s6 ¢ém hay khéng;
va néu s6 dém khoi dong 16n hon ngudng sé dém, xac dinh ring sy tin cong

nguy hiém dugc bat nguoén tir may chi ngudn; hodc néu, s6 dém khéi dong khong
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16n hon ngudng sb dém, xé4c dinh ring khong cé su thn cong nguy hiém nao bat
ngudn tir may chi ngudn.

MGt cach tiy chon, thiét bi c6 thé ngoai ra con bao gbm:

bd xac dinh, dugc tao cAu hinh dé xé4c dinh xem muc nhép dong bét
thuong clia may chil ngudn duge chi bdo boi bd dinh danh méy chu ngudn da
dugc phan phéi t6i bd chuyén mach thit nhit hay chua; va néu muc nhép dong
bét thuong cia may chi ngudn duge chi béo bdi bd dinh danh may chu ngudn
chua dugc phén phdi téi bd chuyén mach thi nhét, khoi dong bd gtri thir nhit 620
dé gtri muc nhap dong bét thudng ti bd chuyén mach tht nhét.

Trong céch c6 thé thyc hién thir nhét, bd giri thir nhat 620 c6 thé ngodi ra
con duoce tao cdu hinh dé: khi x4c dinh dugc rang bang dong cudi cling trong bd
chuyén mach tht nhét 13 bang dung hop chinh xdc bao g6m mién dung hop bd
dinh danh may chu ngudn, chi din b chuyén mach tht nhét tao cdu hinh bang
dung hop chinh x4c nhu bang dung hop chinh xéc chi khop v6i mién dung hop
bo dinh danh may chu ngudn, d& bd chuyén mach thir nhit lwu trit muc nhép
dong bit thuong trong bang dong cudi cing.

Trong céch co thé thuc hién tht hai, bo gui thi nhét 620 c6 thé ngoai ra con
duoc tao cdu hinh d8: khi x4c dinh duoc ring bang dong cudi cing trong bd
chuyén mach tht nhét 14 bang dung hop chinh x4c, va bang ky tu dai dién bao
gbm mién dung hop bd dinh danh may chu ngudn tdn tai trong bd chuyén mach
thr nhét, giri chi din thir hai t6i bd chuyén mach thir nhat, trong d6 chi dén thi
hai duoc sit dung & chi dan cho b chuyén mach thit nhat diéu chinh bang ky tu
dai dién bao gdm midn dung hop bd dinh danh m4y chii ngudn thanh bang dong
cudi ciing, dé bo chuyén mach thtr nhét luu trit muc nhép dong bét thudng trong
bang dong cubi clng.

Mot céach tuy chon, bo gui thir nhét 620 c6 thé ngoai ra con dugc tao céu
hinh dé:

khi x4c dinh dugc, theo sb dém khoi dong, réng su tn cong nguy

hidm dugc bit ngudn tir may chu ngudn dugc chi bdo boi bd dinh danh méy chi

-29-



23978

ngudn, g chi din thit ba t6i bd chuyén mach thir nhét, trong do chi dan thir ba
duoc st dung dé chi din cho bd chuyén mach tht nhit x6a géi dit liéu tir may
cht ngudn.

Trong phuong &n nay, bd didu khién khong can thiét phai thu thip cac thong
ké vé c4c tin nhén trong gbi tuong Gmg voi mbi may chu, va thay vao dé gii muc
nhap dong bét thuong t6i bd chuyén mach thir nhét; b chuyén mach thir nhat thu
thap cac théng ké vé s6 dém khoi dong cuia muc nhép dong bét thuong va thong
béo sb dém khéi dong t6i bd didu khidn; bo didu khién x4c dinh tryc tiép, theo s0
dém khoi dong, xem su tAn cong nguy hiém cé duge bit ngudn tlir may chu ngudn
duoc chi bdo bdi bd dinh danh may chu ngudn hay khéng. Theo cach nay, viéc
thu thap cdc théng ké tin nhén dugc thyc hién  ddu tién bsi bo diéu khién
dwoc phan phdi t6i mi bo chuyén mach dé thyc hién, do d6 gidm bét luong xit
Iy dit liéu ciia bd didu khién, va ci thién hidu suét ctia bo dieu khién.

Theo Fig.7, Fig.7 12 lugc db thiét bi phét hién sy tAn cong nguy hiém 700
theo phuong an tht hai cua sang ché. Thiét bi 700 c6 thé dugc b tri trong bd
chuyén mach thu nhét, va thiét bi 700 bao gom:

bo gt thir hai 710, dugc tao cAu hinh dé: khi x4c dinh duoc rﬁng muc
nhép dong tuong Ung voi gbi dit liéu khong dugce tim thy, gui tin nhin trong gbi
t6i by didu khién, trong d6 tin nhén trong gdi bao gbm bd dinh danh méy chu
ngudn va b dinh danh méy chi diém dén cia g6i dit liéu;

bd thu thir hai 720, duge tao cAu hinh dé thu muc nhap dong bat
thuong duoc guri béi bo didu khién, trong d6 muc nhép dong bét thuong dugc gbi
b&i bo didu khién khi x4c dinh duoc rang may cht dugc chi bdo boi bo dinh danh
may chu didm dén khong ton tai trong mang SDN;

bd luu trix 730, duge tao cAu hinh dé luu myc nhép dong bat thudng
dugc thu bsi bd thu thi hai 720; va

bd ghi s dém 740, duge tao chu hinh dé ghi, trong khoang thoi gian
troi qua ciia muc nhap dong bét thuong duoc luu bdi b luu trit 730, s& dém khoi

dong cia muc nhap dong bét thuong, trong d6
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bd guri thir hai 710 ngoai ra con dugc tao chu hinh dé: sau khi muc
nhép dong bat thuong dugc luu béi bd luu trit hét han, giri s6 dém khéi dong t6i
b6 didu khién, khién cho bd diéu khién xéc dinh, theo sb dém khéi dong, xem sy
tn cc“)ng nguy hiém c6 dugc bét ngudn tir may chi ngudn duoc chi bdo bdi bd
dinh danh méy chu ngudn hay khéng.

Mot cach tiy chon, bd thu thir hai 720 ¢6 thé ngoai ra con dugc tao cAu hinh
& thu chi dan thi nhat dugc giri boi bd diéu khién; va

thiét bi ngoai ra con bao gém: bd chu hinh, dugc tao cAu hinh d tao
cAu hinh, theo chi dan th& nhét, bang dung hop chinh x4c dia phuong ma la bang
dong cudi cing nhu bang dung hop chinh xéac chi khép voi mién dung hop bd
dinh danh may chu ngudn; hoic

bd thu thir hai 720 co thé ngoai ra con dugc tao cAu hinh dé thu chi
dan tht hai duge glri bdi bd diéu khién; va

thiét bi ngoai ra con bao gbm: bd cAu hinh, duoc tao cdu hinh dé diéu
chinh bang ky tu dai dién bao gbm mién dung hop bd dinh danh may chu ngudn
thanh bang dong cudi cung theo chi dan thi hai.

Mot céch tiy chon, bo huu trit 730 c6 thé duge tao chu hinh riéng dé luu
muc nhédp dong bét thuong vao bang dong cubi cing.

Mot cach tily chon, bd thu thir hai 720 c6 thé ngoai ra cdn duge tao cau hinh
d thu chi dan thir ba duge giri bdi bd chuyén mach thi nht; va

c6 thé ngoai ra con bao gém: bd diéu khién, duoc tao ciu hinh dé x6a
gdi dit liéu tir may chu ngudn.

Trong phuong an nay, b didu khién khong can thiét phai thu thap céc théng
ké vé& c4c tin nhén trong géi tuong tmg voi mdi may chi, va thay vao do, bd
chuyén mach tht nhit thu thép cac théng ké vé sb dém khoi dong ctia muc nhap
dong bit thuong va théng béo s dém khoi dong t6i bd didu khién; bo diéu khién
x4ac dinh truc tiép, theo s6 dém khoi dong, xem su tAn cong nguy hiém c6 dugc
bét ngudn tir may chi ngudn dugc chi bdo béi bd dinh danh may chu ngudn hay

khong. Theo cach ndy, viéc thu thip cac théng ké tin nhén dugc thuc hién

-31-



23978

du tién boi bd diéu khién duoc phan phéi téi mbi bd chuyén mach dé thuc hién,
do d6 gidm b6t luong xit 1y dit lidu cia bd didu khién, va cai thién hiéu sudt cia
b6 diéu khién.

Theo Fig.8, Fig.8 13 lwoc dd ciu tric ciia bd diéu khién 800 theo mot
phuong an cua sang ché sang ché. B6 diéu khién 800 bao gdm: b xir ly 810, bd
nhd 820, bo thu phat 830, va bus 840.

Bo xtr 1y 810, bd nhé 820, va bd thu phat 830 dugc két nbi véi nhau bing
cach str dung bus 840. Bus 840 cé thé 1a bus ISA, bus PCI, hodc bus EISA. Bus
c6 thé 13 bus dia chi, bus dit liéu, hodc bus didu khién. Dé d& dang minh hoa, bus
duoc thé hién bing cach st dung duong ké dam trén Fig.8, nhung khong cé
nghia la chi c6 mdt bus hodc mét loai bus.

' B6 nhé 820 dugc tao ciu hinh dé luu trit chuong trinh. Cu thé 1a, chuong
trinh c¢6 thé bao gdbm ma chwong trinh, va ma chuong trinh bao gdm chi din thao
tdc may tinh. B6 nhé 820 co thé bao gdbm bd nhd RAM tbe d6 cao, va ¢ thé
ngoai ra con bao gdbm bd nhé bét bién (non-volatile memory), vi du nhu, it nhat
mdt by nhd dia tir.

B6 thu phéat 830 duoc tao céu hinh dé két ndi v6i mot thiét bi khac, va
truyén thong vdéi mot thiét bi khéc. Cu thé 14, bo thu phét 830 dugc tao cdu hinh
dé thu tin nhan trong gbéi dwoc giti bdi bd chuyén mach thir nhit, trong d6 tin
nhén trong gbi bao gé)m bd dinh danh may chu nguén va b¢ dinh danh may chu
diém dén cua g6i dir liéu ma bd chuyén mach thir nhat khong tim thdy muc nhép
dong; gii muc nhdp dong bét thuong toi bd chuyén mach thi nhét, trong d6 muc
nhap dong bit thuong bao gdm bd dinh danh may chti ngudn; va thu s§ dém khéi
d6ng duoc giri béi bd chuyén mach thir nhét, trong d6 s6 dém khai dong dugc
giri boi bd chuyén mach thir nhét sau khi muc nhép dong bét thuong hét thoi gian
cho, va sb dém khoi dong 13 s6 Iugng cic 1an ma muc nhdp dong bét thudng
dugc khdi dong.

B6 xtr Iy 810 thuc hién m& chuong trinh, va dugc tao cAu hinh dé x4c dinh

xem may chi dugc chi béo béi bd dinh danh may cha diém dén c6 tdn tai trong
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mang SDN hay khong, va khi xac dinh dugc réing may chu dugc chi bdo bdi bd
dinh danh may chua diém dén khong tdn tai trong mang SDN, diéu khién b6 thu
phat 830 dé giri muc nhép dong bét thudng téi bd chuyén mach thi nhit; va
ngoai ra con dugc tao cAu hinh dé x4c dinh, theo s6 dém khoi déng duogc thu béi
bd thu phat 830, xem su tn céng nguy hiém c6 dugc b4t ngudn tir may chu
ngudn duge chi béo bdi bd dinh danh méy chu ngudn hay khong.

Mot céach tuy chon, bo xtr 1y 810 ¢o thé duoc tao ciu hinh riéng dé tinh toan
hé s khéi dong cia muc nhép dong bét thuong theo sb dém khéi dong va thoi
gian tr6i qua ciia muc nhép dong bat thuong; va x4c dinh xem hé s6 khéi dong c6
16n hon ngudng hé sb hay khéng; va néu hé s khoi dong 16n hon ngudng hé sd,
xé4c dinh ring sy tAn cong nguy hidm duoc bit ngudn tir may chi ngudn; hoic,
néu hé sb khai dong khong 16n hon ngudng hé s, x4c dinh rang khong cé su tAn
coéng nguy hiém nao b4t ngudn tir may chu ngudn.

Mot céach tuy chon, b xtr Iy 810 co thé dugc tao cu hinh riéng dé x4c dinh
xem sb dém khoi déng c6 16n hon ngudng s& dém hay khéng; va néu sb dém
khoi dong 16n hon ngudng s& dém, x4c dinh rang su tAn cong nguy hiém duoc
bét ngudn tir méy chu ngudn; hoic, néu sé ¢ém khéi dong khong 16n hon ngudng
sé dém, x4c dinh rang khong c6 sy tAn cong nguy hiém nao bt ngudn tir may chu
ngudn.

Mt cach ty chon, bd xir Iy 810 c6 thé ngoai ra con dugc tao cau hinh dé:
trude khi b thu phat 830 giri muc nhép dong bét thudng t6i bd chuyén mach thir
nhét, xac dinh xem muc nhip dong bét thuong cta may chi nguén duogc chi bao
b6 dinh danh may chi ngudn da duoc phan phdi téi bd chuyén mach thir nhat hay
chua; néu muc nhap dong bét thudng clia may chi nguén duoc chi bao bai bd
dinh danh may chi ngudn chua dwoc phan phdi téi bd chuyén mach thir nht,
thuc hién budc didu khién bd thu phat 830 d& giri muc nhép dong bat thuong téi
bd chuyén mach thtr nhét.

Mot cach tuy chon, bd xir ly 810 cé thé ngoai ra con duge tao ciu hinh dé:
khi xé4c dinh dwoc ring bang dong cubi clng trong bo chuyén mach thr nhét 13

bang dung hop chinh xé4c bao gdm mién dung hop bd dinh danh méy chu ngudn,
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didu khién bd thu phat 830 dé g chi dén thir nhét téi bd chuyén mach thir nhét,
trong d6 chi din thtt nhat dugc sir dung dé chi din cho bd chuyén mach tht nhat
tao cu hinh bang dung hop chinh x4c nhu bang dung hop chinh x4c chi khép véi
mién dung hop bd dinh danh may chu ngudn, dé bd chuyén mach thtr nhét luu trit
muc nhép dong bét thudng trong bang dong cubi cling.

Bo thu phét 830 c6 thd ngoai ra con dugc tao cau hinh dé g chi din th
nhét t&i bd chuyén mach thir nhét.

Mot cach tuy chon, bd xir ly 810 cé thé ngoai ra con duoc tao céu hinh dé:
khi x4c dinh duoc rang bang dong cudi ciing trong bd chuyén mach tht nhét 13
bang dung hop chinh x4c, va bang ky tu dai dién bao gdm mién dung hop bo dinh
danh may cht ngudn ton tai trong bd chuyén mach thir nhét, diéu khién bd thu
phat 830 d& giri chi din thi hai téi bd chuyén mach thtt nhét, trong d6 chi din thu
hai dugc stt dung dé chi din cho bd chuyén mach thi nhét diéu chinh bang ky tu
dai dién bao gdm mién dung hop bo dinh danh méy chu ngudn thanh bang dong
cudi ciing, dé bd chuyén mach thu nhét luu trit muc nhap dong bét thudng trong
bang dong cudi cling.

Bb thu phét 830 c6 thé ngoai ra con dugc tao cau hinh ¢ giri chi dan thir hai
t61 bo chuyén mach thir nhét.

MOt cach tuy chon, bd xtr ly 810 co thé ngoai ra con dugce tao cAu hinh dé:
khi x4c dinh duoc, theo sb dém khéi dong, rang su tAn céng nguy hiém dugc bat
ngudn tir may chi ngudn duoc chi bao béi bo dinh danh méy chi ngudn, diéu
khién b6 thu phat 830 d& giri chi dan thir ba téi bo chuyén mach thit nhét, trong
d6 chi din tht ba duoc st dung d& chi din cho bd chuyén mach thir nhét x6a gbi
dit lidu tir may chi ngudn.

B thu phat 830 cé thé ngoai ra con dugc tao chu hinh dé gri chi dén th ba
t61 bd chuyén mach thir nhét.

Trong phuong 4n nay, bd didu khién khéng can phai thu thép céc théng ké
vé c4c tin nhin trong gbi twong tmg véi mdi may chi, va thay vao d6 glri muc

nhap dong bt thuong téi bo chuyén mach th& nhét; bo chuyén mach th& nhét thu
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thap céc thdng ké vé s6 dém khoi dong ctia muc nhip dong bat thuong va théng
béo sb dém khéi dong t6i b didu khién; bo didu khién xac dinh truc tiép, theo sd
dém khoi dong, xem su tén cong nguy hiém c6 duoc bat ngudn tir may chu ngudn
duoc chi bdo bai bd dinh danh may chu ngudn hay khéng. Theo céch nay, viéc
thu thap céc théng ké tin nhén dugc thuc hién dAu tién boi b diéu khién
dwoc phan phbi téi mdi bd chuyén mach dé thyc hién, do d6 giam bét lugng xir
Iy dit liéu ciia bo didu khin, va cai thién hiéu suét clia b diéu khién.

Theo Fig.9, Fig.9 1a lugc b cAu tric ctia bd chuyén mach thir nhat 900 theo
mot phuong an cua sang ché séng ché. Bo chuyén mach th& nhit 900 bao gbm:
bd xtr 1y 910, bo nhd 920, bd thu phat 930, va bus 940.

B6 xtt 1y 910, bd nhé 920, va bd thu phét 930 duge lién két néi bang céch st
dung bus 940. Bus 940 c6 thé 1 bus ISA, bus PCI, hogc bus EISA. Bus c6 thé 1a
bus dia chi, bus dit liéu, hoic bus didu khién. D& d& minh hoa, bus dugc thé hién
bing dong ké dam trén Fig.9, nhung khéng c6 nghia rang chi c6 mdt bus hoic
mot loai bus. |

B0 nhd 920 dugc tao cAu hinh dé luu trit chuong trinh. Cu thé 13, chuong
trinh ¢6 thé bao gdm mé chuong trinh, va ma chwong trinh bao gbm chi dén thao
the may tinh. Bo nhé 920 c6 thé bao gdm bd nhé RAM tde d cao, va c6 thé
ngoai ra con bao gdm bd nhé bét bién (non-volatile memory), vi du nhu, it nhét
mot bd nhé dia tir. Hon nita, bd nhé 920 ngoai ra con duge tao cAu hinh @& luu
trit bang dong.

Bo thu phat 930 duoc tao cAu hinh dé két ndi véi mot thiét bi khéc, va
truyén théng véi mot thiét bj khac. Cu thé 13, bo thu phét 930 dugc tao cau hinh
d8 g tin nhén trong goi t6i bd didu khién, trong d6 tin nhén trong géi bao gbm
b6 dinh danh may chii ngudn va bd dinh danh méy cht diém dén cia gbi dit licu;
thu muc nhép dong bét thuong dugc giri bdi bd diéu khién khi xé4c dinh duoc
ring méay chu duoc chi béo bsi bd dinh danh mdy chu diém dén khong ton tai
trong mang SDN; va guri s& dém khéi dong ciia muc nhap dong bét thudng t6i bd
didu khién, khién cho b didu khién xé4c dinh, theo sb dém khéi dong, xem su tn

codng nguy hiém cé dugc bit ngudn tir may chi ngudn duoc chi béo bai bo dinh
-35-



23978

danh may chi ngudn hay khéng.

B xir Iy 910 thuc hién ma chuong trinh, va duoc tao cu hinh dé: khi x4c
dinh duoc ring muc nhdp dong tuong tng véi goéi dit liéu khong duge tim thay,
diéu khién b6 thu phat 930 dé giri tin nhén trong gbi téi bd diéu khién; luu muyc
nhép dong bét thuong duoc thu boi bd thu phat 930 t6i bo nhd 920, trong dé muc
nhép dong bét thuong duoc giri bdi bo diu khién khi x4c dinh dugc rang may
chii duge chi bdo béi b dinh danh may chu diém dén khong ton tai trong mang
SDN; va ghi, trong thoi gian tréi qua cia muc nhdp dong bat thuong, s6 ¢ém khoi
dong cua muc nhép dong bit thudong, va diéu khién bd thu phat 930 dé g sé
dém khéi dong t6i bo didu khién sau khi muc nhép dong bat thuong hét thoi gian
cho.

Mot céch tuy chon, b thu phat 930 co6 thé ngoai ra con dugc tao cAu hinh dé
thu chi dan th& nhit dugc gl bdi bo diéu khién; va

bd xtr ly 910 cé thé ngoai ra con dugc tao céu hinh dé tao c4u hinh
bang dung hgp chinh xéc dia phuong ma la bang dong cubi cling nhu bang dung
hop chinh xac chi khép véi mién dung hop bd dinh danh may chii nguén theo chi
dan tht nhét dugc thu béi bd thu phat 930; hoic

b6 thu phat 930 c¢6 thé ngoai ra con dugce tao cau hinh d thu chi dan
thi hai duoc giri boi bd diéu khién; va

b xr Iy 910 ¢6 thé ngoai ra con duge tao ciu hinh dé diéu chinh bang
ky tu dai dién bao gdm mién dung hop b dinh danh may chi ngudn thanh bang
dong cubi ciing theo chi dan th hai dugc thu béi bd thu phat 930.

Mot cach tuy chon, b xir Iy 910 co thé duoc tao cu hinh riéng dé luu muc
nhap dong bit thuong vio bang dong cudi cling trong bd nhé 920.

Mot cach tuy chon, b thu phat 930 c6 thé ngoai ra con duogc tao cAu hinh dé
thu chi din tht ba dugce giri béi bd diéu khién, trong d6 chi din thtr ba duge gir
b&i bo didu khidn khi xdc dinh, theo sé dém khoi dong, su thn cong nguy hiém
duoc bit ngudn tir may chii ngudn dugc chi bdo bdi bd dinh danh may chu

nguon.
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Bo xtr Iy 910 c6 thé ngoai ra con duoc tao cau hinh dé x6a, theo chi dan thtr
ba duoc thu béi bd thu phat 930, géi dit lidu tir may chd ngudn.

Trong phwong 4n nay, bd diéu khién khong can thiét phai thu thap cac théng
ké v& céc tin nhin trong géi twong tmg véi mdi may chi, va thay vao do, bd
chuyén mach tht nhéit thu thép céac théng ké vé s6 dém khoi dong clia muc nhép
dong bét thudng va thong béo s6 dém khéi dong t6i bd didu khién; bo didu khién
xac dinh truc tiép, theo sb dém khéi dong, xem su tn coéng nguy hiém cé duge
bit ngudn tir méay chi ngudn dugc chi bao bdi bd dinh danh may chi ngudn hay
khong. Theo céch ndy, viéc thu thip cac thdng ké tin nhin duoc thuc hién
dau tién boi bd diéu khién dugc phan phéi t6i mbi bd chuyén mach dé thuc hién,
do d6 giam bét luong xir Iy dit liéu ctia bd diéu khién, va cai thién hidu suét cta
bd diéu khién.

Ngudi ¢6 trinh d6 trung binh trong linh vuc c¢6 thé hiéu mot cach rd rang
rang, cac k¥ thudt trong céc phuong 4n cia sang ché c6 thé duoc thuc hién béi
phdn mém bén canh nén phén cing cén thiét thong thudng. Dua vao hiéu biét
nhu viy, cac giai phap k§ thuat ctia séng ché vé co ban hodc m6t phin gép phén
vao k¥ thuét trudce day co thé duoc thuc hién dudi dang san phém phén mém. San
phdm phin mém duogc luu trit trong phuong tién luu trit, vi du nhu ROM/RAM,
dia cimg, hoic dia quang, va bao gdbm mot s6 chi ddn dé chi dén thiét bi may tinh
(ma c6 thé 1a méy tinh c4 nhan, may chu, hodc thiét bi mang) thuc hién céc
phuong phép duge mé ta trong cac phuong an hodc mét sd phén cua céc phuong
4n cua sang ché.

Céc phuong 4n trong phin mé ta nay déu dugc mé ta theo cch cip tién, dbi
v6i cac phan gidng nhau hosc twong tur trong cac cach thuc hién, theo céc phuong
an nay, va mdi phwong 4n tap trung vao mdt phan khac véi phin cia céc phuong
an khéc. Cu thé 13, phuong 4n hé thdng vé co ban 1a tuong tu nhu phuong 4n
phuong phép, va do dé dugc mé ta so lugc; dbi véi cac phan c6 lién quan, tuong
g v6i cac phin mé ta trong phuong 4n phuong phép.

Céc phan mb ta néu trén 13 cic cach thuc hién cia séng ché, nhung khong

nhim muc dich gi61 han pham vi bao hd cta sing ché. Bét cr cai bién, thay thé
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tuong duong, va cdi tién nao dugc thuc hién ma khéng tréch khoi

nguyén ly cua sang ché thi d€u nam trong pham vi bao hé cia sang ché.
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1. Phuong phap phat hién su tAn cong nguy hiém bao gbm céc budc:

thu, baoi bd didu khién, tin nhin trong goi dugc guii boi bd chuyén mach thir
nhét, trong d6 tin nhén trong gbi bao gdm bd dinh danh may chu ngudn va bd
dinh danh mdy chi diém dén cta géi dif liéu ma by chuyén mach thtr nhat khong
tim thdy muc nhép dong;

khi xac dinh duogc réng méy chu duge chi bao boi bd dinh danh mdy chu
diém dén khong ton tai trong mang do phan mém quyét dinh (SDN), gtti, bdi bd
didu khién, muc nhdp dong bét thuong téi bd chuyén mach thi nhét, trong do
muc nhdp dong bét thuong bao gém bo dinh danh may chu ngudn;

thu, boi b didu khidn, sé dém khéi dong duge giri boi b chuyén mach thu
nhét, trong d6 sb dém khéi dong duge gii boi bo chuyén mach thi nhit sau khi
muc nhép dong bit thuong hét thoi gian cho, va sb dém khoi dong 1a sb luong
céc 1an ma muc nhép dong bét thuong dugc khéi dong; va

xéc dinh, béi bd diéu khién theo s& dém khéi ddng, xem su tdn cong nguy
hiém cé duoc bét nguén tir may chu nguén duoc chi bdo bdi bd dinh danh may
chi ngudn hay khong.
2. Phuong phép theo diém 1, trong do viéc xac dinh, boi bd didu khién theo sb
dém khéi dong, xem sy tin cong nguy hidm c6 dugc bt ngudn tir may chii ngudn
dugc chi bdo boi bd dinh danh mdy chu ngudn hay khéng bao gbm céc bude:

tinh to4n, boi by didu khién, hé sb khoi dong ctia muc nhap dong bét thudng
theo s6 dém khoi dong va thoi gian trdi qua cia muc nhdp dong bét thuong; va

x4c dinh, bdi b didu khién, xem hé sb khéi dong c6 hon hon ngudng hé s6
hay khéng; va néu hé sé khoi dong 16n hon ngudng hé sb, xéc dinh, bsi bd diéu
khién, ring su tin céng nguy hiém dugc bit ngudn tir may chu ngudn; hoic,
néu hé sb khéi dong khong 16n hon ngudng hé sb, xac dinh, béi bd diéu khién,
rang khong co su tn céng nguy hiém nio bét ngudn tir may chil ngudn.
3. Phuong phép theo diém 1, trong d6 viéc xac dinh, bdi bd didu khién theo sb
dém khéi dong, xem sy tAn cong nguy hiém c6 duoc bt ngudn tir may chi ngudn
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duoc chi b4do bdi bo dinh danh mdy chu ngudn hay khéng bao gdm céc bude:

xac dinh, bai bd didu khién, xem s dém khéi ddng c6 16n hon ngudng sb
dém hay khong; va néu s8 dém khoi dong 16n hon ngudng s6 dém, x4c dinh, béi
b didu khién, ring su thn cong nguy hiém duoc bt ngudn tir may chu ngudn;
hodic, néu sé dém khéi dong khong 16n hon ngudng sé dém, x4c dinh, béi bo dieu
khién, ring khong cé sy tin cOng nguy hiém nao bét ngudn tir may chl ngudn.
4. Phuong phap theo diém bat ki trong sb cac didm tir 1 dén 3, trudc khi giri, boi
b6 didu khién, muc nhép dong bét thudng téi bd chuyén mach thir nhét, ngoai ra
con bao gdbm céc budc:

x4c dinh, bdi bo didu khién, xem muc nhép dong bét thudng ciia may chu
ngudn dugc chi béo boi bd dinh danh mdy chu ngudn d& duge phan phdi t6i bd
chuyén mach thu nhét hay chua; va néu myc nhap dong bét thudong ciia may chu
ngudn dugce chi bdo bdi bd dinh danh may chu ngudn chua duge phéan phdi téi bo
chuyén mach thir nhét, thuc hién, béi bd diéu khién, bude giri muc nhap dong bat
thuong téi bd chuyén mach thir nhét.
5. Phuong phép theo diém bAt ki trong sb céc diém tir 1 dén 4, ngoai ra con bao
gbm cac budc:

khi x4c dinh dugc ring bang dong cudi cling trong bd chuyén mach thi nhét
12 bang dung hogp chinh xéc ¢ chia mién dung hop bd dinh danh méy chu ngudn,
giti, boi bd didu khién, chi din thi nhét t61 bo chuyén mach thir nhét, trong d6 chi
dan thtt nhét duogc sit dung dé chi dan cho bo chuyén mach th nhét tao chu hinh
bang dung hop chinh x4c nhu bang dung hop chinh xac chi khép véi mién dung
hop bd dinh danh may chu nguén, d2 bd chuyén mach thir nhét luu trlt muc nhap
dong bét thuong trong bang dong cudi cling.
6. Phuong phap theo diém bAt ki trong sb cac didm tir 1 dén 4, ngoai ra con bao
gbm céc budc:

khi x4c dinh duoc ring bang dong cudi cling trong bd chuyén mach thi nhét
1a bang dung hop chinh x4c, va bang ky tu dai dién c6 chira mién dung hop bo

dinh danh may chu nguén tdn tai trong bd chuyén mach tht nhét, gui, boi bo diéu
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khién, chi din thi hai téi bd chuyén mach tht nhét, trong d6 chi dén tht hai duoc
st dung dé chi dan cho bd chuyén mach tht nhit diéu chinh bang ky tu dai dién
c6 chira mién dung hop bd dinh danh médy chu ngudn thanh bang dong cubi cling,
dé bd chuyén mach thir nhét luu trit muc nhép dong bét thuong trong bang dong
cudi cliing.
7. Phuong phap theo didm bét ki trong sb cac diém tir 1 dén 6, trong d6 quyén uu
tién ctia muc nhdp dong bét thuong 1a quyén wu tién thip nhat cia muc nhap
dong trong bo chuyén mach thir nhét.
8. Phuong phép theo didm bét ki trong s céc diém tir 1 dén 7, ngoai ra con bao
gdm céc budc: | |
khi x4c dinh, theo sb dém khoi dong, rang sy tin céng nguy hiém dugc bt
ngué)n tir may chu nguén duoc chi bdo bdi bd dinh danh may chu nguén, gui, béi
bd didu khién, chi dan thir ba téi bd chuyén mach tht nhét, trong d6 chi dan thi
ba dugc st dung dé chi dén cho bd chuyén mach thir nhat x6a géi dit liéu tir may
cht ngudn.
| 9. Phuong phap phat hién su tAn cong nguy hiém, bao gdm cac bude:
khi x4c dinh duoc ring muc nhap dong twong Umg véi goi dir liéu khong
duge tim thdy, giri, béi bd chuyén mach tht nhét, tin nhén trong géi téi bo diéu
khién, trong d6 tin nhén trong goéi bao gbm b6 dinh danh may chu ngudn va bd
dinh danh may cht diém dén cta goi dit lidu;
thu va luu, bdi bo chuyén mach tht nhit, muc nhap dong bét thuong, trong
d6 muc nhép dong bat thuong dugc giri boi bo diéu khién khi xac dinh dugc rang
mAy chii duge chi bédo bdi bd dinh danh méy chi diém dén khong ton tai trong
mang SDN; va
ghi, bdi bd chuyén mach thir nhét trong khoéng thoi gian tréi qua clia myc
nhap dong bét thuong, sb dém khéi dng ctia muc nhép dong bat thuong, va gl
sb dém khoi dong téi bd didu khién sau khi muc nhép dong bt thuong hét thei
gian cho, khién cho bd diéu khién xé4c dinh, theo s6 dém khoi dong, xem su tAn

coéng nguy hiém cé dugce bét ngudn tir may chi ngudn duoc chi bao béi bd dinh
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danh may cht nguén hay khéng.
10. Phuong phap theo diém 9, ngoai ra con bao gdm céc budc:

thu, boi bd chuyén mach thi nhit, chi din thir nhét dugc gii bodi bo diéu
khién, va tao chu hinh, theo chi din tht nhét, bang dung hop chinh x4c dia
phuong ma la bang dong cudi cling nhu bang dung hop chinh xac chi khép véi
mién dung hop bd dinh danh may chu nguén; hoéc,

thu, béi bd chuyén mach thir nhat, chi din thir hai duge giri boi bo didu
khién, va didu chinh bang ky tu dai dién cé chira mién dung hop bd dinh danh
mdy chi ngudn thanh bang dong cudi cting theo chi dan thir hai.
11. Phuong phép theo diém 10, trong d6 viéc luu, béi bd chuyén mach tht nhét,
muc nhép dong bét thudng bao gom bude:

luu, bdi bod chuyén mach tha nhét, muc nhap dong bét thudong vao bang
dong cudi cling.
12. Phuong phép theo diém bat ki trong s6 cac diém tir 9 ¢én 11, ngoai ra con bao
gbm cac buéc:

thu, béi bd chuyén mach thtr nhét, chi dén thi ba dwoc giri béi b didu khién,
trong d6 chi din thir ba duoc giri béi b didu khién khi xéc dinh, theo sé dém
khoi dong, rang su tdn céng nguy hiém duoc bit ngudn tir may chi ngudn duoc
chi bao b&i b dinh danh may chi ngudn; va

x6a, béi bd chuyén mach thir nhét theo chi din tht ba, géi dit lidu tir may
chi ngudn.
13. Thiét bi phat hién su tin cong nguy hiém bao gdm:

b6 thu th nhét, duoc tao cu hinh dé thu tin nhén trong géi duogc giri boi bd
chuyén mach tht nhét, trong dé tin nhén trong goéi bao gém bd dinh danh may
chit ngudn va bé dinh danh may cht diém dén cta géi dit liéu ma bd chuyén
mach tht nhét khong tim thdy muc nhap dong;

bo gt thu nhét, duoc tao cdu hinh dé: khi xac dinh duoc réng may chu duoc
'~ chi béo bsi bd dinh danh may chu diém dén dugc thu boi bo thu thit nhat khong
tdn tai trong mang do phin mém quyét dinh (SDN), giri muc nhdp dong bt
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thuong téi bd chuyén mach thr nhét, trong d6 muc nhdp dong bét thuong bao
gbm bé dinh danh may chti ngudn, trong do:

bd thu thtr nhit ngoai ra con dugc tao ciu hinh dé thu sé dém khoi dong
duoc giri béi bd chuyén mach thtr nhét, trong d6 s6 dém khoi déng duoc gii boi
bd chuyén mach thtr nhét sau khi muc nhap dong bét thuong hét thoi gian cho, va
s6 dém khoi dong 1a sé lwong cac 1n ma muc nhip dong bét thudng duoc khoi
dong; va

bd phat hién, duoc tao cdu hinh dé x4c dinh, theo s6 dém khéi dong duoc
thu béi bo thu thit nhét, xem su tdn coéng nguy hiém c¢é duoc bt ngudn tir may
chu ngu@)n duogc chi bdo bdi bd dinh danh may chu nguén hay khong.
14. Thiét bi theo diém 13, trong d6 bd phat hién duoc tao cdu hinh riéng dé:

tinh todn hé sé khéi déng ctia muc nhap dong bat thuong theo sb dém khéi
dong duoc thu boi bd thu tha nhat va thdi gian tréi qua clia muc nhép dong bat
thuong; va

x4c dinh xem hé s6 khéi dong cé 16n hon ngudng hé sd hay khong; va néu
hé s6 khoi dong 16n hon ngudng hé s, xac dinh ring su tAn cong nguy hiém
duoc bat ngudn tir may chii ngudn; hoic, néu hé sé khoi dong khéng 16n hon
ngudng hé sb, xac dinh rang khéng c6 su tAn cdng nguy hiém nao bt ngudn tir
may chi ngudn.
15. Thiét bi theo diém 13, trong d6 b phat hién duoc tao cAu hinh riéng dé:

xéc dinh xem s6 dém khéi dong c6 16n hon ngudng sb dém hay khéng; va
néu sé dém khai dong 16n hon ngudng s6 dém, xac dinh ring su tin cong nguy
hiém duoc bat nguén tr may chu ngué)n; hodc, néu s6 dém khai dong khong 16n
hon ngudng s6 dém, xac dinh rang khéng cé su tin cong nguy hiém nao bt
ngudn tir may chi ngudn.
16. Thiét bi theo diém bat ki trong sb cac diém tir 13 dén 15, ngodi ra con bao
gbm: -

b xac dinh, dugc tao ciu hinh d xéc dinh xem muc nhap dong bat thudng

ctia may cht ngudn duoc chi béo béi bd dinh danh may cht ngudn da duoc phéan
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phéi téi bd chuyén mach thir nhat hay chua; va néu muc nhép dong bit thuong
clia may chi ngudn dugc chi bio bdi bd dinh danh may chu ngudn chua duoc
phan phéi t6i bd chuyén mach thir nhat, khéi dong bd glri thir nhét dé giri muc
nhép dong bét thudng t6i bd chuyén mach thir nhat.
17. Thiét bi theo didm bét ki trong sb cac diém tir 13 dén 16, trong d6 bd gl thir
nhét ngoai ra con dugce tao cAu hinh d@&: khi x4c dinh duoc ring bang dong cudi
cung trong bd chuyén mach thir nhét 1a bang dung hop chinh x4c cé chua mién
dung hop b6 dinh danh méy chu nguén, chi dan bd chuyén mach tha nhét tao ciu
hinh bang dung hop chinh xac nhu bang dung hop chinh xéc chi khop véi mién
dung hop bd dinh danh may chu ngudn, dé bo chuyén mach thtr nhit Ivu trit muc
nhédp dong bét thudng trong bang dong cubi clng.
18. Thiét bi theo didm bét ki trong sé céc diém tir 13 dén 16, trong d6 bd gui thi
nhét ngoai ra con duge tao c4u hinh dé:

khi xac dinh duoc réng bang dong cudi cung trong bd chuyén mach tht nhét
14 bang dung hop chinh xac, va bang ky tu dai dién c6 chta mién dung hop b
dinh danh may chu nguén tdn tai trong bo chuyén mach tht nhét, gri chi dan thi
hai téi bo chuyén mach tht nhét, trong do6 chi dan tht hai duoc st dung dé chi
dan cho bo chuyén mach th& nhét didu chinh bang ky tu dai dién c6 chira mién
dung hop b dinh danh méy cht ngudn thanh bang dong cudi cing, dé bo chuyén
mach thir nhat luu trit muc nhép dong bt thuong trong bang dong cubi cling.
19. Thiét bi theo diém bat ki trong sb c4c diém tir 13 dén 18, trong d6 bd gui thix
nhét ngoai ra con dugc tao cu hinh dé:

khi x4c dinh duoc, theo sé dém khéi dong, ring su tin cong nguy hiém dugc
bét ngudn tir my cht ngudn duge chi béo boi bd dinh danh may chi ngudn, g
chi din tha ba t&i bd chuyén mach thir nhét, trong d6 chi dan tht ba duoc st
dung dé chi dan cho bd chuyén mach thtr nhét x6a géi dit liéu tir may chi ngudn.
20. Thiét bi phat hién su tin cong nguy hiém bao gom:

bd giri thr hai, duoc tao ciu hinh dé: khi xac dinh dugc ring muc nhap dong

tuwong ung véi gbi dit 1iéu khong duoc tim thay, giri tin nhén trong géi téi bo diéu
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khién, trong d6 tin nhin trong goéi bao gbém bd dinh danh may chu ngudn va bd
dinh danh may cht diém dén cua goi dit lidu;

b6 thu thit hai, duoc tao ciu hinh dé thu muc nhap dong bét thudng, trong dé
muc nhédp dong bat thuong duoc giri béi bo diéu khién khi x4c dinh duoc réng
méy chi duoc chi béo bdi b dinh danh may chu diém dén khéng ton tai trong
mang do phin mém quyét dinh (SDN); |

b6 luu trit, dugce tao cAu hinh dé luu muc nhép dong bét thuong dugc thu baéi

bd thu thir hai; va

bd ghi s6 dém, duoc tao cdu hinh dé ghi, trong khoang thdi gian tréi qua cua
muc nhép dong bat thudng dugc luu béi b luu tri, s6 dém khéi dong ctia muc
nhép dong bét thubng, trong do: o

bd gwri thi hai ngoai ra con dugc tao cAu hinh dé: sau khi muc nhép dong bat
thudng duoc luu boi bd Iuu trir hét han, giri s6 dém khoi dong duge ghi boi bo
ghi sé dém t&i bd didu khién, khién cho b diéu khién x4c dinh, theo s6 dém khoi
d@ng, xem su tn c6ng nguy hiém cé duoc bit ngudn tir may chii ngudn duoc chi
bo bdi bd dinh danh may chi ngudn hay khéng.
21. Thiét bi theo diém 20, trong d6 bd thu thi hai ngoai ra con dugc tao ciu hinh
d8 thu chi dan tht nhét dugc gii boi bo didu khién; va

thiét bi ngoai ra con bao gém: bd chu hinh, duge tao ciu hinh dé tao ciu
hinh, theo chi din tht nhét, bang dung hop chinh x4c dia phuong ma 13 bang
dong cudi cing nhu bang dung hop chinh x4c chi khép véi mién dung hop bd
dinh danh may chu nguén; hoac

bd thu th hai ngoai ra con dugce tao chu hinh dé thu chi dan tht hai duoc
glri boi bd didu khién; va

thiét bi ngoai ra con bao gdm: bd cu hinh, duge tao cdu hinh dé diéu chinh
bang ky tu dai dién c6 chtta mién dung hop bd dinh danh may chi ngudn thanh
bang dong cudi cing theo chi dan thit hai.
22. Thiét bi theo diém 21, trong d6 bd luu trir duoc tao cAu hinh riéng dé luu muc

nhap dong bét thuong vao bang dong cubdi clng.
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23. Thiét bi theo didm bét ki trong sb cac diém tir 20 dén 22, trong d6 bé thu thir
hai ngoai ra con dugc tao cAu hinh dé thu chi dan thir ba duoc giri béi bd chuyén
mach tht nhat; va

thiét bi ngoai ra con bao gdm: bo diéu khién, duoc tao cAu hinh dé xéa géi

d@ liéu tr may chu ngudn.
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B6 chuyén mach thit nhat ghi, trong khoang thoi gian tro1 qua
ctia muc nhép dong bét thuong, s6 dém khéoi dong cta muyc
nhap dong bat thudng, va gui s6 dém khoi dong toi bo diéu

khién sau khi muc nhap dong bat thuong hét thoi gian cho

403
/—

FIG. 4
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B6 didu khlen thu thép cau trac bang dong trong bd
chuyén mach thir nhit, va giri chi dan thir nhat

501
/‘"

v

B6 chuyén mach thir nhét thu géi dit liéu duoc giri bsi
may cht ngudn, va khi muc nhép dong cua géi dir liéu
khéng duogc tim thay trong bang dong dia phuong, tao ra
tin nhan trong goi

502
=

y

Khi bd diéu khién xéac dinh rang mdy cht duoc chi bao boi bo

dinh danh méy chu diém dén khong ton tai trong mang SDN,
b6 diéu khién x4c dinh xem muc nhdp dong bat thuong cia

may chu ngudn duoc chi bdo béi bd dinh danh may chu
nguodn da dugc phén pho1 t61 bd chuyén mach thix nhit hay
chua, va néu khéng, giti muc nhap dong bat thuong t6i bd
chuyén mach tht nhét, va budc 504 duoc thuc hién, va néu
6, quy trinh xir ly ctia nhénh nay két thuc

503

\

\ 4

B6 chuyén mach thu muc nhép dong bat thuong, va luu
trit muc nhép dong bat thuong trong bang dong cubi
cung

504

A 4

B6 chuyén mach thi nhat ghi, trong thoi gian troi qua
ctia muc nhip dong bat thuong, s6 dém khoi déng cua
muc nhép dong bét thudng

A 4

Bo chuyen mach thir nhét giri s6 dem khoi dong toi bo
diéu khién sau khi muc nhap dong bét thuong hét thoi
gian cho

506

A 4

Bo diéu khién thu s6 dm khdi dong, va xac dinh, theo

s6 dém khdi dong, xem su tan cdng nguy hiém cé duge

bat nguon tr may chu nguon duoc chi béo boi bo dinh
danh méy chu nguon hay khéng

507

\ \ \\

Y

Khi x4c dinh ring su tAn céng nguy hiém duoc bat
nguon tr may chu ngudn dugc chi bdo bdi b dinh danh
méy chi ngudn, bd diéu khién giri chi dan thi ba

508
/——

FIG.5
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Puong lién hop chuyén mach

Y

idle_timeout = 0

hard timeout = 1

priority = 0

flag = SEND FLOW_REM ||
CHECK_OVERLAP

match:

src_mac = 11:22:33:44:55:66

action:

outpurt, port= CONTROLLER

\ﬁ

FIG. 5D
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