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(21) 2-2021-00457

(57) Giai phép hiru ich d cép dén thiét bi bdo su cb (an ninh, chay nd) véi hai mé
dun chtic nang “xac thuc su cd” va “kiém tra tu dong, tr xa”. Khi Ung dung giai
phép hitu ich vao thuc tién sé mang lai lgi ich rd rét, gitip ngudi dung xac minh su
c¢b va giam sét kiém tra duge tinh trang trung tdm béo chdy, bao an ninh tw dong tir
xa, gop phan phén loai tin hiéu, giam thiéu t6i da cac tin hiéu bao gia, ddm bao cho
hé théng bao su cb két ndi quan tri tap trung hoat dong én dinh, hd tro co s6, luc
luong an ninh chay nd tai chd, luc lrong chire nang phat hién sur ¢b (chay, an ninh)
chinh x4c, gitp trién khai tac chién (chita chay, sw ¢6) nhanh, kip thdi ngan chin su
cb (chay lan, chay 16n, an ninh) g6p phan giam thiéu thiét hai vé ngudi va tai san

cho co sé va cho cong dong.

Hinh 1: So db chite ning thiét bi bao sur cb
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Linh vue k§ thuit dwgc dé cap
Giai phap hitu ich thude linh vuc phong chay chita chdy va an ninh an toan.

Cu thé dé cap dén cic chiic ning trén thiét bi bao su c¢b trong hé théng bo
su ¢b (chéy, an ninh) két nbi quan tri tip trung.

Tinh trang ky thuat cta giai phap hiru ich

Céc chirc nang cua thiét bi béo su cb trong hé thdng béo su ¢b két nbi quan
tri tap trung dé cap dén trong giai phép hiru ich nay chua c6 trén thi trudng.

Giai phap hitu ich duoc xay dung, phat trién trén co s tham chiéu tai lidu:

—  Sang ché: Quy trinh loc va xtr Iy bdo gia trong hé théng béo su cb (chay, an
ninh) két ndi quan tri tip trung, theo Pon s6 2-2020-00568 ngay 11-11-
2020.

—  Séng ché: Phuong phép gidm sat, didu khién trung tdm bdo chay, thiét bi
chita chdy va thiét bi giam sat, diéu khién tir xa céng nghé séng vo tuyén,
theo Pon 6 2-2021-00255 ngay 25-06-2021.
Ban chit ky thuit ciia giai phap hitu ich
Muc dich ctia giai phap hitu ich nhim b sung, mé rong céc chirc ning cua
thiét bi béo su ¢b, dép tng yéu cau st dung (trong pham vi giai phap hitu ich
nay s€ khong dé cap dén céc churc nang cua thiét bi béo su c¢d da duoc mo ta
trong tai liéu tham chiéu néu trén). Pé dat dugc muc dich do, thiét bi bdo su cb
can ¢6 thém céc chire ning nhu sau:

—  Chtic nang xac thuc su cd;
—  Chtc nang kiém tra ty dong, tir xa (test)vtrung tdm béo chay, bdo an ninh,;
M5 ta vin tit hinh vé
Hinh 1: So dd chtc nang thiét bi bao su cb.
M5 ta chi tiét giai phap hiru ich
Hinh 1 m6 ta so do chtc nang thiét bi bao su cb bao gé)m cac chirc nang

hién ¢6 (khéng mé ta) va chiic nang theo dé xuét cua giai phap hitu ich, trong dé
c6 mb dun xé4c thuc su ¢b (11) va md dun kiém tra tu dong, tir xa (12), chi tiét:
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1. Mo dun “xac thuc su ¢6” (11 — hinh 1) ¢6 dang nut bam b tri trén thiét bi
bao su cb va/hodc cong tiép nhan tin hiéu tr nit bAm cé day lap roi bén
ngoai hodc bo nut bAm thu/phat khong day va dén chi thi trang thai, khi bo
phén nay duoc kich hoat, mot ban tin (bao g6m nhung khong gidi han cac
dang tin hiéu: byte, Json, ...) dugc dinh nghia tai thiét bi béo su cb 12 “x4c
thuc su ¢6” va/hodc duogc dinh nghia 1a “xé4c thuc su cd” trén Hé théng,
phéin mém quan tri tip trung dé xac thue c6 su ¢b (bao g6m nhimg khéng
gidi han sy ¢b chéy, nd, an ninh, khan cép, ...) dang say ra tai co s& 1ap dat
thiét bi bao sy ¢b, dong thoi dén chi thi trang thai hién thi theo kich ban,
dam bao phéan biét rd ban tin xac thuc su cd da gri thanh cong hay khong
thanh c6ng. M6 dun nay hoat déng khi duoc ngudi dung kich hoat va tu két
thuc khi nhan duoc phan hdi tir Hé thdng, phdn mém quan tri tip trung
va/hodc két thic theo sb lan gui tin hiéu (cai dat duogc) vé Heé théng, phén
mém quan tri tip trung trong trudng hop khéng nhan duoce phan hoi.

2. M5 dun “kiém tra tu dong, tir xa” trung tdm bao chdy, béo an ninh (12 —
hinh 1) gém hai bd phan, trong do:

B6 phén thir nhét (121) dang relay déng/ngat, duoc két nbi bang day dan
tin hiéu véi phuong thirc két ndi (thudng déng hodc thuong mé) phu hop véi
chtrc ning kiém tra trén trung tdm bdo chdy, bao an ninh, bo phan nay cé chic
nang kich hoat ché d6 kiém tra cua trung tdm bao chdy, bdo an ninh.

B6 phan tht hai (122) dang relay déng/ngét, duoc két ndi bang day dan tin
hiéu véi phuong thirc két nbi (thuong déng hodc thuong mé) phit hop véi chire
nang reset trén trung tdm bdo chdy, bdo an ninh, bd phan nay c6 chirc ndng kich
hoat ché d6 reset ctia trung tdm bao chdy, bao an ninh.

M6 dun (12) duoc kich hoat ty dong theo thoi gian do ngudoi dung cai dat
trudce tai thiét bi bao su ¢ hoic duge nguoi dung cai dat hodc kich hoat tu xa
qua internet/GSM /3G/4G trén dién thoai thong minh, giao dién web/app
mobile. Khi mé dun nay duoc kich hoat, mot ban tin s€ dugc gui vé Hé théng,
phan mém quan 1y trung tAm va duoc phéan loai 14 tin hiéu “kiém tra tu dong, tir
xa” trung tAm béo chdy, béo an ninh, dong thoi b phéan thi nhét (121) s& kich
hoat chirc ning kiém tra trén trung tdm béo chay, bao an ninh trong khoang thoi
gian 01 gidy hoac khoang thoi gian phu hgp do nguoi dung cai dat, khi do tin
hiéu bao su cb tur trung tdm bdo chdy, bao an ninh s€ dugc truyén dén thiét bi
bdo su cb va duoc gui truc tiép dén co s6 qua SMS/Call/Mail/ va gui vé hé
théng, phén mém quan ly trung, sau khi thiét bi bao su cb nhan biét tin hiéu
duoce gii thanh cong, trong 10 gidy tiép theo hodc khoang thoi gian phi hop do
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nguoi dung cai dat, bé phan th hai (122) sé tu dong kich hoat chtrc néng reset
trén trung tam bdo chdy, bdo an ninh trong khoang thoi gian 01 gidy hodc
khoang thoi gian phu hop cai dat duge, mé dun (12) hoat dong theo ché db cai
dat tu dong hoac do ngudi dung kich hoat va sé tu két thic trong 60 gidy hodc
khoang thoi gian do ngudi dung cai dat phu hgp vdi tung loai trung tdm béo
chay, bao an ninh. B

Vi du thwe hién gidi phap hiru ich
Vidu 1: Xac thuc su cd

* Truong hop 1: Khi trung tdm bao chdy, phat hién cé chay, ngay lap tic
tin hiéu béo chay dugc gti sang thiét bi bdo su cb, tai day thiét bi béo sy cb sé
nhan tin, goi dién, giri mail canh bio dén céc s6 dién thoai, dia chi cai sin trén
thiét bi va/hodc ddng thoi truyén tin hidu béo chay vé hé thdng, phin mém quan
1y trung tam, khi nhan dugce tin hiéu bao chay do thiét bi bao su cd truyén Ve, hé
thdng, phin mém quan ly trung tAm s& nhén tin, goi dién canh bao dén cac sb
dién thoai cai san trén phﬁn mém trung tam va gui ban tin yéu cau “xac thuc su
c6” qua SMS/call/web/app mobile/ ...; ngudi diung nhan théng tin canh bio
va/hodc théng tin yéu cdu “xéc thuc su ¢d” sé& c6 trach nhiém kich hoat chtrc
nang “xéc thuc su ¢” trén thiét bi béo su ¢d dé gui ban tin khang dinh dang c6
su ¢b chay tai co s6.

* Truong hop 2: Khi nguoi dung phat hién co chay, s€ truc tiép kich hoat
chtrc nang “xac thuc su cd” trén thiét bi bdo su cb dé gui ban tin vé hé thong,
phan mém quan 1y trung tim xéc thuc dang c6 su c6 chay tai co so.

Vi du 2: Kiém tra ty dong, tir xa trung tAm bao chay, bao an ninh

* Trudng hop 1: Ngudi ding cai dit thoi gian tu dong kiém tra trung tdm
bdo chdy, bdo an ninh (vi du: vao Iuc 10 gid sang ngay 01 hang thang), dén thoi
diém do, thiét bi bao su ¢b s& kich hoat m6 dun kiém tra tu dong, tr xa (12), khi
d6 bo phan (121) sé kich hoat chitc nang test cua trung tdm bdo chdy, bdo an
ninh trong khoang thoi gian 01 gidy, khoang 10 gidy tiép theo, bd phan (122) s&
kich hoat chirc ning reset trén trung tam bao chdy, bdo an ninh theo kich ban,
thoi gian duoc lap trinh trudce, trong khoang thoi gian kiém tra trung tAm béo
chéy, béo an ninh, cac ban tin duoc gii vé hé thong, phan mém quéan 1y trung
tam s& duogc phan loai 1a tin hiéu kiém tra trung tam bao chdy, bdo an ninh tu
dong, tir xa. Chtre ning nay tu dong két thic sau khi hoan thanh theo kich ban
duoc 1ap trinh trudce do.

* Truong hop 2: Khi nguoi dung kich hoat churc nang kiém tra tu dong, tir
xa qua internet/3G/4G/. ., trén giao dién web/app mobile cho mét thiét bi béo su
b, khi d6 mét ban tin dugce hé théng, phén mém quén ly trung tam gui Xuéng
thiét bi bdo su cb dé dé kich hoat mé dun (12) theo kich ban duoc lap trinh
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trude, bo phan (121) sé kich hoat chtic nang test cia trung tdm bdo chady, b4o an
ninh trong khoang 01 giay, sau dé khoang 10 gidy, bd phan (122) sé& kich hoat
chirc nang reset trén trung tdm bao chay, bao an ninh theo kich ban, thoi gian
duogc 1ap trinh trude, khi d6 cac ban tin dugc gui tur thiét bi béo sy cb vé hé
thdng, phdn mém quén 1y trung tAm s& dugc phan loai 13 tin hiéu kiém tra trung
tAm béo chay, bdo an ninh ty dong tir xa. Chirc ning nay tu dong két thuc sau
khi hoan thanh theo kich ban dugc 1ap trinh trudce do.
Hi€u qua dat dwge ciia giai phap hitu ich

Khi 4p dung giai phép hitu ich nhu da mé ta, nguor dung khong can kién
thie chuyén sau, c6 thé d& dang thao tac va st dung céc chic ning cia thiét bi
béo su ¢d, dong thoi gitip hé théng, phdn mém quan 1y trung tdm x4c thuc sy cd,
phan loai su ¢6 d& dang, g6p phéan loai trir cac tinh hubng bdo gia, dong thoi
gitip kiém soét trung tAm béo chay, béo an ninh tu dong, tir xa.
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YEU CAU BAO HO
1. Thiét bi bdo su cb trong hé théng béo su cb (chay, an ninh) quéan tri tap trung,
trong d6 bao gom:

Mb dun “xé4c thuc su ¢d” ¢6 dang nut bdm bd tri trén thiét bi bao su cd
va/hoic cong tiép nhan tin hiéu tir nut bdm c6 day lap roi bén ngoai hoic bd nut
bam thu/phat khong day va den chi thi trang thai, khi bd phan nay duogc kich
hoat, mot ban tin (bao gém nhung khéng gidi han cac dang tin hiéu: byte, Json,
...) duoc dinh nghia tai thiét bi bao su cb 12 “xéc thuc su ¢6” va/hodc duogc dinh
nghia la “xéc thuc su cd” trén hé théng, phén mém quén tri tap trung dé xac thuc
¢6 su ¢b (bao gdm nhung khong gii han su ¢ chdy, nd, an ninh, khan cép, ...)
dang say ra tai co s& 1ap dat thiét bi bdo sy ¢b, ddng thoi dén chi thi trang théi
hién thi theo kich ban, dam bao phan biét rd ban tin xac thuc su cb da gui thanh
cong hay khong thanh cdng, mé dun nay hoat dong khi dl,rqé nguoi dung kich
hoat va tu két thiic khi nhan dugc phan hoi tir hé thng, phan mém quan tri tap
trung va/hodc két thuc theo sb 1an gui tin hiéu (cai dat duogc) vé hé théng, phﬁn
mém quan tri tap trung trong trudng hop khong nhan dugc phan hoi;

Mb dun “kiém tra tu dong, tur xa” trung tdm bao chdy, bdo an ninh gém hao
b6 phan v6i bo phan thir nhat dang relay déng/ngit, dugc két ndi bang day dén
tin hiéu v6i phuong thic két nbi (thudng déng hoic thuong mé) phu hop véi
chtic ning kiém tra trén trung tdm bao chdy, bdo an ninh, bd phan nay c6 chic
ning kich hoat ché d6 kiém tra cua trung tdm bao chéy, béo an ninh va bd phan
thtr hai dang relay déng/ngét, dugc két ndi bang day dan tin hiéu véi phuong
thie két ndi (thudong déng hodc thudng mé) phu hop véi chitc ning reset trén
trung tdm bao chay, bao an ninh, b6 phan nay c6 chiic nang kich hoat ché do
reset cua trung tdm bdo chay, bao an, mo dun nay dugc kich hoat tur dong theo
thoi gian do nguoi dung cai dat trudc tai thiét bi bao su ¢ hodc duoc nguoi
dung cai dat hoac kich hoat tr xa qua internet/GSM /3G/4G trén dién thoai
thong minh, giao dién web/app mobile, khi dugc kich hoat, mot ban tin s€ duoc
thiét bi bao sy ¢b gui vé hé thdng, phan mém quan ly trung tdm va dugc phan
loai 1a tin hiéu “kiém tra tu dong, tr xa” trung tdm béo chdy, bdo an ninh, déng
thoi bo phén tht nhét s& kich hoat chirc nang kiém tra trén trung tdm bao chdy,
bdo an ninh trong khoang thoi gian 01 gidy hodc khoang thoi gian phu hop do
nguoi dung cai dat, khi do tin hiéu bao su b tir trung tdm bao chady, bao an ninh
sé duoc truyén dén thiét bi béo su cb va duoc gui truc tiép dén co s& qua
SMS/Call/Mail/... va giii v& hé thdng, phan mém quan 1y trung, sau khi thiét bi
béo su ¢ nhén biét tin hiéu duoc gui thanh céng, trong 10 gidy tiép theo hodc
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khoang thoi gian pht hop do nguoi dung cai dat, bo phan thir hai s€ tu dong kich
hoat chirc nang reset trén trung tdm bao chdy, bdo an ninh trong khoang thoi
gian 01 gidy hodc khoang thoi gian phu hop cai dat dugce, mo dun nay hoat dong
theo ché d6 cai dat tu dong hodc do nguoi dung kich hoat va sé tu két thuic trong
60 gidy hoac khoang thoi gian do ngudi dung cai dat phu hop véi tung loai trung
tdm bdo chdy, bdo an ninh. '
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CAC HINH VE, SO DO

Hinh 1: So dd chirc néng thiét bj bao su ¢b

TRUNG TAM BAO CHAY, BAO AN NINH

Céc mo H M6 dun
dun chtic truyén/
nang \ nhén dit
hiénc6 |[e—» Modunxtly |« »| li€u qua
Internet
il 13G/4G
A 12
E 121 122
: \ 4 \
Chuc Churc Chuece
nang nang test nang
bao su trén reset
cb trén trung trén
trung tam bao trung
tam bao chay, tam bdo
chay, bdo an chay,
bédo an ninh bdo an
ninh ninh
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