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(57) Sang ché boc 16 phuong phap thu thap khod, trong d6 phuong phip niy bao gdm
cac budc: thu thap, béi AUSF (AUthentication Server Function - chitc ndng may chu
xéac thuce), khoa AKMA (Authentication and Key Management for Applications anchor
function - chirc ning mo neo xac thuc va quan ly khoa danh cho céc ting dung) va/hodc
bo nhan dang khoa (Key IDentifier - KID) duy nhét ctia khoa AKMA nay; thu thap, boi
AMF/SEAF (Access and Mobility management Function/SEcurity Anchor Function -
chtrc ndng quan 1y truy cép va quan ly tinh di ddng/chirc ndng moé neo bao mat), thong
diép thu tu tr AUSF; va gui thong diép thir ndm dén UE (User Equipment - thiét bi
ngudi ding) dia trén thong diép thir tu nay, dé UE thu thap KID va/hodc khod AKMA
dua trén thong diép thir nim nay. Cc phuong 4n clia sang ché boc 16 phuong phép thu
thap hodc tao ra khoa AKMA va bg nhan dang khod duy nhét tuong ng véi khoa
AKMA nay, dé bao dam su thuong luong khod tron tru gitta UE va AF (Application
Function - chirc nang ting dung) va cai thién sy bado mat truyén théng gitta UE va AF.
Thiét bi thu thap khoa, hé thdng thu thap khod, thiét bi truyén thong, va phuong tién luu

trit doc dugc bang may tinh ciing dugc boc 19.
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Linh vue k¥ thuit dwoce dé cap
Sang ché lién quan dén cac cong nghé truyén thong, va cu thé 1a dé cép dén

phuong phéap va thiét bi thu thap khoa.

Tinh trang ky thuét ciia sang ché

Trong kién trac khod dé xac thuc va quan ly khoa danh cho cic tmg dung
" (Authentication and Key Management for Applications - AKMA), thi cdc khoé khac
nhau dugc tao ra & mbi trong sé phia thiét bi nguoi diung (User Equipment - UE) va
phia mang. O phia mang, sau khi UE hoan tét viéc x4c thuc so cp, thi chiic ning may
chu x4c thuc (Authentication Server Function - AUSF) ¢6 thé tao ra khoa AKMA
Kakma dua trén khoa AUSF Kausr ma dugce tao ra trong tién trinh x4c thuc so cép.
Kakma 12 khod trén mdi UE (n6i cach khac, mdi UE déu c6 Kakma duoc danh riéng).
AUSF truyén Kaxma duoc tao ra dén chtc ning mo neo AKMA (AKMA Anchor
Function - AAnF). Sau d6, AAnF tao ra khoa ing dung Kar cho chttc nang (ing dung
(Application Function - AF) dua trén Kaxma. Kar 12 khod trén mdi UE va trén mdi tng
dung (n6i cach khac, mot UE st dung Kar duoc danh riéng khi truy cap mot AF). O
phia UE, thi UE st dung céc thong s6 va thuét toan gidng nhu & phia mang dé tao ra
Kausr trong tién trinh x4c thuc. Sau khi viée x4ac thuc thanh cong, thi UE c6 thé tao ra
Kakma dua trén Kausr nho sir dung cac thong sé va thuét toan gidng nhu & phia mang,
va tao ra Kar dua trén Kaxma nho st dung céc thong sé va thuat toan giéng nhu & phia
mang. Sau do, & phia UE va phia mang, thi viéc bao v¢ luu lugng duoc thuc hién gitta
UE va AF dua trén Kar.

Trong tién trinh ndy, thi mdi Kakma 12 duoc nhan dang béi bo nhan dang
khoa duy nhét Kaxma ID (dugc goi 1a KID theo sang ché). Khi UE truy cap AF, thi UE
giri KID dén AF, @é chi thi Kakma duoc st dung bdi UE. Sau khi nhan duge KID, thi
AF giri KID dén AAnF. Sau d6, AAnF tao ra Kar nho str dung Kakma duoc nhan dang
b6i KID va giri Kar dén AF. Theo cach nay, thi bao dam duogc rang UE va AF sir dung

Kar gidng nhau, tic 13, Kar 13 duoc tao ra nhd sir dung Kaxma ma duoc nhan dang boi
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KID, nh¢ d6 thuc hién viéc thuong luong khoa gitta UE va AF. Khong c6 nghién citu
nao vé viéc tao ra va cdp nhat KID theo cong nghé thong thuong. Do d6, viéc thuong

luong kho4 gitta UE va AF khong thé dugc thuc hién.

Ban chit k§ thuit ciia sing ché

Theo cac phuong 4n, sang ché dé xudt phuong phap va thiét bi thu thap khod,
8 thu thap kho4 trong tién trinh truyén thong gitta thiét bi dau cubi nguoi ding va chirc
nang ung dung.

Theo khia canh thtr nhét, sang ché d& xuét phwong phap thu thap khoa, trong
do6 phuong phap nay dugc ap dung cho chiic ndang may chui xac thuc (AUthentication
Server Function - AUSF). Phuong phép nay bao gdm céc budc:

thu thap khoa mo neo ciia tién trinh x4c thuc va quan ly khod danh cho céc
ung dung Kaxma va/hodc bd nhan dang khoa KID duy nhét ctia Kaxua.

Theo thiét ké kha thi, thi budc thu thap khoa mo neo ctia tién trinh x4c thuc
va quan ly khoa danh cho céac iing dung Kaxma va/hodc b nhan dang khoa KID duy
nhét ctia Kaxma 12 bao gdbm cac buéc:

nhan thong diép thu nhit dugc gl boi chire ning quéan 1y truy cip va quan
ly tinh di dong hodc chitc nang md neo bado mat (Access and Mobility management
Function / SEcurity Anchor Function AMF/SEAF), va thu thap KID va/hoac Kakma
dua trén théng diép thir nhét nay.

Theo thiét ké kha thi, thi thong diép thir nhat bao gdm KID, va bude thu thap
KID va/hodc Kaxma dua trén thong diép thir nhét 12 bao gdm cac buéc: thu thap KID
trong thong diép thtr nhét va/hodc tao ra Kakma dua trén KID.

Theo thiét ké kha thi, thi théng diép thtr nhét bao gdm théng tin chi thi th
hai, va budc thu thap KID va/hodc Kakma dua trén thong di€p thu nhét 1 bao gém budc:

tao ra KID va/hodc Kakma dua trén thong tin chi thi tha hai, trong d6 thong
tin chi thi thi hai nay dugc ding dé yéu ciu hodc chi thi cho AUSF tao ra KID va/hodc
Kakma.

Theo phuong 4n nay cia sang ché, thi UE chu dong giri KID hoic thong tin
chi thi tht nhit dn AMF/SEAF, va AMF/SEAF chuyén tiép KID dén AUSF hodc giri
thong tin chi thi thir hai dén AUSF dua trén thong tin chi thi thir nhat. Sau d6, AUSF

tao ra Kaxma dua trén KID nhén dugc, hodc tao ra KID va/hodc Kaxma dua trén thong
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tin chi thi tht hai. Thong tin chi thi tht nht dugc dung dé yéu cau hoic chi thi tao ra
KID va/hoic Kaxma. Trong tién trinh nay, thi KID va/hoic Kakma c6 thé duoc tao ra
dwa trén yéu cau cua UE. Diéu nay thyc hién viéc tao ra khod dua trén yéu cdu, va tranh
viée tao ra, luu gift, va quan Iy khoa khong can thiét.

Theo thiét ké kha thi, sau khi thong diép thir nhit dwgc nhan, thi budc thu
thap KID va/hoic KAKMA dua trén thong diép thi nhit con bao gbm céc budc:

giri thong diép thir hai dén chirc ning quéan ly dit ligu hop nhit (Unified Data
Management - UDM) dua trén thong diép thir nhat, trong d6 thong diép thir hai nay bao
gbm chi thi thu thap su cho phép, chi thi thu thip sy cho phép nay dugc dung dé thu
thap théng tin cho phép thi nhit ciia UE, va thong tin cho phép thir nhét ndy duogc ding
dé chi thi rang UE c6 kha nang sir dung dich vu x4c thuc va quan ly khod danh cho céc
ung dung (Authentication and Key MAnagement - AKMA); va

khi x4c dinh dugc ring thong tin cho phép thit nhét cia UE da dugc thu thap,
thi tao ra KID va/hoac Kakma.

Theo phurong 4n nay ctia sang ché, thi AUSF chui dong giri chi thi thu thap sy
cho phép dén UDM, dé thu thap thong tin cho phép thit nhat, trong d6 thong tin cho
phép thtr nhit ndy duge dung dé chi thi ring UE c6 kha ning sir dung dich vu x4c thyc
va quan ly khoa danh cho cac ung dung (Authentication and Key MAnagement -
AKMA). Sau d6, AUSF tao ra Kakma va/hodc KID dua trén thong tin cho phép thir nhét
thu duge. Diéu nay ¢ thé bao dam rang khoa chi dugce tao ra cho thiét bi nguoi dung
dugc phép ¢ phia mang va tranh viéc tao ra khoa khong dugc phép.

Theo thiét k& kha thi, thi thong diép thtr nhat 13 yéu cau dich vu xac thuc, va
yéu cau dich vu xac thuc nay dugc dung dé yéu ciu AUSF thuc hién viéc xéc thuc trén
UE.

Theo thiét ké kha thi, thi yéu cdu dich vu x4c thuc niy bao gbm dap tng xac
thue thu duoc khi AMF/SEAF khéi tao yéu cau xéac thuc dén UE.

Theo thiét ké kha thi, thi thong diép thir hai dugc ding dé yéu ciu vecto xac
thuc cia UE tir UDM, hoic thong diép thir hai duge ding dé thong bdo cho UDM vé
két qua xac thyc.

Theo thiét ké kha thi, thi budc thu thap khoa mé neo ciia tién trinh x4c thuc
va quan ly khoa danh cho cac ing dung Kakma va/hodc bd nhan dang khoa KID duy

nhat ciia Kaxma 1a bao gdm céc budec:
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nhan thong diép thr ba dugc glri bdi UDM, va tao ra KID va/hodc Kakma
dua trén thong diép thi ba nay.

Theo thiét ké kha thi, thi thong diép thir ba bao gdbm thong tin chi thi thi ba
hodc thong tin cho phép thir nhét, va thong tin chi thi thir ba nay dwoc ding dé chi thi
cho AUSEF tao ra KID va/hodc Kaxma. Budce tao ra KID va/hodac Kakma dua trén thong
diép thir ba bao gdém budc tao ra KID va/hoisc Kaxma dua trén thong tin chi thi thit ba
hodc thong tin cho phép thir nht.

Theo phuong 4n nay cia sang ché, thi UDM chii dong thu thap thdng tin cho
phép thir nhit ciia UE, va giri théng tin cho phép thir nhit nay hodc thong tin chi thi thi
ba dén AUSF nho sir dung thong diép thi ba, dé AUSF tao ra Kaxma va/hodc KID dua
trén théng tin cho phép thtr nhéit hodc thong tin chi thi thit ba nay. Trudc khi UE khéi
tao ung dung, thi UDM c6 thé chu dong nhic AUSF tao ra trudc Kaxma va/hodc KID,
dé tang hiéu qua thu thap khoa.

Theo thiét ké kha thi, thi thong diép thi ba Ia thong diép dap tmg dich vu xac
thuc, va duoc dung dé gui vecto xéc thyc cia UE dén AUSF.

Theo thiét ké kha thi, thi thong diép thi ba 14 thong diép dép tmg x4c nhan
két qua xdc thuc, va dugce ding dé dap lai théng diép yéu cau xac nhan két qua x4c thuc
duogc guri bdi AUSF.

Theo khia canh thi hai, sang ché dé xudt phuong phap thu thap khoa, trong
do6 phuong phap nay dugc ap dung cho viéc quan ly truy cap va quan ly tinh di dong
hodc chirc ning mo neo bao mat (Access and Mobility management/SEcurity Anchor
Function - AMF/SEAF). Phuong phép nay bao gdm céc budc:

thu thap thong di¢p thir tuw tr AUSF; va
gtri thong diép th ndm dén UE dua trén thong diép thir tu nay, dé UE thu
thap KID va/hodc Kakma dua trén thong di€p thir nam nay.

Theo thiét ké kha thi, thi thong diép thir nim bao gdbm KID, va dugc dung dé

4/63

cho phép UE thu thap KID trong thong diép thir ndm, va/hodc tao ra Kakma dua trén

KID.

Theo thiét ké kha thi, thi thong diép thir nam bao gdm thong tin chi thi thi
nam, va thong tin chi thi tht nam nay dugc dung dé chi thi cho UE tao ra KID va/hodc
Kakma.

Theo thiét ké kha thi, trude khi thong diép thir tu duge nhén, thi phuong phap
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nay con bao gdbm budc:
giri thong diép thir nhat dén AUSF, & AUSF tao ra KID va/hodc Kakwma dua
trén thong diép thir nhét.

Theo khia canh thi ba, sang ché dé xuét phan tir mang AUSF, trong d6 phan
t& ndy bao gdm modun xtt Iy. Médun xtr Iy dwoc tao cdu hinh dé:

thu thap khod mé neo cua tién trinh xéac thue va quan ly khod danh cho céac
ung dung Kaxma va/hodc bd nhan dang khod KID duy nhét cua Kakma.

Theo thiét ké kha thi, thi phan tir mang AUSF nay con bao gém mddun nhan,
duoc tao cAu hinh dé nhan thong diép thi nhit dugc giri boi chire ning quan Iy truy cap
va quan ly tinh di dong hodc chitc ning mé neo bao mat (Access and Mobility
management Function/SEcurity Anchor Function - AMF/SEAF); va

mddun xt ly dugc tao cAu hinh dé thu thap KID va/hodc Kaxma dua trén
thong diép thir nhét.

Theo thiét ké kha thi, thi thong diép thir nhit bao gdm KID, va modun xir 1y
duoc tao cAu hinh cu thé dé:

thu thap KID trong thong diép thi nhét, va/hodc tao ra Kaxma dua trén KID.

Theo thiét ké kha thi, thi thong diép thi nhat bao gdm thong tin chi thi tht
nhét, va moddun xir ly dugc tao cAu hinh cu thé dé tao ra KID va/hoic Kakma dua trén
thong tin chi thi thir nhat.

Theo thiét ké kha thi, thi phan tir mang AUSF con bao gdm mddun giri, duoc
tao cAu hinh dé giri thong diép thir hai dén chirc nang quéan 1y dit liéu hop nhét (Unified
Data Management - UDM) dya trén thong diép thir nhét, trong d6 thong diép thtr hai
nay bao gém chi thi thu thap su cho phép, chi thi thu thdp su cho phép nay dugc dung
@& thu thap thong tin cho phép thir nhat cia UE, va thong tin cho phép thir nhét nay
duoc dung dé chi thi ring UE c6 kha nang sir dung dich vu x4c thuc va quan ly khod
danh cho cac tng dung (Authentication and Key MAnagement - AKMA); va

modun xit Iy duoc tao ciu hinh dé: khi xac dinh duoc rang thoéng tin cho
phép tht nhét cta UE da duoc thu thap, thi tao ra KID va/hodc Kakma.

Theo thiét ké kha thi, thi médun nh4n dwoc tao cdu hinh dé nhan thong diép
thtr ba dugc giri boi UDM, trong d6 thong di¢p thir ba nay bao gbm thong tin chi thi thir
ba; va

modun xur ly dugc tao cAu hinh dé tao ra KID va/hoic Kakma dua trén thong
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tin chi thi thi ba.
Theo khia canh tht tu, sang ché d& xuét phan tir mang AMF/SEAF. Phan tir
mang nay bao gdm:
mddun nhan, dugc tao cu hinh dé thu thap thong diép thir tu tir AUSE; va
modun gui, dugc tao cAu hinh dé gui thong di€p tht nam dén UE dua trén
thong diép th tw nay, dé UE thu thap KID va/hodc Kakma dua trén thong diép thit nam
nay.

Theo thiét k& kha thi, thi modun giri con duoc tao cAu hinh dé giri thong diep
thir nhat dén AUSF, dé AUSF tao ra KID va/hodic Kaxma dua trén théng diép thir nht.

Theo khia canh thr nam, theo mdt phuong an, sang ché dé xuét thiét bi truyén
thong. Thiét bi nay c6 chirc ning thuc hién thiét bi dau cubi theo bit ky trong sd khia
canh th& nhét hodc nhitng cach thirc thuc hién kha thi ctia khia canh thi nhét, hodc c6
chirc nang thyc hién phan tir mang mit phing didu khién theo bét ky trong s6 khia canh
thtr nhat hodc nhitng cach thirc thyc hién kha thi cia khia canh thir nhét.

Thiét bi nay c6 thé 1a thiét bi diu cudi, hodc co thé 1a con chip duge bao gbm
trong thiét bi dau cubi. Chirc nang ctia thiét bi truyén théng nay c6 thé duoc thuc hién
b.%mg phén cing, hodc cd thé dugc thuc hién béng phﬁn cung béng cach thuc thi phﬁn
mém tuong tng. Phin cting hoic phan mém nay bao gbm mét hozc nhidu mddun twong
ung véi chirc nang nay.

Thiét bi nay co thé 1a thiét bi mang, hodc cé thé 1a con chip dugc bao gém
trong thiét bi mang. Chirc ndng ctia thiét bi truyén thong nay co thé duge thuc hién béng
phan cing, hodc c6 thé duge thuc hién bing phin ctng bang cach thuc thi phin mém
turong tmg. Phan cimg hodc phan mém nay bao gdm mot hoic nhiéu médun tuong tng
v6i chirc nang nay.

Theo thiét ké kha thi, thi cdu trac cia thiét bi ndy bao gbm modun xir ly va
modun thu phat. Médun xtr Iy duge tao cAu hinh dé hd tro thiét bi nay dé thuc hién
phwong phép theo bat ki trong s6 khia canh thir nhat hoic nhitng céch thire thue hién
kha thi ctia khia canh tht nhét, hogc thuc hién phuong phép theo bt ky trong s6 khia
canh thtr hai hodc nhitng cach thirc thuc hién kha thi ciia khia canh thir hai.

Theo thiét ké kha thi khac, thi cAu triic cua thiét bi nay bao gém bd xur Iy, va
6 thé con bao gém b0 nhd. BO xur Iy duge ghép ndi dén bd nhd, va co thé dugc tao ciu

hinh d& thyc thi cac chi din chuong trinh may tinh dwoc luu giit trong bo nhé, dé cho
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phép thiét bi nay thuc hién phuong phap theo bat ki trong sb khia canh thir nhat hoic
nhitng céch thirc thyc hién kha thi ciia khia canh thir nhat, hodc thuc hién phwong phép
theo bét ky trong s6 khia canh tht hai hoic nhitng cach thure thue hién kha thi cta khia
canh thi hai. Tuy ¥, thiét bi ndy con bao gdm giao dién truyén théng, va bo xir Iy duoc
ghép ndi vao giao dién truyén théng nay. Khi thiét bi nay 1a thiét bi mang, thi giao dién
truyén thong nay c6 thé 12 bo thu phat hodc giao dién vao/ra. Khi thiét bi nay 1a con chip
duoc bao gdm trong thiét bi mang nay, thi giao dién truyén thong nay c6 thé 1a giao
dién vao/ra cua con chip nay. Tuy y, bd thu phat c6 thé 1a mach thu phét, va giao dién
vao/ra c6 thé 1a mach vao/ra.

Theo khia canh thir sau, theo mot phwong an, sang ché dé xuét hé thong chip.
Hé théng chip nay bao gdm bo xtr 1y, va bo xtr Iy nay duge ghép nbi dén bd nhé. BO
nh6 duge tao ciu hinh dé luu giit cic chwong trinh hodc céc chi din, va khi céc chuong
trinh hodc cac chi dan nay dugc thuc thi bsi bd xi 1y, thi hé théng chip nay duogc cho
phép thuc hién phuong phép theo bét ky trong s6 khia canh thir nhit hodc nhing céch
thtec thuc hién kha thi cta khia canh thr nhét, hodc thuc hién phuong phéap theo bét ky
trong s khia canh thi hai hodc nhiing céch thirc thuc hién kha thi ctia khia canh thi
hai.

Tuy ¥, hé thdng chip nay con bao gdm mach giao dién, va mach giao dién
nay dugc tao cAu hinh dé trao ddi cac chi dAn ma dén bo xu ly.

Tuy ¥, c¢6 thé c6 mdt hodc nhiu bd xir 1y trong hé thong chip nay, va bo xir
ly nay co thé dugc thuc hién béng ph::in ctiing hodc co thé duoc thuc hién béng ph?m
mém. Khi bd xir Iy duge thue hién bing phan cimg, thi bd xi 1y ¢6 thé 1a mach logic,
mach tich hop, v.v.. Khi bd xtt Iy dwoc thure hién bang phan mém, thi bd xtt Iy ¢6 thé 1a
bd xt ly thdng dung, va dugc thuc hién béng cach doc ma ph?m mém dugc luu gift trong
bd nho.

Tuy ¥, c6 thé c6 mot hodc nhiéu bo nhé trong hé théng chip niy. B nhé c6
thé dugce tich hop voi bo xir 1y, hodc ¢6 thé duge bd tri tach biét khoi bo xir Iy. Diéu nay
khong bi gi6i han theo sang ché. Vi du, bd nhé c6 thé 1a bd xir Iy phi nhit thoi, vi du,
bd nhé chi doc (Read-Only Memory - ROM). B nhé va b xtr ly ¢6 thé duoc tich hop
vao cung mot con chip, hodc c6 thé duoc b tri riéng biét trén cac con chip khac nhau.
Chung loai bd nh¢ va cach bd tri bd nhd va bd xir Iy 1a khong bi gidi han cu thé theo

sang che.
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Theo khia canh thir bay, theo mot phwong 4n, sing ché d& xuit phuong tién
Iuwu trir doc duge bang may tinh. Phuong tién luu trit doc duge bing méy tinh nay luu
gift cac chuong trinh mdy tinh hodc cic chi dan, va khi cac chuwong trinh mdy tinh hodc
céc chi dan nay duge thuce thi, thi may tinh dugc cho phép thuc hién phwong phép theo
bét k¥ trong s6 khia canh thir nhit hodc nhitng cach thic thuc hién kha thi ctia khia canh
thit nhét, hodc thuc hién phuong phép theo bat ky trong sd khia canh thtt hai hodc nhitng
cach thirc thuc hién kha thi cia khia canh thir hai.

Theo khia canh thir tdm, theo mot phuong 4n, sang ché dé xudt san phim
chuong trinh may tinh. Khi méy tinh doc va thyc thi san phdm chwong trinh mdy tinh
nay, thi mdy tinh d6 dugc cho phép thuc hién phuong phap theo bat ky trong s6 khia
canh thtr nhat hoic nhitng cach thirc thuc hién kha thi cua khia canh thur nhét, hodc thuc
hién phuong phéap theo bat ky trong sd khia canh th hai hoic nhitng céch thirc thyuc
hién kha thi cda khia canh thit hai.

Theo khia canh thir chin, theo mot phuong 4n, sang ché dé xuit hé thong
truyén thong. Hé théng truyén thong nay bao gdm mét hogc nhidu phan tir mang xvr Iy
va phan tr mang quan 1y néu trén. Tuy y, hé théng truyén théng nay c6 thé con bao gdm

thiét bi mat phing didu khién, thiét bj mang khac, va/hoic thiét bi dau cudi.

M3 ta véin tit cdc hinh vé

Dé mo ta cac giai phap k¥ thuat theo cac phuong an ctia sang ché hoic cong
nghé thong thuong mot cach rd rang hon, thi phan sau day mé ta VAn tit cac hinh vé&
kém theo ma duoc str dung khi md ta cac phuong an.

Fig.1 12 hinh v& thé hién so dd kién tric mang AKMA theo mdt phuong én
cua sang ché;

Fig.2 1 hinh v& thé hién so d0 kién truc khoa AKMA theo mdt phuong 4n
clia sang ché;

Fig.3 1a hinh v& thé hién so dd thuong lwong khod khi UE truy cdp AF theo
mot phuong an cla sang ché;

Fig.4A 12 hinh v& thé hién luu d6 cta phwong phép thu thap khoa theo mot
phuong an cia sang ché;

Fig.4B 1 hinh v& thé hién luu do ciia phwong phép thu thap KID va/hodc

Kakma theo mot phuong an cia sang ché;
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Fig.4C 12 hinh v& thé hién luu dd ctia phwong phap khéc dé thu thap Kakma
va/hodc KID theo mot phuwong 4n cua sang ché;

Fig.4D 13 hinh v& thé hién luu dd ciia phuong phép khac dé thu thap KID
va/hodc Kakma theo mdt phuong an ciia sang ché;

Fig.4E 13 hinh v& thé hién luu dd cua phwong phap khac dé thu thap KID
va/hodc Kaxma theo mot phuong an ciia sang ché;

Fig.AF 13 hinh v& thé hién luu dd ciia phuwong phap khac dé thu thap KID
va/hodc Kakma theo mot phuong 4n cua sang ché;

Fig.5 12 hinh v& thé hién lwu d6 ctia phuong phép xac thuc danh tinh UE theo
mot phwong 4n cia sang ché;

Fig.6A 13 hinh v& thé hién Iuu d6 cia phuong phip cdp nhat KID va/hodc
Kaxkwma theo mot phuong an cua sang ché;

Fig.6B 1a hinh v& thé hién luu dd ciia phuong phép khac dé cap nhat KID
va/hoic Kaxma theo mot phuwong an ciia sang ché;

Fig.7 12 hinh v& thé hién so db khéi cdu triic cta thiét bi truyén thong theo
mot phuong 4n cia sang ché;

Fig.8 12 hinh v& thé hién so dd khdi ciu triic ciia thiét bi truyén thong khéc
theo mot phuong 4n cila sang ché; va

Fig.9 14 hinh v& thé hién so dd cAu tric phan cing clia thiét bi truyén thong

theo mot phwong 4n ciia sang ché.

MO ta chi tiét cic phwong an thye hién sing ché

Trong ban mé t4, cac diém yéu ciu bao hd, va céc hinh vé& kém theo ctia don
nay, thi cac tir ngit "thi nhat", "thir hai", "thir ba", "tht tu", v.v., 1 nhim d& phan biét
gifta cac dbi twong khac nhau chtr khong biéu thi thir tw cu thé. Ngoai ra, céc tit ngft
"bao gdm", "c", va bién thé bat ky khéac clia ching, 14 nham bao trim ca sy bao gdbm
khong loai trir. Vi du, tién trinh, phuong phap, hé théng, san phém, hodc thiét bi ma bao
gdm mét loat cac bude hodc cac don vi thi khong chi gidi han & cac budc hodc cac don
vi duoc liét ké do, ma tuy y, con bao gf”)m budc hodc don vi khong duogc liét ké, hodc
tuy ¥, con bao gdm budc hoic don vi vén c6 khac clia tién trinh, phwong phap, san
phém, hodc thiét bj do.

Viéc dé cap dén "phuong an" trong ban md ta nay c6 nghia la viéc dac di€m,
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cAu tric, hodc du hidu cu thé ma duoc mé ta dua vao phuong an d6 1a ¢ thé dugc bao
gdm trong it nhat mdt phwong 4n cla sang ché. Cum tir ndy duoc thé hién & cac vi tri
khéc nhau trong ban mo ta nay c6 thé khong nhat thiét chi cing mét phuong 4n, va
khong phai 1a phuong an doc 14p hodc phuong an tuy y loai trir phwong an khac. Nguoi
¢6 hiéu biét trung binh trong linh vuc cin hiéu mot cach tuong minh va khong tuong
minh ring cdc phwong 4n dugc md ta trong ban mé ta nay 14 c6 thé dugc két hop véi
phuong an khéc.

"Nhiéu" 12 hai hodc nhiéu hon hai. Tir ngit "va/hodc" md ta mbi quan hé lién
két 48 mo ta cac dbi tuong lién quan va thé hién rang c6 thé ton tai ba mdi quan hé. Vi
du, A va/hodc B ¢6 thé biéu thi ba truong hop sau day: Chi A tdn tai, ca A va B déu tdn
tai, va chi B ton tai. Ky tg "/" no6i chung 1a thé hién mdi quan hé "hodc" gifta cac dbi
tugng dugc lién két.

Phin sau ddy mo ta cac thuét ngft theo cac phuong 4n clia sang ché nho sir
dung Fig.1 lam vi du.

Fig.1 12 hinh v& thé hién so dd kién tric mang AKMA theo mdt phuwong an
cua sang ché. So véi kién truc cong nghé truyén thong di dong thé hé tha nam (Sth
Generation Mobile Network - 5G) thong thuong, thi chirc ndng mang (Network
Function - NF) mdi, tirc 13, chitc nang mo neo AKMA (AKMA Anchor Function -
AAnF) 100 1a duge bd sung trong kién trac mang AKMA. AAnF c6 thé 1a NF dugc
trién khai doc 1ap, hodc co thé cung dugc trién khai v&i NF khac. AAnF duoc ding dé
hd trg khod mo neo AKMA (Kakma) va tao ra khod tmg dung (K ar). Ngoai ra, cac phan
khac trén Fig.1 va cac chirc ning mang theo cic phuong an cia sang ché 1 nhu sau:

Thiét bi ddu cudi 110 ciing c6 thé dwoc goi 1a thiét bi ngudi ding (User
Equipment - UE), ddu cubi, v.v.. Thiét bi ddu cudi nay 1a thiét bi c6 chirc ning thu phat
khong day, va c6 thé truyén thong v6i mot hodc nhiéu mang 161 (Core Network - CN)
nho st dung thiét bi mang truy cp trong mang truy cdp (vb tuyén) ((Radio) Access
Network - (R)AN) 120. Thiét bj dau cudi nay c6 thé dugc trién khai trén dat lién, bao
g@)m thiét bi ddu cudi trong nha, thiét bi dau cudi ngoai troi, thiét bi dau cudi cdm tay,
thiét bi ddu cudi deo duoc, hodc thiét bi dau cubi dugc gén trén xe. Theo cach khac,
thiét bi dau cudi nay co thé duoc trién khai trén mat nuée, vi du, trén tau chay béng hoi
nuée. Theo cach khac, thiét bi ddu cudi nay c6 thé duge trién khai trén khong, vi du,

trén may bay, khi cdu, hodc vé tinh. Thiét bi ddu cudi nay c6 thé 1a dién thoai di dong
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(Mobile Phone), may tinh bang (Pad), may tinh ¢ chiic ning thu phat khong day, thiét
bi diu cubi thuc té 4o (Virtual Reality - VR), thiét bi dau cudi thuc té ting cuong
(Augmented Reality - AR), thiét bi dau cudi khong day trong linh vuc didu khién cong
nghiép (Industrial Control), thiét bi dau cudi khéng day trong linh vuc xe tw hanh (self
driving), thiét bi dau cubi khong day trong linh vuc y té tir xa (remote medical), thiét bi
dau cubi khong day trong ludi dién thong minh (smart grid), thiét bi dau cudi khong
day trong linh vuc an toan van tai (transportation safety), thiét bi dAu cubi khong day
trong thanh phé théng minh (smart city), thiét bi dau cudi khong day trong linh virc nha
thong minh (smart home), v.v..

Mang truy cap (v0 tuyén) ((Radio) Access Network - (R)AN) 120 duoc ding
dé cung cép chirc nang truy cip mang cho cac thiét bi ngudi ding duge phép trong viing
cu thé, va c6 thé sit dung cac dudng him truyén c6 chat lugng bién thién dwa trén cac
mire, cac yéu cau dich vu, v.v., ciia cac thiét bi ngudi ding. Vi du, (R)AN c6 thé quan
Iy tai nguyén vo tuyén, cung cip dich vu truy cap cho thiét bi ngudi ding, va con thuc
hién viéc chuyén tiép thong tin didu khién va/hodc thong tin dit liéu giira thiét bi nguoi
ding va mang 15i (Core Network - CN). Thiét bi mang truy cép theo phuong én nay cia
sang ché 1a thiét bi cung cdp chuc ning truyén thong khong day cho thiét bi dau cubi,
va ciing ¢6 thé dugc goi 1a thiét bi mang. Vi du, thiét bi mang truy cép c6 thé bao gdm
NodeB thé hé tiép theo (Next Generation Node Basestation - gNB) trong hé théng 5G,
NodeB céi tién (evolved NodeB - eNB) trong LTE (Long Term Evolution - phét trién
lau dai), bo didu khién mang v6 tuyén (Radio Network Controller - RNC), NodeB (ntit
B - NB), bd diéu khién tram géc (Base Station Controller - BSC), tram thu phat géc
(Base Transceiver Station - BTS), tram gbc thuong tra (vi du, NodeB cai tién thuong
trt, hoac niut B thuong tri (Home Node B - HNB)), don vi bang gbc (Base Band Unit -
BBU), diém truyén nhan (Transmitting and Receiving Point - TRP), diém truyén
(Transmitting Point - TP), thiét bi té bao nho (pico), trung tdm chuyén mach di dong,
thiét bi mang trong mang tuong lai, v.v.. C6 thé hiéu rang ching loai cu thé cua thiét bi
mang truy cap la khong bi giéi han theo phuong &4n nay cua sang ché. Trong cac hé
théng str dung cac cong nghé truy cip vo tuyén khac nhau, thi cac thiét bi ma ¢6 chic
nang cua thiét bi mang truy cip 13 c6 thé c6 cac tén goi khac nhau.

Chirc nang mang AMF (Access and Mobility Management Function - chirc

nang quan ly truy cap va quan ly tinh di dong) 130 la chu yéu dugc st dung cho viéc
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quan ly tinh di dong, quan ly truy cép, v.v., va co thé dugc dung dé thuc hién cac chitc
ning khoéng phai 1a chirc ning quan ly phién trong cac chitc naing MME (Mobility
Management Entity - thuc thé quan ly tinh di dong), ching han chirc ning ngan chin
theo ludt va chie ning cho phép/xac thuc truy cap. C6 thé hiéu ring chiic ning mang
AMF dugc goi ngin gon 1a AMF sau day.

Chtrc nang may chu xac thyc (AUthentication Server Function - AUSF) 140
dugc diung dé xac thuc cac dich vu, tao ra cac khod, va thuc hién viée x4c thuc hai chiéu
trén thiét bi nguoi ding; va hd tro khung xéac thwe hop nhét. Theo phuong 4n nay clia
sang ché, thi chuc nang may cha xéac thuc 1a chu yéu dugc tao ciu hinh dé thuc hién
viéc x4c thyc 14n nhau gitta UE va mang, va tao ra khod bado mat dé su dung trong tha
tuc sau do.

Chire ning Gng dung (Application Function - AF) 150 duge ding dé thuc
hién viéc dinh tuyén dir liéu bi anh hudng béi tng dung, truy cap chic nidng bde 10
mang 160, twong tac véi khung chinh sach dé thuc hién viéc diéu khién chinh sach, v.v..

Chtrc nang boc 10 mang (Network Exposure Function - NEF) 160 dugc dung
dé thu thap, phan tich, va tai 1ap rap cic kha ning mang, va mé cc kha ning mang. AF
c6 thé truy cap mang 161 5G nho st dung NEF.

Chirc ning mang UDM (Unified Data Management - quan ly dit liéu hop
nhét) 170 c6 thé dugc dung dé xu ly danh tinh thiét bi nguoi dung, xac thuc truy cap,
dang ky, quan Iy tinh di dong, v.v.. C6 thé hiéu rang chirc nang mang UDM dugc goi
ngan gon 12 UDM sau day.

Chtrc niang mang SEAF (SEcurity Anchor Function - chitc ndng mé neo bao
mat) duoc dung dé chia sé khoa Ksgar v6i UE, va khoa nay duge dung dé trich xuét
kho4 bt ky khéc, vi du, khoa @& bao vé mat phang diéu khién va khoa dé bao vé giao
dién vo tuyén. Sau d6, gia dinh rang SEAF ndm & vi trf an toan va rang Ksear s& khong
bao gid roi khéi SEAF. Do dé, mdi lan UE ¢ trang thai khong tai va sau d6 dugc kich
hoat lai, thi UE c6 thé thuc hién viéc truy cép nho st dung khod dugc chia sé. Diéu nay
tranh dugc viée x4c thuc lai. SEAF c6 thé duoc trién khai doc lap, hoic c6 thé clung
dugc trién khai véi chirc ning mang AMF 130.

Dé cho viéc md ta duoc dé dang, thi theo cic phuwong 4n cia sang ché, chirc
nang mang AMF (Access and Mobility management Function - chirc ning quan ly truy

cdp va quan Iy tinh di dong) 130 duogc 14y 1am vi du dé mo ta. Ngoai ra, chirc ndng mang
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AMF 130 duogc goi ngén gon 14 AMEF, va thiét bi dau cudi 110 duge goi 1a UE. N6i cach
khéc, theo cdc phuong an cua sang ché, thi tit ca cac AMF dugc mo ta dudi day la co6
thé duoc thay thé bang chirc ning mang quéan Iy truy cip va quan Iy tinh di dong, va tAt
c& cac UE 1a c6 thé dugc thay thé bang thiét bi dau cubi.

Fig.2 12 hinh v& thé hién so dd kién tric khos AKMA theo mdt phuong 4n
cua sang ché. Nhu duoc thé hién trén Fig.2, UE va phia mang thuc hién viéc xac thuc
SO cép, va tao ra khoa bao méat dé su dung trong thu tuc sau d6. Viéc xac thuc so cép
nay con bao gdm AMF/SEAF, AUSF, va UDM ma la & phia mang (theo séng ché,
AMF/SEAF biéu thi AMF, SEAF, hoic SEAF va AMF). Kho4 bao mat dugc tao ra
trong tién trinh xé4c thuc so cip 14 bao gdm Kausr ma 1a khod dugc chia sé gitta AUSF
va UE. Ngoai ra, mdi trong s6 UE va AUSF c6 thé con tao ra khoa AKMA KA‘KMA, dé
UE va AF thuc hién, dua trén Kar ma dugc tao ra dua trén Kaxma, viéc bdo vé luu lugng
gitta UE va AF. Ngoai ra, KID 12 b nhan dang khoa duy nhét trong ting v6i Kakma.

Sau khi UE va AUSF thu thap riéng biét Kakma va KID, thi xem Fig.3. Fig.3
13 hinh v& thé hién so dd thuong lugng khoa khi UE truy cip AF theo mdt phuong 4n
ctia sang ché. Nhu duoc thé hién trén Fig.3, UE khéi tao thong diép yéu ciu phién dich
vu dén AF. Thong diép yéu cau phién dich vu nay bao g@)m KID. Sau khi nhan duogc
thong diép yéu cdu phién dich vu, thi AF giri thong diép yéu cau khod tmg dung dén
AAnF @8 thu thap Kar, trong d6 thong diép yéu ciu khoa tiing dung nay ciing bao gbm
KID nhén duge. Sau khi nhan dugc yéu ciu khoa tng dung, thi AAnF kiém tra xem
Kar duoc tao ra dua trén Kakma twong Gng véi KID nay c6 ton tai cuc bo hay khong.
Néu Kar nay ton tai, thi AAnF gii Kar nay dén AF. Néu Kar nay khong ton tai, thi
AADF kiém tra xem Kaxma tuong tng véi KID nay c6 ton tai cuc bo hay khong. Néu
Kakma nay ton tai, thi AAnF tao ra Kar dua trén Kakma ndy, va gl Kar nay dén AF.
Néu Kaxma ndy khong ton tai, thi AAnF giri thong diép yéu cau khoa AKMA dén AUSF,
trong do6 thong di€p yéu cau khoa AKMA nay mang KID nhan dugc. Sau khi nhan dugc
thong diép yéu cdu khoa AKMA mang KID nay, thi AUSF tra vé Kakma twong tmg véi
KID nay cho AAnF. AAnF thu thap Kar thong qua viéc tinh todn dya trén Kakma nhin
duoc va gtri Kar nay dén AF. Theo céach nay, thi AF va UE c6 thé bao vé hoat dong
truyén thong dua trén Kar.

C6 thé thiy tir nhitng phan mé ta twong ing vé6i Fig.2 va Fig.3 rang moi trong

s6 UE va AUSF déu can phai thu thap Kaxma va KID, va trude khi tao ra Kar dua trén

13



53060 14/63

Kakma va KID nay, thi cn x4c dinh ring Kaxma va KID nay 1 duoc tao ra & mdi trong
s6 UE va AUSF. Dé giai quyét vin d& nay, thi xem Fig.4A. Fig.4A 1a hinh vé& thé hién
lru d6 cia phurong phép thu thap khoa theo mot phuong én clia sing ché. Nhu duge thé
hién trén Fig.4A, phuong phap niy bao gdm cac budc sau day.

401: AUSF thu thap khod mé neo cua tién trinh x4c thuc va quan ly khoa
danh cho cac tng dung Kaxma va/hodc b nhan dang khod KID duy nhat ctiia Kaxma.

Phuong phép thu thap Kakma va/hodc KID b1 AUSF cé thé 1a AUSF tao ra
Kakma va/hodc KID sau khi thu thap cac thong s6 lién quan dé tao ra Kaxma, vi du,
Kausr.

Theo cach khéc, phuong phép thu thap Kakma va/hodc KID béi AUSF c6 thé
1a thu thap KID trt AMF/SEAF, va sau do6 tao ra Kaxma b6i AUSF dua trén KID nay.

Theo cach khac, phuong phép thu thip Kakxma va/hodc KID bai AUSF c6 thé
14 thu thap théng tin chi thi thit hai tr AMF/SEAF, trong d6 thong tin chi thi thir hai nay
dugc dung dé chi thi cho AUSF tao ra Kaxma va/hoiic KID. AUSF tao ra Kakma va/hodc
KID duya trén thong tin chi thi thir hai nay.

Theo cach khac, phuong phap thu thap Kakma va/hodc KID boi AUSF c¢6 thé
1a thu thap thong tin chi thi thir ba hodc thong tin cho phép thir nhét tir UDM, trong d6
thong tin chi thi thir ba nay dugc dung dé chi thi cho AUSF tao ra Kakma va/hoic KID,
va thong tin cho phép tht nhat nay dugc dung dé chi thi ring UE c6 kha ning sir dung
dich vu AKMA. AUSF tao ra Kakma va/hodc KID dua trén thong tin chi thi tht ba hoédc
thong tin cho phép thir nhét nay.

Theo sang ché, thi thong tin chi thi thit ba va thong tin cho phép thr nhét biéu
di&n ndi dung giéng nhau, va c6 thé duge st dung luan phién. C6 thé coi rang thong tin
chi thi thir ba 12 thong tin cho phép thtr nhét.

Viéc AUSF thu thap KID hodc thong tin chi thi thir hai tir AMF/SEAF ¢6 thé
1a viéc AUSF nhan thong diép thtr nhit duoc giri boi AMF/SEAF, trong d6 thong diép
thr nhit nay bao gdm KID hozc thong tin chi thi thit hai nay.

Viéc AUSF thu thap thong tin chi thi thir ba hodc thong tin cho phép thur nhét
tir UDM c6 thé 1a viéc AUSF nhan théng diép thtt ba duoc giri bdi UDM, trong d6 thong
diép thi ba niy bao gdm thong tin chi thi thir ba hodc thong tin cho phép thu nhat nay.

402: AUSF guri thong tin chi thi th tw hodc KID dén AMF/SEAF, trong d6
thong tin chi thi thir tu nay dugce dung dé chi thi cho UE tao ra Kaxma va/hodc KID.
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Viéc AUSF giri thong tin chi thi tht tu hodc KID dén AMF/SEAF c6 thé 14
viéc AUSF gui thong diép thir tw dén AMF/SEAF, trong d6 thong diép thir tw nay bao
gbm thong tin chi thi thir tir hodc KID nay.

403: Sau khi nhin dugc thong tin chi thi thir tu hodac KID nay, thi AMF/SEAF
gui KID nhén dugc hodc thong tin chi thi thir ndm dén UE, trong d6 thong tin chi thi
thir nAm nay dugc dung dé chi thi cho UE tao ra Kaxwma va/hodc KID nay.

Viéc AMF/SEAF giri KID hodc thong tin chi thi thir nim dén UE c6 thé 1a
viéc AMF/SEAF giri thong diép thir nam dén UE, trong d6 théng diép thit ndim nay bao
gbm KID hoic thong tin chi thi thir nim nay.

Néu UE nhan dugc KID nay, thi UE luu giir KID nay va tao ra Kaxma. Néu
UE nhéan dugc thong tin chi thi thtr ndm, thi UE tao ra KID va/hodc Kaxkma nay.

Cu thé 13, xem Fig.4B. Fig.4B 13 hinh v& thé hién luu d6 ctia phuong phap
thu thap KID va/hodc Kakma theo mot phuong an cua sang ché. Nhu duoc thé hién trén
Fig.4B, theo phuong phéap nay, thi AUSF nhéan thong di€p thi nhét tir AMF/SEAF.
Thong diép thir nhét nay 13 thong diép yéu cu dich vu x4c thuc trong tién trinh xéac thuc
50 cAp, va thong diép thir nhat nay bao gdbm KID hoic thong tin chi thi thir hai. AUSF
thu thap KID va/hodc Kakma dua trén thong di€p thir nhét nay, KID trong thong diép
thir nhét nay, hodc thong tin chi thi thir nhét trong thong diép thit nhét nay. Céc budc
sau ddy dugc bao gdm cu thé.

411: UE giri thong diép yéu cau dang ky dén AMF/SEAF, trong d6 thong
diép yéu cau dang ky nay bao gdm KID hodc thong tin chi thi thit nhét.

Trudc khi guri KID, thi UE tao ra KID.

412: AMF/SEAF gti thong diép thu nhit dén AUSF. Theo phuong an nay,
thi thong di¢p thu nhit 1a thong di¢p yéu cdu dich vu x4c thuc, vi du,
Nausf UEAuthentication Authenticate Request. Thong diép thir nhit nay bao gdm
KID hodc thong tin chi thi thit hai. Tuwong ing theo d6, AUSF nhén thong diép thu nhét
nay.

Néu AMF/SEAF nhan dugc KID nay, thi AMF/SEAF bao gébm KID nay
trong thong diép thtr nhat nay. Néu AMF/SEAF nhan dugc thong tin chi thi thi nhét,
thi AMF/SEAF bao gdm thong tin chi thi thit hai trong thong diép thir nhét.

Thong tin chi thi thir nhit va théng tin chi thi thir hai c6 thé 1a cac thong tin
chi thi giéng nhau hodc cac thong tin chi thi khac nhau.
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413: AUSF gui théng diép yéu cau dich vu xac thuc (vi du,
Nudm_UEAuthentication_Get Request), ma dugc dung dé yéu ciu vecto xac thyuc cua
UE, dén UDM. Twong tng theo d6, UDM nhén yéu ciu dich vu xac thuc nay.

414: UDM gui vecto xac thuc dén AUSF. AUSF nhén vecto xac thuc duoc
guri bédi UDM.

415: AUSF tao ra Kaxma va/hodc KID, hoac tao ra Kaxma dua trén KID dugc
bao gém trong thong diép thir nhét, hodc tao ra Kaxma va/hodc KID dua trén thong tin
chi thi tht hai dwoc bao gdm trong thong diép thir nhat.

AUSF ¢6 thé tao ra Kaxma va/hodc KID tai thoi diém bat ky sau khi AUSF
nhan duoc vecto xac thuc duge giri béi UDM. Didu nay khong bi gi6i han theo sang
ché.

Trong mot sb trudng hop, nhu duge thé hién trén Fig. 4B, thong diép thir nhat
ma duoc gii bdi AMF/SEAF dén AUSF 1a bao gdm thong tin chi thi tht hai, va thong
tin chi thi thr hai nay dugc ding dé chi thi mot hodc nhidu viéc bét ky trong sd nhiing
viéc sau day:

viéc AUSF tao ra Kaxma va/hoic KID; viée UE hd tro chirc ning AKMA;
viéc UE yéu céu tao ra Kakma va/hodc KID; viéc UE c6 kha nang st dung chic ning
AKMA; va viéc UE c6 kha nang st dung dich vu 3GPP (3rd Generation Partnership
Project - du 4n hop tac thé hé tha ba).

Theo sang ché, thi "dich vu 3GPP", "trng dung 3GPP", "tng dung", va "dich
vu" déu biéu thi cing mot ¥ nghia, va c6 thé duoc sir dung luan phién.

Thong diép yéu cdu ding ky ma duoc giri bsi UE dén AMF/SEAF la bao
gbm thong tin chi thi thir nhét, va thong tin chi thi thir nhét nay dwgc dung dé chi thi
mdt hodc nhidu viéc bit ky trong sé nhing viée sau day:

viéc AUSF tao ra Kaxma va/hoic KID; viée UE hd tro chirc ning AKMA;
viéc UE yéu ciu tao ra Kaxma va/hoic KID; viéc UE c6 kha ning st dung dich vu
AKMA; va viéc UE c6 kha nang st dung dich vu 3GPP (3rd Generation Partnership
Project - du 4n hop tac thé hé thi ba).

Trong céc trudng hop khéac, nhu duoc thé hién trén Fig.4B, thong diép thi
nhat ma duoc giri boi AMF/SEAF dén AUSF 1a bao gom KID, va KID nay c6 thé dwgc
tao ra boi UE va dugc giri dén AMF/SEAF nho st dung théng diép yéu cau ding ky
nay. AMF/SEAF giri KID nhén dugc dén AUSF, va AUSF tao ra Kaxma dua trén KID
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nay.

Sau khi nhan dugc thong diép yéu ciu dang ky dugc gui boi UE, thi
AMF/SEAF yéu cAu dich vu x4c thuc tir AUSF, cu thé 13, AMF/SEAF g thong diép
thir nhit dén AUSF. Sau khi nhin dugc théng diép thir nhat duoc giri béi AMF/SEAF,
thi AUSF yéu cdu dich vu x4c thuc tir UDM. Sau khi nhan dwoc thong diép yéu cau
dich vu xac thuc tir AUSF, thi UDM chon phuwong phéap xéc thyc, tao ra vecto xac thuc
cua UE, va gtri vecto xac thuc ciia UE dén AUSF.

Vecto x4c thuc ndy c6 thé bao gdm s6 ngiu nhién (RANDom number -
RAND), thé bai xac thuc (AUthentication TokeN - AUTN), khod mat ma trung gian
(intermediate Cipher Key - CK"), khoa toan ven trung gian (intermediate Integrity Key
- IK"), va déap tmg dugc ky vong (eXpected RESponse - XRES). O vecto xac thuc, thi
khod mat mi trung gian CK' 1a dugc tao ra dua trén khod mat ma (Cipher
Key/Encryption Key - CK) va khoa toan ven (Integrity Key - IK), va khoa toan ven
trung gian IK' cfing dugc tao ra dua trén khod mat ma va khod toan ven nay. AUTN bao
gdm phép toan HOAC loai trir (exclusive OR) ciia s6 tuan tw (Sequence Number - SQN)
vakhoa 4n danh (Anonymity Key - AK) (tiic 13, SQN xor AK), trwdng quan Iy x4c thuc
(Authentication Management Field - AMF), va ma xac thyc thong di¢p (Message
Authentication Code - MAC) duogc tao ra béi khoa dai han (K), RAND, SQN, va AMF.
Mot phan ciia vecto xac thuc 12 mot hodc nhidu phan bat ky trong s6 cac phan sau day:
RAND, AUTN, CK, IK, CK!, IK', XRES, AK, AMF, K, SQN, va MAC. CK, IK, AK,
va XRES 1a duoc tao ra dua trén khod dai han (K) va s ngiu nhién (RAND). Theo cach
khéc, phin d6 clia vecto xac thuc c6 thé 1a két qua ctia phép toan bat ky duoc thue hién
trén mot hodc nhidu phan bét ky trong sé RAND, AUTN, CK, IK, CK', IK', XRES, AK,
AMF, K, SQN, va MAC. Phép toan nay bao gﬁ“)m, nhung khong chi giéi han 6, phép
toan HOAC loai tri, phép toan ndi, phép toan bam, v.v..

Theo cach khac, vecto xac thuc co thé bao g@)m: RAND, AUTN, Kausr, va
dap tmg duoc ky vong 5G AKA (Authentication and Key Agreement (x4c thuc va thoa
thuan khod) Expected Response - XRES*). O vecto xac thuc, thi AUTN bao gf”)tﬁ phép
toan HOAC loai trir cua SQN va AK (tic 13, SQN xor AK), AMF, va MAC ma duoc
tao ra dua trén khod dai han (K), RAND, SQN, va AMF. XRES* la dugc tao ra dva trén
CK, IK, RAND, XRES, va tén mang dich vu (Service Network name - SN name (t€n
SN)). Kausr 1a duoc tao ra dua trén CK, IK, SQN xor AK, va tén SN. Phén d6 cua vecto
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xé4c thue 12 mot hodc nhiéu trong sé cac phan sau diy: RAND, AUTN, Kausr, XRES*,
XRES, CK, IK, AK, AMF, K, SQN, MAC, va tén SN. Theo cich khéc, phin d6 ctia
vecto x4c thuc ¢ thé 1 két qua ciia phép toan bat ky duge thuc hién trén mot hodc
nhiéu phin bét ky trong s6 RAND, AUTN, Kausr, XRES*, XRES, CK, IK, AK, AMF,
K, SOQN, MAC, va tén SN. Phép toan nay bao gdbm, nhung khong chi gi¢i han &, phép
toan HOAC loai trtr, phép toin ndi, phép toan bam, v.v..

Sau khi thu dugc vecto xac thue, thi AUSF thu thap Kausr tr vecto xac thue,
hoic tao ra Kausr dua trén vecto xac thuc. AUSF tao ra Kaxma va/hodc KID. Cac thong
sb dugc dung dé tao ra Kaxma va/hodc KID 1a bao gém mot hodc nhiéu thanh phﬁn bat
ky trong sb cac thanh phan sau day:

thong sb do twoi, bao gdm, nhung khong chi gi6i han o, s6 ngiu nhién
(RAND), SQN, sé dém (Count), vecto x4c thuc, phan néu trén ciia vecto x4c thuc, v.v.;

bo nhan dang ctia UE, bao gém, nhung khong chi giéi han &, bd nhén dang
dang ky ¢ dinh (SUbscription Permanent Identifier - SUPI), by nhén dang tam thoi duy
nhét toan cdu 5G (5G Globally Unique Temporary Identifier - SG-GUTI), bd nhan dang
dang ky 4n (SUbscription Concealed Identifier - SUCI), b nhan dang ding ky cong
khai chung (Generic Public Subscription Identifier - GPSI), v.v.;

kho4 duoc chia sé giita UE va phia mang, bao gdm, nhung khong chi gi6i
han &, Kausr, Kakma, khoa mat ma CK, khoa toan ven IK, khoa 4n danh AK, kho4 dai
han K, va khoa dugc tao ra bdi mot hoac nhiéu thanh phﬁn bat ky trong s6 Kausr, Kakua,
CK, IK, AK, va K, vi du, khod SEAF Ksgar, trong d6 Ksear nay la duoc tao ra dya trén
Kausr;

khod cong khai va khod bi mat, bao gdm, nhung khong chi gii han &, khoa
cong khai ctia UE, khod bi mat ciia UE, khoa cong khai ctia mang thuong tra cua UE,
khoa bi mat cia mang thuong tra cia UE, v.v.; va

thong tin dinh tuyén ctia AUSF, bao gom, nhung khong chi gii han &, bd
nhén dang mang di dong dat lién cong cong (Public Land Mobile Network IDentifier -
PLMN ID), mi quéc gia di dong (Mobile Country Code - MCC), md mang di dong
(Mobile Network Code - MNC), b chi thi dinh tuyén (Routing Indicator), b nhan dang
thuc thé AUSF (AUSF Instance ID), bd nhan dang nhém AUSF (AUSF Group ID), v.v..

Sau khi tao ra Kaxma va/hodc KID, thi AUSF giri Kaxma duoc tao ra va/hodc

KID dugc tao ra dén AAnF.
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Sau khi tao ra KID, thi AUSF co6 thé giri KID dugec tao ra dén AMF/SEAF
(xem sb chi dn 416 trén Fig.4B), va AMF/SEAF giri KID nhan duoc dén UE (xem sb
chi din 417 trén Fig.4B). AUSF c6 thé giri KID nay dén AMF/SEAF bing cach gii
thong diép thir tw dén AMF/SEAF, trong d6 thong diép thtr tir nay bao gdm KID nay.
Theo phuong an nay, thi thong diép thir tu 1a thong diép dap img dich vu xac thuc, vi
du, Nausf UEAuthentication Authenticate Response. AMF/SEAF c6 thé giri KID nay
dén UE bang cach giri thong diép thir nam dén UE, trong d6 théng diép thit nim nay
bao gdm KID nay. Theo phwong 4n nay, thi thong diép thir nim nay la thong diép yéu
cau x4c thuc. Sau khi nhan duge KID nay, thi UE luu gitt KID nay va tao ra Kakwa.

Sau khi tao ra KID va/hodc Kakma, thi AUSF ¢6 thé giri thong tin chi thi thir
tu dén AMF/SEAF (xem sb chi dan 416 trén Fig.4B). Thong tin chi thi :[hL’r tu nay duoc
dung d& chi thi mot hodc nhiéu viée bit ky trong s6 nhitng viéc sau day: dwgc ding dé
chi thi cho AMF/SEAF gti, dén UE, thong tin chi thi ma duoc ding dé chi thi cho UE
tao ra KID va/hodac Kakwma; dugc dung dé chi thi cho UE tao ra KID vd/hodc Kakma;
dugc dung dé thong bao cho UE rﬁng AUSF tao ra KID va/hodc Kaxma; duge dung dé
chi thi ring UE c¢6 kha ning st dung chtic nang AKMA; duge ding dé chi thi rang phia
mang hd tro chitc ning AKMA; va dugc dung dé chi thi réng UE c6 kha nang st dung
dich vu. AUSF c¢6 thé giri thong tin chi thi thi tu dén AMF/SEAF bang cach gii thong
diép tht tw dén AMF/SEAF, trong d6 thong diép thir tu niy bao gdm thong tin chi thi
tht tu nay. Theo phuong an nay, thi thong diép thwr tu 1a thong diép dap Ung dich vu
xac thuc, vi du, Nausf UEAuthentication Authenticate Response. Sau khi nhan duoc
thong tin chi thi thi tu nay, thi AMF/SEAF giri thong tin chi thi thtt nim dén UE (xem
36 chi din 417 trén Fig.4B). Théong tin chi thi thtr nim nay duge ding dé chi thi mot
hodc nhiéu viéc bt ky trong s6 nhitng viéc sau ddy: dwoc dung dé chi thi cho UE taora
KID va/hodc Kaxma; duoc dimg dé thong bao cho UE rang AUSF tao ra KID va/hodc
Kakwma; duge dung dé chi thi réng UE c6 kha nang st dung chirc ning AKMA; dugce
ding dé chi thi rang phia mang hd trg chirc ning AKMA; va dugc dung dé chi thi rang
UE c¢6 kha nang st dung dich vu. AMF/SEAF c6 thé giri thong tin chi thi thit ndm nay
dén UE nho st dung thong diép tht nam dwoc giri dén UE, trong d6 thong diép thir ndm
nay bao gdm théng tin chi thi thr nim nay. Sau khi nhan dugc thong diép thit nim hodc
thoéng tin chi thi thit ndm nay, thi UE tao ra KID va/hodc Kakma. Thong tin chi thi tha

tu va théng tin chi thi thir nam c6 thé 1a cac thong tin chi thi gidng nhau hoc cac thong
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tin chi thi khac nhau. Théng tin chi thi thir tu va thong tin chi thi thi ndm c6 thé chi thi
n6i dung giéng nhau hodc nodi dung khac nhau.

Theo sang ché, thi UE tao ra KID va/hoic Kaxma nhd st dung céc thong sb
va thuét toan giéng nhu ciia AUSF. UE c6 thé tao ra KID va/hoic Kakwma tai thoi diém
bét ky sau khi nhan dugc thong di€p thir nam hodc thong tin chi thi thir nam. Diéu nay
khong bi gi6i han theo sang ché.

Theo phwong 4n nay ctia sang ché, thi UE chu dong giri KID hodc thong tin
chi thi tho nhat dén AMF/SEAF, AMF/SEAF chuyén tiép KID nay dén AUSF hodc giri
thong tin chi thi thir hai dén AUSF dua trén thong tin chi thi thir nhét, va sau d6 AUSF
thu thap KID nay hoac tao ra KID nay va/hodc Kakma dua trén thong tin chi thi thir hai.
Trong tién trinh nay, thi KID va/hodc Kakma co thé dugc tao ra dua trén yéu cau cla
UE. Theo céach nay, thi KID va/hoac Kaxwma la dugc tao ra dua trén yéu cau. Piéu nay
tranh viéc tao ra KID khong can thiét va/hodc Kaxma khong cin thiét va giam bét vide
luu gitt va quéan ly KID va/hodc Kakma.

Trong mot s6 trudng hop, thi AUSF khéi tao chi thi thu thap su cho phép dén
UDM, dé thu thap théng tin cho phép thir nhat ctia UE. Sau d6, AUSF tao ra Kakma
va/hoac KID twong ing véi UE dya trén thong tin cho phép thu nhit thu duoc.

Fig.4C 1a hinh v& thé hién luu dd ctia phwong phéap khac dé thu thap Kakma
va/hodc KID theo mdt phuong 4n ctia sang ché. Theo phuong phap nay, thi AUSF nhan
thong diép thi nhit tr AMF/SEAF. Theo phuong 4n nay, thi thong diép tha nhat 1a
thong diép yéu cau dich vu xac thuc (vi du, Nausf UEAuthentication Authenticate
Request). Sau khi nhan dwoc thong diép thir nhét, thi AUSF giri thong diép tht hai dén
UDM. Theo phwong 4n nay ciia sang ché, thi thong diép thit hai 1a thong diép yéu cau
dich vu xéac thuc (vi du, Nudm_ UEAuthentication Get Request), va dugc dung dé yéu
clu vecto xac thuc cia UE tir UDM. Théng diép thir hai ‘nély bao gém chi thi thu thap
su cho phép, va dugc AUSF dung dé thu thap thong tin cho phép thir nhét tir UDM, dé
x4c dinh xem UE ¢6 su cho phép tht nhét hay khong. Néu UE c6 su cho phép thi nht,
thi KID va/hoac Kakwma la dugce tao ra. Cac budc sau day dugc bao gém cu thé.

421: UE gtii thong diép yéu cau ding ky dén AMF/SEAF. Tuong tmg theo
d6, AMF/SEAF nhén thong diép yéu cau dang ky duoc giri béi UE.

422: AMF/SEAF giii yéu cdu dich vu xé4c thuc (thong diép thir nhét) dén
AUSF dua trén thong tin yéu cau ding ky cua UE, trong d6 thong diép thir nhat mang
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bd nhan dang cia UE, SUCI, hodac SUPI. Tuong ung theo d6, AUSF nhin thong diép
thir nhit nay.

423: AUSF guri théng diép tht hai dén UDM. Theo phurong 4n nay, thi thong
diép thu hai nay 12 thong diép yéu cau dich vu x4c thuc. AUSF bao gdm, trong thong
diép thir hai, chi thi yéu cAu su cho phép, va chi thi yéu ciu sy cho phép nay duoc ding
@& chi thi mot hodc nhidu viée bat k¥ trong s nhitng viéc sau ddy: dugc dung dé chi thi
yéu cAu tao ra KID vd/hodc Kaxma; dugc diung dé chi thi yéu cAu st dung dich vu
AKMA; dugc dung dé chi thi yéu cAu str dung dich vu 3GPP; dugc dung dé chi thi réng
UE hd tro chitc naing AKMA; dugc ding dé chi thi ring AUSF hd trg chitc ning AKMA,;
dugc dung dé chi thi yéu cu truy van xem UE c6 su cho phép thi nhét hay khong. Su
cho phép thir nhét 12 mot hoic nhidu viée bat ky trong s nhitng viéc sau day: UE hd tro
chitc nang AKMA; UE c¢6 kha nang st dung dich vu 3GPP; UE c6 kha ning sur dung
chte nang AKMA; va KID va/hodc Kakma 6 thé dugc tao ra cho UE. Tuong tng theo
d6, UDM nhan thong diép thir hai bao gdm chi thi yéu ciu su cho phép nay. UDM thu
thap thong tin cho phép thir nhat dwa trén chi thi yéu ciu sy cho phép nay.

424: UDM giri thong diép dap umg thi hai dén AUSF.

Theo phuong an nay, thi thong diép dap Ung thir hai nay la thong diép dap
ung dich vu xac thyc. Thong di¢p dap ung tht hai nay bao gérh thong tin cho phép thur
nhét, va thong tin cho phép thir nhét nay dugc dung dé chi thi mot hodc nhiéu viéc bét
k¥ trong s6 nhitng viéc sau day: viéc UE c6 kha ning st dung AKMA; viéc KID va/hodc
Kaxma duoc tao ra cho UE; viée UE c6 kha ning st dung dich vu 3GPP; va viéc UE hd
trg AKMA.

425: AUSF tao ra Kaxma va/hodc KID dua trén thong tin cho phép thir nht
hodc thong diép dap g thir hai.

Céc thong sb duoc ding dé tao ra Kakma va/hodc KID 1a dugc md ta trén
Fig.4B, va cac chi tiét khong duge mo ta lai & day.

AUSF ¢6 thé tao ra Kaxma va/hodc KID tai thoi diém bét ky sau khi nhan
duoc thong tin cho phép thi nhit hodc thong diép dap tmg thir hai. Diéu nay khéng bi
gi6i han theo sang ché.

Sau khi nhan dugc chi thi yéu cdu su cho phép, thi UDM tra vé thong tin cho
phép thtr nhat cho AUSF dua trén dit liéu lién quan ctia UE.

Trong mot sb trrong hop, thi AUSF c6 thé giri chi thi yéu cau su cho phép
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dén UDM dua trén mot hoic nhiéu viée bit ky trong sb nhitng viéc sau day: viec AUSF
nhan thong diép thir nht dugc giri boi AMF/SEAF; va viéc AUSF nhan thong diép thi
nhét dugc giri bdi AMF/SEAF, trong d6 thong diép thir nhit nay bao gom thong tin chi
thi thir hai hoac KID. Trong truong hop nay, khi AMF/SEAF gui thong diép thu nhét
dén AUSF, thi thong diép thi nhit nay bao gdm théng tin chi thi tht hai hodc KID.
Viéc AMF/SEAF gti thong tin chi thi thi hai, KID, thong diép thi nhit bao gdm thong
tin chi thi tht hai, hodc thong diép thi nhét bao gdm KID dén AUSF c6 thé 14 dwa trén
viéc AMF/SEAF nhén thong tin chi thi thir nhit hodc KID dugc giri béi UE. Trong
trudong hop nay, UE gii thong diép yéu ciu ding ky dén AMF/SEAF, trong d6 thong
diép yéu cau dang ky ndy mang thong tin chi thi thir nhét hodc KID nay. Vé nhiing phin
md ta cta thong diép thir nhét, thong tin chi thi thir hai, va thong tin chi thi thir nhét, thi
xem nhitng phan mé ta trén Fig.4B. Cac chi tiét khong dugc mo ta lai & day.

Sau khi tao ra Kaxma va/hodc KID, thi AUSF guri Kaxma dugce tao ra va/hodc
KID duoc tao ra dén AAnF.

426: Xem nhiing phan mo ta cia budc 416 trén Fig.4B, va c4c chi tiét khong
duoc mo ta lai & day.

427: Xem nhimg phdn mé ta ctia budc 417 trén Fig.4B, va cac chi tiét khong
duoc mo ta lai & day.

Theo phwong 4n nay ciia sang ché, thi AUSF chit dong gii chi thi thu thap su
cho phép dén UDM, dé thu thap thong tin cho phép thir nhét, trong d6 thong tin cho
phép thtr nhét nay dugc ding dé chi thi ring UE c6 kha ning st dung dich vu xéc thuc
va quan ly khoa danh cho cic ung dung (Authentication and Key MAnagement -
AKMA). Sau do6, AUSF tao ra Kakma va/hodc KID dya trén thong tin cho phép thir nhat -
thu duge. Diéu nay co thé bao dam ring viéc tao ra Kaxma va/hodc KID la dugc phép
va tranh dugc viéc tao ra Kaxma khong dugce phép va/hodc KID khong dugce phép.

Theo phuong an tuy y, xem Fig.4D. Fig.4D la hinh vé thé hién luu dd caa
phuong phép khac dé thu thap KID va/hoic Kakma theo mot phuong an cia séng ché.
Theo phuong phéap nay, thi AUSF nhan thong diép thir nhét tr AMF/SEAF. Thong diép
thir nhét bao gdm KID hodc théng tin chi thi thit hai. Theo phuong 4n nay, thi thong
diép thw nhét 1a yéu cau dich vu x4c thuc (vi du, Nausf UEAuthentication Authenticate
Request), va yéu cu dich vu x4c thuc nay bao gdbm dap ung RES hodc dap Gng 5G
AKA RES*. Sau khi nhan dugc thong diép thtr nhét, thi AUSF gtii thong diép thir hai
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dén UDM. Theo phuong 4n nay, thong diép thi hai 1a thong diép yéu ciu x4c nhan két
qua xac thuc (vi dy, Nudm_UEAuthentication ResultConfirmation Request). Thong
diép tht hai ¢6 thé bao gdm chi thi thu thap su cho phép, va dugc AUSF dung dé thu
thap thong tin cho phép thir nhét tir UDM va tao ra KID va/hodc Kakma dua trén thong
tin cho phép thir nhit. Nhu duogc thé hién trén Fig.4D, phuong phap nay bao gbm céc
budc sau day.

431: UE giri thong diép dap tmg xac thuc dén AMF/SEAF, trong d6 thong
diép dap Gng xac thuc nay mang dap ung RES hoac RES*, va thong diép dap trng xac
thue nay bao gdm KID hoic thong tin chi thi thir nhat. Twong ting theo d6, AMF/SEAF
nhan thong diép dap Gmg x4c thue ma dugc giri béi UE va bao gdm KID hoic thong tin
chi thi thtr nhit. UE tao ra KID truée khi giri KID.

432: AMF/SEAF giri thong diép thir nhit dén AUSE. Thong diép thir nhat
nay bao gém déap tng xac thyc RES hodc RES* nhéan dugec. Néu AMF/SEAF nhén duogc
KID nay tir UE, thi AMF/SEAF bao gdm KID nay trong thong diép thir nhit nay. Néu
AMEF/SEAF nhan dugc thong tin chi thi thir nhét tir UE, thi AMF/SEAF bao gém thong
tin chi thi ther hai trong thong diép tht nhit. Theo phuong an nay, thi thong diép thur
nhat nay 1a thong diép yéu cau dich vu xéc thuc.

Twong Ung theo d6, AUSF nhén thong diép tha nhit ma duogc gui boi
AMF/SEAF va bao gdbm KID hoic thong tin chi thi thit hai.

433: AUSF xac minh RES hodac RES* nhan duoc.

434: Sau khi viéc xac minh thanh cong, thi AUSF tao ra Kaxma va’/hodc KID.
Theo cach khac, sau khi viéc xac minh thanh céng, thi AUSF tao ra Kakma va/hodc KID
dua trén thong tin chi thi thir hai hodc KID. Cac thong s6 duoc AUSF dung dé tao ra
Kakwma va/hoac KID 1a dugc mo ta trén Fig.4B, va céc chi tiét khong dugc mo ta lai &
day.

AUSF c¢6 thé tao ra Kakma va/hodc KID tai thoi diém bat ky sau khi AUSF
x4c minh thanh céng RES hodc RES*. Bidu nay khong bi gi6i han theo sang ché.

Khi UE giri, &n AMF/SEAF, thong diép d4p tmg xAc thuc ma mang dép ing
RES hoic RES*, thi thong diép nay bao gdbm thong tin chi thi thir nhat hodc KID. Thong
tin chi thi tht nhat dugc ding dé chi thi mot hodc nhiéu viée bt ky trong s6 nhing viéc
sau day: viéc AUSF tao ra Kakma va/hodc KID; viéc UE hd tro chirc nang AKMA; viéc
UE yéu cau tao ra Kakuma va/hoic KID; viéc UE c6 kha nang st dung dich vu AKMA;
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va viéc UE c¢6 kha nang st dung dich vu 3GPP (3rd Generation Partnership Project - du
4n hop tac thé hé thir ba).

Sau khi nhan dugc théng diép dap tng xac thuc duoc giri boi UE, thi
AMEF/SEAF gti thong diép thir nhit dén AUSF. Thong diép thir nhit nay bao gom KID
hodc thong tin chi thi thr hai. Thong tin chi thi thir hai dugc ding dé chi thi mot hodc
nhiéu viéc bét ky trong sb nhitng viéc sau day: viéc AUSF tao ra Kakxma va/hodc KID;
viéc UE hd tro chiic ning AKMA; viéc UE yéu cau tao ra Kaxma va/hodc KID; viée
UE ¢6 kha ning st dung dich vu AKMA; va viéc UE c6 kha ndng st dung dich vu
3GPP (3rd Generation Partnership Project - du 4n hop tac thé hé thi ba).

Théng tin chi thi thir nhét va thong tin chi thi thi hai c6 thé 1a cac thong tin
chi thi giéng nhau hodc cac thong tin chi thi khic nhau.

Sau khi viéc xac minh trén dap ing RES hodc RES* thanh cong, thi AUSF
tao ra Kaxma va/hodc KID, hodc tao ra Kakma dua trén KID nhdn dugc, hodc tao ra
Kaxma va/hodc KID dya trén thong tin chi thi thir hai nhan dugc hodc thong diép tha
nhét nhan duogc.

Theo cach khac, nhu dwgc thé hién trén Fig.4D, phwong phéap nay c6 thé con
bao gdm céc bude sau day.

434: Sau khi x4c minh RES hodc RES*, thi AUSF g thong diép thi hai dén
UDM, trong d6 thong diép thir hai nay bao gdm chi thi thu thap sw cho phép. Thong
diép thtr hai nay c6 thé 1a thong diép yéu ciu xac nhan két qua xac thuc. Tuong tng
theo d6, UDM nhén thong diép thir hai bao gdm chi thi thu thap su cho phép nay. Chi
thi thu thap su cho phép nay dugc ding dé chi thi mét hodc nhiéu viéc bat ky trong 5O
nhitng viéc sau day: yéu cau tao ra KID va/hodc Kakma; yéu cAu str dung dich vu AKMA;
yéu cAu sir dung dich vu 3GPP; viéc UE hd trg chirc ning AKMA; viéc AUSF hd trg
chL’rc ning AKMA; va yéu ciu truy van xem UE c6 su cho phép thir nhat hay khéng.
S cho phép thir nhat 1a mot hodc nhiéu viéc bat ky trong s6 nhiing viéc sau day: UE hd
tro chirc naing AKMA; UE c6 kha nang st dung dich vu 3GPP; UE c6 kha néng sir dung
chirc ning AKMA; va KID va/hodic Kakma c6 thé duge tao ra cho UE. Tuong ting theo
d6, UDM nhén thong diép thir hai bao gdm chi thi thu thap su cho phép nay.

435: UDM gui théng tin cho phép thir nhat dén AUSF dua trén chi thi thu
thap su cho phép nay, trong d6 thong tin cho phép thir nhit nay duoc dung dé chi thi

mot hodc nhiéu viéc bat ky trong s nhitng viéc sau day: viéc UE c6 kha ning su dung
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AKMA ; viéc KID va/hodc Kaxma co thé duoc tao ra cho UE; viéc UE da dang ky dich
vu 3GPP; va viéc UE hd trg AKMA. Tuwong ung theo d6, AUSF nhén thong tin cho
phép thir nhét tir UDM. UDM giri thong tin cho phép tht nhit dén AUSF, va dap ting
thong diép thir hai ma duoc giri dén AUSF 14 c6 thé bao gbm thong tin cho phép thir
nhit. Dap (mg théng diép thir hai nay c6 thé 1a thong diép ddp ng x4c nhan két qua xéc
thuc (vi du, Nudm UEAuthentication ResultConfirmation Response).

436: AUSF tao ra Kaxma va/hoic KID dua trén thong tin cho phép thir nhét
nhan dugc. Phuong phép va cac thong s6 dugc AUSF dung dé tao ra Kaxma va/hoic
KID la duoc md ta trén Fig.4B, va cac chi tiét khong duge mo ta lai & day.

AUSF ¢6 thé tao ra Kaxma va/hodc KID tai thoi diém bat ky sau khi AUSF
thu thap thong tin cho phép thir nhit. Piéu nay khéng bi gii han theo sang ché.

Sau khi tao ra Kaxma va/hoac KID, thi AUSF gtri Kaxma duge tao ra va/hoac
KID dugc tao ra dén AAnF.

Sau khi tao ra KID, thi AUSF ¢6 thé giri KID duoc tao ra dén AMF/SEAF
(xem s6 chi d4n 437 trén Fig.4D), va AMF/SEAF giri KID nhan dugc dén UE (xem s6
chi din 438 trén Fig.4D). AUSF c6 thé gii KID nay dén AMF/SEAF bang cach gii
thong diép thu tw dén AMF/SEAF, trong d6 thong diép thit tu nay bao gom KID nay.
Theo phuong an nay, thi thong diép thir tu 1a thong diép dap tmg dich vu xéc thye, vi
du, Nausf UEAuthentication Authenticate Response. AMF/SEAF c6 thé giri KID nay
dén UE bang cach gui théng diép thit nam dén UE, trong d6 thong di€p thtr nim nay
bao gébm KID nay. Theo phuong 4n ndy, thi thong diép thit nim 1a thong diép N1 (vi
du, thong diép Kkét qua xac thuc hodc thong diép lénh ché do bao mat tﬁng khong truy
cép). Sau khi nhan dugc KID nay, thi UE Iuu gitt KID nay va tao ra Kakma.

Sau khi tao ra KID va/hodc Kakwma, thi AUSF cé thé g thong tin chi thi thr
tu dén AMF/SEAF (xem sd chi d4n 437 trén Fig.4D). Thong tin chi thi thir tu nay duoc
ding dé chi thi mot hodic nhiéu viéc bat ky trong sd nhirng viéc sau day: dugc dung dé
chi thi cho AMF/SEAF gtii, dén UE, thong tin chi thi ma dugc ding dé chi thi cho UE
tao ra KID va/hodac Kaxma; duge dung dé chi thi cho UE tao ra KID va/hoic Kakma;
dugc dung dé thong bao cho UE rang AUSF tao ra KID va/hoic Kakma; dugce dung dé
chi thi ring UE c6 kha ning sir dung chiic ning AKMA; duogc dung dé chi thi rang phia
mang hd trg chire ning AKMA; va duge dung dé chi thi ring UE c6 kha nang st dung
dich vu. AUSF c6 thé giri thong tin chi thi thir tr dén AME/SEAF bang cich giri thong
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diép thir tr dén AMF/SEAF, trong d6 théng diép thir tir niy bao gom thong tin chi thi
thtr tu nay. Theo phuong an nay, thi thong di¢p thir tu 1a thong di€p dip ung dich vu
xac thuc, vi du, Nausf UEAuthentication Authenticate Response. Sau khi nhan duoc
thong tin chi thi th( tu nay, thi AMF/SEAF gt thong tin chi thi tht ndm dén UE (xem
s6 chi din 438 trén Fig.4D). Thong tin chi thi th nim nay dugc ding dé chi thi mot
hodc nhidu viéc bét k¥ trong sb nhing viée sau day: duge dung dé chi thi cho UE tao ra
KID va/hoac Kakwma; dugc dung dé thong bao cho UE ré'lng AUSF tao ra KID va/hoac
Kaxma; duge ding dé chi thi ring UE ¢6 kha nang st dung chirc ning AKMA; duoc
ding dé chi thi ring phia mang hd trg chirc ning AKMA; va dugc ding dé chi thi ring
UE ¢6 kha ning st dung dich vu. AMF/SEAF c6 thé giri thong tin chi thi tht nim nay
dén UE nho st dung thong diép thir nam dugc giri dén UE, trong d6 thong diép thir nim
nay bao gdm thong tin chi thi thir nim nay. Theo phurong 4n nay, thi thong diép thit ndm
1a théng diép N1 (vi dy, thong diép két qua xac thuc hodc théng diép 1énh ché dd bao
mat ting khong truy cdp). Sau khi nhan dugc thong tin chi thi thit nim hoic thong diép
thir nam, thi UE tao ra KID va/hodc Kakma. Thong tin chi thi thir tu va thong tin chi thi
thit ndm c6 thé 1a c4c thong tin chi thi gidng nhau hodc cac thong tin chi thi khac nhau.
Thong tin chi thi thir tu va théng tin chi thi thir ndm c6 thé chi thi ndi dung gidng nhau.

Trong mét sb trudng hop, theo cach khac thi UDM c6 thé gtri thong diép tha
ba dén AUSF, dé kich hoat AUSF tao ra KID va/hoic Kakma. Fig.4E 1a hinh v& thé hién
lwu dd ciia phuong phap khéac dé thu thap KID va/hodc Kakma theo mot phuong én cla
sang ché. Nhu dugc thé hién trén Fig. 4E, phuong phap niy bao gbm cac budc sau day.

451: AUSF g thdong di€p yéu cdu dich vu x4c thuc, vi du,
Nudm_UEAuthentication Get Request, dén UDM dua trén yéu clu dich vu xac thuc
nhan dugc, trong do yéu cau dich vu xéac thuc nay du:dc dung dé yéu cau thu thap vecto
xéc thue. Tuong tmg theo d6, UDM nhén thong diép yéu cau dich vu x4c thuc nay.

452: UDM gri thong diép thir ba dén AUSE. UDM bao gdm thong tin cho
phép thir nhit trong thong diép thir ba nay, va thong tin cho phép thir nhat nay duoc
dung dé chi thi mot hodc nhidu viée bat ky trong sd nhiing viéc sau ddy: viéc UE c6 kha
ning st dung AKMA; viéc KID va/hodc Kaxma dugc tao ra cho UE; viéc UE ¢6 kha
ning str dung dich vu 3GPP; va viéc UE hd tro AKMA. Theo phuong 4n nay, thi thong
diép thtt ba nay la thong di¢p dap uUng dich vu xdc thuc, vi du,
Nudm_UEAuthentication Get Response.
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Tuong Gng theo d6, AUSF nhén thong diép thir ba ma dugc giri béi UDM va
bao gém thdng tin cho phép thir nhét.

453: AUSF tao ra Kaxwma va/hodc KID dua trén thong tin cho phép thir nhat
hoic thong diép thir ba. Phuong phép va cac thong sé duge AUSF ding dé tao ra Kaxma
va/hodc KID 1a dugc mé ta trén Fig.4B, va cac chi tiét khong duge mod ta lai & day.
AUSF ¢6 thé tao ra Kaxma va/hodc KID tai thoi diém bét ky sau khi nhén dugc thong
diép thir ba hoic thong tin cho phép thir nhit. Piéu nay khong bi gi6i han theo séng ché.

Sau khi tao ra Kaxma va/hoac KID, thi AUSF gtri Kakma duoc tao ra va/hodc
KID duoc tao ra dén AAnF.

454: Xem nhiing phan mo ta cia bude 416 trén Fig.4B, va cac chi tiét khong
dugc md ta & day. ;

455: Xem nhitng phan mé ta cia budc 417 trén Fig.4B, va cac chi tiét khong
dugec mo ta ¢ day.

Theo phuong 4n nay ciia sang ché, thi UDM chi dong thu thap thong tin cho
phép thir nhét cia UE, va giri thong tin cho phép thir nhét nay dén AUSF, dé AUSF tao
ra Kaxma va/hodc KID dua trén thong tin cho phép thir nht nay. Piéu nay bao dam
rang AUSF tao ra Kaxma va/hodc KID dua trén su cho phép va tranh viéc tao ra Kakma
khong dugc phép va/hodc KID khong duoc phép.

Theo céch khéc, trong mét sd truomg hgp, UDM ciing gt thong tin cho phép
thir nhit dén AUSF, dé kich hoat AUSF tao ra KID va/hozc Kakma. Thong tin tht ba
ma duogc gii bdi UDM dén AUSF la bao gdm thong tin cho phép thir nhét, nhung théng
tin thit ba nay 1a thong tin d4p Gng xac nhan két qua xéac thuc. Chi tiét xem Fig. 4F.
Fig.4F 1a hinh v& thé hién luu d6 ctia phwong phap khac dé thu thap KID va/hodc Kakma
theo mot phwong an cta sang ché. Nhu dugc thé hién trén Fig.4F, phuong phép nay bao
gdm cac bude sau day.

461: AMF/SEAF gui thong diép yéu cu dich vu xac thuc, c6 mang RES
hodc RES*, dén AUSF. AUSF nhan thong diép yéu cau dich vu xé4c thuc dugc gt boi
AMF/SEAF nay, va AUSF xac minh RES hodc RES*.

462: AUSF gti thong di€p yéu cAu x4ac nhan két qua xac thuc, vi duy,
Nudm_UEAuthentication ResultConfirmation Request, dén UDM, dé théng béo cho
UDM vé két qua xac thuc cua UE.

463: UDM gui thong diép thir ba dén AUSF, trong d6 thong diép thit ba nay

27



53060 28/63

bao gdm thong tin cho phép thtr nhét. Théng tin cho phép thir nhét nay duge dung dé
chi thi mot hodic nhidu viéc bit ki trong sd nhiing viéc sau day: viéc UE c6 kha ning st
dung AKMA; viéc KID va/hoac Kaxma dugce tao ra cho UE; viéc UE c6 kha nang st
dung dich vu 3GPP; va viéc UE hd trg chitc ning AKMA. Theo phuong an nay, thi
thong di¢p tht ba la thong diép dap ung xéc nhén két qua xac thuc, vi duy,
Nudm_ UEAuthentication ResultConfirmation Response. Twong g theo d6, AUSF
nhan thong diép thir ba bao gdm thong tin cho phép thir nhét nay.

464: AUSF tao ra Kaxma va/hodc KID duya trén thong tin cho phép thir nhét
hoic thong diép thi ba. Phwong phép va cac thong s6 duge AUSF ding dé tao ra Kaxma
va/hodc KID 1a duge mo ta trén Fig.4B, va cac chi tiét khong dugc md ta lai ¢ day.
AUSF ¢6 thé tao ra Kaxma va/hodc KID tai thoi diém bét ky sau khi nhén dugc thong
diép thir ba hodc thong tin cho phép thir nhat. Diéu nay khong bi gidi han theo sang ché.

Sau khi tao ra Kaxma va/hodc KID, thi AUSF giri Kaxma dugc tao ra va/hodc
KID dugc tao ra dén AAnF.

465: Xem nhitng phan md ta cia budc 437 trén Fig.4D, va céc chi tiét khong
duoc mo ta ¢ day.

466: Xem nhitng phan mé ta ctia bude 438 trén Fig.4D, va cAc chi tiét khong
dugc mo ta ¢ day.

Theo cac phuong 4n trén Fig.4B dén Fig.4F, thi AMF/SEAF giri KID hoic
thong tin chi thi thi hai dén AUSF bang cach giri thong diép thir nhat dén AUSF, trong
d6 thong diép thi nhét nay bao gdm thong tin chi thi thir hai. Thong diép thi nhét nay
c6 thé 1a thong diép yéu cdu dich vu xé4c thue. Can luu ¥ ring loai clia thong diép thir
nhét 14 khong chi gidi han & ndi dung duge dé cap o cac phuong an néu trén. Theo cach
khac, thong diép thir nhat nay co thé 1a thong diép truyén thong hién co bat ky khac giira
AMF/SEAF va AUSF, hoic c6 thé 1a théng diép truyén thong duoc thiét 1ap méi giita
AMEF/SEAF va AUSF.

Theo cac phwong 4n trén Fig.4B dén Fig 4F, thi AUSF giri chi thi thu thap sy
cho phép dén UDM biang céch giri thong diép thit hai, trong d6 thong diép tht hai nay
bao gdm chi thi thu thap su cho phép nay. Thong diép thir hai nay c6 thé 14 thong diép
yéu cau dich vu xéac thue, hodc c¢6 thé 1a thong diép yéu cau x4c nhin két qua x4c thuc.
Can luu ¥ ring loai cua thong diép thir hai 12 khong chi gidi han & noi dung dugc dé cap

O cac phuong an néu trén. Theo cach khac, thong di€p thir hai c6 thé 1a thong diép truyén
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thong hién c6 bét ky khéc gitta AUSF va UDM, hoic ¢6 thé 1a théng diép truyén thong
dugce thiét 14p moi gitta AUSF va the UDM.

Theo c4c phuong an trén Fig.4B dén Fig.4F, thi UDM gii thong tin cho phép
thir nhat dén AUSF bang cach gti théng diép thir ba dén UDM, trong d6 thong diép thir
ba nay bao gdm thong tin cho phép thir nhét nay. Thong diép thir ba nay c¢6 thé 1a thong
diép dap tmg dich vu xéac thuc, hodc c6 thé 1a thong diép dap (mg x4c nhan két qua xéc
thue. Can luu ¥ rang loai ctia thong diép thir ba 1a khong chi giéi han & noi dung dugc
dé cap & cac phuong 4n néu trén. Theo cach khac, thong diép tht ba c6 thé 1a thong diép
truyén thong hién c6 bt ky khac gitta UDM va AUSF, hoic c6 thé 1a thong diép truyén
thong dugc thiét 1ap méi gitta AUSF va the UDM.

Theo c4c phuong 4n trén Fig.4B dén Fig.4F, sau khi thu thap Kakma va KID,
thi AUSF gui thong diép thir tu dén AMF/SEAF, trong d6 thong diép thir tu nay bao
gdm KID hoic thong tin chi thi thir tw. AMF/SEAF gui théng diép thit nim dén UE,
trong d6 thong diép thr nam nay bao gdm KID hodc thong tin chi thi thit ndm. Thong
diép thir tu co thé 1a thong diép dap Ung dich vu xéc thuc dugc guri boi AUSFE dén
AMF/SEAF duoc thé hién trén Fig.4B va Fig. 4C, va thong diép thir nam c6 thé 14 thong
di¢p yéu clu xac thuc duge gui boi AMF/SEAF dén UE. Theo céch khac, thong dié€p
thir tur ¢6 thé 1a thong diép dap tng dich vu xac thuce dugc thé hién trén Fig.4D, va thong
diép thir ndm c6 thé 1a théng diép N1, vi duy, théng diép két qua xac thuc hodc thong
diép lénh ché dd bao mat tAng khong truy cap. Can luu ¥ ring loai ctia thong diép thi
tu 1a khong chi gii han & ndi dung duoc dé cap & cac phuong 4n néu trén. Theo cach
khac, théng diép thu tu ndy c6 thé 13 thong diép truyén thong hién c6 khéac giita
AMF/SEAF va AUSF, hodc ¢6 thé 1a théng diép truyén thong dugc thiét 1ap mai giita
AMF/SEAF va AUSF. Loai cta thong diép thtr nam 1a khong chi giéi han ¢ ndi dung
dwoc dé cip & cac phuong an néu trén. Theo cach khac, thong diép thit nam c6 thé 1a
thong diép N1 hién c¢6 bit ky khac gitra AMF/SEAF va UE, hoic c6 thé 1a thong diép
N1 duoc thiét 1ap moi gitta AMF/SEAF va UE.

C6 thé thdy ring, theo cac phuong 4n cua sang ché, thi AUSF hodc UE thu
thap khoda AKMA Kakma va/hoac KID, trong d6 khod AKMA nay dugc dung détaora
Kar. Sang ché boc 16 phuong phéap va cac thong sb duge st dung béi AUSF hodc UE
d thu thap khoa AKMA Kakma va/hodc KID, va diéu kién kich hoat va co hoi dé AUSF
hodc UE thu thép Kaxma va/hodc KID.
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UE khéi tao yéu cau phién dich vu dén AF dé thiét 1ap hoat dong truyén thong
gifta hai bén. Trong tién trinh nay, thi viéc xac thuc danh tinh c6 thé con dugc thue hién
trén UE. Cu thé 13, xem Fig.5. Fig.5 12 hinh v& thé hién luu d6 ctia phuong phép xac
thuc danh tinh UE theo m{t phuong 4n cua sang ché. Nhu dugc thé hién trén Fig.5,
phuong phap nay bao gbm cac budc sau day.

501: UE gt yéu cAu thiét 14p phién dich vu dén AF, trong d6 yéu cau thiét
1ap phién dich vu nay bao gdm KID va Token (thé bai).

Theo phuong 4n ndy cua sang ché, thi yéu cdu phién dich vu ndy bao gdm
thé bai Token. Token nay dugc dung dé xac minh danh tinh ctia UE hodc danh tinh cua
ngudi ding ung dung. Néu UE gii Token nay dén AF, thi UE thu thap hodc tao ra
Token nay trudc khi giri Token nay.

Theo céch kha thi, thi yéu cdu phién dich vu nay c6 thé con bao gdm bo nhan
dang nguoi dung tng dung (User IDentifier - User-ID) va/hodc bd nhan dang UE (UE
IDentifier - UE-ID). User-ID la danh tinh dugc st dung boi nguoi dung tmg dung dé
truy cap AF, va dugc sir dung boi AF dé nhan dang ngudi ding tmg dung. UE-ID la
danh tinh duoc sir dung khi UE truy cip mang, va dugc sit dung béi phia mang (vi du,
AUSF, UDM, hodc AAnF) dé nhan dang UE. Theo sing ché, thi User-ID bao gbm,
nhung khong chi giéi han 6, GPSI, tén nguoi dung, v.v.. UE-ID bao gbm, nhung khong
chi giéi han 6, SUPI, 5G-GUTI, SUCI, GPSI, v.v., cua UE.

Theo cach kha thi, thi yéu cu phién dich vu nay bao gébm Token, va Token
nay bao gébm User-ID va/hoic UE-ID.

502: AF giri yéu ciu khoa tng dung dén AAnF dé thu thap Kar, trong d6 yéu
cau khoa nay bao gobm KID va Token.

Néu AF nhén dugc Token nay tr UE, thi AF thuc hién hoat dong bét ky trong
s6 cac hoat dong sau day: \

AF x4c minh Token nhan duoc, va sau khi viéc xac minh thanh cong, thi AF
giri yéu cu khoa ng dung nay dén AAnF dé thu thap Kar, trong d6 yéu ciu khoa nay
bao gdm KID.

AF giri yéu cu khoa tng dung nay dén AAnF dé thu thap Kar, trong d6 yéu
ciu khod nay bao gdm KID va Token nhan duoc.

Theo cach kha thi, thi AF nhin dang, dua trén User-ID nhén dugc, nguoi

ding tmg dung ma yéu cau dich vu.
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Theo cach kha thi, theo cach khac thi AF c6 thé bao gém User-ID nhan duoc
va/hodc UE-ID nhan duoc trong yéu cau khoa ing dung nay.

503: AAnF gtri yéu ciu khoa AKMA dén AUSF dé thu thap Kakwa, trong d6
yéu ciu khoa AKMA nay bao gdbm KID va Token nay.

Trude khi AAnF giri yéu ciu khoa AKMA dén AUSF, thi AAnF can chon
AUSF dua trén thong tin dinh tuyén AUSF dugc bao gdbm trong KID nhén duoc.

Néu AAnF nhan dugc Token nay tir AF, thi AAnF con thuc hién hoat dong
bat ki trong s6 cac hoat dong sau day:

AAnF xdc minh Token nhin duoc, va sau khi viéc xac minh thanh cong, thi
AF giri yéu cau khoa ung dung dén AUSF dé thu thap Kar, trong d6 yéu ciu khoa nay
bao gdm KID.

AF giri yéu cu khoa tng dung nay dén AAnF dé thu thap Kar, trong d6 yéu
ciu khoa nay bao gdbm KID va Token nhan duoc.

Néu AAnF nhan duoc User-ID va/hoidc UE-ID néu trén, thi AAnF bao gém
User-ID nhan dugc va/hodc UE-ID nhan dugc nay trong yéﬁ cau khoa AKMA.

504: Néu AUSF nhan Token néu trén, thi AUSF x4c minh Token nhan duoc
nay, hoiic AUSF gui Token nay dén UDM, va UDM xé4c minh Token nhan dugc nay.

AUSF x4c minh Token nhan dugc, va c6 thé xac minh Token nay nhd sit
dung théng tin khoa dugc chia sé boi AUSF va UE. Thong tin khod duoc chia sé boi
AUSF va UE ¢6 thé 1a mot hogc nhidu thanh phan bat ky trong s cic thanh phan sau
day: Kausr, Kakma, khoda mat ma CK, khoa toan ven IK, khoa dai han K, va khoa duqc“
tao ra dua trén khod mat ma CK va/hodc khoa toan ven IK, vecto xac thuc, mot ph?m
cua vecto xac thuc, v.v.. Trude khi xdc minh Token nhan dugc, thi AUSF c6 thé can
nhén dang UE hoac nguoi dung tng dung ma khdi tao yéu cdu nay. AUSF c6 thé nhan
dang UE hodc ngudi ding tng dung theo cach bat ky trong sb nhitng céch sau day:

AUSF nhén dang UE dua trén KID nhén dugc, va thu thdp UE-ID va/hodc
User-1D cua UE.

AUSF thu thap UE-ID hoic User-ID dugc bao gdm trong Token.

AUSEF ¢6 thé gtri UE-ID thu duoc va/hoic User-ID thu duge dén UDM.

Viéc AUSF giri Token dén UDM c6 thé 1a viéc AUSF gt thong diép thi x
dén UDM, trong do6 théng diép thir x nay bao gdm Token nay. UDM nhan thong di€p

thir x bao gom Token nay, xac minh Token nay, va trd vé ket qua xac minh cua Token
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nay cho AUSF. UDM c6 thé giri két qua x4c minh ctia Token nay dén AUSF bang cach
giri thong diép dap g thir x dén AUSF bsi UDM nay, trong d6 thong diép déap tmg
thir x nay bao gdm két qua xac minh nay. Trude khi xdc minh Token nhan duogc, thi
UDM c6 thé can nhan dang UE hoidc ngudi dung tng dung ma khoi tao yéu ciu nay.
UDM c6 thé nhan dang UE hodc ngudi dung tmg dung theo cach bt ki trong s6 nhing
cach sau day:

UDM nhén dang UE hoac nguoi dung ing dung dua trén UE-ID hodc User-
ID duoc bao gom trong Token nay.

UDM nhén dang UE hoac nguoi dung ing dung dua trén UE-ID hodc User-
ID nhan duogc tr AUSF.

UDM c6 thé x4c minh Token nay nho st dung thong tin khod duoc chia sé
b&i UDM va UE. Thong tin khod dugce chia sé bdi UDM va UE c6 thé 1a mdt hodic nhiéu
thanh phan bét ky trong sd cic thanh phan sau dy: Kausr, Kakma, khod mat ma CK,
kho4 toan ven IK, khoa dai han K, khod dugc tao ra dua trén khoa mat ma CK va/hodc
khoa toan ven IK, vecto xac thue, phﬁn néu trén cua vecto xac thuc, v.v.. Theo céach
khac, UDM c6 thé xac minh Token nay nho st dung khoa céng khai ctia UE, khoa bi
mat cia UE, khod cong khai ciia mang thuong tri, khod bi mat cila mang thuong tru,
V.V..

UDM c6 thé giri User-ID va/hodc UE-ID ctia UE dén AUSF.

505: AUSF thu thap hodc tao ra Kaxma trong ting dua trén KID nhan duoc.
Theo cach khac, néu AUSF x4c minh thanh cong Token nay, thi AUSF thu thap hoac
tao ra Kaxma tuong ung dua trén KID nhéan dugc. Theo cach khac, néu AUSF nhan
duoc két qua xac minh ma dwoc giri bdi UDM va chi thi rang viéc xac minh trén Token
nay 1a thanh cong, thi AUSF thu thap hoac tao ra Kakma tuwong g dya trén KID nhén
dugce. AUSF bao gdbm Kakma trong dap tmg khoa AKMA va giri dap tng khoda AKMA
nay dén AAnF.

Khi AUSF giri Kaxma dén AAnF, thi AUSF c6 thé con giri User-ID hoic UE-
ID dén AAnF, noi cach khac, 1a AUSF bao gdm UE-ID hoic User-ID nay trong dap
ung khod AKMA.

AAnF gri UE-ID nhén dwoc hodc User-ID nhén dugc dén AF.

Trong tién trinh nay, thi viéc xac thuc danh tinh duoc thuc hién trén UE hodc

nguoi dung tng dung nho str dung AF, AAnF, AUSF, hoac UDM, dé xac dinh danh
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tinh cua UE. AUSF gtri Kakma dén AAnF, dé AAnF tao ra khoa ung dung Kar tuong
tmg v6i AF dua trén Kakwa, trong d6 Kar dugce stit dung cho viée bao vé luu lugng gitia
UE va AF.

Theo phuong an nay, thi Token néu trén dugc dung dé xac thuc UE hoidc
nguoi dung img dung. Trong mot s6 trudng hop, theo cach khéc thi cach xac thuc khic
6 thé duoc st dung, vi du, KID, su rat gon (digest), hodac ma xac thuc thong diép
(Message Authentication Code - MAC). Nhu dugc thé hién trén Fig.5, KID dugc sir
dung lam vi du.

Sau khi nhan dugc KID dugce gii boi AAnF, thi AUSF xac minh KID, hodc
gtri KID dén UDM. Sau khi nhan duge KID, thi UDM x4c minh KID va tra vé két qua
xac minh cho AUSF. Néu AUSF x4c minh thanh cong KID, hoac AUSF nhan dugc két
qua xac minh ma dugc giri béi UDM va chi thi rang viéc xac minh trén KID 1a thanh
cong, thi AUSF giri Kakma dén AAnF.

AUSF c6 thé xac minh Token nay nho sir dung thong tin khoa dugc chia sé
bdi AUSF va UE. Thong tin khoa dugc chia sé b1 AUSF va UE c6 thé 12 mot hodc
nhiéu thanh phan bit ky trong s6 cac thanh phan sau day: Kausr, Kakma, khoad mat ma
CK, khoa toan ven IK, khoa dai han K, khoa duoc tao ra dua trén khod mat ma CK
va/hoac khoa toan ven IK, vecto xac thuc, phﬁn néu trén cua vecto xac thuc, v.v..

UDM c6 thé x4c minh KID nhd st dung thong tin khoa dugc chia s¢ boi
UDM va UE. Thong tin khoa dugc chia sé b1 UDM va UE ¢6 thé 12 mot hodc nhidu
thanh phén bét ky trong s6 cac thanh phan sau day: Kausr, Kakma, khod mat ma CK,
khoa toan ven IK, khoda dai han K, khod duoc tao ra dua trén khod mat ma CK va/hodc
khoa toan ven IK, vecto xac thuc, ph?m néu trén cua vecto xac thuc, v.v.. Theo cach
khéc, UDM c6 thé xac minh KID nay nhd st dung khoa cong khai ctia UE, khoé bi mat
cia UE, kho4 cong khai cia mang thuong tri, khoa bi mét ciia mang thuong tra, v.v..

Ngoai ra, KID & UE va AUSF cé thé dugc cap nhat dé ngan khéng, cho ké
tAn cong theo doi UE bang cach theo ddi KID. Fig.6A 1a hinh vé& thé hién luu dd ctia
phuong phép cap nhat KID va/hodc Kakma theo mot phuong an cua sang ché. Nhu duoc
thé hién trén Fig.6A, phuong phap niy bao gbm céc budc sau day.

601: UE giri yéu cau thiét 1ap phién dich vu dén AF, trong d6 yéu cau thiét
1ap phién dich vu nay bao gb6m KID nay.

602: AF giri yéu cau khoa tng dung dén AAnF dé thu thap Kar, trong d6 yéu
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cAu khod nay bao gdm KID nay. AAnF thu thap Kar trong (mg dwra trén KID nhén dugc.
Viéc AAnF thu thap Kar tuong tmg c6 thé 1a viéc AAnF thu thap Kar mot cach cuc bd
dua trén KID, hoac viéc AAnF tao ra Kar dya trén Kaxma twong tng véi KID, hodc
viéc AAnF gui yéu cAu khoda AKMA mang KID nhéan duogc dén AUSF, nhan Kaxma
duoc tra v& bdi AUSF, va tao ra Kar dua trén Kakma nhan duoc.

603: AAnF ghi lai s6 14n ma KID duoc sir dung.

AAnF ghi lai s6 1an ma KID duogc st dung. B0 dém c6 thé duoc tao ra boi
AAnF, va gié tri khéi dau cta bo dém nay la 0. Khi KID nay dugc st dung mot 14n, thi
bd dém nay duogc ting thém mot. Bo dém nay c6 thé duge ting thém mot dya trén yéu
cau khoa tng dung ma AAnF nhén duoc. Theo cach khac, b dém nay c6 thé duoc ting
thém mot dua trén yéu cAu khoa AKMA ma AAnF gui dén AUSF. Theo céach khac, bd
dém nay c6 thé duoc ting thém mot dua trén Kakma hodc dap tng khod AKMA ma
AAnNF thu duoc tir AUSF. Theo cach khac, bd dém nay c6 thé duogc ting thém mot dua
trén KID nhan duoc hodc thong diép nhan duge bao gdm KID nay.

604: Khi AAnF xé4c dinh duoc rang sé 1an ma KID dwgc st dung (hodc gia
tri ciia bd dém) 13 16n hon ngudng dugc thiét dit truée, thi AAnF gii yéu cau cép nhat
KID va/hoic Kaxma dén AUSF, dé thong bao cho AUSF cdp nhat KID va/hodc Kakwma,
va tao ra KID mdi va/hoac Kakxma méi. AAnF c6d thé con gtri UE-ID hodc User-1D dén
AUSF cung mot lac. Dya trén UE-ID nhan dugc hodc User-ID nhén dugc, thi AUSF
xéac dinh UE ma can c4p nhét KID va/hodc Kakma.

605: Sau khi nhan dugc yéu cau cap nhat KID va/hodc Kaxma, thi AUSF c6
thé thuc hién mot hodc nhidu hoat dong bét ky trong s6 cac hoat dong sau day:

AUSF cap nhat KID va/hodc Kakma, va tao ra KID méi va/hodc Kaxma méi.

AUSF gtri yéu cau cap nhat KID va/hodc Kaxma, KID da dugc cap nhét, hodc
thong tin chi thi thit bay dén AMF/SEAF. Théng tin chi thi thir bay nay dwoc dung dé
chi thi mot hodc nhidu viéc bat ky trong sb nhitng viéc sau day: duge dung dé chi thi
cho UE céap nhat KID va/hodc Kakwma; duge dung dé chi thi cho UE tao ra KID md&i
va/hoac Kakma; duge dung dé chi thi cho AMF/SEAF khéi tao viéc x4c thuc so cép; va
dugc dung dé chi thi cho AMF/SEAF cip phéat 5G-GUTI méi cho UE. AUSF c6 thé
con giri UE-ID dén AMF/SEAF cing mot lic, tirc 13, budce 606 trén Fig.6A.

AUSF yéu cau vecto xac thuc tir UDM. Sau khi nhan duoc vecto xac thuc tir

UDM, thi AUSF gtri thong diép EAP-Request/AKA'-Challenge dén AMF/SEAF, hoic
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giri vecto xéc thure mdi truong dich vu 5G dén AMF/SEAF. Vecto xé4c thyc mdi trudng
dich vu 5G nay bao gdbm RAND, AUTN, va HXRES*.

Sau khi tao ra KID méi va/hodc Kakma mai, thi AUSF guri KID méi va/hodc
Kakma m6i ndy dén AAnF.

Theo cach khac, sau khi AUSF hoan tat viéc cap nhat KID va/hodc Kaxwma,
thi UE ciing cn cap nhat KID va/hodc Kakma. Xem Fig.6A. Tién trinh ma trong d6 UE
cap nhat KID 1 ¢6 thé bao gdm cac buéc sau day.

606: AUSF giri yéu cau cép nhat KID va/hodc Kakma, KID dugce tao ra méi,
hodc thong tin chi thi thir bay, dén AMF/SEAF. Thong tin chi thi thir bdy nay duogc
dung dé chi thi mot hodc nhiéu viéc bat ky trong sd nhing viéc sau day: cap nhat KID
va/hodc Kakma; tao ra KID méi va/hodc Kaxma méi; viec AMF/SEAF khoi tao viéce
x4c thuc so cip; va viec AMF/SEAF cp phat 5G-GUTI méi cho UE. AUSF c6 thé con
gtti UE-ID dén AMF/SEAF cing mot luc, & AMF/SEAF nhén dang UE ma can thyc
hién viéc cap nhat.

607: Dua trén UE-ID nhén dugc, thi AMF/SEAF xac dinh UE ma can cap
nhat KID va/hodc Kakma. AMF/SEAF c6 thé thuc hién mét hozc nhidu hoat dong bt
ky trong sb cac hoat dong sau ddy dua trén yéu ciu cap nhat KID va/hodc Kakma nhén
duogc, thong tin chi thi thir bay, hodc KID nay:

AMF/SEAF giri yéu cdu cap nhat KID va/hoic Kakma dén UE; AMF/SEAF
giri thong tin chi thi thir tim dén UE; AMF/SEAF giri KID dén UE; AMF/SEAF khoi
tao thu tuc x4c thuc so cip; va AMF/SEAF cip phat SG-GUTI méi cho UE va giti 5G-
GUTI méi dén UE.

Thong tin chi thi thit tim duoc ding dé chi thi mot hodc nhidu viée bat ky
trong sb nhitng viéc sau day: cdp nhat KID va/hodc Kakma; tao ra KID méi va/hodc
Kaxkwma; va viéc phia mang (vi du, AUSF) da cép nhat KID va/hodc Kakma.

Néu UE nhan duogc KID nay, thi UE luu gitt KID nay va tao ra Kakma méi.
Néu UE nhén dugc yéu cu cap nhat KID va/hodc Kakma hodc thong tin chi thi thir tim
nay, thi UE tao ra KID md&i va/hodc Kaxma mai.

Theo sang ché, khi cap nhat KID, thi UE hodc AUSF c6 thé tao ra KID m&i
dua trén KID hién tai. Céac thong sb khac c6 thé duge sir dung thay thé dé tao ra KID
méi. Piéu ndy khong bi gi6i han theo sang ché. UE va AUSF st dung ciing mdt phwong
phép va ciing cac thong sd dé cap nhat KID.
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Theo cach khéc, trong mét s6 truomg hop kha thi, thi viéc cip nhat KID ma
duoc thuc hién béi UE 1a c6 thé dugc kich hoat béi AF. Xem Fig.6A. Tién trinh nay
bao gdm céc bude sau day.

606': AUSF gui yéu cau cap nhat KID va/hodc Kakma, KID va/hodc Kakma
duoc tao ra méi, hodc thong tin chi thi thir bay, dén AAnF. AUSF c6 thé con gii UE-
ID hodc User-ID dén AAnF cung mot lic. Dya trén UE-ID nhan duogc hoac User-ID
nhan dugc, thi AAnF xé4c dinh UE hodc ngudi ding tng dung ma cin cip nhat KID
va/hoac Kakma.

607': AAnF gtri yéu ciu cap nhat KID va/hodc Kakma, KID nhan dugc, hodc
thong tin chi thi thir tdm, dén AF. AAnF c6 thé con gtri UE-ID hodc User-ID dén AF
cung mot lac. Dya trén UE-ID nhén dugc hodc User-ID nhén dugc, thi AF xac dinh UE
ma cn cap nhat KID va/hodc Kakma. Thong tin chi thi thir tim dugc dung dé chi thi
mot hodc nhidu viée bit ky trong s6 nhiing viéc sau day: cap nhat KID va/hoic Kakma;
tao ra KID méi va/hoidc Kakma mai; va viéc phia mang (vi du, AUSF) da cap nhat KID
va/hoac Kakma.

608" AF gui yéu cau cap nhat KID va/hodc Kakma, KID nhén dugc, hodc
thong tin chi thi tht chin dén UE dua trén yéu ciu cip nhat KID vi/hoic Kakma nhan
duogc, KID, hoac thong tin chi thi thir tdim. Thong tin chi thi thir chin dugc dung dé chi
thi mot hodc nhidu viéc bat ky trong sd nhimng viéc sau day: cap nhat KID va/hogc
Kakma; tao ra KID méi va/hoidc Kakma moi; va viéc phia mang (vi du, AUSF) da cép
nhét KID va/hodc Kakma.

UE cap nhat KID va/hodc Kakma dua trén yéu cau cap nhat KID va/hodc
Kakma nhan duogc, KID nhan dugc, hodc thong tin chi thi thir chin.

Sau khi hoan tat viéc cap nhat KID, thi AUSF c6 thé giri KID méi dén AAnF,
va sau d6 AAnF chuyén tiép KID méi nay dén AF. AF giri KID méi nay dén UE aé
hoan tit viéc cap nhat KID duogc thuc hién béi UE. |

Theo cach khac, AUSF c6 thé gl yéu ciu cap nhat KID dén AAnF, AAnF
chuyén tiép yéu cau cap nhat KID nay dén AF, sau d6 AF giii yéu ciu cap nhat KID
nay dén UE, va UE hoan tit viéc cip nhat KID nho st dung yéu cAu cép nhat KID nay.

Theo cach khac, AUSF c6 thé guri thong tin chi thi thit bay dén AAnF; AAnF
tao ra thong tin chi thi thir tdm duya trén thong tin chi thi thr bay nay va guri thong tin

chi thi thir tim nay dén AF; AF tao ra thong tin chi thi thit chin dua trén thong tin chi
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thi thir tdm nay va guri thong tin chi thi thir chin nay dén UE; va UE hoan tat viéc cap
nhat KID dya trén thong tin chi thi thir chin nay.

Céc thong tin chi thi ching han nhur thong tin chi thi thit bay, thong tin chi thi
thr tam, va thong tin chi thi thir chin 1 ¢6 thé dugc bao gém trong yéu cau cép nhat
KID véa/hodc Kakma, hodc co6 thé dugc bd sung vao thong dié€p truyén thong khac. Noi
dung cta c4c thong tin chi thi nay c6 thé gidng nhau hodc khac nhau. Budc 606 va budc
607 va budc 606' dén budc 608' trén Fig.6A 13 hai cach thirc thuc hién tuy ¥, va phuong
phap & bude 601 dén bude 605 ¢ thé duoc két hop v6i phuong phap bét ky trong s6
hai phuong phép nay.

Sau khi cap nhat KID, thi sau d6 UE c6 thé khéi tao yéu cau thiét lap phién
ung dung dén AF dua trén KID mdi.

Fig.6B 1a hinh v& thé hién luu d6 cia phuong phap khac dé cap nhat KID
va/hodc Kakma theo mdt phuong 4n cia sang ché. Nhu duoc thé hién trén Fig.6B,
phuong phap nay bao gbm cac bude sau day.

611: AMF/SEAF xac dinh cap nhat 5G-GUTI cua UE. Tuy y, AMF/SEAF
cap nhat 5G-GUTI cua UE.

612: AMF/SEAF thuc hién mét hodc nhiéu hoat dong bat ky trong s6 cac
hoat dong sau day:

AMF/SEAF gui yéu ciu cap nhat KID va/hodc Kakma hodc thong tin chi thi
thtr sau dén AUSFE. Thong tin chi thi thir sau nay duge ding dé chi thi mot hodc nhiéu
viéc bat ky trong sb nhing viéc sau day: viéc AUSF cdp nhat KID va/hodc Kaxma; va
viéc 5G-GUTI ctua UE da dugc cap nhat.

AMF/SEAF khéi tao thu tuc x4c thuc so cip.

AMF/SEAF giri yéu ciu dich vu xé4c thuc dén AUSF.

AMF/SEAF giii yéu ciu cap nhat KID va/hoic Kakma hodc thong tin chi thi
thtr x dén UE. Thong tin chi thi thir x nay dugc ding dé chi thi mot hodc nhiéu viéc bat
ky trong sb nhiing viéc sau day: viéc UE cap nhat KID va/hodc Kakma; viéc UE tao ra
KID méi va/hoac Kakma mdéi; va viéc phia mang (vi du, AUSF) da cdp nhat KID
va/hodc Kaxkma.

613: AUSF cap nhat KID va/hodc Kaxma dua trén yéu ciu cap nhat KID
va/hodc Kakma nhan dugc hodc thong tin chi thi thr sau, va tao ra KID méi va/hodc

Kakma moi.
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Theo cach khac, AUSF nhan yéu cdu dich vu xac thuc dugc gui boi
AMF/SEAF, va AUSF khéi tao yéu ciu dich vu x4c thuc dén UDM, trong d6 yéu cau
dich vu x4c thyc nay dugc dung dé yéu cau thu thap vecto xéc thuec.

Khi xac dinh 1a cap nhat SG-GUTI va trude hodc sau khi cdp nhét tuy y 5G-
GUTI, thi AMF/SEAF gui yéu cau cap nhat KID va/hodc Kakma hodc thong tin chi thi
tht sau dén AUSF. AMF/SEAF c¢6 thé giri thong tin chi thi thit sdu nay nho st dung
thong diép truyén thong hién c6 gitta AMF/SEAF va AUSF, hodc AMF/SEAF c6 thé
gtri thong tin chi thi tht sdu nay nho st dung thong diép truyén thong duoc xac dinh
moi gitta AMF/SEAF va AUSF.

5G-GUTI 1a bd nhan dang luén duoc cdp nhat. Viéc st dung 5G-GUTI c6
thé giam bét viée sir dung bd nhan dang ¢b dinh cua UE dugc hién thi trong qué trinh
truyén thong, dé cai thién su bao mat. Khi 5G-GUTI dugc cip nhat thi KID ciing dugc
cap nhat. Diéu nay c6 thé ngin khong cho UE bi theo d&i nhé str dung KID, va cai thién
su bao mat truyén thong cia UE.

Tuong tu, néu AUSF cap nhat KID va/hodc Kakma, thi UE cling can cap nhat
KID va/hodc Kakma. KID & UE ¢6 thé dugc cap nhat. Nhu duoc thé hién trén Fig.6B,
tién trinh nay c6 thé bao gdm céc bude sau day.

614: Sau khi AUSF tao ra KID méi va/hoac Kaxma méi, thi AUSF giri yéu
cau cép nhat KID va/hoac Kaxma, KID méi nay, hodc thong tin chi thi thr muoi, dén
AMF/SEAF. Théng tin chi thi thir mudi nay duge ding dé chi thi mot hodc nhiéu viée
bét ky trong sd nhimg viéc sau day: cap nhat KID va/hodc Kakma; tao ra KID méi
va/hoac Kakma mai; va viec AMF/SEAF khéi tao viéc xac thuc so cép. Sau khi tao ra
KID méi va/hodc Kakma mai, thi AUSF giri KID da duoc cap nhét va/hodc Kakma da
duoc cdp nhat dén AAnF.

Theo cach khac, sau khi thu thap vecto xac thuc tirt UDM, thi AUSF gui dap
ung dich vu xéc thyc dén AMF/SEAF.

615: AMF/SEAF guii yéu cau cap nhat KID va/hodc Kaxma, KID nhéan dugc,
hodc thong tin chi thi tht mudi mot dén UE duya trén yéu ciu cap nhat KID va/hoic
Kakma nhan duoc, KID méi, hodc thong tin chi thi thlr muoi.

Theo phuong an nay, thi UE cép nhat KID va/hodc Kakma dua trén yéu ciu
cap nhat KID va/hodc Kaxma nhan dugc, thong tin chi thi thir mudi mot, hodc thong tin

chi thi th x, va tao ra KID md&i va/hodc Kakma méi. Sau khi nhan duge KID nay, thi
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UE luu gitr va st dung KID nay, va tao ra Kakxma mai.

Theo phuong 4n nay ctia sang ché, theo cach khéc thi viéc cap nhat KID c¢6
thé bao g@)m viéc cdp nhat Kakma tuong ung. Cu thé 13, sau khi AUSF hodc UE nhan
dugc yéu clu cap nhat KID, thi AUSF hoac UE cé@p nhat Kakma va/hodc KID.

Theo phuong 4n nay ciia sang ché, thi mdi de doa tlr viéc theo ddi UE 1a dugc
giam bét bang cach cap nhat KID, va su bio mat truyén thong duoc cai thién.

Phén néu trén chil yéu mo ta cac giai phap theo sang ché tir goc do su twong
tac gifta cac phan tr mang. C6 thé hidu ring theo nhitng cach thirc thyc hién néu trén,
d8 thuc hién cac chtrc ning néu trén, thi cac phan tir mang dé bao gdbm céc c4u triac phan
ctng va/hodc cac mddun phin mém twong tmg dé thuc hién céc chiic ning néu trén.
Ngudi ¢6 hiéu biét trung binh trong linh vuc 6 thé dé dang thy rang, két hop véi cac
don vi va cac budc thuat todn cia cac vi du dugc mo ta theo cac phuong an duge boc
16 trong ban md ta nay, thi sang ché c6 thé dugc thuc hién bang phéan cimg hoic t6 hop
ctia phan cting va phin mém may tinh. Viéc mdt chiic ning dugc thuc hién bang phan
ctng hay phan cimg dugc diéu khién bai phan mém may tinh 1 phu thudc vao cic ing
dung cu thé va cic rang budc thiét ké cta cac giai phap k¥ thuat. Ngudi c6 hiéu biét
trung binh trong linh vuc ¢6 thé sit dung cac phuong phap khac nhau dé thuc hién cac
chirc ning dwoc mé ta dbi voi mbi ing dung cu thé, nhung diéu nay khong duoc coi 1a
cach thirc thyce hién d6 ndm ngoai pham vi ctia sdng ché.

Theo cac phuong an cua sang ché, thi thiét bi dau cudi, phan tr mang mit
phéng diéu khién, phan tir mang chirc ning dich vy, phan tir mang chtic ning quén 1y,
hodc thiét bi mang khéc, 1a co thé dugc chia thanh cac mddun chirc ning dua trén cic
vi du vé phuong phap néu trén. Vi du, cdc mddun chirc ning nay c6 thé dugc chia dwa
trén cac chirc nang, hodc hai hodc nhiéu chirc nang co thé duoc tich hop vao mot mddun
xtt Iy. Modun tich hop nay cé thé duoc thuc hién dudi dang phén cimg, hodc c6 thé
duoc thuc hién du6i dang mddun chirc nang phin mém. Can luu ¥ rang, theo céc phuong
an cua sang ché, thi viéc chia thanh cac modun 12 mét vi du, va chi 1a cach chia theo
chirc nang logic. Khi thyc hién thuc té thi cach chia khéc c6 thé duge sir dung.

Fig.7 1a hinh v& thé hién thiét bi truyén thong 700 theo mdt phuong 4n clia
sang ché. Thiét b truyén thong 700 nay c6 thé duoc tao ciu hinh dé thuc hién phuong
phép thu thap kho4 va cac phuong an cu thé ma duge ap dung cho phén tr mang AUSF
va duge thé hién trén Fig.4A dén Fig.4F. Thiét bi nay c6 thé 1a thiét bi dau cudi hodc
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con chip ma co thé duoc tao cu hinh trong thiét bi dau cudi. Theo cach thirc thuc hién
kha thi, nhu duoc thé hién trén Fig.7, thi thiét bi truyén thong 700 bao gdm modun xir
ly 703.

Modun xit Iy 703 dugc tao cAu hinh dé thu thap khod mé neo ctia tién trinh
xac thuc va quan Iy khoa danh cho cac ng dung Kaxma va/hodc bo nhan dang khoa
KID duy nhét ctia Kaxma.

Tuy ¥, thiét bi truyén thong 700 con bao gdbm mddun nhén 701, dugc tao chu
hinh dé nhén thong diép thir nhat duge giri bdi chirc ning quéan 1y truy cdp va quan 1y
tinh di déng hoac chtirc ning moé neo bao mat (Access and Mobility management
Function/SEcurity Anchor Function - AMF/SEAF).

Modun xi Iy 703 dugce tao ciu hinh dé thu thap KID va/hodc Kakma dua trén
thong diép thir nhat.

Tuy ¥, thong diép thi nhat bao gdm KID, va mddun xtr Iy 703 duge tao cau
hinh cu thé @é: thu thap KID trong thong diép thir nhat, va/hoic tao ra Kakma dua trén
KID.

Tuy ¥, thong diép th nhét bao gdm thong tin chi thi thir nhat, va modun xir
ly 703 duogc tao cAu hinh cu thé dé tao ra KID va/hodc Kaxma dua trén thong tin chi thi
thit nhat.

Tuy v, thiét bi truyén thong 700 con bao gdm mddun giri 702, dugc tao ciu
hinh dé gui thong diép thir hai dén chirc ning quan ly dit liéu hop nhét (Unified Data
Management - UDM) dua trén thong diép thir nhat, trong d6 théng diép thir hai nay bao
gém chi thi thu thip su cho phép, chi thi thu thap su cho phép nay dugc dung dé thu
thap thong tin cho phép tht nhit cia UE, va thong tin cho phép thir nhat nay duge ding
dé chi thi rang UE c6 kha nang st dung dich vu xéc thuc va quéan ly khoa danh cho cac
ung dung (Authenticatibon and Key MAnagement - AKMA).

Modun xtt Iy 703 dugce tao cAu hinh dé: khi x4c dinh dugc réng thong tin cho
phép thtr nhét ciia UE da duoc thu thap, thi tao ra KID va/hodc Kakma.

Tuy y, modun nhan 701 duoc tao cdu hinh dé nhén thong diép thtt ba duge
gtri boi UDM, trong d6 thong diép thir ba nay bao gdm thong tin chi thi thir ba. Mddun
xur ly 703 dugc tao cAu hinh dé tao ra KID va/hoidc Kaxma dua trén thong tin chi thi thir
ba.

Tuy y, médun xtt ly 703 c6 thé 1a con chip, b6 ma hod, mach ma hoé, hodc
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mach tich hgp khac ma c6 thé thuc hién phwong phép theo séng ché.

Mbdun nhan 701 c6 thé 12 mach giao dién hodc bd thu phat.

Céc phuong phéap cu thé va cic phuong 4n dd dugc mé ta trén day, va thiét
bi 700 duge tao cdu hinh dé thuc hién phuong phép thu thap khoa twong ting véi thiét
bi du cudi. Do d6, vé& nhitng phdn mé ta cu thé ctia phuong phap thu thap khoa, va dic
biét 1a chirc ndng cia médun x1r ly 703, thi xem céc phén lién quan & phuong an twong
tmg. Céc chi tiét khong dugc mé ta lai & day.

Tuy ¥, thiét bi 700 ¢6 thé con bao gdm modun luu trit (khéng duge thé hién
trén hinh v&). Mddun luu trit nay co thé duoc tao ciu hinh dé luu gitt dir liéu va/hodc
bao hi€u. Modun luu trit nay co thé dugc ghép ndi dén médun xur ly 703, hoac c6 thé
duoc ghép ndi dén modun nhan 701 hoic modun giri 702. Vi du, mddun xtt Iy 703 c6
thé dugc tao ciu hinh dé doc dir 1iéu va/hodc bao hidu trong mddun luru trit, dé thuc hién
phuong phép thu thap khod theo cac phuong an vé phuong phép néu trén.

Tuy v, thiét bi truyén thong 700 co6 thé duoc dp dung cho phuong phép thu
thap khoa va cac phuong an cu thé ma duoc ap dung cho phan tir mang AUSF trén Fig.5,
Fig.6A, hoic Fig.6B. Cac chi tiét khéng dugc mo ta lai & day.

Fig.8 13 hinh v& thé hién thiét bi truyén thong 800 khac theo mot phuong én
cla sang ché. Thiét bi truyén théng 800 nay c6 thé duoc tao cAu hinh dé thuc hién
phwong phép thu thap khod va cac phwong an cu thé ma duge 4p dung cho phén tir mang
AMF/SEAF va duoc thé hién trén Fig.4A dén Fig.4F. Thiét bi nay c6 thé 13 thiét bi ddu
cudi hodc con chip ma c6 thé dugc tao cdu hinh trong thiét bi dau cubi. Theo cach thirc
thuc hién kha thi, nhu duge thé hién trén Fig.8, thiét bi truyén thong 800 bao gdm mddun
nhéan 801 va mddun giri 802.

Mo6dun nhén 801 duogc tao cdu hinh dé thu thap théng diép thir tw tir AUSF.

Modun gtri 802 duge tao ciu hinh dé gui thong diép thir nam dén UE dua
trén thong diép thu tu nay, dé UE thu thap KID va/hodc Kakma dua trén thong diép thir
nam nay.

Tuy ¥, thiét bi truyén thong 800 bao gdm mddun xir Iy 803, dugc tao c4u hinh
dé tao ra thong diép thi nim duya trén thong diép thir tu.

Tuy ¥, mddun giri 802 con dugce tao cu hinh dé giri thong diép thi nhit dén
AUSF, dé AUSF tao ra KID va/hoic Kakma dua trén thong diép thi nhét.

Tuy y, modun xit Iy 803 c6 thé 1a con chip, bd ma hod, mach ma ho4, hodc
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mach tich hop khac ma c6 thé thuc hién phuong phap theo sdng ché.

Modun nhén 801 c¢6 thé 1a mach giao dién hodc bd thu phat.

Céc phuong phéap cu thé va cic phuong 4n di duge mb ta trén day, va thiét
bi 800 dugc tao cAu hinh dé thuc hién phuong phap thu thap khoa twong Gmg véi thiét
bi d4u cudi. Do d6, vé nhitng phin mo ta cu thé ciia phuong phap thu thap khoa, va dic
biét 14 cac chtc ning ciia mddun nhan 801 va médun giri 802, thi xem cdc phan lién
quan & cac phuong 4n tuong tmg. Céc chi tiét khong duge mo ta lai & day.

Tuy v, thiét bi 800 c6 thé con bao gf“)m mddun Iuu trir (khong dugc thé hién
trén hinh v&). Modun luu trir ndy c6 thé dugc tao cau hinh dé luu gitt dit lidu va/hoic
bao hiéu. Modun luu trit nay ¢ thé duoc ghép ndi dén modun xir Iy 803, hodc co thé
duoc ghép ndi dén modun nhan 801 hoic modun giri 802. Vi dy, mddun xtt Iy 803 c6
thé duoc tao cAu hinh dé doc dit liéu va/hoic bao hiéu trong modun luu tri, dé thyc hién
phuong phap thu thap kho4 theo cac phuong 4n vé phuong phap néu trén.

Tuy v, thiét bi truyén thong 800 co thé duge 4p dung cho phuong phép thu
thap kho4 va cac phuong 4n cu thé ma dugc 4p dung cho phan tir mang AMF/SEAF
trén Fig.5, Fig.6A, hoidc Fig.6B. Cac chi tiét khong duoc md ta lai & ddy.

Khi modun xir Iy 703 hodc 803 1a b xuit ly, modun nhén 701 hodc 801, va
mddun giri 702 hodc 802 cAu thanh bd thu phat, thi thiét bi truyén thong 700 hoic thiét
bi truyén thong 800 theo phuong 4n nay cia sang ché c6 thé 1a thiét bi truyén thong 900
duoc thé hién trén Fig.9.

Fig.9 1a hinh v& thé hién so db cAu tric phin cing ctia thiét bi truyén thong
theo mot phuong an cia sang ché. V& ciu tric cua phan tir mang AUSF hoic
AMF/SEAF, thi xem c4u triic duoc thé hién trén Fig.9. Thiét bi truyén thong 900 bao
gdm bd xir Iy 111 va bd thu phét 112, trong d6 bd xit Iy 111 va bo thu phéat 112 nay
dugc ghép ndi dién.

Bo xtr ly 111 dugce tao cAu hinh dé thuc thi mét sb hodc tit ca trong s6 cac
chi dan chuong trinh mdy tinh trong bo nhé 113, va khi mot s6 hodc tit ca trong s6 cac
chi din chuong trinh may tinh nay dugc thuc thi, thi thiét bi nay duoc cho phép thuc
hién phuong phép theo phuwong 4n bat ki trong sd cac phurong 4n néu trén.

B9 thu phat 112 dugc tao cAu hinh dé truyén thong voi thiét bi khac, vi du,
thu thap thong di¢p tha tu tr AUSF, va gui thong diép thir ndm dén UE dua trén thong
diép thw tu nay, dé UE thu thap KID va/hoic Kaxma dua trén thong diép thir nim nay.
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Tuyy, thiét bi nay con bao gém bd nhé 113, duoc tao cAu hinh dé luu gitr cac
chi dan chuwong trinh may tinh. Tuy y, bd nhé 113 (b nhé #1) dugce dat trong thiét bi
nay, bd nhd 113 (bd nhé #2) dugce tich hgp v6i bd xir 1y 111, hodc bd nhé 113 (b nhé
#3) dugc dat bén ngoai thiét bi nay.

Cén hidu rang thiét bi truyén thong 900 dugc thé hién trén Fig.9 c6 thé 1a con
chip hodc mach. Vi du, thiét bi truyén thong 900 c6 thé 1a con chip hodc mach ma c6
thé duge bd tri trong thiét bi du cudi hodc thiét bi truyén thong nay. Theo cach khac,
b6 thu phat 112 ¢6 thé 1a giao dién truyén thong. Bo thu phét nay bao gb6m b thu va bo
phat. Nigoai ra, thiét bi truyén thong 900 c6 thé con bao gb6m hé théng buyt.

B6 xtr Iy 111, bd nhé 113, va b thu phat 112 dugc ndi qua hé théng buyt
nay. Bo xir Iy 111 duoc tao cau hinh dé thue thi céc chi din dugc luu gift trong bo nhé
113, dé didu khién bd thu phat dé nhan tin hidu va gti tin hiéu, va thuc hién céc bude
ctia thiét bi thit nhét hodc thiét bi thit hai theo phwong phép thuc hién theo sang ché. Bo
nh 113 ¢6 thé duoc tich hop vao bd xir I 111, hodc ¢b thé duge bd tri tach bigt khéi
bo xtr Iy 111.

Theo mdt cach thirc thuc hién, co thé coi ré‘mg cac chirc nang cua bd thu phat
112 1a duoc thue hién nho st dung mach thu phét hodc chip thu phat danh riéng. C6 thé
coi rang bo xt Iy 111 ¢6 thé duge thuc hién nho st dung chip xir Iy danh riéng, mach
Xt 1y, bd xtt 1y, hodc chip thong dung. B xtr ly nay cé thé 1a don vi xit Iy trung tAm
(Central Processing Unit - CPU), bd xt Iy mang (Network Processor - NP), hodc t6 hop
ctia CPU va NP. B0 xtt Iy nay c6 thé con bao gdm chip phan cing hodc bd xtt Iy thong
dung khéac. Chip phan cing nay c6 thé 1a mach tich hop chuyén dung (Application-
Specific Integrated Circuit - ASIC), thiét bi logic 14p trinh dugc (Programmable Logic
Device - PLD), hodc td hop ctia chung. PLD c6 thé 1a thiét bi logic phtc 14p trinh dwoc
(Complex Programmable Logic Device - CPLD), mang cong 1ap trinh dugc dang truong
(Field-Programmable Gate Array - FPGA), logic mang chung (Generic Array Logic -
GAL) va thiét bi logic 14p trinh dwoc khac, cdng roi rac hoic thiét bi logic tranzito,
thanh phan phén cimg roi rac, hodc td hop bét ky cua ching. B9 xtt 1y thong dung c6
thé 1a bo vi xr Iy, hoiic bd xir I nay c6 thé 12 bo xir Iy thong thuong bat ky, v.v..

Con ¢6 thé hiéu rang bo nhé duge dé cap & cac phuong 4n cia sang ché c6
thé 1a bo nhé kha bién hodc bd nhd bit bién, hodc c6 thé bao gdm bd nh¢ kha bién va

b6 nhé bét bién. Bo nhé bat bién c6 thé 1 bd nhd chi doc (Read-Only Memory - ROM),
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b6 nhé chi doc 14p trinh duge (Programmable ROM - PROM), bo nhé chi doc 14p trinh
duoc va xoa duoc (Erasable PROM - EPROM), bd nhé chi doc 14p trinh dugc va xoa
duoc béng dién (Electrically EPROM - EEPROM), hodc by nh¢ flash (b nhé chép
nhoang). B6 nhd kha bién c6 thé 1a bo nhé truy cip ngiu nhién (Random Access
Memory - RAM), dugc st dung 1am bd dém ngoai. Theo vi du khong phai 1a phan mo
t4 nhim muc dich gi6i han, thi nhiéu dang RAM c6 thé duoc st dung, vi du, RAM tinh
(Static RAM - SRAM), RAM dong (Dynamic RAM - DRAM), DRAM dong bd
(Synchronous DRAM - SDRAM), SDRAM tbc do dir liéu gip do6i (Double Data Rate
SDRAM - DDR SDRAM), SDRAM tang cuong (Enhanced SDRAM - ESDRAM),
DRAM lién két ddng bd (Synchlink DRAM - SLDRAM), va RAM c6 Rambus truc tiép
(Direct Rambus RAM - DR RAM). Cén luu ¥ ring bd nhé duoc mé ta theo sang ché 1a
nhiam bao gdm, nhung khong chi gi6i han &, cac bo nhé nay va bd nhé bat ky thudc loai
phu hop khac.

Theo mét phwong an, sang ché dé xuat phuong tién luu trit ctia may tinh, luu
gitt cdc chuwong trinh mdy tinh. Chuong trinh may tinh nay dugc dung dé thuc hién
phuong phép tuong g véi phan tir mang AUSF theo cac phuwong 4n néu trén.

Theo mot phwong 4n, sang ché dé xudt phuong tién luu trit ctia mdy tinh, luu
gift cac chuong trinh may tinh. Chwong trinh méy tinh nay dugc ding dé thuc hién
phuong phap tuong ting véi phan tir mang AMF/SEAF theo cac phuong 4n néu trén.

Theo mot phuong 4n, sang ché dé xuét san phdm chuong trinh may tinh bao
gdm cac chi dan. Khi san phdm chuong trinh mdy tinh nay chay trén mdy tinh, thi may
tinh d6 dugc cho phép thuc hién phwong phép twong tmg véi phan tir mang AUSF theo
cac phuong an néu trén.

Theo m6t phuong 4n, sang ché dé xuét san phdm chuong trinh méy tinh bao
gdm cac chi din. Khi san phdm chuong trinh may tinh ndy chay trén mdy tinh, thi may
tinh d6 dugc cho phép thuc hién phwong phép twong tng vdi phan tir mang AMF/SEAF
theo cac phuong an néu trén.

Can hidu ring c4c s6 tudn tu ctia cac tién trinh néu trén khong c6 nghia 1a cac
trinh tu thyc hién theo cac phuong an khac nhau cua sang ché. Cac trinh tu thuc hién
cla céc tién trinh d6 1a dugc xac dinh dua trén cac chirc ning va logic ndi tai cia cdc
tién trinh d6, chir khong duogc hiéu 1a giéi han nao dbi voi cac tién trinh thuc hién theo

cac phuong an cia sang ché.
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Dua vao cac vi du dugc mé ta & cac phuong an dugce boc 10 trong ban mo ta
nay, thi ngudi c6 hiéu biét trung binh trong linh vuc c6 thé thay ring cac don vi va cac
buée thudt toan 12 c6 thé duoc thuc hién biang phin clng dién tir, hoic to hgp ctia phin
mém may tinh va phan cing dién tir. Viéc cic chirc ning nay dugc thuc hién bang phan
ctng hay phan mém 12 phu thudc vao cac tng dung cu thé va cic rang budc vé thiét ké
clia cac giai phap k§ thuat. Nguoi c6 hiéu biét trung binh trong linh vuc c6 thé str dung
cac phuong phap khac nhau dé thire hién cac chirc nang duge mo ta d6i voi mdi tng
dung cu thé, nhung didu nay khong duoc coi 1a cach thire thuc hién d6 ndm ngoai pham
vi clia sang ché.

Ngudi ¢6 hidu biét trung binh trong linh vuc c6 thé hiu r6 rang, dé cho viéc
mo ta duoc thudn tién va phin mé ta duoc ngin gon, thi qua trinh hoat dong chi tiét clia
hé thong, thiét bi, va don vi néu trén 1a c6 thé duge tim thay & qua trinh twong g theo
cac phwong 4n vé phuong phap néu trén, va cac chi tiét khong dugc md ta lai & day.

Theo mdt sb phuong 4n dugc cung cip trong don niy, thi can hiéu ring hé
théng, thiét bi va phuong phap duoc bdc 16 1a co thé dugc thuc hién theo nhitng cach
khac. Vi du, phuong 4n vé thiét bi duge mo ta chi 1a mot vi du. Vi du, viéc chia thanh
cac don vi chi 1a céach chia theo chirc nang logic, va c6 thé 1a cach chia khac khi thuc
hién thyc té. Vi du, nhidu don vi hodc thanh phan c6 thé dugc két hgp hodc duge tich
hop vao hé théng khéc, hodc mot s6 dau hiéu c6 thé duge bo qua hoac khong dugce thuc
hién. Ngoai ra, nhitng su ghép ndi voi nhau hodc nhitng su ghép ndi trie tiép hodc cac
két ndi giao tiép ma da dwoc thé hién hodc dugc mo ta néu trén 14 c6 thé dugce thyc hién
thong qua mot sd giao dién. Nhiing sw ghép ndi gian tiép hoic cac két nbi giao tiép d6
gilra cac thiét bi hodc cac don vi 1a c6 thé dugc thuc hién vé mit dién t, co hoc, hodc
cac dang khéc.

Céc don vi ma duoc mb ta dudi dang cac bd phan riéng 1& thi c6 thé 1a hoic
khong phai 1a riéng r& v& mat vat 1y, va cac bd phan ma duge thé hién dudi dang cac
don vi thi ¢6 thé 1a hodc khong phai 1a cac don vi vat ly, ¢ thé dugc dat tai mot vi tri,
hodc c6 thé dugce rai rac trén nhiéu don vi mang. Mot s6 hodc tat ca trong sb cac don vi
nay co thé duoc chon dua trén cac yéu cAu thue té dé dat dugce cac muc dich cua cac
giai phép theo cac phuong &n nay.

Ngoai ra, cac don vi chirc nang theo cac phuong an cua sang ché 1a c6 thé

dugc tich hgp vao mot don vi xir 1y, hodc mdi trong s6 cac don vi ndy c6 thé ton tai mot
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minh v& mit vat 1y, hodc hai hay nhiéu don vi dugc tich hop vao mot don vi.

Khi céc chire nang nay dwoc thuc hién dudi dang don vi chirc ning phin mém
va dugc ban hodc dugc sir dung dudi dang san pham ddc 14p, thi cac chitc ning niy c6
thé duoc lwu gift trén phuong tién luu trit doc duge bing may tinh. Dya trén cach hiéu
d6, thi cac giai phap k¥ thuét theo sang ché, hodc phin dong gép vao cong nghé thong
thuong, hodc mot sb trong sb cac giai phap k¥ thuat nay, 1a c6 thé dugc thuc hién dudi
dang san phdm phan mém. San phim phan mém mdy tinh ny duge luu gift trén phuong
tién Iuu tr¥, va bao gém mot s6 chi dAn dé chi d4n cho thiét bi may tinh (c6 thé 1a may
tinh c4 nhan, may chu, hodc thiét bi mang) thuc hién toan bd hodc mot sb trong sb cac
budc cia cac phuong phap da dugc mo ta theo cac phuong an cua sang ché. Phuong
tién Iuu trit néu trén bao gdm phwong tién bat ky ma c6 thé luu gitt ma chuong trinh, vi
du, 6 dia flash (6 dia chép nhoang) USB (Universal Serial Bus - buyt ndi tiép van ning),
dia cting thao ra dugc, bd nhd chi doc (Read Only Memory - ROM), bd nhé truy cép
ngiu nhién (Random Access Memory - RAM), co c4u dia tir, hodc dia quang.

Phén m6 ta néu trén chi 14 nhimg cach thirc thuc hién cu thé clia sang ché chir
khong nham gi¢i han pham vi bao hd ciia sang ché. Bt ky phuwong an bién thé hodc
phuong 4n thay thé nao ma ngudi c¢6 hiéu biét trung binh trong linh vuc c6 thé tao ra
trong pham vi k¥ thudt dugc bdc 10 cua sang ché thi cling nam trong pham vi bao ho
cua sang ché. Do dé, pham vi bdo ho cua sang ché 1a pham vi bao hd cua céac diém yéu

cau bao ho.
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YEU CAU BAO HO

1. Phuong phap thu thap khod, trong d6 phuong phap nay bao gdm cac budc:

gui, boi chirc nang may chi xac thue, thong diép yéu cau dich vu xac thyc dén
chirc nang quan 1y dir liéu hop nhit;

nhén, bdi chitc nang may chi xac thuce, thong diép dap timg dich vu xéc thuc duge
gt boi chiic ndng quan ly dit 1iéu hop nhét, trong do6 thong diép dap tmg dich vu xac
thuc nay bao gdm thong tin cho phép thw nhét, va théng tin cho phép thir nhat nay dugc
dung dé chi thi tao ra khod Kaxma danh cho thiét bi ngudi ding (User Equipment - UE);

tao ra, boi chirc nang may chu xac thuc dap lai thong diép dap tmg dich vu xac
thue, Kakma va bd nhan dang khoa (Key IDentifier - KID) tuwong tmg véi Kakma, dua
trén thong tin cho phép thir nhit; va

gui, boi chirc nang may chu xac thuc, Kaxma duge tao ra va KID duoc tao ra dén

chirc ndng moé neo xac thuc va quan 1y khoa danh cho cac img dung.

2. Phuong phap theo diém 1, trong d6 budc tao ra, béi chirc ning may chu xéc thyec,
KID 14 bao gébm budc:

tao ra, boi chirc ndng may chu xac thyc, KID dya trén thong tin dinh tuyén, bd
nhan dang cia UE, va bd nhan dang mang di dong dét lién cdng cong (Public Land

Mobile Network IDentifier - PLMN ID).

3. Phuong phép theo diém 2, trong d6 bd nhan dang cia UE 1a bd nhéan dang dang ky
c¢b dinh (SUbscription Permanent Identifier - SUPI).

4. Phuong phép theo diém 1, trong d6 bude tao ra, boi chirc ndng may chu xéac thuc,
Kakma 14 bao gdm budc:
tao ra, boi chirc nang may chu xac thue, Kakva dua trén khoa Kausr va bd nhan

dang ctua UE.

5. Thiét bi thu thap kho4, trong d6 thiét bi nay bao gém:
b6 thu phat, duoc tao cdu hinh dé: giri thong diép yéu cau dich vu xéc thuc dén

chtrc nang quan ly dir liéu hgp nhét; va nhan thong diép dap tmg dich vu xéc thue duoc
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gl béi chirc nang Quén Iy dir liéu hop nhét, trong d6 thong diép dép ting dich vu xdc
thuc nay bao gdm thong tin cho phép thir nhét, va thong tin cho phép thir nhit nay dugc
dung dé chi thi tao ra khoa Kaxma danh cho thiét bi ngudi ding (User Equipment - UE);
va

b x1t ly, dugc tao cAu hinh dé tao ra, dap lai thong diép dap Gng dich vu xéac thuc
nay, Kakma va bd nhan dang khoa (Key IDentifier - KID) twong tng véi Kakma nay,
dua trén thong tin cho phép thir nhét, trong d6

bd thu phat con duogc tao cAu hinh dé giri Kaxma duoc tao ra va KID duogc tao ra

dén chirc ning mo neo xac thuc va quan Iy khoa danh cho céc tng dung.

6. Thiét bi theo diém 3, trong d6 bo xt ly dugc tao cAu hinh cu thé dé tao ra KID dua
trén thong tin dinh tuyén, b6 nhan dang cia UE, va bd nhan dang mang di dong dét lién

cong cdng (Public Land Mobile Network IDentifier - PLMN ID).

7. Thiét bi theo diém 6, trong d6 bd nhan dang ctia UE 13 bd nhan dang ding ky c¢b dinh
(SUbscription Permanent Identifier - SUPT).

8. Thiét bi theo diém 5, trong d6 b xir ly duoc tao c4u hinh cu thé dé tao ra Kaxwma dua

trén khoa Kausr va bd nhén dang cia UE.

9. Phurong phap thu thap khoa, dugc 4p dung cho chirc ndng quén ly truy cdp va quan
ly tinh di dong hodc chirc nding md neo bao mat, trong d6 phuong phéap nay bao gém
cac budc:

giri thong diép thir nhit dén chirc nang may chi x4c thuc, trong d6 thong diép thir
nhét nay duoc str dung boi chirc nang may chu xac thuc dé giri thong diép thit hai bao
gdm chi thi thu thap su cho phép dén chiic ning quan 1y dit liéu hop nhat va thu thap
thong tin cho phép thir nhét dé tao ra khoa Kakma va b nhan dang khoa (Key IDentifier
- KID) tuong ting v6i the Kakma;

thu thdp thong diép thir tu tir chtic ndng may chu xac thuc; va

tao ra thong diép thir nam dua trén thong di¢p tht tu nay, va gui thong diép thi

nim nay dén UE, dé UE thu thap KID va/hodc Kakma dua trén thong diép tht nim nay.
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10. Phuong phép theo diém 9, trong d6 thong diép thir nam bao gdm KID, va duoc ding
dé cho phép UE thu thap KID trong thdng diép thir ndm, va/hodc tao ra Kakma dua trén
KID.

11. Phuong phap theo diém 9, trong d6 thong diép thir nim bao gbm thong tin chi thi
thtr ndm, va thong tin chi thi thir nam nay dugc dung dé chi thi cho UE tao ra KID

va/hodc Kakma.

12. Phuong phép theo diém bét ky trong s6 cac diém tir 9 dén 11, trong d6 trude khi
thong diép thir tv duoc nhén, thi phuong phap nay con bao gdm bude:
giri thong diép thir nhit dén chiic ning mdy chu xac thuc, dé chirc ning may chu

xdc thuce tao ra KID va/hodc Kakma dya trén thong diép thi nhét.

13. Thiét bi truyén thong, trong d6 thiét bi nay bao gom it nhat mot bo xir Iy, va it nhét
mot bo xitr Iy ndy duge ghép ndi dén it nhdt mot bd nhd; va

it nhit mot bd xir Iy nay duogc tao ciu hinh dé thuc thi cac chwong trinh may tinh
hodc céc chi din duoc luu gii trong it nhit mot bo nhé nay, dé cho phép thiét bi nay

thwe hién phuong phap theo diém bt ky trong s6 cac diém tir 9 dén 12.

14. Phuong tién luu trit doc duogc béng may tinh, dugc tao cAu hinh dé lvu gilt cac chi
dan, trong d6 khi cac chi dAn nay dugc thuec thi, thi phuong phap theo diém bat ky trong

sO cac diém tur 1 dén 4 duoc thuc hién.

15. Phuong tién luu trit doc duoc béng may tinh, duoc tao cAu hinh dé luu giflt cac chi
dan, trong d6 khi cac chi din nay duge thuc thi, thi phuong phép theo diém bt ky trong

s6 cac diém tir 9 dén 12 duoc thuc hién.

16. Phuong phap thu thap khoa, tfong d6 phuong phap nay bao gdbm cac budc:

guri, boi chitc nang may chu xac thue, thong diép yéu cAu dich vu xé4c thuc dén
chtre ning quan ly dit liéu hop nhat;

giri, boi chire nang quan 1y dir liéu hop nhat, thong diép dap tmg dich vu x4c thuc

dén chirc nang may chu x4c thuc, trong d6 thong diép dép tng dich vu x4c thuc nay bao
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gbm théng tin cho phép tht nhit, va thong tin cho phép thir nhat ndy dugc ding dé chi
thi tao ra khod Kaxma danh cho thiét bi nguoi ding (User Equipment - UE);

tao ra, boi chirc nang may chu xac thuc dap lai thong di€p dap Gng dich vu xac
thuc, Kakma va b0 nhan dang khoa (Key IDentifier - KID) tuwong Gng v6i Kakma, dua
trén thong tin cho phép thtr nhét; va

gui, boi chitc nang may chu xac thue, Kaxma dugce tao ra va KID duoc tao ra dén

chirc ndng mé neo xac thuc va quan ly khoa danh cho cac tmg dung.

17. Phuong phap theo diém 16, trong d6 budc tao ra, boi chitc nang méay chi xéc thyc,
KID 14 bao gém budrc:

tao ra, bdi chirc nang may chi xéac thyc, KID dya trén thong tin dinh tuyén, bo
nhan dang cia UE, va by nhan dang mang di dong dét lién cong cong (Public Land

Mobile Network IDentifier - PLMN ID).

18. Phuong phap theo diém 17, trong d6 bd nhan dang ctia UE 1a bd nhan dang ding ky
¢d dinh (SUbscription Permanent Identifier - SUPI).

19. Phuong phap theo diém 16, trong d6 bude tao ra, bsi chirc nang may chi x4c thyc,
Kaxma 12 bao gdbm bude:
tao ra, béi chirc nang may chu xac thuc, Kakma dua trén khod Kausr va bd nhan

dang cia UE.

20. Phuong phap theo diém bat ky trong sb cac diém tir 16 dén 19, trong d6 truée bude
giri, béi chirc ndng may chu xé4c thue, thong diép yéu cau dich vu xéc thuc dén chirc
ning quan 1y dit liéu hop nhét, thi phwong phép nay con bao gom budc:

nhan, bdi chlrc nang may chu xac thyc, yéu cau dich vu xéc thuc duoc giri bai chirc

nang mo neo bao mat.
21. Phuong phap theo diém 20, trong d6 phwong phap niy con bao gbm budrc:

giri, bdi chire nang may chu xac thuc, dap ing dich vu xac thue dén chirc nang mo

neo bao mat.
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22. Hé thdng thu thap khoa, trong d6 hé théng nay bao gom:

chirc ning may chi xac thuc duge tao cdu hinh dé gui théng diép yéu cau dich vu
x4c thue dén chirc nang quan ly dit liéu hop nhét, trong d6

chirc nang quan ly dit liéu hop nhét dugc tao cAu hinh dé giri théng diép dap tng
dich vu xéac thuc dén chirc nang may chu xac thyc, trong d6 thong diép dap ing dich vu
xac thue nay bao gdm thong tin cho phép thir nhét, va thong tin cho phép thir nhét nay
dwgc dung dé chi thi tao ra khod Kakma danh cho thiét bi ngudi ding (User Equipment
-UE); va

chtrc ndng may chu xac thuc con dugc tao cAu hinh dé: tao ra, déap lai thong diép
dap ung dich vu xéac thyc nay, Kaxma va bd nhan dang khoa (Key IDentifier - KID)
trrong tng véi Kakma nay, dua trén thong tin cho phép thir nhit; va giri Kakma duoc tao
ra va KID dugc tao ra dén chirc ning mé neo xéac thuc va quan ly khoa danh cho céc

ung dung.

23. H¢ théng theo diém 22, trong d6 budce tao ra KID 1a bao gém budc: tao ra KID dua
trén thong tin dinh tuyén, bd nhan dang ctia UE, va bo nhan dang mang di dong dét lién

cong cong (Public Land Mobile Network IDentifier - PLMN ID).

24. Hé théng theo diém 23, trong d6 bo nhan dang ctia UE 1a bo nhan dang dang ky cb
dinh (SUbscription Permanent Identifier - SUPI).

25. Hé théng theo diém 22, trong d6 budc tao ra Kaxma 1a bao g@)m budc: tao ra Kaxma

dua trén khoa Kausr va bd nhan dang cia UE.
26. Hé thdng theo diém bét ky trong s6 cac diém tir 22 dén 25, trong d6 chitc nang may
chu xéc thuc con duoc tao cAu hinh dé nhan yéu cau dich vu xac thuc dugc gtri bdi chire

nang mo neo bao mat.

27.Hé théng theo diém 26, trong d6 chirc nang may chu xac thuc con duoc tao cAu hinh

dé gui dap ung dich vu xac thuc dén chitc ndng mé neo béo mét.
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