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Linh vuc k§y thuit dugc dé cip

Sang ché dé cap dén phuong phap tu dong phat hién va sira chita tmg dung 18i nhim
dam bao tinh sdn sang cho c4c dich vu trén nén ting 4o hoa. Cu thé, phuong phap dugc dé cap
trong sang ché duoc ng dung trong cac dich vu a0 hoa sir dung may ao thudc ha tang 4o héa
dién toan dam may, dé tu dong phat hién khi ing dung bi 181, tim nguyén nhén 13i tir d6 thuc
hién bién phap stra chita phu hop giap khéi phuc ung dung hoat dong binh thudng tré lai,
nhim dam béo tinh sin sang cho dich vu 40 hoa. Sang ché dugc tng dung trong hé thong quan
1y va diéu phoi cac chirc ndng mang da dugc 4o hda thudc linh vuc cong nghé thong tin.

Tinh trang k§ thuét ciia sing ché

Pé trién khai dich vu trén nén tang 40 hoa st dung may ao, cac td chirc phat trién
thuong stt dung céc nén tang hay phan mém cung cap cac chitc nang d€ xay dung va quén ly
co sO ha tang 4o hoa. Cac nén tang nay cung cap co s& ha tang nhu mot dich vu, cho phép ciu
hinh va quan Iy mot lwong 1on tai nguyén dién toan, luu trit va mang. Ho s& st dung cac nén
tang ndy dé tao cac may 4o véi tai nguyén phu hop, cAu hinh va cai dit cac dich vu trén may
40, quan ly cac thanh phan lién quan trong co s& ha tang 4o héa, ddm bao cho dich vu chay 6n
dinh trén moi trudng may ao.

Hién tai, cac dich vu trén nén tang a0 héa st dung may 4o dang duoc trién khai va quan
ly bé1 hé thong dieu phoi quan ly vMANO (trong d6, vVMANO (Management and
Orchestration) 1a nén tang 40 hdéa chitc nang mang do d6i ngii k¥ su du an NFV (Network
Function Virtualization - nén tdng 4o hoa chirc nang mang) thudc trung tim OCS (Online
Charging System - H¢ thong tinh cudc theo thoi gian thuc) phat trién véi muc dich:

- Cho phép ngudi van hanh trién khai va quan Iy giam sat cac dich vu trén nén tang

a0 hda st dung may ao;

- Quan ly cac thong tin cta cac thanh phan trong ha tang 4o héa, giam sat hiéu nang

va trang thai cac thanh phan theo thoi gian thuc.

Do co ché quan Iy may 4o ciia cac nén tang quéan 1y co s ha tang 4o hoa dién toan dam
may néi chung c6 diém tuong dong Ia st dung mot tép khéi tao ban dau chira cac 1énh cua
nguoi dung va dugc chay ngay sau khi tao may 4o, thong thudng t€p nay s& duoc s dung dé
chay céac 1énh kiém tra tai nguyén ctia may a0 dé sin sang va cai dit cac g6i phan mém co ban
phuc vu cho viéc chay ng dung chinh. Sau do, néu mudn thue hién cac 1énh khac, can phai
truy cap vao may 4o va thuc hién thi cong. Ngoai ra, may ao ciing c6 mot sd dic trung nhu
thot gian tao, tat, bat hodc khai dong lai kha 1au do chira toan bd tai nguyén bao gf)m hé diéu

hanh, bd x Iy, bd nhg, b cung, mang,... nhu mot may tinh hoan chinh, do vay khi g dung
1
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bi 181, mudn thuc hién tu dong sira 181 chi co thé sir dung cach tao lai hodc khoi dong lai may
4o, gdy lang phi thoi gian va kém hiéu qud, khong giai quyét duoc triét dé tham chi khong sira
duoc 161 vi khong biét nguyén nhan chinh xac.

Tu nhitng 1y do trén, trong hé théng diéu phdi quan Iy vMANO dang trién khai Va quan
ly cac tng dung v6i md hinh sit dung Gng dung trung gian lam nhi€ém vu nhan yéu cau tir hé
théng quan Iy diéu phbi d€ thuc thi céc 1énh trén may 4o, thyc thi cac hanh dong bat, tat, khoi
dong lai ung dung, glao tiép véi u’ng dung, thu thap va gui cac thong tin can thiét vé tmg
dung, may 4o cho hé théng quan ly diéu phdi. Cu thé md hinh trién khai tmg dung dutcc mo ta
& hinh 1. Dé trién khai va quan ly tng dung, hé théng diéu phdi quan 1y s& yéu cau nén ting
quéan 1y ha tang 40 héa tao méay do trén may chu vat ly, sau do cal dat ung dung trung gian trén
may 4o. Ung dung trung gian sau khi bat thanh cong s& lam ciu ndi nhan yéu cau tir hé thong
quén Iy diéu phdi dé thuc thi cac hanh dong d6i v6i tng dung.

, \Sau khi trién khai dich vu xong,~de’1m bao dich vu chay c;)n‘ dinh ciing 13 nhi€ém vu cép
thiét can thuc hién. Viéc dam bao tinh san sang cho dich vu trén nén téng 40 hoéa 1a mot nhiém
vu quan trong hang dau cia cac td chirc hodc doanh nghiép cung cap dich vu, diéu nay dam
béo rang dich vu dugc cung cap mdt cach lién tuc va hiéu qué, dap tmg duoc nhu cau cia
khach hang Pé lam duogc diéu dé, cac to chuc thuo’ng ap dung cac bién phap nhu kiém tra va
bao tri phan cimg dinh ky, sia 16i va nang cap phan mém, gidm sat cac thanh phan trong ha
tang 40 hoa, glam sat hoat dong ctia tmg dung bang cac cong cu hodc hé thong giam sat tir d6
xtr Iy khi ¢6 van dé. Cac bién phap ndy thong thuong dugc nhiing nguoi van hanh va bao tri
hé thong thuc hlen mot cach thu coéng, dinh ky. Mac du cach lam nay cé thé phong ngua va
g1a1‘ quyét cac van dé xay ra lam anh huéng tinh sin sang cua dich vy, tuy nhién van ton tai
nhiéu khé khan va nhuge diém:

- D& bi thiéu hodc sai s6t trong qua trinh kiém tra va bao tri cac thanh phan hé thong
do thuc hién thu coéng, cung voi viéc thuc hién dinh ky dé dan dén nhiing 16i khong
dugc phat hién kip thot

- Nguoi van hanh khong phai lac nao cling ¢ thé truc tiép theo ddi giam sat hé thong
24/7, ¢6 nhimg thoi diém chi nhan thong bao qua tin nhén, email,... dan téi 16i c6
thé bi phat hién mudn néu khong dé y. Ngoai ra, viéc tim nguyén nhén va khic phuc
sau khi phat hién 15i khong phai lic nao ciing duoc thyc hién nhanh chong, dé dang
va kip thoi, nhat 1a vao ban dém khi nguoi co thé xir 1y van dé c6 thé can mot
khoéng thoi gian dé di chuyén dén noi c6 thé truy cap hé thong ké tir lic nhén thong
béo 18i. Dé tim nguyén nhén 13i ciing khong don gian, thudng yéu cau nguoi co
kinh nghiém, phai thuc hién timg budc kiém tra timg thanh phan, gay mat thoi gian
va cong stc, anh hudng t6i tinh sin sang cta dich vu néu khong tng ciru kip thoi.

Do d6, can mot phuong phap tw dong phat hién va sira chita khi tmg dung bi 16 dé dam

bao:
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- Tu dong phat hién khi ing dung xdy ra 16i nhanh chéng trong thoi gian ngin tir cac
d4u hiéu két n6i tmg dung thit bai ma khong can giam sat ctia con ngudi

- Xéc dinh dwoc chinh x4c thanh phan bi 15i va tim ra nguyén nhan goc 1é gay 13i tng
dung

- C6 bién phap stra chita twong tmg véi nguyén nhan 16i giap cho tng dung hoat dong
binh thudng tré lai, dm bao tinh sin sang cho dich vu

Ban chét ky thudt cia sang ché

Muc dich ciia sang ché 1 dé xuat phwong phap tw ddng phat hién va sira chita tmg dung
18i trén nén tang 4o héa st dyng may a0 nham dam bao:

- Tu dong phat hién 15i: c6 tién trinh kiém tra va tw dong phat hién khi ing dung xay
ra 16i nhanh chong trong thoi gian ngén cho phép tir cac dau hiéu két ndi tmg dung
thit bai ma khong can giam sat cia con ngudi

- Tim dugc nguyén nhan gdc gy ra 18i: boc tach va kiém tra timg thanh phan, x4c
dinh duogc chinh x4c thanh phan bi 16i va tim ra nguyén nhan goc ré gay 16i tmg
dung

- Tu dong stra chita khic phuc 15i: véi mdi truong hop 16i thuc hién cac hanh dong
duoc hd trg da khai bao tir trude nham gitp cho tmg dung hoat dong binh thuong
trd lai, dam bao tinh san sang cho dich vu

Tét ca cac hanh dong trén déu duogc thuc hién tu dong, do d6 giai quyét duoc nhiing
kho khan va nhuoc diém ciia cach 1am truyén thong dé cap trong phan tinh trang k¥ thuat,
giam bt cong sirc bo ra cho ngudi van hanh hé thong, dong thoi dam bao tinh san sang ciia hé
théng tai moi thoi diém, ké ca khi khong c6 su giam sat truc tiép ctia nguoi van hanh.

Pé dat duoc muc dich néu trén, sang ché s& thuc hién céc bude cu thé nhu sau:

Budc 1: xdy dung cau trac dit lidu luu trit cac thong tin ciia ing dung lién quan téi phat
hién va stra chita 15i.

Xay dung cAu trac dit lidu lién quan dén phat hién 181 va cau trac dit liéu lién quan dén
sita chita 16i. CAu trac dit liéu lién quan dén phat hién 13i s& luu trit thong tin két nbi t6i Gng
dung, cach thic kiém tra img dung hoat dong va trang thai timg dung hién tai. Cau trac dit liéu
lién quan dén sira chita 16i luu trit ciu hinh cAc hanh dong sta chita twong tmg véi timg
nguyén nhan 16i.

Budc 2: theo dbi hoat dong bat thuong ciia ing dung.

Thuc hién kiém tra trang thai ctia ing dung dinh ky bang cach giri yéu cau kiém tra st
khoe t6i tmg dung, tmg dung hoat dong binh thudng phai giri phan hoi lai d x4c nhan. Néu
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ung dung khong phan hdi sau mdt s6 lwong chu ki nhét dinh da cau hinh, timg dung bi coi 14
161.

Budc 3: tim nguyén nhan goc gay 13i tmg dung.

Thu thap thong tin, trang thai cta cac thanh phan c6 lién quan, kiém tra trang thai cia
timg thanh phan tir d6 x4c dinh thanh phan bi 16i va nguyén nhan gy 16i.

Budc 4: thuc hién cac hanh dong stra chita ing dung theo cAu hinh.

Sau khi d3 tim ra nguyén nhan 16i thuc hién kiém tra dit liéu 4nh xa giita nguyén nhan
15i va hanh dong tuong (mg da cAu hinh & budc 1. Hé théng didu phdi quan ly 14y cac hanh
dong twong ng va thuc hién cac hanh dong lan luot.

M ta vin tit cac hinh vé

Hinh 1: m6 hinh trién khai img dung sir dung may 4o;

Hinh 2: so d6 cac budce xac dinh nguyén nhin 15i;

Hinh 3: c4c budce thuc hién cua phuong phap dugc dé cap.

M3 ta chi tiét sang ché

Muc dich cta sang ché 1a dé xuat phwong phép tu dong phat hién va sita chira img dung
15i trén nén tang ao héa st dung may 4o. Tién dé dé thuc hién phuong phap nay 1 hé théng
phai ¢ thong tin cta dich vu va cac img dung cAu thanh dich vu dang chay trén cic may 4o.
Coi mét dich vu chay trén nén tang ao hoa s€ dugc cAu thanh tir mot hodc nhiéu ung dung con,
¢6 chitc niang nhu nhau, moi tmg dung 12 mot thuc thé cua dich vu va dugc chay trén mot may
40. Cac thong tin nay sé dugc luu trit dudi dang danh sach céc ban ghi trong co s¢ dit li€u trén
b cimg bang ngdn ngit 1ap trinh. Muc dich luu trit thong tin img dung dé biét duoc tmg dung
hién tai duoc trién khai trén mdy 40 nao, st dung tai nguyén nao. Dit tén dir li€u nay la
DICH_VU (dich vu). Ban ghi DICH_VU thudng c6 c4u triic nhu sau:

TEN TRUONG | KIEU DU LIEU Y NGHIA
Dinh danh dich vu |Chudi ki tu Dinh danh cta ban ghi dich vu trong co s& dit
liéu
Tén dich vu Chudi ki tu Tén cua dich vu
Danh sach tmg [Danh sach  ddi | Danh sach thong tin cia cac ing dung con cua
dung da bat tugng dich vu da dugc bat
> Pinh danh tmg |Chudi ki tu Dinh danh cta tng dung con cia dich vu
dung
> Pinh danh may |Chudi ki tu Dinh danh may 4o ma tng dung dang chay
ao hién tai

4
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TEN TRUONG | KIEU DU LIEU Y NGHIA
> Pinh danh may |Chudi ki tu Dinh danh may chu vat ly ma may 4o cla Ung
chu vat ly dung dang chay
> Danh sach théng | Danh  sach  d6i | Danh sach chira thong tin cac dai mang ma
tin dai mang tugng ung dung st dung dé két ndi
>> Pinh danh dai | Chudi ki tu Pinh danh cta dai mang
mang
>> Pia chi IP Chudi ki tu Dia chi IP thuoc dai mang

>> La dai mang su
dung giao tiép hé
théng diéu phdi
quén ly

Kicu dung sai

Liéu dai mang nay c6 phai 1a dai mang su
dung @& giao tiép véi hé théng dicu phdi quan
1y hay khong, dong nghia véi viée dia chi IP s&
dung lam dia chi giao tiép.

Ding;: st dung dia chi IP dé giao tiép hé thong
diéu phdi quan Iy
Sai: khong st dung dia chi IP dé giao tiép hé

théng diéu phdi quan 1y

Ung dung khi hoat dong binh thuong thong thuong s& thuc hién cac cong viéc lan luot
1a nhan yéu cau tir may khach, xir 1y yéu cdu va phan hoi két qua vé cho may khach. Ngoai
cac chie nang lién quan dén nghiép vu cu thé cua timg ung dung, yéu cau mdi tmg dung phai
thiét ké mot chirc ning cho phép nhan yéu cau kiém tra trang thai va tra vé trang thai hién tai
ctia né, phuc vu cho muc dich giam sat tng dung. Tir d6 ta c6 thong tin vé dudng dan goi vao
tmg dung dé kiém tra trang thai. Ngoai ra ban than mdi tmg dung cua dich vu chay trén may
40 ¢ cau hinh tng dung, mot so thong tin nhu chay trén cong nao, st dung giao thuc gi,
nhitng thong tin nay su dung trong viéc kiém tra phat hién 16i ing dung va di c6 sén trudc khi
chay tng dung. Cac thong tin nay s€ duge st dung & cac bude tiép theo.

Véi tién dé nhu trén, phuong phéap tw dong phat hién va sta chita tmg dung 151 ma sang
ché dé xuit bao gém céc budc thuc hién tuan ty nhu sau:

Budc 1: xay dung cau tric dit liéu luu trit cic thong tin cua Gng dung lién quan t6i phat hién
va sira chita 16i.
Ta chia thanh 2 budc nho hon nhu sau:

- BI.1: xay dung céu tric dif liéu luu trit théng tin phat hién 16i
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Céu tric dit liéu nay s€ luu trit thong tin két ndi téi trng dung, cach thirc kiém tra ung
dung hoat dong. Nhitng thong tin dé két ndi t6i tng dung di trinh bay & tién dé bao gom:
cdng két ndi ung dung, giao thirc st dung, dudng dan kiém tra trang thai tng dung. Nhiing
thong tin vé cach thirc kiém tra ung dung hoat dong cling duoc c4u hinh.

Cac thong tin nay duoc luu trit dudi dang cac ban ghi trong co s& dit li€u, dit t€n clu
trac dit liéu nady 14 THONG_TIN PHAT HIEN_LOI (thong tin phat hién 161), ngudi van
hanh hé thong s& cau hinh cc thong tin nay trude khi ing dung dugc bat trén may ao. Cu thé

nhu sau:

TEN TRUONG KIEU DU LIEU Y NGHIA
Pinh danh dich vu Chudi ki tu Pinh danh cua dich vu can kiém tra
DPinh danh ting dung Chudi ki tur Dinh danh ctia Ung dung con cia

dich vu can kiém tra

Thong tin két ndi tmg | Doi tuong Céc thong tin dé két ndi tmg dung
dung
> Puodong dan kiém tra | Chudi ki tw Pudng dan dé hé thong giam sat goi

trang thai img dung

té1 ung dung dé kiém tra trang thai

> Cong két ndi tmg dung

S6 nguyén duong

Cong ma tmg dung chay

> Giao thirc sir dung Chudi ki tu Giao thirc ung dung su dung. La
mot trong cac loai sau:
- http
- https
Thong tin cach thirc kiém Déi tuong Théng tin vé cach thirc kiém tra img

tra ung dung

dung

> Chu ky kiém tra

S6 nguyén dwong

Chu ki kiém tra img dung

> Thoi gian chd phan hoi

S6 nguyén duong

Thoi gian t6i da cho nhan phan hoi
tu ung dung sau khi gui yéu cau
thanh cong

> S6 1an dé ra quyét dinh | S6 nguyén duong S6 1an kiém tra that bai lién tiép t6i

tmg dung 16i da dé quyét dinh chuyén trang thai
tmg dung thanh 13i

S6 1an 13i lién tiép S6 tu nhién S6 1an kiém tra that bai lién tiép

Trang thai ing dung hién
tai

Kieu ding sai

Ung dung c6 dang hoat dong binh
thuong hay khong:
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bing: tng dung hoat dong binh
thuong

Sai: ing dung bi 161

- B1.2: X4y dung cau triac dit liéu luu trit thong tin nguyén nhén 161 va cach stra chita

Sang ché dé xuat dinh nghia cac nguyén nhan 161 c¢6 thé xuat hién va cac cach sira chita
duoc hd tro phu hop véi nén tang ao hoéa st dung may 4o. Voi mdi nguyén nhén 151, nguoi
van hanh s& ciu hinh mot danh sach hanh dong sé& thuc hién twong ing dé stra chita, cac hanh
dong s€ dugc thuc hién lan luot theo thir tu cho dén khi ung dung hoat dong tré lai hoac da
thue hién tAt ca hanh dong c6 trong danh sach. Cac nguyén nhan 16i dwoc néu cu thé & budc
3. Cac hanh dong dugc phép lua chon thuc hién tuong img véi moi nguyén nhan 16i s& duoc
quy dinh cu thé & buéc 4.
Dit tén ciu tric dit liéu nay 1a THONG_TIN_SUA CHUA_LOI (théng tin sira chita 161). Dit
liéu duoc luu trit dudi dang ban ghi trong co s¢ dit liéu nhu sau:

TEN TRUONG KIEU DU LIEU Y NGHIA
Pinh danh dich vu Chudi ki tu Pinh danh cta dich vu can kiém tra
binh danh tng dung Chudi ki tu Pinh danh cta Gng dung con cua

dich vu can kiém tra

Nguyén nhan 18i va cach Anh xa céc cip khéa - | Cau hinh danh sich cac hanh dong
stra chita tuong tng gia tri c6 dang chudi ki | tuong tmg s& thuc hién v&i moi loai
tu - danh sach chudi ki | nguyén nhan 16i

tw

Ban dau truong Nguyén nhan 16i va cach stra chita tuong tmg s& chira cac khoa la tat ca
cac nguyén nhan 18i duoc dinh nghia, gia tri twong tmg 1a danh sach rong. Ngudi van hanh sau
d6 s& thém céc hanh dong vao danh sach twong g véi mdi khoa.

Két thic budce 1, ta xdy dung duoc cac thong tin san sang st dung cho viéc tu dong
phat hién va sira chita tmg dung 16i.

Budc 2: theo d3i hoat dong bat thuong clia tng dung.

Chi tiét cach theo dai hoat dong bat thuong ctia tng dung nhu sau:

Heé théng didu phbi quan 1y ldy toan bo ban ghi THONG TIN_PHAT HIEN_LOI

trong co s& dit liéu, mdi ban ghi twong tmg vdi thong tin cia mot ang dung cta dich vu. Véi
mdi ban ghi hé thong diu phoi quan 1y thuc hién:
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- B2.1: tao dia chi hoan chinh dé goi dén chiic niing kiém tra trang thai img dung

+ Tim dia chi IP giao tiép ctia img dung véi hé théng diéu phdi quan 1y:

Thuc hién tim kiém trong dit liéu DICH_VU theo Pinh danh dich vu, tim dwgc ban ghi
dich vu twong tng. Tim trong trudng Danh sach ung dung da bat theo Dinh danh tng dung, ta
duoc thong tin chi tiét vé ing dung. Lay danh sach cac dai mang cla Gng dung trong truong
Danh sach thong tin d4i mang. Kiém tra trong danh sach dai mang nao c6 truong La dii mang
st dung giao tiép hé théng diéu phdi quan 1y c6 gia tri Ding, lay Dia chi IP twong tmg cua dai
mang.

+ Tao dia chi hoan chinh:

Dua vao cac thong tin trong truong Thong tin két ndi tng dung trong ban ghi, cung véi
dia chi IP vira tim dugc, tao dia chi hoan chinh nhu sau:

Di~a chiv = Giao thirc sir dung + "://" + dia chi IP + ™" + Céng két nbi ung dung +
Duong dan kiém tra trang thai ing dung

Vi~d1_1: (}iao thire str dung 1a http, dia chi IP 1a 1.2.3.4, Cong két ndi tmg dung 1a 8080,
Puong dan kiém tra trang thai img dung l1a /api/v1/health. Khi d6 dia chi hoan chinh s€ 1a:
http://1.2.3.4:8080/api/v1/health

- B2.2: dinh ky kiém tra trang thai Gmg dung

Dua vao cac thong tin trong truong Thong tin cach thic kiém tra tmg dung, thyc hién
goi dén dia chi & budce 2.1 dé giri yéu cau kiém tra trang thai tmg dung dinh ky véi chu ky lay
tir Chu ky kiém tra. Mbi lan goi xdy ra mot trong 2 trudng hop:
Trudong hop 1: Ung dung hoat dong binh thudng trong 14n kiém tra hién tai
Néu tng dung phan hoi lai trang thai ctia n6 cho hé thong diéu phdi quan 1y trong thoi gian
khong quéa Thoi gian chd phan hoi, tng dung dwoc coi la dang hoat dong binh thuong. Thuc
hién:

- Dat gi4 tri S5 14n 15i lién tiép v& 0 dé dém lai s6 1an kiém tra (g dung that bai lién

tiép.
- Néu Trang thai tmg dung hién tai dang nhan gia tri Sai, thuc hién dat lai gia tri
thanh Pang dé biét ing dung dang hoat dong binh thudng.

Trudng hop 2: Ung dung 13i trong 1an kiém tra hién tai
Néu tng dung khong phéan héi lai trang thai ciia né cho hé thong diéu phdi quan 1y trong thoi
gian Thoi gian cho phan hoi, ta xac dinh ung dung bi 16i. Thuc hién:

- Ting gia tri S 14n 131 lién tiép thém 1 1in d& dém sb 1an kiém tra (mg dung that bai

lién tiép.
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- Kiém tra néu S6 1an 13i lién tiép bang S6 lan & ra quyét dinh img dung 16i, ching to
tmg dung di bi 161 lién tiép t6i da s6 1an cho phép, ta c6 can cir khang dinh tmg dung da thuc
su bi 13i. Thuc hién dit lai gia tri Trang thai (mg dung hién tai thanh Sai d¢ biét ing dung
dang bi 16i.

Sau budc 2, ta d c6 thong tin mdi tmg dung dang hoat dong binh thudng hay bi 161
bang cach ldy théng tin Trang thai 0ng dung hién tai cua mdi ban ghi
THONG TIN PHAT HIEN_LOL Sau khi phat hién dugc cac ung dung bi 16i, chuyén sang
thure hién bude 3 dé tim nguyén nhan gay 15i.

Budc 3: tim nguyén nhan gbc gay 18i tmg dung.

Khi ung dung bi 13i, c6 thé c6 nhiéu nguyén nhan lién quan dén cac thanh phan trong
md hinh trién khai tmg dung. Trudc hét, ta phai xac dinh 10 gbm c6 nhitng thanh phan nao lién
quan, sau do kiém tra trang thai ciia timg thanh phén, cudi cing x4ac dinh thanh phan bi 15i va
nguyén nhan gay 16i.

Trén co s& do, dua vao mo hinh trién khai tmg dung & hinh 1 va dd dugc mo ta & phﬁn
Tinh trang k¥ thudt cua sang ché, ta x4c dinh c4c thanh phan lién quan can kiém tra bao gom:

- Ung dung

- Ung dung trung gian

-  May ao

- May chu vat ly chira may 4o

So @b xéac dinh nguyén nhén 18i dwoc thé hién & hinh 2.

Céc nguyén nhan 18i dugc dinh nghia va y nghia ciia chung duge mo ta nhu bang sau:

NGUYEN NHAN LOI Y NGHIA
UNG DUNG LOI Ung dung 15i: Ban than ang dung bi 15i trong qua
' trinh chay.
UNG DUNG TRUNG_GIAN_LOI Ung dung trung gian 18i: Ung dung trung gian bi 161
trong qua trinh chay.
DAI MANG_GIAO TIEP_LOI Dai mang giao tiép 18i: Dai mang clia may ao sir

dung dé mg dung giao tiép véi hé théng diéu phoi
quan 1y bi 15, dan dén hé thong diéu phdi quan ly
khong két nbi duoc t6i img dung.

MAY CHU VAT LY HONG - May chu vat ly hong: May chd vat ly ma may ao
dugc tao trén nd bi hong hodc bi tat, dan dén toan bd

may 4o trén may chi déu 101, bao gdm cd may ao

chay tng dung.

9
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PHAN CUNG MAY CHU VAT L | Phan cimg (b xi Iy, bd nhé, 6 dia) may chi vat Iy
Y LOI 13i: Phan cimg bao gdm cac thanh phan bd xtt 1y, bd
nhé, b dia cia may chu vat Iy bi 16i, dAn dén cac may

40 nam trén may chit bi 161 khong hoat dong dugc.

MAY AO _HONG May 4o hong: May 4o ma tng dung dang chay bi
, hong hoac bi tat.
TAI NGUYEN MAY AO_LOI Tai nguyén ao (bd xt ly, bd nhd, 6 dia) ctia may 4o

16i: Tai nguyén ciia may 40 bao gom cac thanh phan
b6 xit 1y, bd nhé, & dia dugc 4o hoéa bi 16i, dan dén
may 4o khong hoat dong duoc.

CHUA_XAC DINH Nguyén nhéan 13i chura x4c dinh duge sau khi d4 kiem
tra cac thanh phén.

Chi tiét qué trinh thuc hién cac budc trong so dd nhu sau:

Pau vao 1a tmg dung véi trang théi 16i. Bé léy cac ing dung 151 ta thuc hién loc toan bd
céc ban ghi trong co s6 dit lieu THONG_TIN_PHAT_HIEN_LOI c6 gia tri trudng Trang thai
tmg dung hién tai 1a Sai. Véi mdi ban ghi, tim kiém trong co s& dit liéu DICH_VU theo
truong Pinh danh dich vu ldy dugc ban ghi dich vu twong tng, trong ban ghi dich vu loc trong
danh sach rng dung theo Dinh danh tng dung lay duoc thong tin chi tiét tmg dung bi 18i, bao
gdm may 4o ma tmg dung dang chay, cac dai mang st dung, may chu vét ly. Dua vao cac
thong tin nay, hé théng diéu phdi quan 1y c6 thé 14y thong tin va trang thai hién tai cua cac
thanh ph?m lién quan. Thuc hién cac budc nhu sau:

- B3.1: kiém tra img dung trung gian

Tuong tu nhu tmg dung cua dich vu, ing dung trung gian ciing c6 duong dan dé kiém
tra trang thai hoat dong hién tai ctia nd. Do tmg dung trung gian nim trong hé thong diéu phoi
quan ly, cac thong tin ctia n6 da co san, cung voi dia chi TP giao tiép gidng véi tng dung
chinh, ta xdy dung dugc dia chi hoan chinh dé kiém tra trang thai ctia tmg dung trung gian.

Heé théng diéu phdi quan 1y guri yéu cau dén tng dung trung gian dé kiém tra trang thai ciia
n6. Néu trang thai hoat dong binh thuong, chimg to cac thanh phan khac ciing hoat dong binh
thudmng, 18i do chinh Gng dung ¢6 van dé, x4c dinh nguyén nhan 16i 1a UNG_DUNG_LOI,
chuyén sang budc 4. Nguoce lai, chuyén sang budc 3.2.

- B3.2: kiém tra tai nguyén a0 clia may 4o
Ung dung trung gian va ung dung chinh chay bi 151, ta kiém tra cac thanh phan cta may 4o,

trude hét 13 cac tai nguyén ao. Céc tai nguyén nay dugc hé théng diéu phdi quan 1y giam sat
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v& hiéu ning cling nhu cic 161 xdy ra. Néu tai thoi didm tng dung xay ra 161, hé thong diéu
phdi quan 1y phat hién thay 15i tai nguyén 4o hoa bao gbm b xir 1y, bd nhé, 6 dia ciia may
40, két hop véi hiéu ning sir dung tai nguyén dat dudi ngudng cho phép trong mot thoi gian
quy dinh, sé két luan tai nguyén bi 16i. Diéu nay s& lam cho may 4o khong hoat dong duoc,
trng dung trung gian va Gng dung trén may ao ciing chay 16i. Xac dinh nguyén nhan 13i 1a
TAI NGUYEN MAY AO LOI, chuyén sang budc 4. Nguoc lai, chuyén sang budc 3.3.
- B3.3: kiém tra dai mang giao tiép
Néu tai nguyén ciia may 4o khong bi 161, ta kiém tra két n6i mang ciia img dung véi hé
thong diéu phdi quan ly. Hé thong diéu phdi quan ly lay thong tin trang thai dai mang giao
tiép v6i hé théng diéu phdi quan 1y ciia may &o tir nén tang quan 1y ha tang 40 héa. Néu nén
tang quan 1y ha ting 4o héa tra vé trang thai 1a 161, hé théng diéu phdi quan ly s& khong két
nbi duge véi tng dung, chuyén sang bude 3.4. Nguogce lai, dai mang van két ndi duoc, nhu
véy cac thanh phan phan ctmg va mang khong c6 van @ gi, 151 thudc vé phan tmg dung.
Ung dung trung gian va ung dung chinh déu bi 18i, xac dinh nguyén nhan 16i Ia
UNG DUNG TRUNG GIAN LOI va chuyén sang budc 4 dé sia chita tmg dung trung
gian va bat lai iing dung chinh.
- B3.4: kiém tra cac dai mang khac dai mang giao tiép
Khi dai mang giao tiép khong két nbi dugc, ta kiém tra cac dai mang khac clia may 4o
xem ¢6 dang hoat dong hay khong. Néu toan bd cac dai mang déu 154, ta tiép tuc kiém tra cac
thanh phan khac. Néu c6 mot trong cac dai mang khac hoat dong binh thudng, ching to dai
mang giao tiép bi 16i con dai khac van hoat dong. Hé thng diéu phdi quan 1y 1ay thong tin
trang thai cic dai mang cua may do khac ddi mang giao tiép v6i hé thong diéu phdi quan ly
tir nén tang quan 1y ha ting a0 hoa. Néu nén tang quan 1y ha tang 4o hoa phan hdi ¢6 mot
trong cac dai mang khac hoat dong binh thuong, ching té dai mang giao tiép bi 16i, xac dinh
nguyén nhan 16i 1a DAT MANG GIAO_TIEP_LOI, chuyén sang budc 4. Nguoc lai, chuyén
sang budc 3.5.
- B3.5: kiém tra may 4o hong
Sau khi kiém tra cac thanh phin con trong may 4o, ta kiém tra trang thai ciia méy ao.
May 4o vi nguyén nhén gi d6 lam trang thai tré thanh héng, s&€ khong chay dugc tmg dung.
Heé théng diéu phdi quan 1y 1iy thong tin trang thai may 4o tir nén tang quan ly ha tang ao
héa. Néu nén tang quan Iy ha tang ao héa tra vé trang thai 12 héng, nguyén nhan 156i dugc xac
dinh 1a MAY AO HONG, chuyén sang budc 4. Nguoc lai, chuyén sang budc 3.5.
- B3.6: kiém tra tai nguyén phan cimg may chi

11
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Sau khi kiém tra may 40 va cac thanh phan ctia né ma chua phat hién dugc nguyén nhan
181, ta kiém tra may chu vat 1y, truéc hét 1a cac thanh phan phan cimg. Céc tai nguyén nay
dwoc hé théng diéu phdi quan Iy giam sat vé hidu ning cling nhu cac 181 xay ra. Néu tai thoi
diém tmg dung xay ra 16i, hé thong diéu phdi quan 1y phat hién thay 15i tai nguyén phan cimg
ctia may chu vat Iy bao gdm bo xi 1y, bd nhd, b dia, két hop véi viéc theo ddi hiéu ning sir
dung tai nguyén dat dudi ngudng cho phép, sé két ludn tai nguyén bi 16i. Piéu nay s& lam cho
cac may 4o tao trén may chu vat Iy khong hoat dong duge, Gmg dung trung gian va img dung
trén may 4o cing chay 16i. Xac dinh  nguyén  nhén 160 1a
PHAN CUNG MAY CHU VAT LY LOJ chuyén sang budc 4. Nguoc lai, chuyén sang
budc 3.7.

- B3.7: kiém tra may chi vat Iy hong

Khi kiém tra tai nguyén phan cimg ctia may chi vat Iy khong c6 van dé, ta kiém tra trang
th4i hién tai cua may cha vat ly. Hé théng diéu phdi quan 1y lay thong tin trang thai may chu
vét Iy tir nén tang quan Iy ha tang 40 hoa. Néu nén tang quin ly ha tang 40 hoa tra vé trang
thai 12 hong, nguyén nhan 16i dwgc xac dinh 1a MAY CHU_VAT LY HONG, chuyén sang
bude 4. Nguge lai, chuyén sang budc 3.8.

- B3.8: do di xét cac thanh phan lién quan nhung chua tim ra nguyén nhan gay 161
nén nguyén nhan 16i s& duge dit thanh trudng hop chung 18 CHUA_XAC_DINH, chuyén
sang budc 4.

Nhu véy, sau khi thuc hién xong bude 3, ta dd xac dinh dugc nguyén nhan 161 va quy

vé mot trong cac dinh nghia nguyén nhan 161 da c4u hinh. Chuyén sang thuc hién budc 4.

Budc 4: thuc hién cac hanh dong sira chita tng dung theo cdu hinh.

Sang ché d xuat dinh nghia cac cach sira chita va y nghia cta ching trong bang sau:

CACH SUA CHUA Y NGHIiA

KHOI DONG LAI UNG DUNG | Khéi dong lai timg dung: Hé thong diéu phdi quan 1y
giri yéu ciu cho tmg dung trung gian thuc hién 1énh
chay lai ing dung.

KHOI DONG LAI MAY AO Khéi dong lai may 4o: Hé théng diéu phdi quan Iy
giri yéu cau cho nén tang quan ly ha ting 4o hoa thuc
hién khoi dong lai may do. Sau khi may 4o khéi dong
lai thanh cong, thuc hién bat lai ing dung trung gian

va ing dung.

XOA VA TAO LAI DIA CHI IP | X6a dia chi IP va tao lai: Hé thong diéu phéi quan 1y
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giri yéu cau cho nén tang quan ly ha tang a0 hoa thuc
hién g& dia chi IP thuoc moét ddi mang may 4o dang
str dung, x6a dia chi IP nay va tao lai, sau do gén lai

Va0 may 4o.

XOA VA TAO LAI MAY_AO X6a may 4o hién tai va tao lai may 4o méi: Hé thong
diéu phdi quan Iy guri yéu cau cho nén tang quan 1y ha
tﬁng 40 hda thuc hién x6a may ao hién tai va tao lai
may 40 mdi vdi tai nguyén, cac dai mang, dia chi IP
gidng véi may 4o cii. Sau khi tao xong may 4o mdi,
thuc hién bat lai img dung trung gian va img dung.

SU DUNG _BAN SAO TAO MAY | Tao ban sao may 4o hién tai, sau d6 x6a mdy 4o hién
_AO_MOI tai va stt dung ban sao dé tao may ao méi: Hé théng
diéu phdi quan 1y gtii yéu cau cho nén tang quan 1y ha
tﬁng a0 hda thuc hién tao mot ban sao cua may 4o
hién tai, sau d6 x6a may ao hién tai va tao mot may
40 modi tr ban sao vira tao. Viéc tao ban sao s€ giir
nguyén duoc dir liéu luu trong 6 dia khong bi mat.
May 40 mdi cé tai nguyén, cac ddi mang, dia chi IP
gidng v6i may 4o cil va dit liéu trong 6 dia duoc giir
nguyén nhu may 40 cii. Sau khi tao xong may 4o mai,

thuc hién bat lai mg dung trung gian va tmg dung.

DI CHUYEN MAY AO Di chuyén may 4o sang miy chu vat Iy khac: Hé
théng diéu phdi quan ly giri yéu cau cho nén tang
quéan ly ha tang 40 hoa thuc hién di chuyén may ao
sang may chu vat 1y khac. Viéc nay chi thuc hién
duoc khi may cha vat ly hién tai van dang bat. Dix
liéu ctia may 4o van duoc bao toan. Sau khi di chuyén
xong may 4o, thuc hién bat lai img dung trung gian va

ung dung.

DI TAN MAY AO Di tan may 4o sang may chu vat ly khéac: Hé thong
diéu phdi quan 1y gt yéu cau cho nén tang quan Iy ha
tang 40 héa thuc hién di tdn may 4o sang may chi vat
1y khéc. Viéc nay chi thuc hién duoc khi may chu vat

1y hién tai dang hong. Dit liéu cta may 4o van dugc
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bao toan. Sau khi di tdn xong may 4o, thuc hién bat

lai mg dung trung gian va ung dung.

Do mdi nguyén nhan 18i s& c6 mot so cach stra chita phu hop, sang ché d€ xuat mot loat
nguyén nhan sé& chi duoc st dung mot so cach stra chita nhat dinh. Chi tiét nhu bang sau:

NGUYEN NHAN LOI CACH SUA CHUA

UNG DUNG_LOI _KHOI DONG LAI UNG DUNG
-KHOI DONG LAI MAY AO

UNG DUNG TRUNG GIAN LOI |-KHOI DONG_LAI MAY_AO

-XOA VA TAO LAL MAY AO

DAI MANG_GIAO_TIEP_LOI “XOA VA _TAO LAI DIA CHI IP

-KHOI DONG LAI MAY AO
-XOA_VA TAO LAI MAY AO

-SU DUNG BAN SAO TAO MAY_AO_MOI
DI CHUYEN _MAY AO

MAY CHU VAT LY HONG -DI_ TAN_MAY_AO
-XOA_VA _TAO_LAI MAY AO

PHAN_CUNG MAY CHU VAT L |-DI_CHUYEN _MAY_AO
Y LOI ~XOA_VA TAO_LAI MAY AO

MAY AO HONG _KHOI DONG LAI MAY AO
-XOA_VA_TAO LAI MAY AO

-SU DUNG BAN_SAO TAO MAY_AO_MOI
DI CHUYEN MAY_AO

TAI NGUYEN_MAY AO LOI “XOA_VA TAO LAI MAY AO
-SU DUNG BAN_SAO TAO MAY_AO MOI
DI CHUYEN MAY AO

CHUA_XAC_DINH _KHOI DONG LAI MAY AO
-XOA_VA TAO LAI MAY AO

-SU DUNG BAN_SAO TAO MAY_AO_MOI
DI CHUYEN_MAY AO

Dbi véi cac tmg dung yéu cau cao veé bao toan dit liéu, nén chon nhiing cach sira chita
dam bao dit liéu khong b1 mat.
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Tuy thudc vao tinh trang ctia cac thanh phan trong ha tang a0 héa, c6 nhing cach sira
chita s& khong thuc hién dugc boi nén tang quan ly ha ting 4o héa do khong dam bao mot 5O
diéu kién nao d6, hodc thuc hién nhung that bai. Vi vay can phai c¢6 cac phuong 4n du phong
trong truomg hop thuc hién hanh dong stra chira that bai. Vi vay c4u hinh sira chita 12 mdt danh
sach cac hanh dong.

Sau budc 3, sau khi di xac dinh dugc nguyén nhén 161, thuc hién loc trong co s& dit
litu THONG TIN SUA_CHUA_LOI theo Dinh danh dich vu va Dinh danh Gng dung & budc
3, lay gia tri danh sach hanh dong sira chita 16i twong tmg ciia nguyén nhan 18i. Thyc hién cac
hanh dong theo thir tr cho dén khi tmg dung chay lai thanh cong hodc da thuc hién hét cac
hanh d6ng theo cau hinh.

Hiéu qua dat dugc ciia sing ché
- Tu dong phat hién 18i: tw dong phét hién tmg dung xay ra 161 nhanh chéng trong thoi
gian ngan ma khong can giam sat ctia con ngudi, gidm bt chi phi van hanh
- Tim dugc nguyén nhan gdc gy ra 16i: xac dinh duoc thanh phan bi 16i va nguyén nhan
gbc gy ra 16i.
- Tu d6ng stra chita 18i: tw dong thuc hién cic hanh dong stra chita phu hop theo c4u hinh
gitip g dung bi 161 hoat dong trd lai, dam bao tinh san sang cho dich vu.
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1. Phuwong phép tu dong phat hién va sta chita img dung 16i nham dam bao tinh sin sang

c4c dich vu trén nén tang a0 hoa bao gom céc budec:

bude 1: xay dung cau tric dit liéu luu trit cac thong tin cua Gng dung lién quan ti phat

hién va stra chita 18i; tai budc nay, ta xay dung cau trac dit liéu luu trit cac thong tin lién quan

dén phat hién 13i, bao gbm thong tin két ndi toi tng dung nhu giao thic két ndi, cong két ndi,

duong din kiém tra trang thai; cach thic kiém tra Gmg dung hoat dong gdm chu ky kiém tra,

thot gian chd phan hoi, sé 1an thit bai t6i da dé ra quyét dinh tng dung 15i; cudi cing 13 luu

trit trang thai ctia tng dung hién tai 1a 16i hay khong; thong tin nay dugc luu trit trong co s¢ dit

liéu theo cau trac sau:

trang thai iing dung

TEN TRUONG KIEU DU LIEU Y NGHIA
Dinh danh dich vu Chudi ki tu Dinh danh ciia dich vu can kiém tra
Dinh danh ting dung Chudi ki tu Pinh danh cua tng dung con cua
dich vu can kiém tra
Théong tin két ndi tmg Péi tugng Céc thong tin dé két ndi img dung
dung
> Pudng din kiém tra | Chudi ki tu Puodng dan dé hé thong giam sat goi

t61 ing dung dé kiém tra trang thai

> Cong két ndi ung dung

S6 nguyén duong

Cong ma tmg dung chay

tra ing dung

> Giao thuc st dung Chudi ki tur Giao thirc tmg dung su dung. La
mot trong cac loai sau:
- http
- https
Théng tin cach thic kiém Poi tuong Théng tin vé cach thirc kiém tra ing

dung

> Chu ky kiém tra

S6 nguyén dwong

Chu ki kiém tra tng dung

> Thoi gian cho phan hdi

S6 nguyén duong

Thoi gian t6i da chd nhan phan hoi
tu ung dung sau khi gui yéu cau
thanh cong

> S6 lan dé ra quyét dinh

tmg dung 151

S6 nguyén duong

S6 1an kiém tra that bai lién tiép tdi
da dé quyét dinh chuyén trang thai
tmg dung thanh 15i

S6 1an 15i lién tiep

S4 tu nhién

S6 1an kiém tra that bai lién tiép
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Trang thai ung dung hién Kiéu dang sai Ung dung c6 dang hoat dong binh
tai thuong hay khong:

Dung: (ng dung hoat dong binh
thudong

Sai: tng dung bi 161

tiép theo 13 x4y dung cau triic dit liéu luu trit cac thong tin lién quan dén stra chia 161,
bao gdm thong tin cac nguyén nhan 16i dugce dinh nghia va ciu hinh danh sach cac cach sira
chita twong tmg, dugc thuc hién 1an luot; thong tin ndy dugc luu trit trong co s& dit liéu theo

cau truc sau:

TEN TRUONG KIEU DU LIEU Y NGHIA
Dinh danh dich vu Chudi ki tu Dinh danh ctia dich vu can kiém tra
Pinh danh tng dung Chudi ki tur Dinh danh ctia Gng dung con cua

dich vu can kiém tra
Nguyén nhan 16i va cach Anh xa céc cdp khéa - | Cau hinh danh sach cac hanh dong

stra chita tuong ung gia tri co dang chudi ki | tuong g s& thuc hién voi mdi loai

tu - danh sach chudi ki | nguyén nhan 16i
tu

budc 2: theo ddi hoat dong bat thudng clia img dung; tai budc nay, ta xay dung dia chi
hoan chinh dé goi dén chuc nang kiém tra trang thai img dung; dia chi hoan chinh duoc xay
dung tir cac thong tin két nbi tng dung trong cau tric dit liéu lién quan dén phan phat hién 15i
& bude 1 va dia chi IP thudc dai mang cia may ao su dung giao tiép v6i hé thong diéu phdi
quan ly lay tir thong tin dich vu; sau khi xdy dung dugc dia chi dé goi chitc nang kiém tra
trang thai Gmg dung, hé thong diéu phdi quan ly thuc hién goi vao dia chi nay dinh ky thuc
hién kiém tra trang thai tmg dung; tng dung giri phan hdi trang thai hoat dong ctia n6 cho hé
théng diéu phdi quan ly trong thoi gian chd cho phép s& dugc coi la dang hoat dong binh
thudng, trang thai tmg dung luu trong co s& dit liéu phat hién 16i duoc dat vé dang hoat dong;
nguoc lai, néu tng dung lién tiép khong giri phan hdi hodc phan hdi cham qué thoi gian sau
t6i da 14n cho phép, tng dung bi coi 12 18i va trang thai tmg dung trong co s¢ dit liéu phat hién
161 duoc dat thanh 16i;

budc 3: tim nguyén nhan goc gay 151 tng dung; & budc nay thuc hién tim toan bd cac
ban ghi trong co s dit liéu phét hién 181 c6 trang thai img dung hién tai la 16i dé 1ay danh sach
cac ung dung 13i; sau d6 thuc hién kiém tra cac thanh phan lién quan dén tmg dung dé xac
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dinh nguyén nhan 16i thudc vé thanh phén nao va nguyén nhan 13i 1a gi; cic nguyén nhéan 16i
c6 thé xuit hién duoc dinh nghia va y nghia twong ung ctia chung dugc mé ta nhu bang sau:

NGUYEN NHAN LOI Y NGHIA
UNG _DUNG LOI tmg dung 16i: ban than tmg dung bi 16i trong qua
trinh chay;
UNG DUNG TRUNG GIAN LOI | ung dung trung gian 156i: img dung trung gian bi 18i
trong qua trinh chay;
DAI MANG GIAO TIEP_LOI dai mang giao tiép 15i: dai mang cia may 40 st dung

d8 tng dung giao tiép v6i hé théng diéu phdi quan 1y
bi 15, d4n dén hé théng diéu phdi quan 1y khong két
ndi duoc téi ang dung;

MAY CHU VAT LY HONG may chu vat 1y hong: may chu vat Iy ma may do duoc
tao trén no6 bi hong hoac bi tat, dan dén toan bo may
40 trén may chu déu 13i, bao gdbm ci may 4o chay

ing dung;
PHAN CUNG MAY CHU VAT L phan cing (bd xir 1y, bd nhd, 6 dia) may chu vat 1y
Y LOI 16i: phan cling bao gdbm céac thanh phan bo xir 1y, bd

nh¢, & dia ciia may chu vat ly bi 16i, din dén cac may

40 nam trén may chu bi 16i khong hoat dong dugc;

MAY_ AO _HONG may 4o hong: may ao ma Ung dung dang chay bi
hong hodc bi tat;
TAI NGUYEN MAY AO _LOI tai nguyén a0 (bd xir Iy, bd nhé, 6 dia) clia may 4o

16i: tai nguyén ciia may 4o bao gom cac thanh phan
b6 xut 1y, bd nhd, & dia dwoc 4o hoa bi 181, din dén
may 4o khong hoat dong duoc;

CHUA_ XAC DINH nguyén nhén 15i chua xac dinh dwgc sau khi d4 kiém
| tra c4c thanh phan;

thuc hién 1an luot cac budce nhu sau:

bude 3.1: kiém tra Gmg dung trung gian;

bude 3.2: kiém tra tai nguyén 4o ciia may 4o;

bude 3.3: kiém tra dai mang giao tiép;

budc 3.4: kiém tra c4c dai mang khac dai mang giao tiép;
bude 3.5: kiém tra may 4o hong;
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buédc 3.6: kiém tra tai nguyén phan cimg may chi;

budc 3.7: kiém tra may chit vat ly hong;

budc 3.8: dit nguyén nhan 15i thanh chua xac dinh.

sau khi thuc hién budc 3, ta xac dinh dugc nguyén nhan 161 va quy vé mot trong cac
dinh nghia nguyén nhén 13i d4 ciu hinh;

budc 4: thuc hién cac hanh dong stra chita tng dung theo c4u hinh;

céc cach stra chita dugc dinh nghia va y nghia cta ching dugc mo td nhw bang sau:

CACH SUA CHUA Y NGHIA

KHOI DONG LAI_UNG DUNG | khdi dong lai tmg dung: hé thong diéu phdi quan Iy
giri yéu cau cho tmg dung trung gian thuc hién 1énh
chay lai tmg dung;

KHOI DONG LAI MAY AO khéi dong lai may 4o: hé thong diéu phoi quan ly gir
yéu cau cho nén tang quan ly ha tang 4o héa thuc
hién khéi dong lai may 4o; sau khi may 4o khd1 dong
lai thanh cong, thuc hién bat lai ing dung trung gian

va ung dung;

XOA_ VA TAO LAI DIA CHI IP |x6a dia chi IP va tao lai: hé thong diéu phoi quan 1y
giri yéu cau cho nén ting quén 1y ha tang 40 hoa thuc
hién g& dia chi IP thudc mot ddi mang may 4o dang
st dung, x6a dia chi IP nay va tao lai, sau do gén lai

vao may 4o,

XOA VA TAO LAI MAY_AO x6a may 40 hién tai va tao lai may 4o mdi: hé thong
diéu phdi quan 1y giri yéu ciu cho nén tang quan 1y ha
tﬁng 40 hoa thuc hién x6a may ao hién tai va tao lai
may 40 mdi voi tai nguyén, cac ddi mang, dia chi IP
gidng véi may 4o cfi; sau khi tao xong may 4o mdi,
thuc hién bat lai img dung trung gian va ung dung;

SU DUNG BAN SAO TAO MAY | tao ban sao may 4o hién tai, sau d6 x6a may 4o hién
~AO _MOI tai va st dung ban sao dé tao may 40 méi: hé thong
diéu phdi quan ly giri yéu cau cho nén tang quan Iy ha
téng a0 hda thuc hién tao mot ban sao clia may 4o
hién tai, sau d6 x6a may 4o hién tai va tao mot may
40 moi t ban sao vua tao; viéc tao ban sao s€ giir

nguyén duoc dit liéu luu trong 6 dia khong bi mat;
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may 4o mai co tai nguyén, cac ddi mang, dia chi IP
gidng v6i may ao cii va dit liéu trong 6 dia duoc giit
nguyén nhu may 4o cii; sau khi tao xong may 4o mdi,
thuc hién bat lai ing dung trung gian va tng dung;

DI CHUYEN_MAY AO

di chuyén may 4o sang may chi vat Iy khac: hé thong
diéu phéi quan 1y giri yéu cau cho nén tang quan 1y ha
tang 40 hoa thuc hién di chuyén may 4o sang may chii
vat Iy khac; viéc nay chi thuc hién duoc khi may chu
vat 1y hién tai van dang bat; dit liéu cua may 4o van
dugc bao toan; sau khi di chuyén xong may ao, thuc
hién bat lai img dung trung gian va ung dung;

DI TAN MAY AO

di tin may 4o sang may chii vat Iy khac: hé thong
diéu phdi quan 1y giri yéu cau cho nén tang quan 1y ha
tang 40 héa thuc hién di tin may 4o sang may chu vat
1y khac; viéc nay chi thuc hién duoc kh1 may chu vat
Iy hién tai dang hong; dit liéu ctia may 4o van dugc

bao toan; sau khi di tdn xong may ao, thuc hién bat lai

tmg dung trung gian va ung dung;

do mdi nguyén nhan 101 s& c6 mdt so cach sira chita phu hop, sang che de xuat mot loai
nguyén nhan s& chi duoc sit dung mot so cach sira chira nhat dinh; chi tiet nhu bang sau:

NGUYEN NHAN LOI

CACH SUA CHUA

UNG DUNG LOI

-KHOI DONG LAI UNG DUNG
- KHOI DONG LAI MAY AO

UNG DUNG TRUNG GIAN LOI

~KHOI DONG LAI MAY AO
-XOA_VA_TAO LAI MAY AO

DAI MANG GIAO_TIEP_LOI

“XOA_VA_TAO LAI DIA CHI IP

-KHOI DONG LAI MAY AO
_XOA_VA_TAO LAI MAY AO

-SU DUNG BAN SAO TAO MAY AO MOI
DI CHUYEN MAY AO

MAY CHU VAT LY HONG

_DI_ TAN MAY AO
-XOA_VA _TAO LAI MAY AO
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PHAN_CUNG MAY CHU VAT L [-DI CHUYEN_MAY_AO
Y LOI -XOA_VA TAO LAI MAY AO

MAY AO HONG _KHOI DONG LAI MAY AO
-XOA_VA TAO LAI MAY AO

-SU DUNG BAN SAO_TAO MAY AO MOI
-DI_ CHUYEN MAY AO

TAI NGUYEN MAY AO _LOI -XOA_VA_TAO LAI MAY _AO
_SU DUNG BAN SAO TAO MAY AO MOI
-DI CHUYEN MAY_AO

CHUA_XAC_DINH -KHOI DONG LAI MAY AO
-XOA_VA TAO LAI MAY _AO

-SU DUNG BAN SAO TAO MAY AO MOI
DI CHUYEN MAY AO

& budce nay sau khi di c6 nguyén nhan 151, thuc hién 14y cac hanh dong stra chita twrong
{mg cho nguyén nhan 16i da céu hinh trong cdu trac dit liéu luu trit thong tin sira chita 16i, sau
d6 thuc hién lan lugt ting hanh dong theo thir tu cho dén khi tng dung chay lai thanh cong
hodc d3a thuc hién hét cac hanh dong theo cAu hinh.

21




52821 -

Hinh vé
My cha vat Iy
May do A
May 0 B




I
( BALSAU )

Trang that (mg dung
13i

>
1 Ung dung tnmgg\ian\\ DNy NG DUNG o1
oat dong binh xhiir/ng?// > ~ !

52821

/ \ Bring
<2 Boxitly, bd nhe. b ot TALNGUYEN_MAY_AQ_LO!

3

\_\

Sat

3 03 mang giao tiép
hoat dong binh thwany?

\\ g iot

Sat

/ 4. Dal mang khac

Hoat dong binh thudng?

siia dy cha vat Iy 1512

’?Tia/y Chit VAL 1Y hong? S 3 MAY_CHU_VAT_LY_HONG
<\\\ B

8. Nguyén nhdn

40 cha méy a0 182~

B. B6 G 1y, bo nhe, § a PIg

Bing Ca tng dung trung

>—————> gian va g dung déu
F

g

UNG_DUNG_TRUMG_GIAN_LOI

—>{ DAL_MANG_GIAD_TIEP_LO!

l

|

23/24

Sla chira thea cdu bink

MAY_AD_HONG

PHAN_CUNG_MAY_CHU_VAT_LY_LOI

chua xéc dinh

CHUA_XAC_DiNH

Hinh 2



52821

Budce 1: xay dung cau tric dir liéu lou triv cc thong tin
cua Gmg dung lién quan téi phat hién va stra chira 101

MTE

Y

Budge 2: theo dodi hoat dong bat thudng cta img dung

Budc 3: tim nguyén nhan goc gay 161 tmg dung

Bude 4; thwe hién cac hanh déng stra chita tmg dung
theo cau hinh

TN TN Ty
N N

Hinh 3

24/24



