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Linh vuwe k¥ thuit dwoc dé cip

Sang ché dé cap dén phuong phap ma héa va giai ma khéi dit lidu c6 kich
thudc bién dbi theo d6 dai khoéa. Cu thé, sang ché dé cap dén phuong phap giai
m4 va ma héa khdi dit liéu st dung kién trac mang mét ma xir Iy kich thuée khéi
dix liéu bién dbi theo do dai khéa.

Tinh trang ky thuat ciia sang ché

Nganh méit mi hoc néi chung va cac kj thuat mat ma noi riéng c6 lich strra
doi va phat trién hang nghin ndm nay, duoc tao ra do nhu ciu bao mat thong tin
trong qué trinh phat trién cta loai ngudi, dic biét trong céc thoi ky chién tranh.
Nganh nay duogc chia ra thanh céc thoi ky: mét ma hoc cb dién xut hién vao cac
thoi ky Ai Cép cb dai, Hy Lap cb dai, va trong céc nén vin minh An-Héng; mat
m3 hoc trung cb xuét hién vao céc thoi ky La M4, thoi ky Phuc Hung tai Chau
Au; mét ma hoc giai doan thé chién I, IT; va m4t ma hoc hién dai véi su ra doi clia
ly thuyét mét m3 cua Claude Shannon nim 1949, dit nén méng cho cac k¥ thuat
mat mi toan hoc dang dugc str dung rong rdi cho téi ngay nay. Tuy nhién, do su
phét trién nhu vii bdo ctia céng nghé dién toan, va nhu ciu trao dbi thong tin tir xa
théng qua céc hé thong mang truyén dan dit liéu, can phai chudn héa mét ky thuat
mat ma chung, dé& thuc hién, va bao mét cao dé ap dung cho nhiéu nén tang dién
toan khac nhau. Pap tmg yéu ciu ndy, vao nim 1977, tiéu chudn ma hoéa dit lidu
DES, duoc phat hanh béi Cuc Tiéu chuan Québc gia M§ - NBS (nay 1a Vién Cong
nghé va Tiéu chudn Qudc gia - NIST) theo d& xuét ctia IBM, di duogc chép thuan
ap dung.

Ciing vay, di cing véi sy phat trién va chuin héa ki thuat mat mé, céc k¥
thuét phan tich mét mi cfing phat trién theo, cht yéu dudi cac hinh thirc tin cong
phé khoa, dién hinh 1a: tAn cong kiéu thac 1ii (Brute Force Attack) tin cong sir
dung phan tich ma tuyén tinh (Linear Analysis Attack), tin cong st dung phan tich
vi sai (Differential Anlysis Attack), tAn cong Boomerang (Boomerang Attack), tan
cong str dung cac trudng dai sb (dlgebraic Attack, tdn cong st dung phan tich
cong suat vi sai (Differential Power Analysis Attack), tAn cong sir dung phan tich
thoi gian (Timing Analysis Attack), tAn cong thir nghiém khong gian con va vi sai
rat gon (Truncated Differential and Subspace Trail Attack), tan cong khéi 1ap
phuong (Cube or Cube-like Attack), tin cdng MITM, va nhiéu hinh thirc tan cong
khéc. Su phét trién ctia cac hinh thtc tAn cong phé khéa dén dén nhiéu k§ thuat
mé héa da bi bé giy, bao gdm ca DES. Do d6, vao nam 1999, NIST phét dong
mdt cude thi tim kiém mot giai thuat mat ma méi dé chudn hoéa thay thé cho DES.
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Cudc thi d3 thu hat nhiéu nhiéu c4 nhan, t6 chitc dang ky cac gii thuat clia ho
tham gia, c6 thé k& dén cac giai thuat mét mi khéi nhu: RIINDAEL (do hai nha
nghién ciru mit mi ngudi Bi la Joan Daemen and Vincent Rijmen dé xuét),
MARS (do IBM d& xuét), RC6 (do nhém nghién ciru gébm Ron Rivest, Matt
Robshaw, Ray Sidney, Yiqun Lisa Yin d& xuét), SERPENT (do nhém nghién ctru
gdm Ross Anderson, Eli Biham, Lars Knudsen dé xuét), TWOFISH (do nha
nghién ctru ngudi My Bruce Schneier dé xuét), CAST-256 (do nhém nghién ctru
gdm Carlisle Adams, Stafford Tavares, Howard Heys, Michael Wiener dé xuét),
va nhiéu giai thuat khac nhu DFC, E2, LOKI-97, MAGENTA, SAFER+,...

V61 muyc tiéu giai thuat dap img can c6 d6 bao mat cao, chéng lai hiéu qua
cac k¥ thuat tAn cong pha khoa, ddng thoi d& thuc hién trén ca phan cimg va phan
mém, sau vong thi cudi cung, giai thudt RIINDAEL da dugc NIST chon lya trd
thanh tiéu chudn ma héa méi tién tiéh AES vao nim 2000, va chinh thirc thay thé
DES vao ndm 2001. Giai thuat AES tap trung trén cac do dai khoéa 128-bit, 192-
bit, va 256-bit, véi kich thude khdi dit ligu 128-bit, thudc thé loai méat ma khéi,
khoa d6i xtmg. Hién nay, cac giai thuat mat ma méi van dang tiép tuc dugc nghién
ctru va cong b, boi vi cac giai thuat di va dang duoc str dung, bao gdm ca AES
van ton tai nhitng han ché nhét dinh. Cu thé la:

Diém han ché (1): Trén ly thuyét, moi giai thust mat mi déu bi bé giy véi
tAn cong kidu thac 1d (Brute Force Attack). Trong kiéu tin cong nay, mdi khoa
trong t6 hop 2" khoéa s& duoc thir, vin dé ¢ day 1a thoi gian thuc hién c6 thé 1én
dén hang trim nam v&i d6 dai khoa n = 256-bit va véi cong sudt tinh toan clia hé
thdng may tinh tai thoi diém AES dugc cong bb. Tuy nhién, véi cong sudt tinh
todn clia thé hé mdy tinh luong tir hién nay, thoi gian tin cong kiéu thac Ii da
giam rd rét. Phuong phap duy nhat chéng lai tAn cong kiéu théac 1 12 ting do dai
khéa cang 16n cang t6t. Tuy nhién, viéc ting d6 dai khéa ddi véi cac giai thuat
mat ma khdi dang st dung hién nay di mit véi hai tré ngai: thoi gian ma héa/giai
mi ting; dung luong bd nhé yéu cau ting.

Piém han ché (2): Trong hai kién tric mang mat ma SPN (Substitution-
Permutation Network) va Feistel, thanh phan quan trong dam bao tinh phi tuyén
cao cho dit liéu ma hoa 12 hop thay thé S-box. Nhiéu phwong phap tan cong & trén
(dién hinh 13 Differential Anlysis Attack va Linear Anlysis Attack) tip trung vao
khai cac thudc tinh bao mét cua S-box dé khoi phuc nguoc khéa bao mat. Do cac
giai thuat mat ma & trén st dung cac S-box chon trudce ¢ dinh d tinh trude cac
bang tim kiém thay thé khi thuc hién ma héa/giai ma, quy trinh tinh cic bang tim
kiém nay phirc tap va yéu ciu nhiéu thoi gian thuc hién, do d6 trong qué trinh ap
dung, viéc thay thé S-box khac c¢6 thude tinh bao mat trong duong (nhim ting do
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khé chéng lai cac phuong phap tAn cong bé khéa vi phai thir cic S-box khéc nhau,
v& 1y thuyét s& c6 mot tap gdm N chinh hop chap 256 clia 256 ddi v&i loai S-box
8-bit) s& khong dugc thuc hién d€ dang. Nhu véi AES tiéu chudn, viéc thay thé S-
box thi d& dang nhung lai gip han ché vé thoi gian ma hoa/giai m ting 1én, con
AES thuc hién nhanh nhu RIDNDAEL thi lai gip kho khin thi thay thé S-box do
phai tinh toan lai 10 bang tim kiém c6 kich thuéc mdi bang 1a 256 x 32-bit va yéu
cau kién thitc chuyén mén sau vé toan hoc truong nhi phan GF (2).

Diém han ché (3): Nhu d3 dé cap voi cac giai thuat mat ma d3 va dang dugc
stt dung & trén, dé giam thoi gian ma hoéa, ngoai viée st dung céc bang tim kiém
thay thé da tinh toan trudc, cac giai thuat ndy con sir dung céc phép toan trén co
s& s6 32-bit va cac ham Intrinsic (thuong chi dugc hd trg trén ngdn ngit 14p trinh
C). Céc tinh toan 32-bit tan dung dugc cc wu diém ciia cac bd xir Iy 32/64-bit da
nhén, tuy nhién s& gip van dé vé ting kich thudc ma 1énh va toc d6 xtr Iy cham di
déng ké trén cac hé vi xir Iy 8/16/32-bit don nhan. Py 13 vin dé 16n khi hién nay
céc thiét bi IoT thudng phai xir dung cac chip 8/16/32-bit don nhan dé giam gia
thanh.

Piém han ché (4): Dé giai quyét vin d& tbc d6 va bo nhd, mét sb giai thuat
mat ma da dugc ciing hoa nghia 1a sir dung mot phén cimg chuyén biét dé thuc
hién giéi thuat. Viéc ctimg héa yéu cAu phai duoc thyc hién trude tir khau thiét ké
ASIC, dan dén chi phi san xuit chip ting 1én, va khong mém déo khi can thay doi
hodc cép nhét cac thudc tinh bao mét cua giai thuat. Ngoai ra, cac chip IoT gia ré
hau nhu khéng ¢ cac phan cimg chuyén biét ndy. Dé cting héa, chi céc giai thuat
duoc chép nhén béi céc to chire tidu chuan quéc t& nhu NIST méi duge st dung.
Vi thé, hién nay, hau nhu chi giai thuat AES dwoc chon dé thuc hién cting héa.
Tuy nhién, viéc ctng héa chi giai quyét duoc van dé tdc do, chir khong cai tién
duoc kha nang bao mat va tinh mém déo khi tmg dung nhu kha ning thay thé S-
box twong duong. Vi du, tin cdéng vi sai Bicliques c6 thé bé giy khoa
128/192/256-bit khi biét khéa con (subkey) tai vong 8 d6i véi AES-128, va vong
9 d6i voi AES-192/AES-256 du giai thuat dugc thuc hién bing phan cting hay
phan mém.

Diém han ché (5): Cac giai thuit mat ma nhu AES tiéu chuan (AES), AES
nhanh (RIJNDAEL), MARS, RC6, SERPENT, TWOFISH, va nhiéu giai thuat
khéc hoat dong trén cac khéi dir lidu c6 do dai cb dinh 128-bit véi sb luong cac
do dai khoa nho (héu nhu chi 1a cac d6 dai khoa 128-bit, 192-bit, va 256-bit), vi
thé céc cude thn cong ludn biét trude duge do dai khdi va do dai khoa dé ap dung
s6 lwong cap dir 1iéu vao/ra c6 sai khéc cb dinh tir d6 tim ra thudc tinh c6 tinh nhat
quén v&i x4c suat cao nhét va ndi suy ra khéa, dién hinh 13 cac mé hinh tan cong
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nhu Chosen plaintext attack, Chosen ciphertext attack, Known plaintext attack.
bé chéng lai hodc lam khoé khan thém cac cho céac cudc tAn cong dang nay, kich
thuée khéi dit liéu va do dai khéa cAn duoc thay dbi linh hoat va khéng dé dé du
doan trudce, khi nhiing ké tin cong thu gilt dugc cac vin ban m4 héa (ciphertext).
Diéu nay khong dé& dang va don gian dé thuc hién mét cach nhanh chéng (on-the-
fly) véi cac mé hinh mang SPN va Feistel hién hanh, vi s€ phai tinh toan lai S-
box, tinh toan lai cdc bang tim kiém, tinh todn lai s6 vong thuc hién, tinh toan lai
céc co ché thuc hién ma héa/giai mé, va sau cing 1a phai kiém tra cac thudc tinh
ngAu nhién ctia dit liéu m4 héa dé dam béao giai thuat dat dugc cac yéu ciu vé bao
mat. Dic biét khi kich thudc khéi dit liéu xir Iy va do dai khéa cang 16n thi cac
cdng viée ndy lai cang kho khin, phirc tap va ton nhiéu thoi gian thuc hién.

Cac giai thuat mat ma da biét luén tap trung t6i da vao viéc tao ra céac quan
hé phi tuyén cao gifta cic bién vao va bién ra, sir dung cic phép nhan, chia da
thirc, va logarit trong truomg nhi phan GF(2) dan dén sy phirc tap vé tap lénh thuc
hién va yéu cu bd nhé 16n.

Tir nhitng han ché trén, sang ché d& xuat phuong phap ma hoéa va giai mi
khéi dit liéu c6 kich thudce bién dbi theo d6 dai khéa khic phuc cac nhuge diém
néu trén.

Ban chit ky thuit ciia sang ché

Sang ché d& xuit phuong phap ma héa va giai ma khéi dir liéu c6 kich thude
bién ddi theo d dai khoa giai quyét cac han ché néu ra & trén.

Cu thé, sang ché dé xuét phuong phép mi héa va giai ma khéi dir lidu c6
kich thuéc bién ddi theo d6 dai khéa bao gém cac budc:

(S1) khoi tao khéa ban dau KO;

(S2) khoi tao sau tap khoa con mot chidu K1, K2, K3, K4, K5 va K6 tir khoa
ban dau KO0;

(S3) mé héa khdi dit liéu van ban thé dau vao bang cach st dung lan lugt ba
khoa con K1-K3 va K4-K6 thu dugc tr (S2); va

(S4) giai ma vin ban da duge ma hoa thu dugce ¢ (S3) bang cach st dung 1an
luot ba khod con K6-K4 va K3-K1 thu duogc tir (S2).

Phuong phép theo sang ché sir dung kién triic mang mat ma méi goi 1a mang
phuong trinh phi tuyén da 4n duoc cdu tao véi 4 hé phuong trinh phi tuyén thuan
cho budc mé héa (S3) va 4 hé phuong trinh phi tuyén nguoc cho giai ma (S4),
trong d6 cac hé phuong trinh phi tuyén nay duoc sap xép theo co ché chudi nbi
tiép, nghia 12 d4u ra ctia hé phuong trinh nay 13 dit liéu cho viéc khéi tao dau vao
ctia hé phuong trinh ké tiép. Bén canh d6, dit liéu can ma hoa dugc chia thanh cac
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khdi dit liéu c6 do dai bing do dai khoéa KO cé d6 dai ndm trong khoang tir 128-
bit t&i 8192-bit véi mdi bude thay dbi 1a 16-bit, theo cting mét co ché théng nhét
v6i cac vong ldp cac ma 1énh xut Iy, khong st dung cac bang tim kiém thay thé
32-bit, ngoai cdc Sbox 8-bit (nghia la d6 dai ciia Sbox d& quy dinh 1a 28 = 256),
phuong phép theo sang ché cé thé st dung téi 3 Sbox 8-bit khac nhau. Co ché
théng nhAt nay cho phép dat két qua trong dong vé tdc do thuc hién, vé hi¢u qua
nham 14n va khuéch tén, va phan bd ngiu nhién théng ké ctia dit lifu ma héa theo
céc phép kiém tra danh gia ctia NIST cho moi kich thudc d6 dai khoa.

Phuong phap theo sang ché c6 d6 tuy chon do dai khod cao hon, thay vi chi
duoc chon cac mdc do dai khod cu thé nhu 128-bit, 192 va 256; ngudi dung cé
thé Iua chon céc d6 dai khéa khac ma khong anh huodng té1 chét luong cua van
ban duoc ma hoa va giai ma. Kién tric can bang va déi xtmg ctia mang phuong
- trinh phi tuyén da 4n cho phép thuc hién s6 tap 1énh ma may (cling nhu tap 1énh
ngdn ngit 14p trinh bic cao) don gian, on dinh, khong bién ddi, gibng nhau cho
moi d6 dai khéa KO0, khéng phai st dung cac phép nhan/chia da thirc, cdc ham
logarit thong qua cac phép quay bit dit liu va bang tim kiém. Do tinh phi tuyén
da 4n, cac budc ma hoéa/giai ma chi st dung hai tac vu chinh 1a XOR-bit va thay
thé S-box. Pic trung nay khién d6 khé ctia phuong phap ting 1én rat nhiéu so véi
cac tn cong kiéu thac 1i (Brute Force Attack) do viéc ting k-bit khéa s& lam ting
thém 2* t6 hop khéa can thir.

Phuong phap theo sang ché khéng phu thude vao hop thay thé S-box d tinh
todn trude. Kién tric can bing va dbi xtng ciia mang phuong trinh phi tuyén da
4n ciing cho phép thay ddi S-box c¢6 thudc tinh bao mat twong duong hoic cao
hon véi S-box mic dinh cua giai thudt ma khong anh hudng téi chat luong giai
thuat nhu bd nhd, tbc d9, hiéu qua nhim 14n va khuéch tén, va phan bd thng ké
ngau nhién. |

Phuong phép theo sang ché truyén su thay ddi ctia mot bién vao t6i moi bién
ra. Kién tric mang phi tuyén da 4n cho phép 2 dic trung phi tuyén quan trong
dugc thuc hién déng thoi: (1) mot bién ra phu thudc phi tuyén vao tat ca cac bién
vao; (2) mot bién vao anh hudng phi tuyén téi moi bién ra.

Phuong phép theo sang ché d& dang trién khai trén moi nén tang bd vi xir Iy
ma khong anh hudng tdi cac hiéu qua bao maét, tao cac khda con (subkey) mot
chiéu c6 muc do ddc l4p tuyén tinh 13n nhau cao, i thiéu vong lap kién tric mang
va tdi da sb luong khéa con cé thé su dung trén mdi vong lap. Cu thé hon, co ché
mé héa va giai mi st dung 2 vong lap kién triic mang va 3 khéa con riéng biét
cho mdi vong lap.

Mo ta van tat cac hinh vé
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Hinh 1 13 luu dd thé hién phuong phap ma héa va giai mi khéi dit liéu c6
kich thuée bién dbi theo do dai khoa theo mot phuong 4n clia sang ché;

Hinh 2 12 luu dd thé hién budc (S2) tao cac khoa con mét chiéu sir dung
cho m& hoa va giai ma di liéu theo mot phuong an cua sang ché;

Hinh 3a 12 so d khdi mé ta budc (S3) mé héa dit lidu dau vao theo mot
phuong 4n cta sang ché; '

Hinh 3b 14 luu db thé hién bude (S3) ma hoa dir liéu theo mot phwong én
cua sang ché;

Hinh 4a 13 so dd khdi mé ta budc (S4) giai ma dit liéu theo mét phuong 4n
clia sang ché;

Hinh 4b 13 luu dd thé hién bude (S4) giai ma dit liéu theo mot phuong 4n
cta sang ché.

Duéi day, cac uu diém, hiéu qua va ban chét cua sang ché c6 thé duoc hiéu
rd hon théng qua viéc mé ta chi tiét cac phuong 4n uu tién thuc hién c6 dua vao
c4c hinh v& kém theo. Trén céac hinh v&, cac sb chi dan gibng nhau duoc du dinh
d8 bidu thi cac thanh phan hodc chi tiét gibng nhau hodc twong duong va dugc sit
dung théng nhét trong toan bo mo ta, do vay trén mot s6 c4c hinh v& hodc mot sb
phan trén hinh v& c6 thé khong xuét hién mot hodc mot sb cac sé chi ddn nham
muc dich lam cho hinh v& tré nén don gian va thuan tién trong viéc thé hién cac
thanh phan cdu tao hodc nguyén 1y hoat dong khac nhau ctia sang ché, trong
trudng hop nhu vay, méi tuong quan gifta cac thanh phan hoac chi tiét cu thé véi
céc sb chi dan biéu thi n6 c6 thé dugc minh hoa rd khi tham chiéu t&i cac hinh vé
khéc hodc céc phan khéc trén hinh v&. Bén canh d6, cic thanh phan va chi tiét
duoc thé hién trén hinh vé& 13 khong theo kich thudc va hinh dang thuc té, mot sb
thanh phan hodc chi tiét s& dugc phéng dai 1én va c6 thé dugc biéu thi boi céc
khéi gian lugc nhim muc dich minh hoa va thuén tién cho viéc mé ta. Vi véy, can
hiu rdng c4c phuong an duoc mé ta trong phan mé ta chi véi muc dich 1am vi du
gitip cho viéc hiéu rd hon vé ban chét va cac rru diém cua sang ché, ma khéng giéi
han pham vi ctia séng ché theo cac phuong 4n dugc md ta ndy.

M3 hod khéi (Block Cipher) thuc hién tinh toan trén timng khéi bit ¢6 kich
thudce ¢d dinh. Vi vy khi d4u vao ban cin ma hod (plaintext) c6 do dai khong 14
boi s6 ctia khéi, can thuc hién thao tac dém (padding) sao cho s6 bit ctia dau vao
phai 14 boi sb ctia khéi.

Trong linh vuc méa hod, SBox (Substitution-box Hop thay thé) 14 thanh phan
co ban cua cdc thuat todn khéa dbi xung dé thuc hién thay thé. Trong ma hoé khéi,
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SBox thuong dugc st dung dé che di mbi quan hé gitta khéa va ban ma (dit liéu
sau khi m3 hoé-ciphertext) - thudc tinh nhim 1in ctia Shannon. Trong nhiéu
trudng hop, cac SBox duoc Iya chon cén than dé chdng cac giai thuit. Néi chung,
SBox 14y a bit dAu vao va bién thanh b bit d4u ra. Theo sang ché, a bang b, Sbox
14 ham thay thé dé bién t6 hop tuyén tinh hodc phi tuyén cua hai tap phan tir dau
vao thanh mot tap két quéa phi tuyén dau ra c6 m phan tur.

XOR 132 mot phép toan logic cdn ban trong linh vuc dién tir va l1a phép toan
ma 1énh can ban trong cac ngén ngit 18p trinh. Theo sang ché, thay vi phai str dung
cac phép toan nhan, chia, logarit phiic tap dé tao tip dit liéu phi tuyén dau ra, chi
céc phép toan XOR va thay thé S-box duoc st dung.

Khéa con mdt chidu K1-K6 khi duoc sir dung trong sang ché dugc hiéu la
can biét dir liéu dau vao tao khéa mdi tim ra dur0’c khéa con, trong khi néu biét
duoc khéa con thi khdng nodi suy duoc dit lidu déu vao. Cu thé 13, biét khéa khéi
tao KO méi tao ra dugc K1, biét K1 méi tao ra duge K2, biét K2 méi tao ra dugc
K3, biét K3 méi tao ra dugc K4, biét K4 méi tao ra duge K5, biét K5 méi tao ra
duoc K6. Qué trinh néu trén khong thé dao nguoc, vi du biét K6 thi khong thé noi
suy ra K5.

Trén Hinh 1 thé hién phuwong phap ma héa va giai ma khéi dit lidu c6 kich
thude bién ddi theo d6 dai khéa theo mot phuwong 4n ciia sang ché.

Nhu thé hién trén Hinh 1, phuong phap ma héa va giai ma khéi di liéu c6
kich thudc bién ddi theo d6 dai khoa bao gdm céc budc:

(S1) khéi tao khoa ban dau KO;

(S2) khoi tao sau tap khéa con K1, K2, K3, K4, K5 va K6 c6 s6 lugng phan
tr bang nhau va bing m;

(S3) ma héa khéi dit liéu vin ban thd dau vao;

(S4) giai ma van ban da dugc ma hda.

O bude S1, khéi tao khéa ban dau KO0, KO c6 d6 dai m do ngudi st dung
thiét 1ap, trong d6 m 13 s6 chin byte c6 d6 dai khoa tir 16-byte dén 256-byte, trong
dwong 128-bit dén 8192-bit;

O budc S2, nhu thé hién & Hinh 2, tao cac khoéa con mot chiéu dé st dung
cho m4 héa va giai ma dit liéu bao gom:

khoi tao tap khéa con K1, bao gdm:

S211 tao ba khoéa phu GS1, st dung khéa KO dé tao ba khéa phu Ksl1,
Ks12 vaKs13 c6 db dai bang ciia KO0, trong do:

khéi tao: idx = Sbox(K0,"K0,) (1.1)
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1ap lai m 14n cac budce sau, trong d6 m la d6 dai khoa KO0 tinh theo byte:

temp = Sbox(idx)
j= [i+(m>>1)J;j1 _ l]_+_1J

m m
Ks11; = temp
ids = lidx+1+(K0]-"K0]-1)J
256

véi0<i<m-—1 (1.2)

N

Ks12; = Sbox(idx)
idx = lldx+1+(Kslzi"KO]-1)J
256
Ks13; = Sbox(idx)

L= [

S211° str dung kién trac mang phuong trinh phi tuyén da an thuan, bao gbm
bén tap dit liéu dau vao KO, Ksl1, Ks12, Ks13, mdi tip cé m phé‘m ttr, dé tao ra
tap khéa con K1 co6 m phﬁn tr;

khoi tao tap khoda con K2, bao gém:

S212 tao ba khoéa phu GS2, st dung khéa KO va khéa con K1 dé tao ra 3 khoéa
phu khéc cung d6 dai Ks21, Ks22, Ks23, trong do:

khoi tao: idx = Sbox(K0,"K1,) (2.1)
1ap lai m 14n cac budc sau, trong d6 m la d§ dai khoa KO tinh theo byte:

( temp = Sbox(idx)
- [

Ks21; = temp
\ idx+1+(K0j"K1j1) 7
idx =
J — v6i0<i<m-—1 2.2)

Ks22; = Sbox(idx)

i = lidx+1+(KsZZi"K1,-1)J
256
Ks23; = Sbox(idx)

| idx= |5

S212° st dung kién tric mang phuong trinh phi tuyén da 4n thuan, v6i 4 tap
dit liéu diu vao K1, Ks21, Ks22, Ks23, mdi tAp c6 m phan ti, dé tao ra tip khoa
con K2 ¢6 m phan tir;

khoi tao tap khoa con K3, bao gom:

S213 tao 3 khoa phu GS3 str dung khoa K0 va khoa con K2 dé tao ra ba khéa
phu khac cung d6 dai Ks31, Ks32, Ks33, trong dé:

8
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khoi tao: idx = Sbox(K0,"K2,) 3.1
1ap lai m 14n cac budc sau, trong d6 m 1a do dai khéa KO tinh theo byte:

¢ temp = Sbox(idx)
- )|y

Ks31; = temp
iy = [idx+1+(KOj"K2j1)J
256

v6io<i<m-1 (3.2)

N

Ks32; = Sbox(idx)

. idx+1+(K5321"K2]-1)
idx =
256
Ks33; = Sbox(idx)
, idx+1
L idx = l J
256
S213’ st dung kién triic mang phuong trinh phi tuyén da an, vo6i 4 tap dir

\

liéu dau vao K2, Ks31, Ks32, Ks33, mbi tip c6 m phan ti, dé tao ra tap khéa con
K3 ¢6 m phan ti;

2

khoi tao tap khéa con K4, bao gém:
S214 tao ba khoa phu GS4 st dung KO va khoéa con K3 dé tao ra ba khoéa
phu khac cung d6 dai Ks41, Ks42, Ks43, trong do:
khoi tao: idx = Sbox(K0,”K3,) 4.1)
1ap lai m 14n cac budc sau, trong d6 m 12 d6 dai khéa KO tinh theo byte:

( temp = Sbox(idx)
- [emn) |

m
Ks41; = temp
L |idx+1+(K0j"K3j)
< i = [P vio<i<m-—1 4.2)
Ks42; = Sbox(idx) -
idx = lidx+1+(KS42jAK3j1)J
256

Ks43; = Sbox(idx)

L= |5

S214’ st dung kién tric mang phuong trinh phi tuyén da 4n thuén, véi 4 tap
dit lidu dau vao K3, Ks41, Ks42, Ks43, mbi tdp co m phén ttr, dé tao ra tap khoa
con K4 c6 m phan tir;

khéi tao tap khoa con K5, bao gém:

S215 tao ba khoéa phu GS5 sir dung KO va khéa con K4 dé tao ra ba khéa
phu khac cung d6 dai Ks51, Ks52, Ks53, trong do:

9



52469 10/46

khéi tao: idx = Sbox(K0,”K4) (5.1)
13p lai m 14n cac budc sau, trong d6 m 13 d6 dai khéa KO tinh theo byte:

( temp = Sbox(idx)
j= [i+(m>>1)J;].1 _ l]_+_1_J

m m
Ks51; = temp
idox = lidx+1+(K0j"K4-j1)J
256

N

o
Ks52; = Shox(idx) ‘01 0=ism—1 (5.2)

ido = lidx+1+(KsSZi"K4j1)J
256
Ks53; = Sbox(idx)

L= [

S215° st dung kién tric mang phuong trinh phi tuyén da 4n thuan, véi bdn
tap dir li€u dau vao K4, Ks51, Ks52, Ks53, mdi tip ¢ m phén tir, dé tao ra tap
khéa con K5 c6 m phan ti;

khoi tao tap khoa con K6, bao g?)m:

S216 tao ba khoa phu GS6 sir dung KO va khoa con K35 dé tao ra ba khéa
phu khac cung d9 dai Ks61, Ks62, Ks63, trong do:

khéi tao: idx = Sbox(K0,"K5;) (6.1)
lap lai m 1an céc budc sau, trong d6 m 1a d§ dai khoa KO tinh theo byte:

¢ temp = Sbox(idx)
j= li+(m>>1)J i1 = lﬂ]
m

m
Ks61; = temp
idx = lidx+1+(KOj"K5j1)J
256

N

0 <i< m —
Ks62; = Sbox(idx) vii0<ism-—1 (6.2)

idx = lidx+1+(KS6Zi"K5j1)J
256
Ks63; = Sbox(idx)

|

(S216’) tao ra tap khoa con K6 cé6 m phan tir bing cach sir dung kién tric
mang phuong trinh phi tuyén da 4n thuan véi bén tap dir liéu dau vao K5, Ks61,

Ks62, Ks63, mbi tap c6 m phén t;
O bude S3, ma hoéa khdi dit lidu van ban thdé diu vao, chia van ban tho dau

vao thanh cac khéi dit lidu X c6 d6 dai bang do dai khoa KO, trong d6 néu vin ban

10
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thd ndy khong chia hét cho m, khéi dit liéu X cho phan khong chia hét ndy sé& bao
gdm céc byte dir lidu gbc va cac byte dém 0 hodc 1 dé khéi dit lidu ndy c6 do dai
m.

Nhu thé hién & Hinh 3a ma héa khéi dit liéu X, trong d6 bao gdm céc budc:

S301 st dung khoi dit liu X va ba tap khoa con K1, K2, K3,

S$302 st dung két qua dAu ra cia S301 va ba tip khéa con K4, K5, K6,

két qua dAu ra ctia S302 12 khéi dit liéu di duoc ma hoéa Y, c6 do dai bang
khéi dit liéu X, tap hop cac khéi dit liéu Y dé duoc mot van ban mi héa clia vin
ban tho diu vao, trong do:

S301 st dung khéi dit liéu X va ba tap khoa con K1, K2, K3, bao gém bay
budc thuc hién nhu sau:

Nhu thé hién trén Hinh 3b, S301 c¢6 bay budc thuc hién tir E1S1 dén E1S7,
khéi dir liéu X va ba tip khéa con K1, K2 va K3 dugc dinh dang thanh céc tip
hop 8-bit (1 byte), goi 7 1a d6 dai theo bit, m 14 d6 dai theo byte thi m=n/8.

S311 chuyén dang phi tuyén thudn E1S1 thuc hién m ham chuyén dang phi
tuyén cua 2 tap bién s X va K1, moi tdp cO m phén tl, trong d6 X11 dugc tinh

nhu sau:
X11 = Sbox(X + K1) = {Sbox(X; + K1;)}véi1 <i<m (3.1
trong do:

phép cong 1a phép todn XOR-bit,
Sbox 14 ham thay thé dé bién t6 hop tuyén tinh cta hai tap phén tir dau vao
thanh mot tap két qua phi tuyén dau ra X11 cé m phén tir.

S312, ma ho4 sir dung hé phuong trinh phi tuyén thuan E1S2 thuc hién m
phuong trinh, mdi phuong trinh xtt 1y m phin tir cia tdp X11 dé tao ra mot két
qué cua tap X12, X12 gém m phan tir két qua, trong d6 X12 dugc tinh nhu sau:

X12 = F(X11) = {F;(X11)}v6i1 <i<m (3.2)

Biéu dién todn hoc ctia biéu thirc (3.2) nhu sau:

X12; = A1 1 *X11; + Ay, X1 + -+ Ay x X111y
X122 = A2,1 * X111 + A2,2 * X112 + et Az’m * Xllm (3 3)

X120 = Ay * X113 4+ Ay * X115 + -+ Apy o * X111,
trong do:

11
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phép cong 1a phép toan XOR-bit va phép nhan la phép toan nhan modul hai
trong trrong nhi phan GF (2),

ma trin hé s6 A 13 mét ma trdn vudng m hang va m cot A m Vi cac phan
tir nhi phén, ¢6 cac dic didm sau: chi phuong trinh dAu tién phu thude vao m phan
ttr du vao, cac phuong trinh con lai phu thudc vao m-1 phén tir dau vao, ma trdn
A 1uén tdn tai mét hang (hang dAu tién) va mot cot bit ky 6 cac hé sé ludn khac
0, ky hiéu cot ¢6 cac hé sb lubn khéc 0 14 cot thir T.

S$313, m4 ho4 st dung hé phuong trinh phi tuyén thuan E1S3 thyc hién m
phuong trinh phi tuyén, cac phan tir dau vao cla khéi E1S3 gdm m phan tir cla
tap X12 vam phén tir ctia tdp khoa con K2, trong d6 X13 dugc tinh nhu sau:

X13 = F(X12,K2) = {F;(X12; + K2))}v6i1 <i<m (3.4)
bidu difn todn hoc ctia bidu thirc (3.4) nhu sau

X131 = B1’1 * (X121 + Kzl) + B1,2 * (Xlzz + K22) + oo + Bl,m * (Xlzm + sz)
X13, =B, * (X121 + K2) + By, * (X12, + K2;,) + - + By * (X121, + K21))
X134, = Bpq * (X121 + K2;) + By p * (X122 +K2,) + -+ Bpm * X12, + K2p)
35)
trong do:
phép cong la phép toan XOR-bit va phép nhéan 1a phép todn nhan modukhai
trong truong nhi phan GF (2),
ma trdn hé s6 B 13 m6t ma trin vudng m hang va m cot Bmm VOi céc phan tir
nhi phén, ma tr4n B bao gdm cac dic diém sau: phuong trinh dau tién phu thudc
phi tuyén vao m phén tir diu vao, mdi phwong trinh trong m — 1 phuong trinh con
lai s& phu thudc vao mot phan tir dau vao bat ky. Ma tran B s& luén c6 mot va chi
mot cOt cd m-1 phﬁn tir 1a 0, ki hiéu thtr tu c6t nay 1a Z. Do X12 1a tap hop m cac
phan tir phi tuyén, nén X13 12 mét tap gdm m phan tir phi tuyén.

(S314) chuyén dang phi tuyén thuan E1S4 thuc hién 7 ham chuyén dang phi
tuyén cua hai tip bién sb X13 va K1, mbi tAp c6 m phan tir, theo phuong trinh
sau:

X14 = Sbox(X13 + K1) = {Sbox(X13; + K1)} v6i1 <i<m (3.6)

trong do,

phép cong l1a phép toan XOR-bit, do X13 1a tdp hop m céc phén tt phi tuyén,
nén X13 + K1 ciing 14 mét tdp gém m phén ti phi tuyén,

12
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Sbox 14 ham thay thé dé bién tdng phi tuyén cta hai tap phan tir déu vao
thanh mot tap két qua phi tuyén du ra X14 c6 m phén ti.

S315, ma ho4 st dung hé phuong trinh phi tuyén thusn E1S5 thuc hién m
phuong trinh, mdi phuong trinh xir 1y m phan tir cia tap X14 dé tao ra mot két
qua cua tap X15, X15 gém m phﬁn ttr két qua, trong do6 X15 dugc tinh nhu sau:

X15 = F(X14) = {F;(X14))}v6i1 <i<m (3.7)

Biéu dién toan hoc cua biéu thire (3.7) nhu sau:

X151 = Cl,l * X14‘1 + Cl,Z * X142 + e+ Cl,m * X14‘m
X152 = C2,1 * X14‘1 + CZ,Z * X14'2 + -+ CZ,m * X14‘m (3 8)

X15m = Cpn g * X14; + Cmyp * X145 + -+ Cpm * X4y

o=t

rong do:

phép cdng la phép todn XOR-bit va phép nhan 1a phép todn nhan modul hai
trong trudng nhi phan GF (2),

ma tran hé sé C 13 mot ma trdn vudng m hang va m cdt Cy, m Vi cac phan ti
nhi phén, ma trén hé s6 C ¢6 cac dic diém: chi phuong trinh thr m phu thudc vao
m phan t ddu vao, cic phuong trinh con lai phy thudc vao m-1 phan tir dau vao.

Céc phén tir cia ma tran C 1 d6i xtng theo truc ngang véi céc phan tir ctia
ma tran A hay ma trn C 1 phép hoén ddi d6i xtimg cac hang clia ma trin A theo
truc hoanh dé tao su x4o trén ngu nhién d6i xing, biéu dién cta ma trin C theo
ma tran A nhu sau:

Cki = Am-k+1i V011 <k<m1<i<m (3.9)

Ciing giéng nhu ma trdn A, ma tran C ciing luén ton tai mot hang (hang cubi
cing) va mot cdt bat ky c6 cac hé s6 ludn khéc 0, ky hidu cot c6 cac hé sb luén
khac 0 1a cot thu T.

S316, ma ho4 sir dung hé phuong trinh phi tuyén thuan E1S6 thuc hién m
phuong trinh phi tuyén, cic phan tir ddu vao ctia khbi E1S6 gdém m phan tir cla
tap X15 va m phan tir ctia tdp khéa con K2, trong d6 X16 dugc tinh nhu sau:

X16 = F(X15,K2) = {F;(X15; + K2;)} v6i1 <i<m (3.10)

Biéu dién toan hoc cta biéu thirc (3.10) nhu sau:

13
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X161 = D1,1 * (X151 4 Kzl) + D1,2 * (X152 + K22) e Dl,m * (X].Sm + sz)
X162 = D2,1 * (X].Sl + K21) + DZ,Z * (X152 + K22) + tee + Dz'm * (X15m + sz)
X16 = Dyny * (X151 + K2;) + Dy 5 * (K15, + K2;) + -+ + Dy * (X15 + K21)
(3.11)

trong do:

phép cong 1a phép toan XOR-bit va phép nhén la phép todn nhan modul hai
trong truong nhi phan GF (2),

ma tran hé s6 D 12 mét ma trin vudng m hang va m cot Dy, 1, v6i cac phan
tt nhi phan, cac phan tir ctia D 14 d6i ximg theo truc ngang véi cic phan tir clia
ma trin B hay ma trn D 14 phép hoan dbi d6i xtmg cac hang ctia ma trdn B theo
truc hoanh dé tao su Xao tron ng?iu nhién d6i xting, do d6 ma trdn D cling sé& ludn
c6 mot ¢t c6 m-1 phan tir 13 0, ki hidu thir tu cot nay 1a Z, biéu dién toan hoc clia
D theo B nhu sau:

Dk,i = Bm—k+1,i voil <k < m, 1<i<m (312)

Do X15 1 tap hop m céc phan tir phi tuyén, nén X15 + K2 ciing 12 mot tap
gdém m phan tir phi tuyén, do d6 mdi phuong trinh trong biéu thte (3.11) 1a mét
phuong trinh phi tuyén.

(S317) chuyén dang phi tuyén thuan E1S7 thuc hién m ham chuyén dang phi
tuyén cua hai tap bién sb X16 va K3, mdi tap cé m phan tir, X17 duge tinh nhu
sau

X17 = Sbox(X16) + K3 = {Sbox(X16;) + K3;}vsil <i<m (3.13)

trong do:

phép cong la phép toan XOR-bit,

Sbox 14 ham thay thé dé bién tdng phi tuyén cua 2 tap phan tir ddu vao thanh
mdt tap két qua phi tuyén ddu ra X17 cé m phan ti.

Do X16 14 tap hop m cac phén tir phi tuyén, nén Sbox(X16) + K3 ciing 1a
mot tap gdm m phﬁn tr phi tuyén.

& bude S302 ¢6 bay bude thuc hién tir E2S1 dén E2S7, khéi dit lidu X17 va
ba tap khoa con K4, K5 va K6, khdi dit lidu X17 c¢6 do dai 1a tap m phﬁn ta, trong
d6 cac budce duoc thuc hién nhu sau:

14
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(S321) chuyén dang phi tuyén thuan E2S1 thuc hién m ham chuyén dang phi
tuyén cua hai tap bién sb X17 va K4, mdi tap c6 m phﬁn tr, X21 dugc tinh nhu
sau:

X21 = Sbox(X17 + K4) = {Sbox(X17; + K4;)}v6i1 <i<m (3.14)

trong dé:

phép cong la phép toan XOR-bit,

Sbox 13 ham thay thé dé bién t6 hop tuyén tinh ctia hai tip phan tir dau vao
thanh mot tap két qua phi tuyén dau ra X21 cé m phan tu.

S322, ma hoa str dung hé phuong trinh phi tuyén thudn E2S2 thuc hién m
phuong trinh, mdi phuong trinh xtr 1y m phan tr cta tap X21 dé tao ra mot két
qué clia tip X22, X22 ciing cling gdm m phan tir két qua, X22 dugc tinh nhu sau:

X22 = F(X21) = {F;(X21))}v6i1 <i<m (3.15)

Biéu dién toan hoc cia biéu thirc (3.15) nhu sau:

X221 = A1 *X21; + A1, * X215 + -+ Ay * K21y
X222 = A2,1 * X211 + Az'z * XZ].Z e AZ,m * X21m (3 16)

X22m = Amy * X211 + Am * X21, + -+ Apm * X211
trdng dé:
phép cong la phép toan XOR-bit va phép nhan 1a phép todn nhan modul hai
trong truong nhi phan GF (2),
ma tran hé s8 A 12 ma trn c6 chic nang nhu dd mo t4 & S312, ma hoa su

dung hé phwong trinh phi tuyén thusn E1S2.

S323, ma hoa sir dung hé€ phuong trinh phi tuyén thuan E2S3 thuc hién m
phuong trinh phi tuyén, cac phén tir diu vao cia khéi E2S3 gém m phéan tir cia
tap X22 vam phf?m tir cua tdp khoa con K5, X23 duogc tinh nhu sau:

X23 = F(X22,K5) = {F;(X22; + K5))}vd6i1 <i<m (3.17)

Biéu dién toan hoc ctia biéu thic (3.17) nhu sau:

X231 = Bl,l * (X221 + KS]_) + B1,2 * (X222 + KSz) + e0e + Bl,m * (Xzzm + KSm)
X232 = B2‘1 * (X221 + K51) + B2,2 * (XZZZ + K52) + o+ Bz'm * (XZZm + KSm)
X23; = By * (X224 + K51) + B * (X22; + K5,) + -+ + By * (X225 + K5,,)
(3.18)
trong do:
15
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phép cong 1a phép todn XOR-bit va phép nhén la phép toan nhan modul hai
trong trudng nhi phan GF (2),

ma tran B 1a ma trin c6 chirc ning nhu ¢4 mo ta & S313, ma hoa s dung hé
phuong trinh phi tuyén thusn E1S3.

(S324) chuyén dang phi tuyén E2S4 thuc hién m ham chuyén dang phi tuyén
cua hai tap bién s6 X23 va K4, X24 c6 m phﬁn tr, X24 duoc tinh nhu sau:

X24 = Sbox(X23 + K4) = {Sbox(X23; + K4))}v6i1 <i<m (3.19)
trong do:
phép cong la phép toan XOR-bit,

Sbox 14 ham thay thé dé bién tdng phi tuyén ciia 2 tip phan tir dau vao thanh
mdt tap két qua phi tuyén dau ra X24 c6 m phén tu.

Do X23 14 tAp hop m céc phin ti phi tuyén, nén X24 ciing 13 mot tip gbm m
phan ti phi tuyén.

(S325) m4 ho4 st dung hé phuong trinh phi tuyén thuan E2S5 thyc hién m
phuong trinh, mdi phuong trinh xir Iy m phan tir cia tip X24 dé tao ra mot két
qué cia tap X25, X25 gdm m phan tir két qua, X25 dugc tinh nhu sau:

X25 = F(X24) = {F;(X24))}v6i1 <i<m (3.20)

Biéu dién toan hoc cua biéu thic (3.20) nhu sau:

X251 = C1,1 * X24‘1 + C1,2 * X24‘2 + -+ Cl,m * X24‘m
X252 = C2,1 * X24‘1 + Cz’z * X24‘2 + -+ Cz’m * X24‘m (3 21)

X25m = Cpnq * X24; + Cpnp * X245 + - + Cpm * X241,
trong do:

phép cdng 1a phép toan XOR-bit va phép nhan l1a phép todn modul hai trong
truong nhi phan GF (2),

ma tran C 1a ma trin c6 chirc nang nhu da mo ta & S315, ma hod st dung hé
phuong trinh phi tuyén thuan E1S5.

S326, mé hoa st dung hé phuong trinh phi tuyén thuan E2S6 thuc hién m
phuong trinh phi tuyén, cac phan tir dAu vao cua khéi E2S6 gébm m phan tir cia
tp X25 va m phan tir cia tAp khéa con K5, X26 dugc tinh nhu sau:

X26 = F(X25,K5) = {F;(X25; + K5)}v6i1 <i<m (3.22)

16
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Biéu dién toan hoc cta biéu thirc (3.22) nhu sau:

X261 = D1’1 * (X251 + K51) + D1,2 * (X252 + KSz) + e Dl,m * (Xzsm + Ksm)
X262 = D2‘1 * (X251 + Ksl) + Dz‘z * (XZSZ + KSZ) + cee + Dz’m * (X25m + Ksm) (3 23)

X265 = Diny * (X251 + K5,) + Dy * (X25; + K5,) + -+ + Dy m * (X25, + K5,,)
trong do:

phép cong 12 phép todn XOR-bit va phép nhén la phép todn nhan modul hai
trong truong nhi phan GF (2),
ma trdn D 13 ma trdn c¢é chirc ndng nhu d& mo6 ta ¢ “(S316) ma hod sir dung

hé phuong trinh phi tuyén thuan E1S6”.

(S327) chuyén dang phi tuyén E2S7 thuc hién m ham chuyén dang phi tuyén
cua hai tAp bién sb X26 va K6, mdi tap c6 m phan tir, khéi dit liéu ma héa Y dugce
tinh nhu sau:

Y = Sbox(X26 + K6) = {Sbox(X26; + K6;)} v6i1 <i<m (3.24)

trong do:

phép cong la phép toan XOR-bit,

Sbox 14 ham thay thé dé bién tong phi tuyén ctia 2 tap phén tir dau vao thanh
mdt tap két qua phi tuyén ddura Y cé m phén tir.

Do X26 1a tap hop m céc phan ti phi tuyén, nén khéi dit liéu ma héa Y cling
13 mot tp gdm m phéan ti.

O budc S4, giai ma van ban di duoc mé hoa, chia vin ban mi héa thanh céac
khdi dir litu Y c6 db dai bang d6 dai khéa KO, nhu thé hién & Hinh 4a, giai ma
khéi dir liéu Y trong d6 bao gém cac buéc:

S401 st dung Y va ba tap khoa con K4, K5, K6,

S402 stir dung d4u ra cta S401 va ba tap khoa con K1, K2, K3,

két qua dAu ra ciia $402 1 khéi dir liéu thé X, c6 d6 dai bang dd dai cua khdi
dit liéu ma hod Y, tAp hop cac khéi dit lidu X dé duogc vin ban thd ban dau.

Trong do, chi tiét S401 va S402 dugc thé hién & Hinh 4b, cy thé nhu sau: S401
c6 bay buéc tir tir D1S1 t61 D187, S402 ¢6 bay bude tir D2S1 téi D287, dau vio
cta S402 1a két qua dau ra cua S401. Khi dit liéu ma héa Y va cac khéa con K1

tdi K6 duogc dinh dang thanh céc tap hop 8-bit (byte). Goi n 1a do dai theo bit, goi
m la d§ dai theo byte,tacém =n/8
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O bude S401, st dung Y va ba tip khéa con K4, K5, K6, trong d6 cac bude
giai ma dir liéu duoc thuc hién nhu sau:

(S411) chuyén dang phi tuyén nguoc D1S1 thyc hién m ham chuyén dang
phi tuyén ctia hai tap bién s6 Y va K6, mdi tap c6 m phan tt, Y11 duge tinh nhu
sau:

Y11 = ISbox(Y + K6) = {IShox(Y; + K6,)}véil <i<m (4.1)

trong do:

phép cong 1a phép toan XOR-bit,

ISbox 13 ham thay thé ngugce dé bién t6 hop tuyén tinh ciia hai tap phan tir
dau vao thanh mét tap két qua phi tuyén dau ra Y11 cé m phan tir, ham IShox
dugc ndi suy nguoc tir ham Shox khi khai tao gidi ma.

S412, m& hoa st dung hé phuong trinh phi tuyén ngugc D1S2 thuc hién m
phuong trinh, m&i phuong trinh xir Iy m phén tir ctia tap Y11 dé tao ra mét két
qué cta tip Y12, Y12 gdém m phan tir két qua, Y12 duge tinh nhu sau:

Y12 = F(Y11) = {F,(Y11;)}v6i1 <i<m (4.2)

biéu dién toan hoc ctia biéu thirc (4.3) nhu sau:

Y].Zl = El,l * Y111 + E1,2 * Y112 + -+ El,m * Yllm

Y122 =E2’1 *Ylll +E2‘2 *Yllz +"‘+E2’m*Y11m (4 3)

Y12, = Ep1* Y11 + B # Y11, + -+ Epy y * Y11,
trong do:
phép cdng 1a phép toan XOR-bit va phép nhan 1a phép toan nhan modul hai
trong truong nhi phan GF (2),
ma tran £ 1a m§t ma trdn vudng m hang va m cot E,, ,,, vOi cac phan t& nhi
phén, dugc ndi suy tir ma tran D theo quy udce sau:
- Hang thtr Z ctia ma tran E bang hang thit m ctia ma tran D:
Ezi=Dp;v6il<i<m
- Cac phén tir con lai ciia ma tran £ 1a céc phén tr con lai cla ma trén D &
vi trf d6i xing qua dudng chéo chinh clia ma tran D:
Ek,l-=Di'kvéi1SkSm,1_<_i<m,k¢Z
Véi quy wdc ndi suy trén, ma tran E van gitt nguyén duge thude tinh x4o tron
ngau nhién d6i ximg ctia ma tran D.
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S413, m4 hoé st dung hé phuong trinh phi tuyén ngugc D183 thuc hién m
phuong trinh phi tuyén, céc phan tix dAu vao cua khdi D1S3 gdm m phan tir clia
tap Y12 vam phén tir cua tdp khda con K5, Y13 dugc tinh nhu sau:

Y13 =F(Y12,K5) = {F;(Y12; + K5))}v6i1 <i<m (4.4)

biéu dién toan hoc ctia biéu thic (4.4) nhu sau:

Y13, = Gy * (Y121 4 K5,) 4 Gy g % (Y125 + K55) + -+ Gy * (Y12 + K57,)
V13, = Gy % (V121 + K51) + G * (V125 + K5) 0 Gy * (V2 +K5m) 4 5
Y13, = Gy * (Y121 + K5;) + Gg * (Y125 + K5,) + -+ + Gy * (Y12, + K5,
trong do:

phép cong 1a phép toan XOR-bit va phép nhan l1a phép toan nhan modul hai
trong truong nhi phan GF (2),

ma trdn G 12 mdt ma trén vudng m hang va m cot Gy, ,, vOi cac phan tir nhi

phén, ma tran G dugc ndi suy tir ma trén C theo cac quy udc sau:

- Hangtht Tcuamatrdan Gedm — 1 phén tir 13 lefip lai hang thr m cia ma
tran C:
Gri=Cp;véil<i<m-—1

- Cotthrmcuamatrin Geom—1 phﬁn ta la 1ap lai cot tht T cia ma
tran C:
Gym =Crrvoil<k<mk #T;Grpn =0

- Céc phan ti con lai cia ma tran G 13 nghich ddo céc phén tir con lai cua
ma trdn C & vi tri d6i xtng qua dudng chéo chinh ctia ma tran C:
Gri=Cipvéil<k<mil<i<m-1,k#T

Do Y12 14 tAp hop m céc phén tir phi tuyén, nén Y13 ciing 12 mét tip gdm m
phén tir phi tuyén,

(S414) chuyén dang phi tuyén ngugc D1S4 thuc hién m ham chuyén dang
phi tuyén cta 2 tap bién s6 Y13 va K4, mdi tap c6 m phén tir, Y14 dugce tinh nhu
sau:

Y14 = IShbox(Y13) + K4 = {ISbox(Y13;) + K4;} v6i1 <i<m (4.6)
trong do:

phép cdng 1a phép todn XOR-bit,
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IShox 12 ham thay thé nguoc dé bién tdng phi tuyén cta 2 tap phan ti dau
vao thanh mét tap két qua phi tuyén dau ra Y14 c6 m phan tit, ham ISbhox dugc
ndi suy nguoc tir ham Shox khi khéi tao giai mé;

B&ivi Y13 1a tAp hop m cac phén tir phi tuyén, nén IShox(Y13) + K4 ciing
13 mét tAp gdbm m phan ti phi tuyén.

S415, ma ho str dung hé phwong trinh phi tuyén ngugc D1S5 thuc hién m
phuong trinh, m&i phuong trinh xt Iy m phan tr phi tuyén cta tap Y14 dé tao ra
mdt két qua cta tap Y15, Y15 gdm m phin tir két qua phi tuyén, Y15 duoc tinh
nhu sau:

Y15 =F(Y14) = {F;(Y14)}v6i1 <i<m (4.7)

Biéu dién toan hoc cua bidu thic (4.7) nhu sau:

Y151 = Hl,l * Y14‘1 + Hl,Z * Y14'2 + -4+ Hl,m * 'Y’].L‘l‘m
Y152 == H2,1 * Y14‘1 + H2,2 * Y14‘2 + -+ Hzlm * Y14m (4 8)
V15, = Hypq * Y14 + Hypp * Y14y + -+ Hypy * Y1y,

trong do:

phép cong la phép toan XOR-bit va phép nhén la phép todn nhan modul hai
trong trudong nhi phan GF (2),

ma tran H 1a mt ma trén vudng m hang va m cot H, ,,, vOi cac phén t&r nhi
phan, dugc ndi suy tir ma tran B theo quy udce sau:

- Hang th&t Z clia ma trdn H bing hang th{ / clia ma tran B:

Hy; =B;;véil<i<m
- Cac phén tr con lai cia ma tran H 1a cac ph?m tr con lai cia ma trdn B &
vi tri d6i xting qua dudng chéo chinh ctia ma tran B:
Hk,i =Bl,kV611SkSm,1<lSm,k¢Z
Véi quy udc ndi suy trén, ma tran H van gitt nguyén duge thudc tinh x4o tron
ngdu nhién dbi ximg ctia ma tran B.

S416, m3 ho4 sir dung hé phwong trinh phi tuyén ngugce D1S6 thuc hién m
phuong trinh phi tuyén, cac phan tir dau vao ciia khéi D1S6 gbém m phan tir clia
tap Y15 vam phﬁn tir cua tap khoa con K5, Y16 dugc tinh nhu sau:

Y16 = F(Y15,K5) = {F;(Y15; + K5;)} v6i1 <i<m (4.9)

Biéu dién toan hoc ctia biéu thiic (39) nhu sau:

20



52469 | 21/46

Y16, = Ly ;% (Y15, + K5;) + Ly, * (Y15, + K55) + -+ + Ly * (Y15, + K5,,)
Y162 = L2'1 * (Y].S]_ + K51) + L2'2 * (Y152 + KSZ) + et + Lz'm * (Y]'STTL + Ksm) (4 ]0)

Y16y, = Ly * (Y151 + K51) + Ly * (Y15, + K55) + - + Ly * (Y15, + K5,,)
trong do:
phép cong la phép toan XOR-bit va phép nhan 1a phép toan nhan modul hai
trong trueong nhi phan GF (2),
ma tran hé s6 L 1a mét ma trAn vudng m hang va m cot Ly m V01 cac phéan
t nhi phan, Ma trdn L dugc ndi suy tur ma trén 4 theo cdc quy udc sau:

- Hang tht T ctia ma trin L c6 m — 1 phan tir 13 13p lai hang tht 7 ctia ma
tran A:

1
1% 7 Avha A A 4 A 3 U 4 ° A 7 2 A
thir / cia ma trdn L ¢c6 m — 1 phan tir 1a 1dp lai ¢4t thir T cila ma trén

A
Ly, =Aprvoil<k<mk #T;Lr; =0
- Céc phan ttr con lai ctia ma tran L 13 nghich d4o céc phén tir con lai cla
ma trin A & vi tri dbi xtmg qua dudng chéo chinh clia ma tran 4:
Ly =4 v6il<k<ml<i<mk=#T
Do Y15 12 tp hop m céc phan ti phi tuyén, nén Y15 + K5 ciing 1a mét tap
gb6m m phan tir phi tuyén. Do véy, Y16 ciing 1a mot tap gdm m phan tr phi tuyén.
S417 chuyén dang phi tuyén ngwoc D187 thuc hién m ham chuyén dang phi
tuyén cua 2 tap bién sb6 Y16 va K4, mdi tap cO m phﬁn tr, Y17 duoc tinh nhu sau:

Y17 = IShox(Y16) + K4 = {ISbox(Y16;) + K4;} v6i1 <i<m (4.11)
trong do:
phép cong 14 phép toan XOR-bit,

IShox 13 ham thay thé nguoc dé bién tong phi tuyén ctia 2 tip phan tir dau
vao thanh mot tap két qua phi tuyén dau ra Y17 c6 m phén tir, ham IShox dugc
ndi suy ngugc tir ham Shox khi khoi tao giai thuat.

B&i vi Y16 1a tap hop m cac phan t phi tuyén, nén IShox(Y16) + K4 ciing
13 mot tAp gdm m phan t phi tuyén.

O buéde S402, str dung Y va ba tdp khéa con K1, K2 va K3, két qua cia S401
13 mot tp m phan tit phi tuyén Y17, két qua nay la dau vao cua S402, trong d6
cac budc giai ma dit liéu dugc thuc hién nhu sau:

21



52469 20146

S421 chuyén dang phi tuyén nguoc D2S1 thuc hién 7 ham chuyén dang phi
tuyén ctia 2 tap bién s6 Y17 va K3, mdi tip c6 m phén tir, Y21 duoc tinh nhwr sau:

Y21 =ISbhox(Y17 + K3) = {ISbox(Y17; + K3))}véil1 <i<m (4.12)
trong do:
phép cong 1a phép toan XOR-bit,

IShox 14 ham thay thé nguoc dé bién t6 hop tuyén tinh ctia 2 tap phéan tir dau
vao thanh mét tap két qua phi tuyén dau ra Y21 c¢6 m phén ti, ham IShox dugc
ndi suy nguoc tir ham Shox khi khai tao méi hoa dit lidu.

S422, ma hoé st dung hé phuong trinh phi tuyén ngugc D2S2 thuc hién m
phuong trinh, m3i phuong trinh x{r Iy 7 phin ti cta tp Y21 dé tao ra mot két
qué cua tAp Y22, Y22 gdm m phan tir két qua, Y22 duoc tinh nhu sau:

Y22 =F(Y21) ={F;(Y21)}v6i1l<i<m (4.13)

Biéu dién toan hoc cua bidu thic (4.13) nhu sau:

Y221 = El,l * Y211 + E]_,z * Y212 + -+ El,m * Y21m
Y222 = E2,1 * Y211 + EZ,Z * Y212 + -+ EZ,TI‘L * Y21m (4 ]4)

Y22 = Epq V211 + By * Y21y + - + Epyp % Y21,
trong do:

phép cong 1a phép toan XOR-bit va phép nhén la phép toan nhan modul hai
trong trudong nhi phan GF (2),

ma trin hé sb E 13 mot ma trén vudng m hang va m cot Eoym V61 céc phén tir
nhi phan, dugc ndi suy tr ma trdn D nhu md ta trong S412, ma hod stir dung hé
phuong trinh phi tuyén ngugc D1S2.

S423, ma hoa st dung hé phuong trinh phi tuyén nguwoc D2S3 thuc hién m
phuong trinh phi tuyén, phan tir ddu vao cua khéi D2S3 gdm m phan tir cia tap
Y22 va m phan tir ctia tdp khéa con K2, Y23 duoc tinh nhu sau:

Y23 = F(Y22,K2) ={F;(Y22; + K2)}v6i1 <i<m (4.15)
Biéu dién toan hoc cta biéu thirc (4.15) nhu sau:

Y231 = Gl,l * (Y221 + Kzl) + Gl,z * (Y222 + KZZ) + oo + Gl,m * (Yzzm + sz)
Y232 = 62,1 * (Y221 + K21) + GZ,Z * (Y222 + KZZ) + e + Gzlm * (Yzzm + sz) (4 ]6)

Y23 = Gg * (Y221 + K21) + Gy % (Y22, + K25) + - F Gy # (Y221 + K2,
trong do:
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phép cong la phép toan XOR-bit va phép nhan la phép toan nhadn modul hai
trong trudng nhi phan GF (2),

ma tran hé s§ G 1a mé6t ma tran vudng m hang va m cot Gmm VO1 cicC phén tir
nhi phan. dugc ndi suy tr ma trdn C nhu mo ta trong S413, ma hoa sir dung hé
phuong trinh phi tuyén ngugc D1S3.

S424) chuyén dang phi tuyén nguwoc D2S4 thuc hién 7 ham chuyén dang phi
tuyén cia 2 tap bién s6 Y23 va K1, mbi tip c6 m phan tit, Y24 dugc tinh nhu sau:

Y24 = [Sbox(Y23) + K1 = {ISbox(Y23;) + K1;}véil <i<m (4.17)
trong do:
phép cong 1a phép toan XOR-bit,

IShox 13 ham thay thé nguoc dé bién tdng phi tuyén cta 2 tip phan tir diu

A

vao thanh mot tap két qua phi tuyén ddu ra Y24 c6 m phén tir, ham IShox duoc
nodi suy nguoc tir ham Shox khi khai tao giai thuat.

B&i vi Y23 1a tap hop m céc phén tir phi tuyén, nén IShox(Y23) + K1 ciing
13 mét tap gdm m phan tir phi tuyén.

S425, mé hoa sir dung hé phuong trinh phi tuyén nguogc D285 thuc hién m
phuong trinh, m&i phuong trinh xtr Iy 7 phan tir phi tuyén cua tAp Y24 dé tao ra
maot két_ qua cta tip Y25, Y25 gdbm m phan tir két qua phi tuyén, Y25 duoc tinh
nhu sau:

Y25 =F(Y24) ={F;(Y24;)}v6i1 <i<m (4.18)

Biéu dién toan hoc cta biéu thirc (4.18) nhu sau:

Y251 = Hl,]. * Y24‘1 + H1,2 * Y24‘2 + -+ Hl,m * Y24‘m
Y252 = H2,1 * Y24‘1 + Hz’z * Y24‘2 4+ e Hzlm * Y24'm (419)
Y25, =Hpq1 * Y241 + Hpyp Y245 + -+ Hpy gy % Y24,

trong do:

phép cong 1a phép toan XOR-bit va phép nhan 1a phép toan nhan modul hai
trong trudng nhi phan GF (2),

ma trin hé sb H 13 mot ma tran vudng m hang va m cot H, ,, v6i cac phén
ta nhi phan, dugc ndi suy tr ma trén B nhu mo t4 & S415, ma hod st dung hé
phuong trinh phi tuyén nguoc D18S5.
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S426, ma ho4 st dung hé phuong trinh phi tuyén nguoc D2S6 thuc hién m
phuong trinh phi tuyén, phéan tr dau vao cta khéi D2S6 gém m phan tir cia tap
Y25 vam phﬁn tir cua tap khoa con K2, Y26 dugce tinh nhu sau

Y26 = F(Y25,K2) = {F;(Y25; + K2))}v6il <i<m (4.20)

Biéu dién toan hoc cta biéu thic (4.20) nhu sau:

Y26, =Lyq % (Y25, + K29) + Lyp % (Y25, + K25) + -+ Ly * (Y25, + K2p))
Y262 = L2,1 * (Y251 + Kzl) + LZ,Z * (YZSZ + KZZ) + e + Lz'm * (Y25m + sz) (4 2])

Y26, = Ly * (Y251 + K21) + Ly * (Y25, + K25) + -+ + Ly * (Y25, + K23n)

trong do:

phép cdng 1a phép toan XOR-bit va phép nhén la phép todn nhan modul hai
trong truong nhi phan GF (2),

ma trin hé s6 L 1a mdt ma tran vudng m hang va m cot Ly m VG cac phén tir
nhi phan, dugc ndi suy tir ma trdn 4 nhu mo ta & S416, ma hod su dung hé phuong
trinh phi tuyén nguoc D18S6.

S427) chuyén dang phi tuyén nguoc D2S7 thuc hién m ham chuyén dang phi
tuyén cua 2 tap bién sb Y26 va K1, mdi tép c6 m phan tir, khéi dit lidu X dugc
tinh nhu sau:

X =1Shox(Y26) + K1 = {ISbox(Y26;) + K1;}v6il <i<m (4.22)

trong do:

phép cong la phép toan XOR-bit,

IShox 12 ham thay thé nguoc dé bién tdng phi tuyén cua 2 tip phan tir dau
vao thanh mot tap két qué phi tuyén dau ra X c6 m phﬁn ti, ham IShox dugce noi
suy nguoc tir ham Shox khi khéi tao giai thuat.

Béi vi Y26 14 tap hop m cac phan ti phi tuyén, nén IShox(Y26) + K1 cling
13 mot tap gdm m phan tir phi tuyén. Do d6 khéi dit liéu X ciing 1a mot tAp gom m
phan tir phi tuyén.

Vi du thye hién sang ché

Xt 1y van ban gbc c6 d6 dai 10000 byte bang phuong phap mi ho4 theo
sang ché. Theo d6, chon khéa K0 = 64 byte (64 x 8 = 512 bit), va theo quy trinh
cua sang ché dé c6 dugce 6 khod con mot chiéu K1-K6; chia van ban géc thanh
cac khdi X ¢6 do dai bang K0, 10000/64 = 156 khbi x 64-byte + 1 khdi x 16-byte.
Luu ¥ rang, khdi c6 d6 dai 16-byte nay s& dugc dém thém 48-byte (gbém cac bit 0
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hodc 1 do ngudi dung quy udce) dé khéi nay c6 du d6 dai 64-byte. Nhu vy, téng
cOng s& duoc 157 khéi c6 do dai 64-byte. Sau d6, mbi khéi 64-byte ndy s& dugc
m4 hoéa va thu duoc tdng cong s& c6 157 khdi ma hoa Y c6 d6 dai 64-byte.

O chibu giai ma, 157 khéi ma héa Y duoc gidi mé thanh 157 khéi dit ligu
thé X, khéi tir 1 t6i 156 1a dit liéu gbc ban dau, khéi thir 157 s& dugce bo di 48-
byte dém dé 14y ra 16-byte dir liéu gbe.
Hiéu qua dat dwogc ciia sang ché

Phuong phép m4 héa va giai ma khdi dit liéu c6 kich thudc bién dbi theo
d6 dai khoa theo sang ché khic phuc duoc nhuge diém cia cac phuong phap ma
héa va giai ma khdi dit liéu c6 kich thudc bién dbi khac da biét bang cach tao ra
mot kién tric mét ma 12 cac hé phuong trinh phi tuyén, xir Iy cac khéi dit liéu c6
do dai bing do dai khoa KO, tir 128-bit t6i 8192-bit véi mdi bude thay doi la 16-
bit, khong sir dung céc bang tim kiém thay thé 32-bit, ngoai cac S-box 8-bit, thay
dbi do dai khéa d& dang ma khong anh hudng t6i chét luong giai thuat, phat trién
mot phuong phap mdi tao cac khda con (subkey) mot chidu c6 muc do doc l1ap
tuyén tinh 14n nhau cao, thuc hién mét co ché ma hoa/giai ma méi 1a t6i thiu
vong lap kién trac mang va tdi da s luong khéa con c6 thé str dung trén mdi vong
lap. Cu thé hon, co ché m4 héa va giai ma st dung 2 vong lap kién trac mang va
3 khéa con riéng biét cho mdi vong lp. Phuong phép mé héa va giai ma khéi dit
liéu ¢6 kich thudc bién dbi theo do dai khoa theo sang ché d& dang trién khai trén
moi nén tang bd vi xur Iy ma khéng anh hudng tdi cac hi€u qua bdo mat, tao ra
mot phuong phap ma hda/giai ma méi cé do dai khoa va do dai khéi dit liéu bién
d6i ngiu nhién.

Trén day, sang ché da dugc mé ta chi tiét theo cac phuong 4n uu tién thuc
hién, va c6 thé kém theo céc phuong 4n thay thé hoic tuong duong hogic cic vi
du cu thé, st dung cac mo6 ta va thuat ngir phu hop dé nguoi co hiéu biét,trung
binh vé linh vuc k§ thuat nay c6 thé hiéu va thuc hién dugc giai phéap theo séng
ché. Vi vay, nguoi c6 hidu biét trung binh v& linh vuc k§ thuét tuong Gmg c6 thé
d& dang tao ra cac thay dbi, cai bién, hoic thay thé twong duong dua vao cac ndi
dung va phuong &4n dugc mé ta. Do dé, cac thay dbi, cai bién, hoic thay thé tuong
duong nay duoc coi 1a khong nam ngoai pham vi clia sang ché, va pham vi bao
ho cta sang ché hién nhién 1a khong bi gi6i han bdi cac ndi dung va phuong 4n
duoc mo ta ma dugc xac dinh trong yéu ciu bao hd dudi day.
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YEU CAU BAO HO

1. Phuong phap ma héa va giai ma khéi dit lidu c6 kich thudc bién déi theo do dai
khéa bao gom céc budc:

(S1) khéi tao khéa ban dau KO gdm m phan tir c6 d6 dai tir 16-byte (128-bit)
dén 256-byte (8192-bit), trong d6 m 14 sé chén byte,

(S2) tao 6 tap khéa con mét chidu K1-K6 dua trén khod KO va ham S-box dé
str dung cho budc ma héa (S3) va budce giai ma dir liéu (S4) bao gom:

(S211) tao ba khoa phu Ks11, Ks12 va Ks13 co do dai bang nhau tir khoa
KO;

khéi tao: idx = Sbox(K0,"K0,) (1.1)

13p lai m lan cac budc sau:

¢ temp = Sbox(idx)

_ im0 it
- l m J']l - lm ]
Ks11; = temp ‘
] __ | idx+1+(K0;"K0j1)
idx = [ 256 J
Ks12; = Sbox(idx)

v6i0<i<m-1 (1.2)

idx = [idx+1+(K512i"K0j1)]
256
Ks13; = Sbox(idx)
. _ |idx+1
\ idx = l 256 J

(S2117) tao ra tap khéa con K1 cé m phan tir bang cach st dung kién tric
mang phuong trinh phi tuyén da an thuén, bao gOm bbn tap dit lidu dau vao KO,
Ksl1, Ksl12, Ks13, mdi tip c6 m phén tu;

(S212) tao ba khéa phu ¢6 cung do dai Ks21, Ks22, Ks23 bang cach sir dung
khoa KO va khéa con K1, trong do:

khéi tao: idx = Sbox(K0y"K1;) 2.1)

lap lai m lan céac budc sau:
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(- temp = Sbox(idx)
- ) -y

Ks21; = temp
idy = lidx+1+(K0j"K1]-1)J
256

v6i0<i<m-1 (2.2)

I N

Ks22; = Sbox(idx)

. _ idx+1+(Ks22{"K1j1)
idx = [ 256 J
Ks23; = Sbox(idx)

L= 5

(S212’) tao ra tap khoa con K2 c6 m phén tir bing cach sir dung kién trac mang
phuong trinh phi tuyén da 4n thuan véi 4 tap dit liéu dau vao K1, Ks21, Ks22,
Ks23, mdi tap cb m ph'?m tu;

(S213) tao 3 khéa phu Ks31, Ks32, Ks33 c6 d6 dai bing nhau bang céch st
dung khoéa K0 va khéa con K2, trong do:
khéi tao: idx = Sbox(K0,"K2,) (3.1
lap lai m 14n céc bude sau:
( temp = Sbox(idx)
=2 -

)

m m
Ks31; = temp
idx = lidx+1+(K0]"\K2j1)J
256

4 véi0<i<m-—1 (3.2)

Ks32; = Sbox(idx)

idx = lidx+1+(K832i’\K2]'1)J
256
Ks33; = Sbox(idx)

idx+1j

\ idx = l 256

(S213”) tao ra tap khoa con K3 c¢é m phan tir bang cach st dung kién triic
mang phuong trinh phi tuyén da 4n, voi 4 tap dir liéu dau vao K2, Ks31, Ks32,
Ks33, mdi tap cb m phén tu;

(S214) tao ba khoa phu Ks4L Ks42,Ks43 c¢6 d6 dai béng nhau sir dung khoé
KO0 va khoa con K3, trong do;

khéi tao: idx = Sbox(K0,"K3,) (4.1)

13p lai m 14n (v6i m 13 @6 dai khéa tinh theo byte) cac budc sau:
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( temp = Sbox(idx)

. Jim»)| L i+
= l m J' j1= l m
Ks41; = temp
idx = lldx+1+2(;{2,-"K3,-1)J
<<
4 Ks42; = Sbox(idx) 'O 0si=m-—1 (42)
idy = lldx+1+(KS4Zi"K3j1)J
256
Ks43; = Sbox(idx)
. idx+1
\ idx = l 256 J

(S214”) tao ra tap khoa con K4 c6 m phéan tir bing cach st dung kién tric
mang phuong trinh phi tuyén da 4n thuén, véi 4 tap dir liéu dau vao K3, Ks41,
Ks42, Ks43, mdi tap cé m phﬁn t;

(S215) tao ba khoéa phu Ks51, Ks52, Ks53 ¢6 d6 dai bé‘ing KO bﬁmg cach s
dung KO0 va khéa con K4, trong do:

khéi tao: idx = Sbox(K0,"K4,) (5.1)
13p lai m 14n (v6i m 13 d6 dai khoa tinh theo byte) c4c budc sau:

¢ temp = Sbox(idx)
;= ll+(m>>1)j; jl _ Jj+1

m m
Ks51; = temp
idx = [idx+1+(K0jAK4j1)J
256
Ks52; = Sbox(idx)

N

véi0<i<m-—1 (5.2)

idx = lidx+1+(K552iAK4j1)J
256
Ks53; = Sbox(idx)

L= |5

(S215”) tao ra tap khoa con K5 cé m phan tir bang cach st dung kién triic
mang phuong trinh phi tuyén da 4n thuan, véi bbn tap dir liéu dau vao K4, Ks51,
Ks52, Ks53, mbi tAp c6 m phan tir; ,

khi tao tap khoa con K6, bao gém:

(S216) tao ba khoéa phu Ks61, Ks62, Ks63 cé do dai bang K0 bing cach s
dung KO va khéa con K5, trong do:

khai tao: idx = Sbox(K0,"K5;) (6.1)
1ap lai m 14n (v6i m 13 d6 dai khoa tinh theo byte) cac budce sau:
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( temp = Sbox(idx)
j = li+(m>>1)j; 1= l]_ﬂj

m m
Ks61; = temp
id = lidx+1+(K0j"K5]-1)j
256

-

oo
Ks62; = Sbox(idy) ‘010 =i=m~—1 (6.2)

. _ idx+1+(Ks62;"K5j1)
idx = l 256 j
Ks63; = Sbox(idx)

L= |5

(S216) tao ra tap khoa con K6 c6 m phén tir str dung kién tric mang phuong
trinh phi tuyén da 4n thun véi bdn tap dit liéu dau vao K5, Ks61, Ks62, Ks63,
mdi tap c6 m phan tir;

(S3) m& hoa khdi dit lidu van ban thé dAu vao, chia van ban tho diu vao thanh
céc khdi dit liéu X c6 d6 dai bing d6 dai khoéa KO, trong truong hop, van ban thd
dau vao khong chia hét cho m, cic byte dém 0 hodc 1 do ngudi ding quy ude
duoc thém vao khdi dit 1iéu X chira cac byte dit 1iéu khdng chia hét, cac budc ma
ho4 bao gdm:

(S301) ma hoa khdi dir liéu X béng cach sir dung lan lugt ba tap khoéa

con K1, K2, K3 dé thu dugc tap két qué phi tuyén dau ra X17 cbé m phz‘in t,

(S302) ma ho4 tap két qua phi tuyén dau ra X17 c6 m phén ti bang cach
st dung lan luot ba tap khoéa con K4, K5, K6 dé thu dugc khéi dit liéu da
dwoc ma héa Y, c6 do dai bang khéi dit lidu X, tap hop céc khéi dit liéu Y
dé thu duoc vin ban ma héa ctia vin ban thd dau vao; trong do,

(S301) bao gdm bay budc thyc hién tir (S311) dén (S317), trong d6 khdi dit
liéu X va ba tdp khoa con K1, K2 va K3 dugc dinh dang thanh » tap hop 8-bit, cu
thé 12 m=n/8, cu thé 1a:

(S311) chuyén dang phi tuyén thuan E1S1 thuc hién m ham chuyén
dang phi tuyén ctia 2 tip bién sé X va K1, mdi tap cé m phén tir, trong d6

X11 duogc tinh nhu sau:

X11 = Sbox(X + K1) = {Sbox(X; + K1)} véi1 <i<m (3.1)

trong do:

phép cong 1a phép toan XOR-bit,
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Sbox 13 ham thay thé d& bién t6 hop tuyén tinh cta hai tAp phan tir dau vio
thanh mot tap két qua phi tuyén dau ra X11 c6 m phén tu,

(S312) m4 ho4 st dung hé phuong trinh phi tuyén thuan thuc hién m
phuong trinh, mdi phuong trinh x@ 1y m phén tir cia tap X11 dé tao ra mot
két qua cua tap X12, X12 gdm m phan tir két qua, trong d6 X12 dugc tinh
nhu sau:

X12 = F(X11) = {F;X11)}v6i1 <i<m (3.2)
biéu dién toan hoc ctia biéu thirc (3.2) nhu sau:
X121 = A1,1 * X111 + A1’2 * X112 + -4 Al,m * Xllm
X122 = A2,1 * X111 + A2'2 * X112 + -+ Az’m * X].].m (3 3)
X12m = A * X11; + Ay * X115 + -+ Ap m * X11py
trong do:
phép cong la phép todn XOR-bit va phép nhan 1a phép todn nhan modulkhai
trong truong nhi phan GF (2),

ma tran hé sd A 12 mot ma trin vuong m hang va m cdt Ay, vOi céc ph?m
tir nhi phan, c6 céc dic diém sau: chi phwong trinh dau tién phu thudc vao 7 phan
ttr dau vao, céc phuong trinh con lai phy thude vao m-1 phﬁn ttr d4u vao, ma trin
A luén tdn tai mot hang (hang dau tién) va mét cot bat ky cé cac hé s6 lubn khéc
0, ky hiéu cot c6 cac hé s6 1udn khac 0 13 cot tha T;

(S313) bién dbi hé phuong trinh phi tuyén thuan E1S3 thuc hién m
phuong trinh phi tuyén, cac phan tir dau vao cua khéi E1S3 gém m phan tir
cuatap X12 vam phén tir cta tdp khoa con K2, trong d6 X13 duogc tinh nhu
sau:

X13 = F(X12,K2) = {F;(X12; + K2))}v6i1 <i<m (3.4)
biéu dién toan hoc cta biéu thic (3.4) nhu sau:

X131 = B1,1 * (X121 + K21) + B1,2 * (Xlzz + KZZ) + e + Bl,m * (Xlzm + sz)
X13, = By, * (X12; + K2,) + Byp * (X125 + K25) + -+ + By * (X121 + K2p)
X13m = By * (X124 + K21) + By g * (X125 + K2,) + =+ + By * (X124 + K2,1)

(3.5)

trong do:
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phép cong 1a phép toan XOR-bit va phép nhan 1a phép toan nhdn modulehai
trong trudng nhi phan GF (2),

ma trin hé s6 B 13 m6t ma trin vudng m hang va m cot By, , voi cac phﬁn t
nhi phan, ma trén B s€ ludn c6 mdt va chi mot cot c6 m-1 phén tir 12 0, ki higu thu
tu cotnay 1a Z,

(S314) chuyén dang phi tuyén thuan E1S4: thuc hién m ham chuyén dang
phi tuyén ciia hai tap bién s6 X13 va K1, m&i tAp c6 m phan ti, theo phwong trinh
sau:

X14 = Sbox(X13 + K1) = {Sbox(X13; + K1;)} v6i1 <i<m (3.6)

trong do,

phép cong 1a phép toan XOR-bit, do X13 1a tap hop m cac phén t phi tuyén,
nén X13 + K1 ciing la mét tdp gdm m phén tir phi tuyén,

Sbox 14 ham thay thé d& bién tdng phi tuyén ciia hai tip phan tir dau vao
thanh mot tap két qua phi tuyén dau ra X14 c¢6 m phén ti,

(S315) ma hoa st dung hé phuong trinh phi tuyén thuan E1S5 thuc hién

m phuong trinh, m&i phwong trinh x Iy m phan tir cia tap X14 dé tao ra mot két
qué cua tap X15, X15 gdm m phan tir két qua, trong d6 X15 duoc tinh nhu sau:

X15 = F(X14) = {F;(X14y)} v6i1 <i<m (3.7)

biéu dién toan hoc ciia biéu thirc (3.7) nhu sau:

X151 = Cl,l * X14‘1 + C1,2 * X14'2 + e+ Cl,m * X14‘m

X152 = C2,1 * X141 + CZ,Z * X142 + 4 CZ,m * X14m (3 8)

X15y = Cmy * X144 + Cmz * X145 + -+ Con * X144
trong do:
phép cong 1a phép toan XOR-bit va phép nhan 1a phép todn nhan modulehai
trong trudng nhi phan GF (2),
ma trin hé sb C 1a mét ma trdn vudng m hang va m cot Cmm V01 cac phan tir
nhi phéan,

cac phan tir cia ma tran C 13 di ximg theo truc ngang véi cac phan ti cia
ma trdn A hay ma tran C la phép hoan ddi ddi xting céc hang ctia ma tran A theo
truc hoanh dé tao su xdo tron ng?m nhién d6i xing, biéu dién ctia ma tran C theo
ma tran A nhu sau:
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Ck,i = Am—k+1,i voil<k<m1<i<m (39)

turong ty nhu ma trédn A, ma trén C cling ludén tdn tai mot hang (hang cudi
cung) va mot cot bat ky c6 cac hé s6 ludn khéc 0, ky hiéu cot c6 cac hé s6 ludn
khac 0 1a cot tha T,

(S316) bién dbi hé phuong trinh phi tuyén thuan E1S6: thuc hién m phuong
trinh phi tuyén, cac phan tr ddu vio cia khdi E1S6 gbém m phan tit cia tap X15
va m phén tir ctia tap khoa con K2, trong d6 X16 dugc tinh nhu sau:

X16 = F(X15,K2) = {F;(X15; + K2))}v6i1 <i<m (3.10)
biéu dién toan hoc ctia biéu thirc (3.10) nhu sau:
X165 = Dy * (X155 + K21) + Dy, * (X15; + K2;) + ++* + Dy * (X155, + K2p,)

{ X16, = Dy; * (X151 +K2;) + Dy # (X155 + K25) + -+ Doy * (X150 + K2m) (3 11)
\X16, = Dy * (X151 + K2;) + Dy * (K15, + K2,) + -+ Dy * (K15, + K2,3)

trong do:

phép cong 1a phép toan XOR-bit va phép nhan 1a phép todn nhan modul hai
trong truong nhi phan GF (2),

ma tran hé s6 D 12 m6t ma trin vudng m hang va m cdt Dy, i, v6i cée phan
t&r nhi phén, cac phan t cia D 14 d6i xing theo truc ngang véi cac phén tir clia
ma tran B hay ma trn D 13 phép hoan dbi ddi xing cc hang ctia ma trin B theo
truc hoanh dé tao su x4o tron ngau nhién dbi xung, do d6 ma tran D cling s€ ludn
c6 mdt cdt c6 m-1 phén tir 13 0, ki hibu thi tu cdt nay 12 Z, biéu dién toan hoc cua
D theo B nhu sau:

Dri =Bm-k+1i V011 <k<m,1<i<m (3.12)

(S317) chuyén dang phi tuyén thudn E1S7: thuc hién m ham chuyén dang
phi tuyén cua hai tap bién sb X16 va K3, mdi tap c6 m phén ti, X17 duogc tinh
nhu sau

X17 = Sbox(X16) + K3 = {Sbox(X16;) + K3;}véi1l <i<m (3.13)

trong do:

phép cong la phép toan XOR-bit,

Sbox 13 ham thay thé dé bién tong phi tuyén ctia 2 tap phan tir dau vao thanh
mdt tap két qua phi tuyén dau ra X17 c6 m phan ti;
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bude (S302) bao gdm bay budce thyc hién tir (S321) dén (S327) st dung tap
két qua phi tuyén du ra X17 thu duogc tir (S317) va lan lugt ba tap khéa con K4,
K5 va K6, cu thé 1a:

(S321) chuyén dang phi tuyén thuan E2S1: thuc hién m ham chuyén dang
phi tuyén cua hai tap bién s6 X17 va K4, mdi tip c6 m phan tir, X21 duogc tinh
nhu sau:

X21 = Sbox(X17 + K4) = {Sbox(X17; + K4;)} v6i1 <i<m (3.14)
trong do:
phép cong 1a phép toan XOR-bit,

Sbox 14 ham thay thé dé bién t6 hop tuyén tinh cia hai tap phan tir dau vao
thanh mét tap két qua phi tuyén dau ra X21 c6 m phan ti,

(S322) bién déi hé phuong trinh phi tuyén thuan E2S2 thuc hién m phuong
trinh, mdi phuong trinh xt Iy m phan tr cta tdp X21 dé tao ra mot két qua ctia tap
X22, X22 ciing ciing gdbm m phan tir két qua, X22 dugc tinh nhu sau:

X22 = F(X21) = {F;(X21)}véi1 <i<m (3.15)
biéu dién toan hoc cta biéu thirc (3.15) nhu sau:

X221 = A1’1 *X211 +A1'2 *XZ].Z + + Al,m * X21m
X222 = Az’l * X211 +A2’2 * X212 + '”+A2’m * X21m (3 16)

X22m = Amq * X211 + Ay * X215 + -+ Ay o+ X21,,
trong do:

phép cong 1a phép toan XOR-bit, va phép nhan la phép todn nhan modul hai
trong truong nhi phan GF (2)

ma trin hé sb A 13 ma trin c6 chirc nang nhu dd mo ta & S312, khéi bién dbi
hé phwong trinh phi tuyén thuan E1S2;

(S323) bién dbi hé phuong trinh phi tuyén thuan E2S3 thuc hién m phuong
trinh phi tuyén, cic phan tir diu vao ctia khdi E2S3 gdm m phan tir cia tip X22
va m phﬁn tur cua tap khoa con K5, X23 duogc tinh nhu sau:

X23 = F(X22,K5) = {F;(X22; + K5))} véi1 <i<m (3.17)

biéu dién toan hoc ctia biéu thirc (3.17) nhu sau:

33



52469 34/46

X231 = Bl,l * (X221 + K51) + B1,2 * (XZZZ + KSz) + °0r + Bl,m * (Xzzm + KSm)
X232 = B2,1 * (X221 + KSl) + BZ,Z * (XZZZ + KSZ) + eee + Bz‘m * (XZZm + Ksm)

X23m = By * (X221 + K5,) + By * (X225 + K5;) + -+ + B * (X22p, + K5,)
(3.18)
trong do:

phép cong la phép toan XOR-bit va phép nhan 1a phép toan nhan modul hai
trong truong nhi phan GF (2),

ma trin B 12 ma trin c6 chtrc ning nhu d3 mé ta & S313, khdi bién dbi hé
phwong trinh phi tuyén thuan E1S3;

(S324,) khéi chuyén dang phi tuyén E2S4 thuc hién 7 ham chuyén dang phi
tuyén cua hai tap bién s6 X23 va K4, X24 c6 m phﬁn tr, X24 duoc tinh nhu sau:

X24 = Sbox(X23 + K4) = {Sbox(X23; + K4))}vsil1 <i<m  (3.19)
trong do:
phép cong 1a phép toan XOR-bit,

Sbox 13 ham thay thé dé bién téng phi tuyén cta 2 tap phén tir diu vao thanh
mdt tap két qua phi tuyén dau ra X24 c¢6 m phan tu.

(S325) bién dbi hé phuong trinh phi tuyén thuan E2S5 thuc hién m phuong
trinh, mdi phuong trinh xtt Iy 7 phan ti cla tip X24 dé tao ra mot két qua cua tap
X25, X25 gdm m phan ti két qua, X25 dugc tinh nhu sau:

X25 = F(X24) = {F;(X24))}v6i1 <i<m (3.20)

biéu din toan hoc ctia biéu thic (3.20) nhu sau:

X251 = Cl,l * X24‘1 + C1‘2 * X24‘2 + -+ Cl,m * X24m
X252 = CZ,l * X241 + C2’2 * X24‘2 + -+ CZ,I‘II * X24‘m (3 21)
X25m = Cmq * X244 + Cpnp * X245 + -+ + Com * X24m
trong do:

phép cong 1a phép toan XOR-bit va phép nhan la phép toan nhdn modul hai
trong trudong nhi phan GF (2),

ma trin C 12 ma trin ¢6 chirc ning nhu d3 mé ta & S315, khdi bién doi hé
phuong trinh phi tuyén thuan E1S5,
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(S326) ma hoa st dung hé phuong trinh phi tuyén thuan E2S6 thuc hién m
phuong trinh phi tuyén, cac phén tir dau vao cua khoi E2S6 gdém m phan ti cua
tap X25 vam phén tir cua tap khoa con K5, X26 dugce tinh nhu sau:

X26 = F(X25,K5) = {F;(X25; + K5))} v6i1 <i<m (3.22)

biéu dién toan hoc ctia biéu thirc (3.22) nhu sau:

X261 - D1’1 * (X251 4 K51) + D1,2 * (XZSZ + KSZ) i o Dl,m * (XZSm + Ksm)
X262 = D2‘1 * (X251 + K51) + DZ,Z * (XZSZ + KSZ) + e + Dsz * (Xzsm + Ksm) (3 23)

X26, = Dy * (X251 + K5;) + Dy * (X255 + K5,) + -+ + Dy * (X25,, + K5,

trong dé:

phép cong 1a phép toan XOR-bit va phép nhan 1a phép todn nhan modul hai
trong truong nhi phan GF (2),

ma trin D 12 ma trén c6 chirc ning nhu d3 mé ta & S316, khdi bién déi hé
phuong trinh phi tuyén thuan E1S6,

(S327) chuyén dang phi tuyén E2S7 thuc hién m ham chuyén dang phi tuyén
ctia hai tap bién s§ X26 va K6, mdi tAp c¢6 m phan tr, khdi dit liéu ma héa Y dugc
tinh nhu sau:

Y = Sbox(X26 + K6) = {Sbox(X26; + K6;)} v6i1 <i<m (3.24)

trong do:

phép cong la phép toan XOR-bit,

Sbox 12 ham thay thé dé bién tdng phi tuyén cta 2 tap phén tir dau vao thanh
mot tap két qua phi tuyén ddu ra Y ¢6 m phan tu.

(S4) giai mi vdn ban ma hoa thu dugc tir bude (S3), chia van ban ma hoa
thanh céc khéi dit liéu Y ¢6 do dai bang d6 dai khoa KO gém m phan tir, gidi ma
khéi dit liéu Y bao gdm céc budc:

(S401) giai ma khéi dit liéu Y bing cach sir dung 1an luot ba tap khoa
con K6, K5, K4 dé thu duoc tap két qua phi tuyén ddura Y17 c6 m phan ti,

(S402) giai ma tap két qua phi tuyén dAu ra Y17 bang cach sir dung 1an
luot ba tap khéa con K3, K2, K1 dé thu dwoc khdi dit liéu thé X c6 d6 dai
bing do dai cua khdi dit 1iéu ma hod Y, tap hop céc khéi dit lisu X dé dugc
van ban thd ban dau;
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trong do6, dau vao cta (S402) 1a két qua dAu ra ciia (S401), khéi dit lieu ma
héa Y va cac khéa con K1 t61 K6 dugce dinh dang thanh » tap hop 8-bit (1 byte),
‘m = n/§, trong do6:

bude (S401) st dung khéi dit 1iéu ma hoa Y va lan luot ba tap khéa con K6,
K5,vaK4, cu thé la:

(S411) chuyén dang phi tuyén ngugc D1S1: thuc hién m ham chuyén dang
phi tuyén cda hai tap bién s6 Y va K6, mdi tap co m phﬁn ta, Y11 dugc tinh nhu
sau:

Y11 = IShox(Y + K6) = {IShox(Y; + K6,)} véi1 < i <m 4.1)

trong do:

phép cong 1a phép toan XOR-bit,

IShox 13 ham thay thé nguoc dé bién td hop tuyén tinh cia hai tip phan tir
dau vao thanh mot tap két qué phi tuyén dau ra Y11 c6 m phﬁn t, ham ISbox
dugce nodi suy ngugc tir ham Shox khi khéi tao giai ma;

(S412) bién dbi hé phuong trinh phi tuyén ngugc D1S2: thuc hién m phuong
trinh, moi phuong trinh xu Iy m phén td cuatap Y11 dé tao ra mot m két qua m
ctia tip Y12, Y12 goém m phan tir két qua, Y12 duoc tinh nhu sau:

Y12 = F(Y11) = {F,(Y11))}v6i1 <i<m 4.2)

biéu dién toan hoc ctia biéu thirc (4.2) nhu sau:

lel = E1’1 * Yl].l + E1,2 * Yllz + -+ El,m * Yllm

Y122 = E2'1 * Y111 + EZ,Z * Y112 + e + Ezlm * Yllm (4 3)

Y12, = Ep1 * Y11y + Ep o # Y11 + - + By V11,
trong do:
phép cong 1a phép toan XOR-bit va phép nhan 1a phép toan nhan modukhai
trong truong nhi phan GF (2),
ma trén E 1a m§t ma tran vudng m hang va m cot E,, ,,, v6i cac phan tir nhi
phén, duge ndi suy tir ma trén D theo quy udce sau:
- hang tht Z clia ma trin E bang hang thtt m ctia ma tran D:
E;i=Dp;véil<i<m
- cac phﬁn tr con lai cla ma tran £ 1a cac phén tir con lai cia ma tran D &
vi trf d61 xtmg qua dudng chéo chinh ctia ma tran D:
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Epi =Dy véil<k<mil<i<mk#Z

(S413) bién d6i hé phuong trinh phi tuyén nguoc D183 thuc hién m phuong
trinh phi tuyén, cac phin tir diu vao cta khéi D1S3 gém m phan tir clia tap Y12
va m phan tir cta tAp khéa con K35, Y13 duoc tinh nhu sau:

Y13 = F(Y12,K5) = {F;(Y12; + K5)}v6i1 <i<m (4.4)

biéu dién toan hoc clia biéu thirc (4.4) nhu sau:

Y131 = Gl,l * (lel + KSl) + Gl’z * (Y122 + K52) + see + Gl,m * (lem + Ksm)
Y132 = Gz'l * (lel + KS]_) + 62’2 * (Y122 + KSZ) + s Gz‘m * (lem + Ksm) (45)
Y13 = Gy * (Y12 + K51) + Gy * (V125 + K5,) + -+ Gy * (Y12, + K5,)
trong do:

phép cong 1a phép toan XOR-bit va phép nhan 1a phép toan nhan modukhai

ph
trong trudng nhi phan GF (2),
ma trn G 1a mot ma tran vuéng m hang va m cot G, ,,, v6i cac phén tir nhi

phén, ma trdn G dugc ndi suy tr ma tran C theo cac quy udce sau:

- hang thir T ctia ma tran G ¢6 m — 1 phan tir 14 1ap lai hang th@ m ctia ma
tran C:
Gri=Cp;v6il<i<m-—1

- ¢Ot tht m cia ma trin G c6 m — 1 phén tir 1a 13p lai cot thi T clia ma tran
C:
Gym =Cervoil<k<mk #T;Gry,y =0

- Ccac phén tir con lai cia ma trdn G 1a nghich déo céac phén tir con lai cia
ma trAn C & vi tri d6i xtmg qua dudng chéo chinh ctia ma tran C:
Gri=Cipvoil<k<ml<i<m-1k=#T

(S414) chuyén dang phi tuyén nguoc D1S4 thuc hién m ham chuyén dang
phi tuyén cta 2 tap bién sb Y13 va K4, mbi tap c6 m phan tir, Y14 duoc tinh nhu
sau:

Y14 = ISbox(Y13) + K4 = {IShox(Y13;) + K4;}v6il <i<m (4.6)
trong do:
phép cong 1a phép toan XOR-bit,

IShox 13 ham thay thé nguoc dé bién tong phi tuyén cta 2 tp phan ti dau
vao thanh mét tap két qua phi tuyén dau ra Y14 c6 m phan tr, ham IShox dugc
ndi suy nguogc tir ham Shox khi khoi tao gidi ma;
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(S415) bién dbi hé phuong trinh phi tuyén nguge D185 thuc hién m phuong
trinh, mdi phuong trinh xi Iy 7 phén ti phi tuyén cta tap Y14 dé tao ra mot két
qué cta tap Y15, Y15 gdm m phan tir két qua phi tuyén, Y15 duoc tinh nhu sau:

Y15 =F(Y14) = {F;(Y14)}v6i1 <i<m (4.7)
biéu dién toan hoc ctia biéu thirc (4.7) nhur sau:

Y151 - Hl,l * Y14‘1 + H1,2 * Y14‘2 + -+ Hl,m * Y14‘m
Y152 = HZ,l * Y14‘1 + HZ,Z * Y14‘2 + e Hzlm * Y14‘m (4 8)

Y15, = Hypy * Y14y + Hypp % Y1y + o+ Hyp g Vidyy,

trong do:
phép cong la phép toan XOR-bit va phép nhan 1a phép todn nhan modukhai
trong truong nhi phan GF (2),

ma trdn A la mdt ma trdn vudéng m hang va m cot H,, ,,, voi cac phan ti nhi
phén, dugc ndi suy tlr ma tran B theo quy udc sau:
- hang thir Z ctia ma trin H bang hang thi / cia ma trin B:
HZ,i = Bl,i voil<i<m
- cac phén tr con lai cila ma trén H la céc phén tr con lai cia ma tran B &
vi tri d61 xtmg qua dudng chéo chinh clia ma tran B:
Hk,i =Bl,kVé'11_<_kSm,1<lSm,k¢Z
(S416) bién @i hé phuong trinh phi tuyén ngugc D186 thuc hién m phuong
trinh phi tuyén, cac phan tir ¢iu vao cia khdi D1S6 gdém m phén tir cia tap Y15
va m ph:?m t cua tap khoa con K5, Y16 dugc tinh nhu sau:
Y16 = F(Y15,K5) = {F;(Y15; + K5)}v6 i1 <i<m (4.9)
biéu dién toan hoc ctia biéu thirc (7.9) nhu sau:

Y161 = L1,1 * (Y151 + K51) + L1,2 * (Y152 + KSZ) + -+ Ll,m * (Ylsm + KSm)
Y162 - L2’1 * (Y151 + K51) + Lz’z * (Y152 + KSZ) + " + Lzlm * (YlSm + K5m) (4 ]0)

Y16 = Ly % (Y151 + K51) + Lyn s * (Y15, + K5,) + -+ Ly * (Y15, + K5,,)
trong do:

phép cong la phép toan XOR-bit va phép nhan la phép toan nhan modulehai
trong truong nhi phan GF (2),

ma trén hé so L 1a mot ma trén vudng m hang va m cot L,, ,,, v6i cac phén tr

nhi phan, ma trn L dugc ndi suy tir ma trdn 4 theo cac quy udc sau:

38



52469 39/46

- hang tht T ctia ma tran L ¢c6 m — 1 phan tir 13 I3p lai hang tht 7 clia ma
tran A:
Lr;=A;;vé6il1<i<m

- cOtthr / ctlamatran Lcom — 1 ph'fm tir 1a 1ap lai c6t thir T ciia ma trén
A:
Ly1=Agrvoil<k<mk #T;L;; =0

- cac phén tir con lai clla ma tran L 1a nghich ddo cac phén tr con lai cua
ma trdn 4 & vi trf déi xtmg qua dudng chéo chinh ctia ma trin A4:
Ly =4, v6il<k<mil<i<mk=#T

(S417) chuyén dang phi tuyén nguoc D1S7: thuc hién 7 ham chuyén dang
phi tuyén cua 2 tap bién s6 Y16 va K4, mdi tap c6 m phén tir, Y17 duge tinh nhu
sau:

Y17 = IShbox(Y16) + K4 = {IShox(Y16;) + K4;} v6i1l <i<m (4.11)
trong do:

phép cdng la phép todn XOR-bit,

ISbox 13 ham thay thé ngugc dé bién tong phi tuyén clia 2 tap phan tir dau
vao thanh mat tap két qua phi tuyén dau ra Y17 ¢ m phan tir, ham IShox dugc
noi suy nguoc tir ham Shox khi khoi tao gidi thuat,

do Y16 1a tap hop m céc phén tir phi tuyén, nén IShox(Y16) + K4 ciing 13
mdt tAp gdm m phén tir phi tuyén,

bude (S402) sir dung mdt tip phan tir phi tuyén Y17 két qua ciia budce (S401)
va lan luot ba khoa con K3, K2, vaK1, cu thé 1a:

(S421) chuyén dang phi tuyén ngugc D2S1 thuc hién m ham chuyén dang
phi tuyén cua 2 tap bién s6 Y17 va K3, mbi tap coO m phﬁn tr, Y21 duoc tinh nhu
sau:

Y21 = ISbox(Y17 + K3) = {IShox (Y17, + K3;)}v6il <i<m (4.12)
trong doé:
phép cong 1a phép todn XOR-bit,

IShox 14 ham thay thé nguoc dé bién t6 hop tuyén tinh ciia 2 tap phan tir dau
vao thanh mot tap két qua phi tuyén dau ra Y21 c¢é m phan tir, ham IShox dugc
noi suy nguoc tir ham Shox khi khéi tao ma hoa dit li€u,
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(S422) khéi bién dbi hé phuong trinh phi tuyén nguoc D2S2 thuc hién m
phuong trinh, moi phuong trinh xr Iy m phan tr cda tdp Y21 dé€ tao ra mot ket
qua cua tdp Y22, Y22 gom m phan ti ket qua, Y22 duoc tinh nhu sau:

Y22 =F(Y21) ={F;(Y21)}v6i1 <i<m (4.13)

biéu dién toan hoc ctia biéu thic (4.13) nhu sau:

Y22, =E; 1% Y21, + Ej; * Y21, + -+ By * V21,
Y22, =E; 1 Y21, + Ep, % Y21, + -+ Ey x V21, 4.14)
Y22 = Emq % Y214 + Epyg * Y21, + - + By * Y21,
trong dé:

phép cong 1a phép todn XOR-bit va phép nhén 1a phép toan nhan modul hai
trong truong nhi phan GF (2),

ma trin hé s6 E 1a mot ma tran vudng m hang va m cot E, ,,, v6i cac phﬁn tr
nhi phan, dugc ndi suy tr ma trdn D nhu mo t trong S412, khéi bién d6i hé
phuong trinh phi tuyén ngugc D182,

(S423) bién dbi hé phuong trinh phi tuyén nguge D283 thuc hién m phuong
trinh phi tuyén, phén tir dau vao ctia khéi D2S3 gdm m phan tir ctia tip Y22 va m
phan tir cua tap khoa con K2, Y23 dugc tinh nhu sau:

Y23 =F(Y22,K2) = {F;(Y22; + K2))}v6i1<i<m (4.15)

biéu dién toan hoc ctia biu thirc (4.15) nhu sau:

Y23; =Gy % (Y220 + K29) + Gy o x (Y22, + K2,) + - + Gy * (Y22, + K2,)
Y232 = GZ,l * (Y221 + Kzl) + GZ,Z * (Y222 + KZZ) + e + Gzlm * (Yzzm + sz) (4 ]6)

Y231 = Gy * (Y221 + K21) + Gz * (Y225 + K2,) + -+ Gy * (Y220 + K2,

trong do:

phép cong 1a phép toan XOR-bit va phép nhan la phép toan nhan modul hai
trong truong nhi phan GF (2),

ma trdn hé s& G 1a mot ma tran vudng m hang va m cot Gym VOI1 cac phén tir
nhi phan. dugc ndi suy tr ma tran C nhu mo ta trong S413, khdi bién d6i hé
phuong trinh phi tuyén nguoc D183,

(S424) chuyén dang phi tuyén ngugc D284 thuc hién m ham chuyén dang
phi tuyén cua 2 tap bién s6 Y23 va K1, mdi tdp cO m phén tr, Y24 duoc tinh nhu

sau: m
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Y24 = ISbox(Y23) + K1 = {ISbox(Y23;,) + K1;}véil <i<m (4.17)
trong do:
phép cong 1a phép toan XOR-bit,

IShox 12 ham thay thé nguoc dé bién tong phi tuyén ctia 2 tip phan tir dau
vao thanh mét tap két qua phi tuyén ddu ra Y24 c6 m phén tt, ham IShox dugc
ndi suy nguoc tir ham Shox khi khoi tao gidi thuat,

(S425) bién dbi hé phuong trinh phi tuyén nguge D2S5: thuc hién m phuong
trinh, m&i phuong trinh xtr 1y 7 phan tr phi tuyén cua tp Y24 dé tao ra mot két
qué cua tap Y25, Y25 gdm m phén tir két qua phi tuyén, Y25 duoc tinh nhu sau:

Y25 =F(Y24) = {F;(Y24;)}v6i1<i<m (4.18)
biéu dién toan hoc ctia biéu thirc (4.18) nhur sau:
Y25, =Hy 1 Y24y + Hy, * Y24, + -+ Hy y * Y24,
Y25, =Hy x Y241 + Hyp x Y24, + -+ Hypy Y24, (4.19)
Y25, = Hypy * Y241 + Hypg % Y245 + -+ Hyp g * Y21,
trong do:

phép cong la phép toan XOR-bit va phép nhan 1a phép todn nhan modul hai
trong truong nhi phan GF (2),

ma trdn hé s6 H 13 mét ma trén vudéng m hang va m cot Hypy m vO1 céc phén
t& nhi phan, dugc ndi suy tir ma tran B nhu mé ta & S415, khéi bién d6i hé phuong
trinh phi tuyén nguoc D185,

(S426) bién ddi hé phuong trinh phi tuyén nguoc D2S6: thuc hién m phuong
trinh phi tuyén, phan tir dau vao cta khéi D2S6 gdém m phan tir clia tap Y25 vam
phﬁn tir cua tap khoa con K2, Y26 dugc tinh nhu sau:

Y26 = F(Y25,K2) = {F;(Y25; + K2,)}v6il1 <i<m (5.20)
biéu dién todn hoc ctia biéu thuc (5.20) nhu sau:

Y26y = Lyq * (Y25, + K2;) + Lyy * (Y25, + K2,) + -+ Ly g * (Y25, + K2,)
Y26, = Ly * (Y25, + K20) + Lo * (Y25, +K2) + oot Ly * (Y25, + K20) 4 5))

Y26, = Ly % (Y25, + K24) + Ly * (Y255 + K25) + -+ + Ly * (Y25, + K2,
trong do:

phép cdng 1a phép toan XOR-bit va phép nhan la phép todn modul hai trong
truong nhi phan GF (2),
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ma tran hé s6 L1a mot ma trén vudéng m hang va m cot L, ,,, v6i cac ph?m tr
nhi phén, dugc ndi suy tir ma tran 4 nhu mb ta & S416, khéi bién d6i hé phuong
trinh phi tuyén nguoc D1S6,

(S427) chuyén dang phi tuyén nguoc D2S7: thuc hién m ham chuyén dang
phi tuyén cia 2 tap bién s6 Y26 va K1, mbi tap c6 m phéan tu, khéi dit liéu X dugc
tinh nhu sau:

X = ISbox(Y26) + K1 = {ISbox(Y26;) + K1;}v6il <i<m (4.22)
trong do:
phép cong 1a phép toan XOR-bit,

ISbox 14 ham thay thé nguoc dé bién tdng phi tuyén cua 2 tap phén tir dau
vao thanh mét tap két qua phi tuyén dau ra X c6 m phan tir, ham IShox dugc nodi
suy nguogc tir ham Shox khi khaéi tao giai thuat.
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