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Linh vue ky thuat dwoce dé cap

Sang ché d& cap dén phuong phap phét hién thué bao gian l4n lau cuée trong vién
thong. Cu thé, phuong phap phat hién thué bao gian 14n lau cude trong vién thong duoc
ung dung dé phét hién va chan loc thué bao dién thoai di dong c6 hanh vi gian 14n, cu thé

la 1au cude.

Tinh trang ky thuit cia sang ché

Mot van d& ma cac nha mang trén toan cdu dang phai d6i mat hang nam la d6i twong
gian I4n vién thong, hanh vi nay gdy anh huéng dén mang doanh thu dang ky déu s6 thuong
hiéu. Trong do, bai toan gian 1an 1du cudc 1la mot ngach trong kiéu gian 1an gid mao tin
nhén, vé6i tap dbi tuong lau cudce 16n dang tac dong truc tiép tdi cac nha mang. Hé théng
phat hién gian 1an lau cudc vién thong khong chi gitip dich vu an toan, ting trdi nghiém cho
khéach hang véi céc tin nhin dich vu ma con loai bd duoc cac that thu tai chinh cho nha
mang.

Trén thé gi6i da c6 nhiéu hé thdng phat hién gian lan lu cudc trong vién thong
(fraud detection systems). Day la mot hé théng duoc t6i uu hoa dé c6 thé phat hién dugc
hanh dong lau cudc tai thoi diém tin nhén, cude goi vira dugce ddi twong thuc hién (real-
time detection). Trong cidc nghién ctru gén day, cac hé théng phat hién gian lan 1au cudc
vién thong c6 thé chia ra 1am ba chién lugc chinh: hé théng dua theo luat trén tri thirc vién
thong, hé thdng phan tich quan sat phat hién hanh vi bét thuong, hé thong hd so nguoi dung
(user-profiling). Cac hé théng nay, ciing duoc chia ra thanh ba loai mé hinh: théng ké
(statistical), hoc may (machine learning) va dua trén luat (rule-based). Cach md hinh phéan
loai hoc quan sat dugc (supervised-learning) cling cho két qua phan loai chinh x4ac nhu st
dung cac md hinh mdy vec-to hd trg, mang no-ron nhan tao, cay quyét dinh. Bén canh do,
nghién ctru hudng tiép can dua trén trich rat dac trung véi muc tiéu rut ra dugce dac trung

cia doi tuong gian 1an dya trén cac hanh vi vién thong hang tuan, sau d6 sa dung mo hinh
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mang no-ron nhan tao hai chiéu (feed-forward neural networks) ciing gianh dugc su quan
tam.

Tuy nhién, trén thuc té hiéu qua phét hién va chan loc cac thué bao gian lan lau cudc
trén thi truong hién nay khong cao, béi ddi twong st dung nhiéu thiét bi, nhiéu sim va noi
dung tin nhan l4u cudc bién d6i da dang. Véi chién luoc truyén théng dua theo luat vién
thong (telcomunication rule-based) chi hi¢u qua trong thoi gian dAu, vé 1au dai dbi twong
lién tuc thay dbi hanh vi khién hé théng bi 131 thoi (out-of-dated) ti 1¢ phat hién chinh xé4c
thép. Ngoai ra, mot sb cach tiép can chan tin nhin hodc st dung mot tép thué bao lau cudce
dua trén tap thué bao gian 14n den (fraud black list) va chin cac tin gu1 tu sd trong tap nay
khong thé vét can dugc hét dbi tuong.

Nhén thy céc han ché trong cac phuong phép truyén théng trén thi truong, sang ché
stt dung chién lugc tiép can dua trén phén tich dic trung hd so ngudi dung (user-profiling).
Day 1a huong tiép can dang danh duoc nhiéu sy quan tAm trong cic hé théng phét hién
nguoi dung bét thuong, bai tinh hiéu qua va sirc manh cua cac cong nghé khai phd dit liéu
16n gitp mo hinh ¢o thé tu hoc duoc cac dac trung cua ddi tuong gian 1an lau cude. Bén
canh d6, vdi co s& ha tﬁng xtr ly dit liéu 16n va tinh toan hi¢u nang cao, viéc tan dung khai
pha vin ban (text mining) véi cac ky thuat xt ly ngon ngit tu nhién (nature language
processing) cling dé xuét cac luat tir khoa gian 1an lau cude dé tang hiéu qua phat hién cho

hé théng.

Ban chit k§ thuit cla sing ché
Muc dich cta sang ché 1a d& xuét phuong phap phat hién thué bao gian lan lau cude
trong vién thong giai quyét cic han ché néu ra & trén.

Sang ché dua ra mot hé théng phat hién thoi gian thuc (Real-time detection) thué bao
¢6 hanh vi gian 1an 1au cudc c6 hi¢u qua voi bo dir liéu nguoi dung vién thong cc nha
 mang tai Viét Nam va mot s6 nudc trén thé gii. Giai phap dugc dua ra nham khac phuc
cac hé théng phat hién hién nay, dva trén ba k§ thuét : dya theo luat (rule-based) trén tri
thirc vién thong, dua theo ndi dung (content-based) hanh vi lau cudc va khai pha dit liéu hd

so nguoi dung. He théng dam bao phat hién chinh xac thué bao c6 hanh vi gian lan, lau
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cudce, giup nha mang c6 cac tac dong phu hop té1 tap dbi tuong nay, nham ting trai nghiém
cho nguoi dung dich vu.

Cu thé, sang ché dé xuit phuong phéap phét hién thué bao gian 1an lau cudc trong
vién thong bao gom:

Budc 1: thu thap, phén tich dit liéu ho so ngudi dung, ban tin tin nhan dugc ma hda
gian 1an 14u cude. Trong do, phan hé xr ly dit ligu lon tu dong thu thap dit liéu lich st hanh
vi st dung vién thong cta thué bao trong mot khoang thoi gian dai (sdu thang dén mot
nam), dit liéu dugc ma héa dam bao an toan thong tin, lam sach dit li¢u, dugc té)ng hop céc
dic trung, xay dung bo dit liéu hd so nguoi ding qua cac cong nghé xtr ly dir liéu 16n. Bén
canh d6, phan hé xtr ly dit liéu 16n cling thuc hién xtt 1y ban tin m@ hoa ngudi dung (message
of encrypted user) 1du cudc va thong thuong & dang van ban, phan doan, lam sach, tién xur
Iy dit liéu. Céc bd dir ligu hanh vi vién thdng, dic trung hd so nguodi dung va ban tin ma
hoa nguoi dung duoc chudn bi san sang cho budc tiép theo;

Budce 2: trich chon céc dic trung. Budc nay thuc thi déng thoi trich chon céc déac
trung hd so ngudi ding va dac trung tir khoa 1au cude tir ban tin ma hoa ngudi dung trén
phan hé xu ly dit liéu 16n. V&i bo dac trung hd so ngudi dung duoc tong hop tur dit liéu ban
ghi chi tiét CDR (Call Detail Record) cudc goi va tin nhén, thong qua md hinh trich chon
dic trung dua ra bo dac trung t6i wu c6 y nghia trong viéc xac dinh nguoi dung ¢ hanh vi
gian lan 13u cuge. Bén canh do, cac k¥ thuat xt ly ngdn ngtr tu nhién (Nature Language
Processing) ciing dugc st dung d& khai thac céc dic trung vé mit ngir nghia gbm tir khoa
lau cudec, tAn sudt tir khoa. Cac dac trung dau ra trong budc nay san sang chuén bi cho mo
hinh phén loai nguoi dung 1au cude va tap luat 14u cude cho bude tiép theo;

Buée 3: xdy dung mod hinh phan loai thué bao nghi ngd gian 1an 1au cudce. Trong
bude nay, md hinh phén loai thué bao gian 14n 18u cudc duge huén luyén dua trén cac dac
trung hd so ngudi dung dugc trich chon ¢ budc 2. Dau ra 1a tap thué bao nghi ngd dugc bd
sung theo tlrng ngay;

Budc 4: xay dung bo luét phét hién thué€ bao gian 1an 13u cudc trén ban tin ma hoéa
nguoi dung. Trong budce nay, duoc thuc hién trén phan hé thoi gian thuc, tap thu€ bao nghi

ngd gian 1an 1au cudce trong budce 3, duoc qua mot bd loc dua trén cac luét tir khoa va dac
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trung cuia ban tin ma hoa ngudi dung khi co hanh vi gt tin nhén tai thoi diém hién tai. Dau
ra xac nhan thué bao c6 hanh vi gian 1an 1au cude c6 dod chinh xéac cao. Tap thué bao dugc
xac nhén c6 gian 1an 1du cude dugce d4y ra cho budc tiép theo;

Budc 5: d& xuit cac phuong an chan loc thu€ bao gian 14n 1au cudc thoi gian thyc.
Buéc cudi cung, duge xtt ly trén phan hé nghiép vu, vGi cac thué bao dugce phat hién gian
1an l4u cuéc, s& dugc dua lén phia xac nhan nghiép vu, sang ché ciing dé xuét cac giai phap
ra quyét dinh cho viéc chin thué bao thoi gian thuc khac nhau. Bén canh do, cac luat lau
cudce tinh va dong xay dung & budce 4, cling dugc dé xuét dé phia nghiép vu thuc hi¢n thong
ke, didu chinh, tang tinh linh hoat cho h¢ thong.

Trong sang ché nay, & buée 1, gitp sang ché dat dugc bo dit liéu ddc trung da dang
bang cach tap trung vao ca dir liéu hd so ngudi ding 1an ban tin ma hoa nguoi dung, dua
trén cdc k§ thuat khai phé di lidu 16n gitip cho hé thong ¢6 ngudn dit lidu diy du vé sd
lugng ddc trung 1an s luong nguoi ding, ¢6 thé bao quat duoc hanh vi cua d6i tuong gian
lan l4u cudce va nguoi dung thong thuong;

Trong sang ché nay, ¢ budc 2, sang ché dat dugc bo dac trung td1 wu dam bao khong
bi dic trung nhiéu va tang hiéu sudt ctia md hinh phat hién. Thong qua sir dung trich chon
dic trung theo phuong phap md hinh bao trum (wrapper method), véi mo hinh hodi quy da
bién thich tmg dam bao bat dugc mdi quan hé phire tap, phi tuyén tinh gitta cac dac trung
v6i dic diém ngudi dung gian 14n 14u cude va co tdc do thuc thi nhanh. Tiép d6 qua viéc
xép hang mrc d quan trong cta cac dac trung va danh gia twong quan, cho ta mot tap con
dic trung hd so nguoi dung t61 wru cho md hinh phan loai thué bao gian lan lau cudc;

Trong sang ché nay, & bude 3, thuc hién tdi wu md hinh phén loai ring quyét dinh
ngau nhién (random forest) dé xac dinh thué bao gian 1an l4u cudc. Céc siéu tham sb
(hyperparameter) gbm s6 lugng cay quyét dinh (number of decision tree), bac tdi da cia
cdy (maximum depth), s6 lugng 14 t6i da (maximum of leaf nodes) dugc lua chon dua trén
kiém chimg chéo (cross validation) ddm bao md hinh ¢6 do chinh xéac cao va tranh hién
twong quéd khép (overfitting). Tiu chuén Gini cho tirng nut cay quyét dinh ciing dugc sir

dung dé ting tbc do tinh toan. Bén céach do, str dung thém cac mo hinh vé tinh phat hién
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ngudi giao hang, cudc goi tu dong, ngudi ban hang chuyén nghiép, dé loai b6t cac thué bao
hanh vi khac ra khoi tap thué bao nghi ngo gian lén lau cudc;

Trong sang ché nay, & budc 5, dwa ra cac giai phap chan loc ddi tuong gian 1an 1au
cude khac nhau phtt hgp véi dac thu céc he théng véi bdn phuong an chan loc: chan lam
cham tin, chan tin, chan thué bao khoang thoi gian va chan thué bao mot chiéu &p dung phu

hop véi mte do cia tung dbi tuong. Tir d6 dem lai hiéu qué chén loc cho cac hé thong.

MBS ta van tit cdc hinh v&
Hinh 1 12 so dd hoat dong clia giai phap phat hién thué bao gian 1an 1au cudec;
Hinh 2 14 so dd chi tiét hoat dong ctia cac phén hé trong giai phap phat hién va chédn

loc thué bao gian lan 1au cudc vién thong.

Mb ta chi tiét sang ché

Sang ché dugc mo ta chi tiét dudi day c6 dua vao cac hinh vé kem theo, cac hinh v€
nay nhim muc dich minh hoa cdc phuong an cua sang ché ma khong lam giéi han pham vi
bao ho sang ché.

Trong ban mo ta sang ché nay, “thué bao” dugc hiéu 1a thué bao thyc hién gui tin
nhén sms, “nguoi dung” chi nguoi dung vién théng néi chung, thuc hién ca hanh vi gui va
nhan tin nhén. Phuong phép phat hién va chdn loc cude g0i rac bao g@)m cac budc sau: Budce
1: thu thap, phan tich dit liu hd so ngudi dung, ban tin ma héa ngudi dung gian lan lau
cude. Du ra 1a dit lieu hd so ngudi dung va dir liéu ban tin mé hoa nguoi dung. Bude 2:
trich chon cac dic trung clia nguoi dung. PAu ra la cac dic trung (feature) tdi uu. Bude 3:
x4y dung mo hinh phan loai thué bao nghi ngo gian 14n lau cude. Dau ra la tap thué bao da
duoc gan nhan nghi ngd. Bude 4: xay dung bo luat phat hién thué bao gian 1an lau cude
trén ndi dung sms. Piu ra 1a cac thué bao xac nhan 13 ¢6 hanh vi gian lan lau cude. Budc
5: d& xuét cac phuong 4n chdn loc thué bao gian lan lau cudc thoi gian thuc.

Hé théng gdm ba phan hé: phan hé xt Iy di ligu lon, phan h¢ xit Iy thoi gian thuc
va phan hé nghiép vu. Trung tim ctia h¢ thong 12 toan b6 ha tAng dit liéu 16n 1a noi luu trix
va xt Iy dit liéu, cAu ndi gitta ba phan hé. TU tang co s¢ dit ligu vién thong, thu thap cac bd

dit liéu v€ hanh vi vién thong va ban tin ma hoa nguoi dung, dit liéu nguoi dung dugc ma
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héa dam bao an toan thdng tin. Lu&‘)ng xtr ly dit liéu 16n va md hinh hoc may dugc thuc thi,
két hop véi luéng phat hién gian 1an 1au cude tai phan hé thoi gian thuc. D li€u cua hé
théng duoc luu trit tai ha téng dit liéu 16n - noi két ndi vai phan hé nghiép vu gém hé théng
mdy chu tuong tac gitra h¢ théng ma quan tri dua ra quyét dinh chan loc thué bao gian lan
lau cudce.

Phuong phép phét hién thué bao gian 1an 1u cudc trong vién théng bao gom:

Budc 1: thu thap, phan tich dit liéu hd so nguoi dung, ban tin ma héa nguoi dung
(message of encrypted user) gian 1an 1du cuge. Trong d6, phan hé xtr ly dit Lliéu 16n (Hinh
1) tu dong thu thap dit liéu lich st hanh vi st dung vién thong cua thué bao trong mot
khoang thoi gian dai (6 thang dén 1 nam), dit liéu dugc ma hoa dam bao an toan thong tin,
lam sach dir liéu, dugce tdng hop cac dic trung, xay dung bo dir liéu ho so ngudi dung qua
céc cong nghé xtr Iy dit liéu 16n. Bén canh do, phan hé cling thuc hién xur 1y ban tin ma hoa
ngudi ding lau cudce va thong thuong ¢ dang vén ban, phan doan, lam sach, tién xir Iy dix
liéu. Cac bo dit liéu hanh vi vién thong, dic trung hd so nguoi dung va ban tin ma héa
nguoi dung dugc chudn bi sin sang cho budc tiép theo. Dit liéu hanh vi str dung vién thong
bao gdm : dit lidu Iwu lugng cude goi - tin nhén hai chiéu, dit liéu dang ky dich vy, d liéu
st dung 3G/4G,... Dit liéu hd so ngudi dung c6 cac dac trung nhu: hanh vi sir dung nhiéu
thiét bi, lich st vi tri va di chuyén, mbi quan hé giira cdc nguoi dung, tan suét thuc hién
cube goi trong khoang thdi gian,...Dit liéu ban tin ma héa nguoi dung gbm cac doan tin
nhén dugc gan nhén 1au cude va nhan thong thuong ung v6i hai tp ddi tugng. Viéc phan
tich hd so nguoi ding st dung cac k§ thuat phén tich dir liéu nhu mé hinh théng ké
(statistical model), phan tich dd thi (graph analysis), phéan tich dong thoi gian (time-series
analysis). Péi v6i bd dit liéu 16n (cua 120 triéu ngudi dung véi dung luong khoang 100
TB) dugc luu trit va xi ly trong phan hé xu ly dir liéu 16n v6i cong nghé luu trit va thuc thi
song song thoi gian thye (Hadoop, Spark).

Budc 2: trich chon cac dic trung ctia ngudi dung. Budce nay thyc thi ddng thoi trich
chon céc dac trung hd so nguoi dung va dac trung tir khoa ldu cude tir ban tin ma hoa nguoi
dung trén phan hé xir ly dit liéu l6n. Vi b déc trung hd so nguoi dung diurge téng hop tir

dir liéu ban ghi chi tiét CDR (Call Detail Record) cudc goi va tin nhén, thong qua mo hinh
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trich chon dic trung dua ra bo ddc trung t8i wu c6 ¥ nghia trong viéc xac dinh ngudi dung
¢6 hanh vi gian 1an 1au cudc. Bén canh do, cac ky thuat xtr Iy ngdn nglt ty nhién (nature
language processing) ciing dugc st dung d& khai thac cac dc trung vé mat ngit nghia gdm
tir khoa 14u cudc, tan suat tir khoa. Céc dac trung dAu ra nay, sin sang chuén bi cho md
hinh phan loai nguoi dung lau cudce va tap luét lau cude cho bude tiép theo. V&i bd dir lidu
hd so ngudi dung duge téng hop (65 dic trung cua 120 triéu nguoi dung), thong qua mo
hinh trich chon dic trung phu hop, dé loc ra nhitng dic trung quan trong c6 y nghia trong
viéc phat hién thué bao 14u cuéc. M6 hinh hoc théng ké giam sét (supervised learning) dugc
st dung, cu thé mo hinh hdi quy da bién thich tng (multivariate adaptive regression spline)
cho dAu ra v6i bo hé sd hdi quy t6i wru ctia md hinh hoi quy voi bién 1a cac dic trung va
véc-to dau ra 1a nhan nguoi ding gian 1an 14u cude. Danh gia ti trong hé s6 hdi quy theo
thtr tu gidm dan, loai bd cac dic trung co do twong quan cao (|corr| > 0,75) cho ta bd déc
trung tinh gon (khoang 20 déc trung) vé tAn sudt thuc hién cudc goi - tin nhén, thay ddi vi
tri - thiét bi va mdi quan hé vién thong giup ting hi¢u qua va do chinh xac cho mo hinh
phan loai & bude tiép theo.

V6i bo dit liéu ban tin ma hoa ngudi ding da duge tién xir 1y, tiép tuc théng qua céc
budce xtr Iy ngdn ngit ty nhién: tach cum tir (word segmentation), gan nhan tir loai (part of
speech tagging), trich tir khéa (keyword extracting), vec-to hda van ban (word2vec). Dua
trén tn sudt cac tir khoa xudt hién trong ban tin ma hoa nguoi dung gian lan 1au cude sap
xép giam din, v6i mdi ndi dung ta trich dugc cac ddc trung ngilt nghia véc-to hoa van ban
(word2vec) va tir khoa lau cude.

Bué6e 3: xdy dung mo hinh phan loai thué bao nghi ngo gian 1an 1au cude. Trong
bude ndy, md hinh phéan loai thué bao gian lan 1au cudc dugce huén luyén dya trén cac dac
trung hd so ngudi dung dugce trich chon & bude 2. DAu ra 1 tap thué bao nghi ngo duogc b
sung theo tirng ngay. Téng hop céc dic trung hd so nguoi dung da duoc trich chon & budce
2,tacd dau vao cho md hinh hoc méy phan loai sir dung thuat toan hoc két hop (ensemble
learning) ring quyét dinh ngdu nhién (random forest). Qua md hinh phan loai hai 16p, mdi
thué bao c6 xac suat nhan gian 1an 1au cude (tir 0,0 dén 1,0), thué bao c6 xéac suat hon
ngudng s€ dugc xép vao tap nghi ngo gian 1an 1du cude, ngudng tdi wu trong pham vi 0,75.

7
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Bén canh d6, md hinh cling st dung c4c md hinh vé tinh, phat hién nguoi giao hang, cudc
goi tu ddng (robot call), ngudi ban hang chuyén nghiép (saleman call) dé loai bot cac thué
bao hanh vi khac ra khoi tap thué bao nghi ngo gian lan lau cude.

Budc 4: xay dung b luat phat hién thué bao gian 14n 1au cudc trén ban tin ma hoa
ngudi ding. Trong budc nay, duge thuc hién trén phan hé thoi gian thue, tap thué bao nghi
ngd gian 1an 14u cude trong bude 3, duoc qua mot bd loc dua trén cac luat tir khoa va dac
trung ctia ban tin ma héa ngudi ding khi c6 hanh vi gi tin nhén tai thoi diém hién tai. Dau
ra xac nhan thué bao c¢6 hanh vi gian lan lau cude c6 d6 chinh xac cao. Tép thué bao dugc
x4c nhan c6 gian 1an 1au cudc duoc déy ra cho budc tiép theo. Vi két qua cua budc 2,
thong qua khai kha dit liéu vén ban da trich chon tir khoa clia ban tin ma héa nguoi dung
dugc gan nhan ndi dung 1au cudc, sdng ché thu thap duoc cac bo tir khoa 1au cudc voi tan
suit xut hién 1én gém cac tir khéa ma OTP (One Time Password), tir khoa ma hoa, tir khoa
tin nhén tng dung,... C4c thué bao trong tép nghi ngo gian 14n 1du cudc, c6 hanh vi gii tin
nhén, s& duoc qua bd luat tir khoa dva trén k¥ thuét biéu thirc chinh quy (regular expression)
dé xac nhan céc tir khoa tinh va tir khoa dong, cudi cung cac ngudng t6i wu vé tan sudt tir
khoa, tn suét giri tin nhin, ti 18 nhan tin nhén, cling duge két hop dé tang do tin cdy cho hé
théng phat hién thué bao gian 1an 1au cude.

Buéde 5: dé xuét cac phuong an chan loc thué bao gian lan lau cudce thoi gian thuc.
Budce cubi cung, dugc xt ly trén phan hé nghiép vu, voi cac thué bao duoc phat hién gian
1an 13u cude, s& duge dua lén phia xdc nhén nghiép vu, sang ché cling dé xuét c4c giai phap
ra quyét dinh cho viéc chin thué bao thoi gian thuc khac nhau. Bén canh do, céc luat 1au
cude tinh va dong xay dung & bude 4, cling duge dé xuét dé phia nghiép vu thuc hi¢n théng
ké, diéu chinh, ting tinh linh hoat cho hé thdng. D6i v6i dac tinh timg nha mang, sang ché
dua ra dong thoi bbn giai phap chdn loc cac thué bao phat hién c6 hanh vi gian 1an lau cudc.
Céc giai phap chian loc theo mtc do tang dan : chin 1am cham tin, chan tin, chan thué bao
tam thoi, chdn thué bao mot chidu. D4i vé6i, chan 1am cham, hanh vi gui tin cua d6i tuong
qua chirc nang phat hién thué bao gian 1an 1au cudc tich hop tai trung tam dich vu tin nhin
(SMSC), néu xac nhan 1a 1au cudc, tin nhén dén nguoi dung s& bi cham hon so voi thoi
gian thuc. Giai phap chan tin, chan cac tin nhin gii di tir thué bao dugc phat hién gian 1an

8



47507 9120

1au cudc va ban tin ma hoa nguoi dung thoa man luat tir khoa 1au cude. Giai phap chan thué
bao tam thoi hodc chan thué bao mot chidu dam bao dbi twong c6 hanh vi gian lan 1du cude
khong thé thyc hién hanh vi g tin trong mot khoang thoi gian du lon.

Trong sang ché nay, budc 1 giup sang ché dat duoc bo dit liéu dic trung da dang. Bang
cach tap trung vao ca dit liéu hd so ngudi ding 1an ban tin ma hoa ngudi dung, dua trén cac
ky thuat khai pha dit liéu lon gitip cho h¢ thong c6 ngudn dit lidu ddy da vé so luong dac
trung 1an s6 lugng ngudi ding, c6 thé bao quat dugc hanh vi cta dbi tuong gian 1an lau
cude va ngudi dung thong thuong.

Trong sang ché nay, & budc 2, sang ché dat duoc bd dic trung tdi vu dam bao khong
bi dic trung nhiéu va tang hiéu suft ctia mo hinh phat hién. Thong qua st dung trich chon
dic trung theo phuong phap md hinh bao tram (wrapper method), véi mo hinh hdi quy da
bién thich ing dam bao bat dugc mdi quan hé phire tap, phi tuyén tinh gitta cac déc trung
v6i dic diém ngudi dung gian 14n 14u cude va co tdc do thuc thi nhanh. Tiép d6 qua viéc
xép hang mirc d quan trong cua cac dac trung va danh gi4 twong quan, cho ta mot tap con
dac trung ho so ngudi dung t61 uvu cho md hinh phén loai thué bao gian lan 1au cudc.

Trong sang ché nay, & budc 3, thuc hién tdi wu md hinh phén loai rimg quyét dinh ngdu
nhién (random forest) dé x4c dinh thué bao gian lan lau cudce. Cac siéu tham sb
(hyperparameter) gbm s6 luong cay quyét dinh (number of decision tree), bac tdi da cta
cdy (maximum depth), s6 lugng la tdi da (maximum of leaf nodes) dugc lya chon dua trén
phuong phap kiém chirng chéo (cross validation) ddm bao mo hinh ¢6 do chinh xac cao va
tranh hién tuong qua khop (overfitting). Ti€u chuén Gini cho tirng nut cay quyét dinh cling
dugc st dung dé tdng tdc dd tinh toan. Bén cach do, st dung thém cac md hinh vé tinh phat
hién ngudi giao hang, cudc goi tu dong, nguoi ban hang chuyén nghiép, dé loai bét cac
thué bao hanh vi khac ra khoi tap thué bao nghi ngo gian 1an lau cude.

Trong sang ché nay, & budc 5, dua ra cac giai phap chan loc dbi twong gian 14n 1au cude
khac nhau phu hgp véi ddc thu cac hé thong voi bbn phuong an chédn loc: chidn lam cham
tin, chin tin, chan thué bao khoang thoi gian va chan thué bao mot chiéu ap dung phu hop

vGi mac do cua tung déi twong. Tir d6 dem lai hiéu qua chén loc cho cac hé théng.
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Theo khia canh tiép theo, sang ché @ xuit phuong phap phat hién thué bao gian lan
lau cudce trong vién thong trong do, tai budce 1, dir liéu hanh vi vién thong ngudi dung bao
gém c4c chi sb vé tin suét nhén tin, goi dién, dir liéu di dong duoc st dung; cac b dac
trung trong dir liéu hd so ngudi dung bao gdm dic dac trung vi tri nguoi dung, dac trung
mbi quan hé gifta ngudi dung, ddc trung su dung thiét bi; k¥ thuét khai pha dit lieu hd so
ngudi ding st dung cac ky thuat: mé hinh théng ké (statistical model), phan tich do thi
(graph analysis), phan tich dong thoi gian (time-series analysis); viéc phén tich dir liéu, XU
Iy NLP dugc luu trir, thuc thi trong ha tang dir liéu 16n dugc Iuu trit phén tan, thuc thi tinh
toan song song tai thoi gian thuce trén cac cong cu xt ly dit liéu 16n Apache Spark, Apache
Hadoop.

Theo khia canh tiép theo, sang ché d& xudt phuong phap phat hién thué bao gian lan
lau cudc trong vién thong trong do. tai budc 2: ky thuét trich chon dac trung hd so nguoi
ding str dung phuong phap trich chon déc trung (feature extraction) dua theo cach thirc mo
hinh héa (modeling); v6i md hinh hdi quy da bién thich tmg (multivariate adaptive
regression spline) v6i bo dac trung d4u vao 16n, da dua ra bo dic trung tinh gon, ¢6 y nghia
trong viéc du doan déi twong gian 1an 1au cude, tang do chinh xac ddng thoi ting hiéu nang
cho hé théng. K¥ thuat trich chon dac trung ban tin ma hoa ngudi dung st dung phuong
phap xir Iy ngdn ngir tu nhién theo trinh ty rat ra céc dic trung vé mit ngit nghia. Cac k¥
thuét khai pha van ban (text mining) xay dyng trén toan bd tir dién ban tin ma héa nguoi
dung bao gdm: tach cum tir (word segmentation), n-gram, véc-to hoa van ban (count
vectorization, word2vec). K¥ thuat trich chon déc trung ban tin ma héa nguot dung veé mat
tir khoa lau cude két hop vé6i hai k¥ thudt tach cym tir (word segmentation), gan nhan tir
loai (part of speech tagging), md hinh tach tir khoa (keyword extraction) cling dugc st dung
dé rat ra cac tir khoa lau cude vai tAn suat xuét hién 16n. Cling tai budc nay, xtr Iy ngdn nglr
tu nhién hiéu ndng cao trich chon déc trung ban tin ma hoa ngudi dung dua trén co s ha
tAng luu trir phan tén Apache Hadoop va céac thuét toan tinh toan song song Mllib (Machine
Learning Library) trén Apache Spark.

Theo khia canh tiép theo, sang ché dé xuit phuong phap phat hién thué bao gian lan
lau cude trong vién thong trong do, tai budce 3, m6 hinh hoc may phan loai rung quyét dinh

10
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ngau nhién (random forest) duoc tdi rru tham sd (parameters tuning), dua ra mo hinh phéan
loai hai 16p mdi thué bao co6 xac suit nhan gian 14n 1au cude (tr 0,0 dén 1,0) ,thué bao co
x4c sudt hon ngudng lau cudc s€ dugc xép vao tap nghi ngd gian lan lau cude. Cling tai
bude nay, md hinh hoc may phan loai ring quyét dinh ngau nhién (random forest) voi
ngudng phan loai duoc ty dong cap nhép dua trén do do chinh xac cua md hinh. cac nhan
duoc xac nhan 1a chinh x4c ngudi dung gian 1an 14u cuée s& duge cho vao tép kiém tra (test
set). Ngudng phan loai tdi wu duogc cap nhép tu dong theo ROC (Receiver operation
characteristic) dé dat dugc do do AUC (Area Under Curve) l6n nhat. Budc nay cling st
dung cdc md hinh vé tinh gilp tang d6 chinh xac cho tép thué bao gian 1an 1au cudc bao
gdm cac md hinh phat hién nguoi giao hang, cudc goi tu dong, ngudi ban hang chuyén
nghiép. Cac tap thué bao nghi ng¢ gian lan 1au cude cia md hinh phan loai s€ dugce loc qua
dé loai bd cic thué bao nam trong céac thué bao ctia md hinh v€ tinh. .

Theo khia canh tiép theo, sdng ché @& xuét phuong phéap phat hién thué bao gian lan
lau cudc trong vién thong trong do, tai bude 4, bo tur khoa dugc trich chon tir ban tin ma
hoa ngudi ding 1a céc tir khoa lau cude qua budce 2, vdi cac tir khoa dugc trich chon trong
cac tin duoc gan nhan tin tu dbi twong 1au cudce, tao nén mot bo tu khéa 1au cude. Tai bude
ndy, thong qua bo loc tir khoa l4u cude, dam bao do chinh xac cao cho hé théng phéat hién
dbi twong gian 14n 1au cude. Véi dau ra tir bude 3, thué bao dugc phan loai trén hd so nguoi
dung 14 thué bao gian 14n 14u cudc, s€ duoc tu dong thu thap ban tin ma hoa nguoi dung tai
thoi gian thuc qua hé théng trung tdm dich vu tin nhén (SMSC), néu nodi dung thoa man céc
luat tir khoa lau cude s& duoc dua dén budce 5, xir Iy chin loc. Cling tai budc nay, b0 luat
tir khoa dong dugc xay dung dé tang tinh linh hoat; véi mot tap con bd luét tir khoa s& dugc
c4u hinh dong, tang tinh san sang cho hé théng giai quyét hién trang dbi tuong gian 14n 14u
cuéce lién tuc thay ddi hanh vi. .

Theo khia canh tiép theo, sdng ché d& xuit phuong phap phat hién thué bao gian lan
lau cudc trong vién thong trong do, tai bude 5, cac thué bao di duoc xac nhan va bi chan
loc gian 14n lau cude duoc luu trir déc trung tién hanh phén tich. Trong do, hd so nguoi
ding va cac ban tin ma hoa ngudi dung cua d6i tuong gian 1an 1au cude duge dua vao phén
hé xir Iy dit liéu 16n, tién hanh phan tich di liéu, khai pha thém cac dac trung dé cai tién
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md hinh. Phuong 4n chén loc thué bao gian 1an 1au cuéc hudng chan thué bao két hop véi
chan hoan toan mot chiéu, voi phuong phép chdn thué bao tam thoi trong mot khoang thoi
gian tir 14c ¢6 hanh vi gui tin nhin gian 14n 13u cudce. Cling tai budce nay phuong an chédn
loc thué bao gian 1an lau cudc hudng chin tin lam chdm dugc dé xuét ddi véi cac nha mang
trong va ngoai nudc khong cho phép chan mdt chidu. d6i tugng thong qua chan lam cham,
khi ¢6 hanh vi giri tin nhén, x 1y trén hé thong trung tam dich vu tin nhén (SMSC) qua mot
khoang thoi gian du 16n (10-30 phut) thi ngudi dung méi nhan duge tin nhén. Phuong an

nay dam bao vd hiéu hoa muyc dich nhin tin cta doi tuong gian lan 14u cudc.

Vi du thwe hién sang ché

Séng ché da di vao thuc nghiém cho két qué chan thué bao 14u cudc Ity ké (sé luong
thué bao) trong cac thang tir d4u nam 2021 nhu sau:

- Thang 1: 19465;

- Thang 2: 8623;

- Thang 3: 9028;

- Thang 4: 23952;

- Thang 5: 23098;

- Thang 6: 56068;

- Thang 7: 27933;

- Thang 8: 133792,

- Thang 9: 73102.

Hiéu qua dat dwgc clia sang ché

Phuong phap chin loc thué bao gian 1an ldu cudce dem dén nhitng hiéu qua nhu sau:
Giam tinh trang d6i tugng gui tin nhin gian 14n lau cude. Pua ra cac bién phap chan loc
thué bao c6 hanh vi gian 14n 14u cudce, tr d6 dan t6i viéc sir dung céac dau sb thuong hiéu

(brandname) d& nhin céc tin nhin tng dung, gitp ting trai nghiém cho khach hang.

12
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Mic di cac mo ta néu trén chira nhi€u chi tiét cu thé, chung khong dugc coi la gidi han
vé phuong én thuc thi sang ché, ma chi nhim muc dich minh hoa mot so phuong an thuc

thi dugc uu tién.
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Yéu cau bao ho

1. Phuong phap phét hién thué bao gian 1an 1au cude trong vién thong bao gbm:

buéce 1: thu thap, phan tich dir liéu hd so ngudi dung, ban tin mi héa nguoi ding
gian 14n 13u cudc; trong do, phan hé xur 1y dit liéu 16n ty dong thu thap dit liéu lich st hanh
vi st dung vién thong cta thué bao trong mot khoang thoi gian dai (séu thang dén mot
ndm), dit liéu dugec ma hoa dam béao an toan thong tin, 1am sach dit li¢u, dugc téng hop céac
dic trung, x4y dung bo dir liéu hd so nguodi dung qua cac cong nghé xtr ly dir liéu 16n; bén
canh d6, phan hé ciing thyc hién xir Iy ban tin mé hoa nguoi dung lau cude va thong thuong
& dang vin ban, phan doan, lam sach, tién xir ly dit liéu; cac bo dit ligu hanh vi vién thong,
dic trung hd so ngudi dung va ban tin ma héa nguoi dung dugc chuén bi sdn sang cho budgc
tiép theo; trong do, & budc nay, gilp sang ché dat duoc bo dix liéu ddc trung da dang bang
cach tap trung vao ca dir liéu hd so nguoi dung 1an ban tin ma hoa nguoi dung, dua trén cac
k§ thuat khai pha di liéu 16n giGp cho hé thong c6 ngudn dit lidu day du vé 50 lugng dic
trung 1an s6 luong nguoi dung, c6 thé bao quét duwoc hanh vi cua ddi tuong gian lan 1au
cude va ngudi dung thong thuong;

budc 2: trich chon cac dic trung cta ngudi dung; bude nay thuc thi ddng thoi trich
chon céc dac trung hd so ngudi dung va déc trung tir khoa lau cudc tir ban tin ma hoa nguoi
dung trén phan hé Xt ly dir liéu 16n; v6i bo déc trung hd so ngudi dung dugc tdng hop tir
dir liéu ban ghi chi tiét CDR (call detail record) cudc goi va tin nhén, thong qua mod hinh
trich chon dic trung dua ra bd dac trung tdi wu c6 y nghia trong viéc xac dinh nguoi dung
¢6 hanh vi gian 14n 1au cude; bén canh do, cac k§ thuat xtr Iy gébnn ngl ty nhién (nature
language processing) cling dugc st dung d8 khai thac cac ddc trung vé mit ngit nghia gdm
tur khoa 1au cudc, tAn sudt tir khoa; cac dic trung dau ra nay, san sang chuén bi cho m6 hinh
phan loai nguoi dung lau cude va tap luat 1au cude cho budce tiép theo; trong do, & budc
nay, sang ché dat duoc bd dic trung td1 wu dam bao khong bi dac trung nhiéu va tang hiéu
suit cia mé hinh phét hién; thong qua sir dung trich chon dac trung theo phuong phap mo
hinh bao trim (wrapper method), véi md hinh hdi quy da bién thich tng dam bao bét dugc

mdi quan hé phtc tap, phi tuyén tinh gitta cac dac trung v6i ddc diém nguoi dung gian 14n
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l4u cude va co tdc d6 thuc thi nhanh; tiép d6 qua viéc xép hang muc dd quan trong cua cac
dac trung va danh gia twong quan, cho ta mot tap con dac trung hd so ngudi dung tbi uu
cho mé hinh phén loai thué bao gian l4n 1au cudc;

budc 3: xdy dung md hinh phén loai thué bao nghi ngd gian l4n lu cude; trong budc
nay, mo hinh phén loai thué bao gian 1an 13u cudc duoc huén luyén dya trén céc dic trung
hd so ngudi dung dugc trich chon & budc 2; dAu ra 1 tap thué bao nghi ngd dugc bd sung
theo timg ngay; trong d6, & budc nay, thuc hién tdi wu mo hinh phén loai ring quyét dinh
ngau nhién (random forest) dé xac dinh thué bao gian l4n lau cudc; cac si€u tham sd
(hyperparameter) gdm s6 luong cay quyét dinh (number of decision tree), bac toi da cla
cdy (maximum depth), sb luong 14 t6i da (maximum of leaf nodes) duoc lua chon dua trén
phuong phap kidém ching chéo (cross validation) ddm bao mo hinh ¢6 d6 chinh xac cao va
tranh hién tuong qua khop (overfitting); ti€u chuén gini cho timg nit cay quyét dinh cling
duogc st dung dé tang tdc d tinh todn; bén cach do, su dung thém cac md hinh v€ tinh phat
hién ngudi giao hang, cudc goi tw dong, ngudi ban hang chuyén nghi€p, dé loai bot cac
thué bao hanh vi khac ra khi tip thué bao nghi ngd gian lan lau cudc;

budc 4: xay dung bd luat phat hién thué bao gian lan 1au cude trén ban tin ma hoa
ngudi ding; trong budc ndy, dugce thuc hién trén phan hé xu ly thoi gian thye, tap thué bao
nghi ngd gian 14n 14u cudce trong bude 3, duge qua mot bd loc dua trén cac luat tur khoa va
ddc trung cua ban tin ma hoa ngudi dung khi ¢6 hanh vi gui tin nhén tai thoi diém hién tai;
dau ra xac nhan thué bao c6 hanh vi gian lan lau cude c¢6 dd chinh xéc cao; tap thué bao
dugc xac nhan c6 gian 1an 1du cude duge dAy ra cho bugc tiép theo;

bude 5: d& xuét cac phuong an chan loc thué bao gian 14n 1au cudce thoi gian thuc;
day la budce cudi cing, dugc xu ly trén phan hé nghiép vu, v6i cac thué bao dugc phat hién
gian 14n 13u cudc, s€ dugc dua 1én phia xac nhan nghiép vy, sang ché ciing dé xudt cac giai
phép ra quyét dinh cho viéc chan thué bao thoi gian thyc khac nhau; bén canh d6, cac luat
lau cudce tinh va dong xdy dung & budc 4, cling duoc dé xuit dé phia nghiép vu thyc hién
thong k&, diéu chinh, ting tinh linh hoat cho hé théng; trong do, & budc nay, dua ra cac giai
phép chan loc d6i twong gian 14n 1au cude khac nhau phu hop v6i dac thu cac hé théng; bbn

phuong an chédn loc dugc dua ra gém: chin 1am cham tin, chén tin, chdn thué bao khoang
15
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thoi gian va chan thué bao mot chidu ap dung ph hop v6i mic do cua timg ddi tuong, tir

d6 dem lai hiéu qua chan loc cho cac hé théng.

2. Phuong phap phat hién thué bao gian lan lau cudce trong vién thong theo diém 1, trong
d6, tai budc 1: dit liéu hanh vi vién thong ngudi dung bao gdm céc chi s& vé tin suét nhin

tin, goi dién, dir liéu di dong sir dung.

3. Phuong phap phat hién thué bao gian lén ldu cude trong vién thong theo diém 1 hodc
diém 2, trong do, tai budc 1: cac bo ddc trung trong dit liéu hd so nguoi dung bao gbm dic
dic trung vi tri nguoi dung, dac trung mdi quan hé gitta nguoi dung, dac trung st dung

thiét bi.

4. Phuong phap phét hién thué bao gian 1an lau cuGe trong vién thong theo diém bét ky
trong 6 cac diém tir diém 1 dén diém 3, trong do, tai bude 1: k¥ thuat khai pha dit liéu ho
so ngudi dung str dung cac k¥ thuat mo hinh théng ké (statistical model), phan tich do thi

(graph analysis), phan tich dong thoi gian (time-series analysis).

5. Phuong phap phat hién thué bao gian 1an lau cudc trong vién thong theo diém bat ky
trong s6 cac didm tir diém 1 dén diém 4, trong do, tai bude 1: viéc phan tich dit liéu, xu ly
ngdn ngtt tu nhién duoc luu tri, thuc thi trong ha t?mg dit lidu 16n; dugc luu trlt phan tan,
thuc thi tinh todn song song tai thoi gian thyc trén cac cong cu xr ly dir liéu 16n apache

spark, apache hadoop.

6. Phuong phap phat hién thué bao gian 1an lau cudc trong vién thong theo diém bat ky
trong 6 cac diém tir didm 1 dén diém 5, trong do, tai budc 2: k¥ thuat trich chon dac trung
hd so ngudi ding str dung phuong phap trich chon déc trung (feature extraction) dua theo

cach thirc mo hinh hoa (modeling).

7. Phuong phap phét hién thué bao gian 14n du cude trong vién thong theo diém bt ky
trong & cac diém tir didm 1 dén diém 6, trong do, tai budc 2: k¥ thuét trich chon dac trung
ban tin ma hoa ngudi dung st dung phuong phap xtr ly ngon ngir tu nhién theo trinh tu rut

ra cc dic trung vé& mit ngit nghia; k¥ thuat trich chon dac trung ban tin ma héa nguoi dung
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vé mat tir khoa 1au cudce két hop v6i hai k¥ thuat tach cum tir (word segmentation), gan
nhin tir loai (part of speech tagging), mo hinh tach tir khoa (keyword extraction) cling dugc

st dung dé rat ra cac tir khoa lau cude v§i tan suat xuat hién 16n.

8. Phuong phép phat hién thué bao gian lan lau cudce trong vién thong theo diém bat ky
trong & cac diém tir diém 1 dén diém 7, trong do, tai budce 2: x{r Iy ngdn ngir tu nhién hiéu
nang cao trich chon dac trung ban tin ma héa nguoi dung dya trén co s ha tang luu trir
phan tén apache hadoop va céc thuét toan tinh toan song song MLLIB (machine learning

library) trén apache spark.

9. Phuong phap phét hién thué bao gian lan ldu cude trong vién thong theo diém bét ky
trong sé cac diém tir diém 1 dén diém 8, trong do, tai buéc 3: md hinh hoc may phan loai
rung quyét dinh ngdu nhién (random forest) dugc t5i rru tham sb (parameters tuning), dua
ra mo hinh phén loai hai 16p mdi thué bao c6 xac suit nhan gian lan ldu cudce (tir 0,0 dén
1,0) .thué bao c6 xac suét hon ngudng 1u cudce s& dugc xép vao tap nghi ngo gian lan lau
cude; md hinh hoc may phan loai rung quyét dinh ngau nhién (random forest) v&i ngudng

phén loai duoc tur dong cép nhap dua trén do do chinh xac ctia mo hinh.

10. Phuong phéap phét hién thué bao gian lén 1au cudc trong vién thong theo diém bét ky
trong 6 cac diém tir diém 1 dén diém 9, trong do, tai bude 3: sir dung cac mo hinh vé tinh
giup tang do chinh xac cho tép thué bao gian 1an 1au cude bao gém cac md hinh phat hién
ngudi giao hang, cudc goi tw dong, ngudi ban hang chuyén nghiép; céc tap thué bao nghi
ngd gian 1an ldu cude ctia mod hinh phén loai sé duoc loc qua dé loai bo cac thué bao nam

trong céc thué bao cua md hinh v¢ tinh.

11. Phuong phap phat hién thué bao gian 14n lau cudc trong vién thong theo diém bét ky
trong s6 cac diém tir diém 1 dén diém 10, trong do, tai budc 4: b tir khoa duge trich chon
tir ban tin ma hoa ngudi ding la céc tir khoa lau cude qua budce 2, voi cac tor khoa dugce
trich chon trong cac tin dugc gan nhan tin tu dbi twong lau cude, tao nén mot b tr khoa

lau cudc.
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12. Phwong phép phat hién thué bao gian lan ldu cude trong vién thong theo diém bat ky
trong s6 cac diém tir didm 1 dén diém 11, trong do, tai budc 4: thong qua bo loc tir khéa 1au
cude, dam bao do chinh xac cao cho hé théng phat hién dbi tuong gian 1an 1du cudc; voi
dau ra tir budce 3, thué bao dugc phan loai trén hd so nguoi dung 1a thué bao gian lan lau
cude, s& duogc tu dong thu thép ban tin ma héa nguoi dung tai thoi gian thyc qua hé théng
trung tAm dich vu tin nhén (SMSC), néu ban tin ma hoéa ngudi dung thoa man céc luat tu

khoa lau cudce s& duge dua dén budc 5, xur ly chan loc.

13. Phuong phap phét hién thué bao gian 1an ldu cudc trong vién thong theo diém bat ky
trong s6 cac diém tur didm 1 dén diém 12, trong do, tai bude 4: bd luat tur khoa dong dugc
xay dung dé tang tinh linh hoat; véi mot tp con bo luét tir khoa s€ dugce cdu hinh dong,
ting tinh sin sang cho hé théng giai quyét hién trang dbi tuong gian 1an 1au cudce lién tuc

thay doi hanh vi.

14. Phuong phéap phét hién thué bao gian 14n ldu cudc trong vién thong theo diém bét ky
trong sé cac diém tur diém 1 dén diém 13, trong do, tai budc 5: cac thué bao da duoc xac
nhan va bi chan loc gian 14n 1u cude dugce luu trir dic trung tién hanh phéan tich; trong do,
hd so ngudi dung va céc ban tin ma hoa ngudi dung cla dbi twong gian 1an 1du cude duoc
dua vao phan hé xtr ly dit liu Ion, tién hanh phan tich dit liéu, khai pha thém cac dac trung

dé cai tién mo hinh.

15. Phuong phép phat hién thué bao gian 1an 1du cudc trong vién thong theo diém bat ky
trong 6 cac didm tir diém 1 dén diém 14, trong d6, tai bude 5: phuong an chan loc thué
bao gian 1an 1au cudc hudng chian thué bao két hop v6i chan hoan toan mot chiéu, véi
phuong phép chan thué bao tam thoi trong mot khoang thoi gian tir lac ¢6 hanh vi gui tin
nhén gian 14n 1au cudce; phuong an chan loc thué bao gian 14n 1au cudc hudng chan tin lam
cham dugc dé xuét ddi véi cac nha mang trong va ngoai nuéce khong cho phép chidn mot

chiéu.
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