(12) BAN MO TA SANG CHE THUOC BANG POC QUYEN SANG CHE

o e momeror o AN
CUC SO HUU TRi TUE
1-0045974
(51)202001 FO4L 29/06; HOAL 29/12 (13) B
(21) 1-2021-07738 (22) 01/12/2021
(30) 202011410695.2 04/12/2020 CN
(45) 26/05/2025 446 (43) 27/06/2022 411A

(73) HUAWEI TECHNOLOGIES CO., LTD. (CN)
Huawei Administration Building, Bantian, Longgang District, Shenzhen, Guangdong
518129, P. R. China

(72) ZHUANG, Shunwan (CN); WANG, Haibo (CN); GU, Yunan (CN); HUANG,
Mingqing (CN); XIA, Zhongqi (CN); YAN, Gang (CN).

(74) Cong ty TNHH mot thanh vién S¢ hiru tri tu¢ VCCI (VCCI-IP CO.,LTD)

(54) THIET BI VA PHUONG PHAP KIEM TRA CAP HE THONG TU TRI



(21) 1-2021-07738

(57) Sang ché dé cap dén linh vuc ky thuat mang may tinh va boc 16 phuong
phap va thiét bi kiém tra cip hé thong tu tri (AS). Phuong phéap niy co thé tranh
dugc viée xac dinh khong chinh xac cip AS trong thong tin dudng truyén cua
duong truyén AS trong qué trinh kiém tra ctia dudng truyén AS, va cai thién do
chinh x4c ctia viéc kiém tra duong truyén AS. Phuong phap nay duoc ap dung véi
thiét bj mang. Phuong phap ndy bao gém: thu nhan théng tin duong truyén bao
gom cip AS; xac dinh thong tin viing ciia ving ma cip AS trong thong tin dudng
truyén thudc vé; va kiém tra cap AS dua trén thong tin vung dugc xac dinh cua
ving ma cip AS thudc vé, trong d6 cap AS trong thong tin dudng truyén bao gom

hai s6 AS lién ké trong thong tin duong truyén.
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Linh vuc ky thuat dwgc dé cap

Séng ché dé cap dén linh vuc k¥ thuat mang may tinh, va cu thé 1a dén co
cAu, thiét bi va phuong phap kiém tra cap hé thdng tu tri (autonomous system,

AS).
Tinh trang ky thuit clia sang ché

Hé théng tu tri (autonomous system, AS) la mang giao thic internet
(Internet Protocol, IP) duoc quan ly boi mét thuc thé va c6 chinh sach dinh
tuyén théng nhét. Hé s6 an toan khong duoc xem xét trong thiét ké ban dau cta
giao thuc cdng bién (Border Gateway Protocol, BGP). Do do, khi thong tin dinh
tuyén BGP dugc truyén gitta cac AS 1an cén c6 quan hé kinh doanh duoc thiét
lap trudce, sy ro ri thong tin dinh tuyén d& xay ra. Sy ro ri thong tin dinh tuyén
thudng khién luu lugng di chuyén trén dudng truyén dai hon, va do d6 lam ting
d6 tr& truyén luu lwong. Ngoai ra, su ro i thong tin dinh tuyén nguy hiém c6 thé
con gay ra cac rui ro an ninh nhu gidn doan truy nhap tuyén bat thuong, theo ddi

luu luong, tan cong xen gifra, va tan cong gia mao.

Dé ngin ngira viéc 1,1 tuyén, AS thong thudng c6 thé kiém tra tat ca cic
cap AS (AS pairs) trong thong tin duong truyén cua dudng truyén AS (AS path)
trong thong tin dinh tuyén BGP thu dugc theo nguyén tic thung liing tu do
(valley free) bing cach st dung co ché ha ting khéa cong khai tai nguyén
(resource public key infrastructure, RPKI), dé x4c dinh hiéu luc cua duodng
truyén AS, va con xac dinh an ninh ctia tuyén BGP. Tuy nhién, khi AS kiém tra
thong tin duong truyén thu dugc cua dudng truyén AS bang cach st dung k§
thuat thong thuong, AS co thé x4c dinh khong chinh xéc cdp AS trong thong tin
duong truyén ctia duong truyén AS. Két qua 13, két qua kiém tra cia duong

truyén AS 12 khong chinh xac.

Dua trén diéu nay, lam thé nao dé tranh dugc viéc xéac dinh khéng chinh

xac cip AS trong thong tin duong truyén clia dudng truyén AS trong qué trinh
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kiém tra ciia dudong truyén AS 1a vAn d& k§ thuat can dugc giai quyét khéan cip

trong k¥ thuat thong thuong.
Ban chit ky thuit clia sing ché

Cac phuong 4n cua sang ché d xuét co ciu, thiét bi, va phuong phap
kiém tra cip AS. Phuong phép nay co6 thé tranh duoc viée xéac dinh khong chinh
xac cip AS trong thdng tin duong truyén cta dudng truyén AS trong qué trinh
kiém tra cia dudng truyén AS, va cai thién dd chinh x4c cua vigc kiém tra

dudng truyén AS.

Theo khia canh thtr nhét, phuong 4n cla sang ché d& xuit phuong phéap
kidm tra cip AS, va phuong phép c6 thé dugc ap dung v6i thiét bi mang.
Phuong phéap nay bao gdm céc buéc: thu nhan thong tin duong truyén bao gom
cip AS; xac dinh thong tin ving cla vung ma cap AS trong thong tin duong
truyén thudc v&; va sau d6 kiém tra cip AS dya trén thong tin vung duoc Xac
dinh cua ving ma cap AS thudc vé. Cap AS trong thong tin duong truyén bao

gdm hai sb AS 1ién ké trong thdng tin duong truyeén.

Khi cip AS duoc kiém tra bing cach st dung phuong phap kiém tra cip
AS duoc dé xuit trong phuong an nay clia sang ché, thong tin ving clia ving ma
ciap AS thudc vé dugc dua ra dé kiém tra cap AS. Piéu nay co6 thé tranh duoc
trudng hop trong d6 quan hé kinh doanh dugc xac dinh khong chinh xé4c do
cing cip AS cé céc quan hé kinh doanh khac nhau trong cac vung khac nhau
trong qua trinh kiém tra cfia cap AS trong thong tin duong truyén. Ngoai ra, cip
AS ¢6 thé duge kiém tra chinh x4c, va khi hiéu luc ciia duong truyén tuong tmg
v6i thong tin duong truyén bao gbm cip AS dugc kidm tra theo nguyén tic

thung Iting tu do, d chinh xac kiém tra dugc cai thién tuong Umg.

Theo céach thuc thuc hién kha thi, viéc kiém tra cap AS duya trén thong tin
ving dugc x4c dinh cua ving ma cdp AS thudc vé bao gbém: kiém tra cip AS
dua trén thong tin ving dugc xac dinh clia vang ma cap AS thudc vé va co so dit
liéu dAu vao cap quyén.

Theo céich thitc thuc hién kha thi khéc, viéc kiém tra cip AS dua trén
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théng tin ving dugc xac dinh cla viing ma cdp AS thudc vé va co so dit liéu dau
vao cip quyén bao gdm: khi co s& dit liéu dAu vao cip quyén bao gdém dau vao
cap quyén ma bao gdm cp AS va ky hiéu nhén dang ving tuong ung vdi thong
tin ving cda vung ma cdp AS thudc vé, x4c dinh réng cap AS dugc kiém tra

thanh cong.

Theo cach thic thuc hién kha thi khac, viéc kiém tra cip AS dua trén
thong tin ving dugc xac dinh cta ving ma cdp AS thudc vé va co so dit lidu dau
vao cip quyén bao gbm: khi co s& dit lidu dAu vao cép quyén khong bao gbém
dAu vao cip quyén ma bao gdm cip AS va ky hiéu nhan dang vung tuong tng
véi thong tin ving cua ving ma cdp AS thude vé, x4c dinh rang cip AS khong

dugc kiém tra.

Theo cac cach thtc thuc hién kha thi néu trén, do co s¢ dit liéu dau vao
cap quyén bao gbm ky hiéu nhén dang ving clia ving ma cap AS thudc vé, nén
khi cdp AS duoc kidm tra tir co s& dit lidu dau vao cép quyén dua trén thong tin
vung cua vung ma cdp AS thudce vé, khong chi cip AS gidng nhu cip AS can
duge kiém tra can dugc so khép tir co s dir liéu dAu vao cép quyén, ma viéc
liéu ky hiéu nhan dang ving cla cdp AS gidng nhu cdp AS can dugc kiém tra co
so khép véi thong tin ving clia ving ma cdp AS can duogc kiém tra thude vé can

dugc xac dinh tir co s¢ dir liéu dau vao cap quyeén.

Diéu nay c6 thé tranh dugc trudng hop trong d6 quan hé kinh doanh duge
xéc dinh khong chinh xac do cing cdp AS c6 cac quan hé kinh doanh khac nhau
trong cac vung khac nhau trong qua trinh kiém tra cua cip AS trong thong tin
dudng truyén. Ngoai ra, cap AS c6 thé dugc kiém tra chinh xéc, va khi hiéu luc
cua dudng truyén tuong Ung véi thong tin duong truyén bao gbém cip AS dugc
kiém tra theo nguyén tac thung liing tu do, dd chinh xac kiém tra duoc cai thién
tuong Ung.

Theo céach thirc thuc hién kha thi khac, viéc x4c dinh thong tin ving cua
vung ma cdp AS trong thong tin duong truyén thudc vé bao gbdm: xac dinh, tur

thong tin dinh tuyén bao gbm théng tin dudng truyén, thong tin ving cua ving
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ma cap AS thudc vé; hodc xac dinh, dua trén tién td trong thong tin dinh tuyén,

théng tin ving clia ving ma cap AS thude ve.

Theo cach thtre thuc hién kha thi ndy, théng tin ving cuia ving ma cdp AS
trong thong tin duong truyén thudc v& ¢6 thé thu duoc. Theo cach nay, thiét bi
mang c6 thé kiém tra cap AS trong co s¢ dir liéu dAu vao clp quyén dua trén

thong tin ving. Didu nay cai thién do chinh x4c cta vi€c kiém tra cap AS.

Luu ¥ rang trong phuong 4n ndy cia sing ché, thong tin viing cua ving
ma cdp AS thudc vé ¢6 thé thu dugc theo cach bat ky ma co thé dugc stir dung dé

thu nhan thong tin vung.

Theo cach thirc thuc hién kha thi khac, truée khi viée kiém tra cip AS dua
trén thong tin viung dugc xac dinh cta ving ma c@p AS thudc vé va co so dit lidu
dAu vao cip quyén, phuong phéap nay con bao gbém: thu nhan co s¢ dit liéu dau

vao cap quyeén.

Theo cach thirc thuc hién kha thi khac, co s¢ dit ligu du vao cép quyén
bao gdm co s& dit liéu diu vao cip quyén thir nhét; va budc thu nhan co s dir
lieu dau vao cip quyén bao gbm: thu ban tin don vi dir liéu giao thirc (protocol
data unit, PDU) tir may chu, trong d6 ban tin PDU bao gdm cip AS c6 quan hé
kinh doanh dugc thiét 1ap trudc va ky hiéu nhén dang ving cta vung ma cap AS
c6 quan hé kinh doanh dugc thiét 1ap trude thude v&; va sau d6 tao co s& dit liéu

dAu vao cip quyén thi nhét dua trén ban tin PDU thu dugc.

Theo cach thirc thuc hién kha thi khac, co s& dit ligu dAu vao cép quyén
con bao gdm co s& dit lidu dAu vao clp quyén thir hai; va budc thu nhan co s&
dit liéu dAu vao cép quyén bao gdm: tao co s& dit liéu dAu vao cAp quyén thit hai
dua trén bang dinh tuyén mang va/hodc dit liéu mang, trong d6 bang dinh tuyén
mang va/hodc dir liéu mang bao gbm cdp AS c6 quan hé kinh doanh dugc thiét
lap trudc va théng tin ving clia ving ma cap AS ¢6 quan hé kinh doanh dugc

thiét 1ap trude thude vé.

Theo cac cach thtc thuc hién kha thi néu trén, thiét bi mang co thé xay

dung theo cach cuc bd, theo cac cach khac nhau, co s& dir liéu dau vao cap
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quyén ma bao gbm ky hiéu nhan dang ctia ving ma cdp AS thudc vé. Theo céach
nay, cap AS co thé dugc kiém tra chinh xac dua trén co s¢& dit liéu dau vao cép
quyén dugc xay dung va thong tin ving cia vung ma cap AS can duogc kiém tra
thudc v&. Diéu nay cai thién do chinh xdc cla viéc kidm tra dudng truyén tuong

Ung v&i thong tin duong truyén bao gbm cip AS.

Theo cach thtrc thuc hién kha thi khac, viéc kiém tra cip AS duya trén
théng tin ving dugc xéc dinh ctia vung ma cap AS thudc vé va co s& dit liéu dau
vao cip quyén bao gbm: kiém tra cip AS dua trén thong tin ving cla vung ma
cdp AS thudc vé va co so dit liéu dau vao cép quyén thir nhat; va néu cap AS
khong dugc kidm tra, kiém tra cip AS dya trén thong tin ving cua vung ma cap

AS thudc vé va co so dit liéu dau vao cap quyen thi hai.

Theo cach thirc thuc hién kha thi nay, thiét bi mang dau tién c6 the kiém
tra cdp AS duya trén thong tin ving cua vung ma cap AS thudc vé va co s& dit
liéu dau vao cp quyén thir nhét thu duoc tir may chu. Khi cap AS khong dugc
kiém tra, thiét bi mang c6 thé kidm tra lai cip AS dua trén thong tin vung cua
vung ma c@p AS thudc vé va co s& dit lidu dau vao cap quyén thit hai thu dugc
bang cach phan tich bang dinh tuyén mang va/hodc dit liéu mang. Theo cach nay,
khi dir liéu cép quyén ctia may chu khong du toan dién, cap AS cin dugc kiém
tra c6 thé con duge kiém tra bang cach st dung dir liéu cAp quyén thu dugc bang
cach phén tich bang dinh tuyén mang va/hodc dit liéu mang. Piéu nay con lam

giam ty 1€ x4c dinh khong chinh xac trong qua trinh kiém tra ctia cip AS.

Theo céich thic thuc hién kha thi khéc, viéc kiém tra cip AS dya trén
thong tin ving dugc xac dinh cia ving ma cdp AS thudc veé va co s& dit liéu dau
vao cép quyén bao gdm: kiém tra ciip AS dua trén thong tin ving clia vung ma
cap AS thudc vé va dau vao cdp quyén dich ma & trong co s¢ dit liéu du vao
cép quyén va tuong Umg véi tién td trong thong tin dudng truyén, trong d6 phién
ban IP cua cdp AS trong dAu vao clp quyén dich 1a gidng nhu phién ban IP trong

tién tb trong thong tin dudng truyeén.

Céch thire thuc hién kha thi nay loai bo tac dong gay ra cho viéc kiém tra
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cap AS trong thong tin dudng truyén do cic AS sur dung cac phién ban IP khic
nhau.

Theo cach thirc thuc hién kha thi khac, thong tin duong truyén bao gébm
céc s& AS dugc bd tri theo thir tu thiét 1ap trudce, va cac sb AS duoc str dung dé
chi bio dudng truyén tuong Ung véi thong tin dudong truyén; va phuong phap
nay con bao gdm: kiém tra theo trinh tur tat ca cac cap AS trong thong tin duong

truyén, dé kidm tra dudng truyén tuong Ung véi thong tin dudng truyeén.

Theo cach thirc thuc hién kha thi ndy, cap AS dugc kiém tra bang cach sir
dung phuong phép dugc dé xuét trong phuong 4n nay cla sang ché. Pidu nay c6
thd tranh duogc trudong hop trong d6 quan hé kinh doanh dugc xac dinh khoéng
chinh x4ac do cing cdp AS c6 c4c quan hé kinh doanh khac nhau trong cac vung
khac nhau trong qua trinh kiém tra cta cdp AS trong thdng tin duong truyeén.
Theo céch nay, cp AS c6 thé duge kiém tra chinh xédc, va khi hiéu luc cta
dudng truyén tuong Ung véi thong tin dudng truyén bao gbm cip AS dugc kiém
tra theo nguyén tac thung liing tu do, do chinh xac kiém tra duoc cai thién tuong
ung.

Theo cach thitc thuc hién kha thi khic, phuong phép nay con bao gbm:
khi cap AS trong thong tin duong truyén khong duoc kidm tra trong 1an dau tién,
dao nguge cap AS ma chua duge kiém tra trong thong tin duong truyén; va sau
d6 kiém tra cip AS dugc dao nguoc, dé hoan thanh viéc kiém tra ciia dudong

truyén twong Umg voi thong tin duong truyén.

Theo cach thtrc thue hién kha thi ndy, khi co s¢ dix ligu dAu vao cip quyén
duogc xay dung, chi co s¢ dit liéu bao gbm quan hé kinh doanh don can duoc xay
dung. Piéu nay cai thién hiéu qua xay dung co s6 dit liéu ddu vao cip quyén. Do
chi cap C2P AS, cip P2C AS, va cap P2P AS thuong dugc bao gdm trong qué
trinh kiém tra clia thong tin duong truyén, nén co s& dit liéu dAu vao cép quyén
bao gém chi cip C2P AS co thé dugc x4y dung, hodc co so dit liéu dau vao cép
quyén bao gbm chi cip P2C AS c6 thé duoc xay dung. Khi cdp AS khong duge

kiém tra trong lan dau tién, chi cgp AS ma chua dugc kiém tra can duoc dao
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nguoc sau do. Khi duong truyén c6 hiédu lyc, cung cap AS co thé duoc tim thay
thong qua viéc so khop tlr co s¢ dir liéu dAu vao cip quyén cho ciip AS dugc dao

nguoc, sao cho viée kiém tra ¢6 thé duge thuc hién troi chay.

Theo cach thitc thuc hién kha thi khac, phuong phap nay con bao gbm:
néu thong tin dudng truyén bao gdm nhiéu nhit moét cip AS ma khéng duoc
kidm tra, x4c dinh ring dudng truyén tuong Ung v6i thong tin dudng truyén

duoc kiém tra thanh cong.

Theo cach thirc thuc hién kha thi khic, phuong phép nay con bao gdm:

tao dau vao chuyén tiép thu nhét dua trén thong tin dudng truyén.

Theo hai cach thtrc thuc hién kha thi, thiét bi mang tao ra dau vao chuyén
tiép dua trén thong tin duong truyén tuong Umg véi duong truyén ma dugc kiém
tra thanh cong. Do dudng truyén tuong ung Vi dAu vao chuyén tiép duoc kiém
tra thanh cong, dau vao chuyén tiép 1a diu vao chuyén tiép an toan. Theo cach
nay, khi chuyén tiép ban tin sau do, thiét bi mang c6 thé st dung dau vao chuyén
tiép an toan, ma khong gay ra sy 10 ri tuyén. Piéu nay dam bao sy an toan cua

dit liéu dugc truyén.

Theo céach thirc thuc hién kha thi khac, phuong phép nay con bao gbm:
néu thong tin duong truyén bao gbm it nhét hai cip AS ma khong dugc kiém tra,
x4c dinh rang dudng truyén tuong Umg véi thong tin dudng truyén khong dugc

kiém tra.

Theo céach thirc thuc hién kha thi khac, phuong phép nay con bao gom:
tao dau vao chuyén tiép thir hai dva trén thong tin dudng truyén; va sau d6 ddnh
d4u thong tin cu thé cho diu vao chuyén tiép thr hai, trong d6 thong tin cu thé
duoc sir dung dé chi bo liéu dAu vao chuyén tiép thir hai 1 dau vao chuyén tiép
rii ro cao hay dau vao chuyén tiép uu tién thap.

Theo hai cach thtc thuc hién kha thi, thiét bi mang cé thé tao ra dau vao
chuyén tiép dua trén thong tin duong truyén tuong Ung véi duong truyén ma
khong duoc kiém tra. Do dudng truyén tuong ung voi diu vao chuyén tiép
khong dugc kiém tra, nghia 13, dAu vao chuyén tiép 13 diu vao chuyén tiép
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khong an toan, nén khi ban tin dugc chuyén tiép bang cach st dung dau vao
chuyén tiép, su ro i tuyén ¢ thé xay ra, va su ro ri dit liéu bi gay ra. Ngoai ra,
thong tin cu thé duogc danh dau cho cac dAu vao chuyén tiép khong an toan nay,
dé nhéc nhé thiét bi mang xem xét toan dién rdi ro mang lai boi céac dau vao
chuyén tiép trong qua trinh st dung céc dAu vao chuyén tiép nay. Vi du, cac déu
vao chuyén tiép khong duge sir dung dé chuyén tiép ban tin dit liéu co yéu cau
an toan tuong ddi cao. N6i cach khac, thiét bi mang cé thé st dung céc dau vao
chuyén tiép nay dya trén tinh hinh thyc té. Didu nay cai thién tinh linh hoat cua

viée str dung dau vao chuyén tiép béi thiét bi mang.

Theo céch thire thuc hién kha thi khac, néu thiét bi mang la thiét bi mang
trong AS thtr nhét, phuong phap ndy con bao gbdm: glri két qua kiém tra cia
dudng truyén tuong Umg v6i thong tin duong truyén dén thiét bi dich, trong do
thiét bi dich 13 thiét bi ma & trong AS thr nhét va duge két néi voi thiét bi mang

dé truyén thong.

Theo cach thire thuc hién kha thi nay, sau khi thu ban tin cdp nhat BGP
bao gbém thdng tin duong truyén, thiét bi dich c6 thé xir ly théng tin dudng
truyén dya trén két qua kiém tra, ma khong kiém tra thong tin duong truyeén.
Viéc nay lam giam céc tai nguyén dugc st dung cua thiét bi dich, va cai thién
hiéu qua cua thiét bi dich.

Theo céach thic thue hién kha thi khac, "thu nhén thong tin duong truyén
bao gbém cip AS" bao gdm: thu nhan ban tin cip nhét giao thirc céng bién
(border gateway protocol, BGP), trong do6 ban tin cip nhat BGP bao gbém thong

tin dudng truyén.

Theo cach thirc thuc hién kha thi khac, phuong phap nay con bao gom:
sau khi thu ban tin cdp nhat BGP, kiém tra cip AS trong thong tin duong truyén
trong ban tin cép nhat BGP, d8 kiém tra dudng truyén tuong Umg véi thong tin
duong truyén; hodc trudc khi gt ban tin cap nhat BGP, kiém tra cdp AS trong
thong tin duong truyén trong ban tin cip nhat BGP, dé kiém tra duong truyén

tuong g voi thong tin duong truyén.
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Theo cach thirc thuc hién kha thi nay, dip ma trong do thiét bi mang kiém
tra dudng truyén twong ung véi théng tin dudng truyén bao gbm cip AS la
tuong ddi linh hoat. Cu thé, thiét bi mang c6 thé kidm tra dudng truyén sau khi
thu thong tin duong truyén, hodc cé thé kidm tra dudng truyén trudc khi gui
thong tin dudong truyén va sau khi thu théng tin dudng truyén hoic tao thong tin
dudng truyén. Piéu nay chi bao rang phuong phap dugc dé xuét trong phuong
an nay cua sang ché c6 thé 4p dung duge véi nhiéu kich ban, va do d6 lam ting

pham vi (mg dung ctia phuong phap theo phuong an nay cua sang ché.

Theo khia canh thi hai, phuong 4n cla sang ché dé xuét thiét bj kiém tra
cap hé théng tu tri (autonomous system, AS), va thiét bi nay duoc ap dung vdi
thiét bi mang. Thibt bi ndy bao gdm: b thu nhan, dwoc ciu hinh dé thu nhan
thong tin duong truyén, trong d6 thong tin duong truyén bao gbm cip AS, va
cdp AS bao gbm hai s6 AS lién ké trong thong tin duong truyén; va bo xu 1y,
dugc cau hinh d8: x4c dinh théng tin ving cta ving ma cdp AS thudc ve; va

kiém tra cip AS dua trén thong tin vung.

Theo cach thire thuc hién kha thi, bd xir Iy dugc cAu hinh cu thé de kiém

tra cap AS dua trén thong tin ving va co s¢ dir liéu dau vao cap quyén.

Theo cach thirc thuc hién kha thi khéc, bd xur Iy duge cau hinh cu thé dé:
khi co s& dit lidu diu vao cip quyén bao gbdm dau vao cép quyén ma bao gbm
cip AS va ky hiéu nhan dang ving tuong ng véi thong tin ving, xac dinh rang

cap AS duogc kiém tra thanh cong.

Theo cach thic thuc hién kha thi khac, b xtr Iy duoc cAu hinh cu thé dé:
khi co s& dit liéu ddu vao cap quyén khong bao gdm dau vao cip quyén ma bao
gdm cip AS va ky hiéu nhén dang vung tuong ing v6i thong tin vung, xac dinh
rang cip AS khong duogc kiém tra.

Theo cach thirc thuc hién kha thi khéc, bo xi Iy con duoc cAu hinh dé:
xédc dinh, tir thong tin dinh tuyén bao gdm théng tin dudng truyen, thong tin
ving cda vung ma cgp AS thudc vé; hoic xac dinh, dya trén tién td trong thong

tin dinh tuyén, thong tin ving cta ving ma cdp AS thudc ve.
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Theo cach thirc thuc hién kha thi khéc, bd thu nhén con dugc cAu hinh dé

thu nhén co s& dit liéu dau vao cap quyén.

Theo céch thic thuc hién kha thi khac, co s¢ dit liéu dAu vao cip quyén
bao gdm co s& dit lidu dAu vao cp quyén thu nhét, va thiét bi con bao gdbm bd
thu, duoc cAu hinh dé thu ban tin don vi dit liéu giao thie (PDU) tir may chu,
trong d6 ban tin PDU bao gdm cip AS c6 quan hé kinh doanh dugc thiét 1ap
trude va ky hiéu nhan dang ving cua ving ma cdp AS co quan hé kinh doanh
duoc thiét 1ap trude thude vé; va bd xir Iy con duoc cAu hinh dé tao ra co sé dir

liéu dau vao cap quyén thi nhét dua trén ban tin PDU.

Theo céch thtrc thuc hién kha thi khac, co sé dit liu dau vao cip quyén
con bao gém co sO dir liéu dau vao cép quyén th(r hai; va bd xtr Iy con dugc cAu
hinh dé tao ra co s& dit liéu dAu vao clp quyén thir hai dua trén bang dinh tuyén
mang va/hodc dit liéu mang. Bang dinh tuyén mang va/hodc dit liéu mang bao
gdm cdp AS c6 quan hé kinh doanh dugc thiét 1ap trudc va thong tin ving cla

ving ma cip AS ¢6 quan hé kinh doanh dugc thiét 1ap trude thude ve.

Theo cach thirc thuc hién kha thi khac, bo xur 1y con duge cAu hinh riéng
d8: kidm tra cap AS dua trén thong tin ving va co s¢ dit liéu dAu vao clp quyén
tht nhét; va néu cdp AS khong duoc kiém tra, kiém tra cip AS dua trén thong

tin ving va co s& dit liéu dau vao cap quyén thur hai.

Theo cach thirc thuc hién kha thi khac, b xtr 1y con duge cAu hinh riéng
dé kiém tra cip AS dya trén thong tin ving va d3u vao cip quyén dich ma &
trong co s& dit liéu dAu vao clp quyén va tuong Umg véi tién td trong thong tin
dudng truyén, trong d6 phién ban giao thic internet (IP) cia cap AS trong dau
vao cdp quyén dich 1a gidng nhu phién ban IP trong tién t6 trong thoéng tin
dudng truyén.

Theo céach thirc thuc hién kha thi khac, thong tin dudng truyén bao gbém
cac sb AS dugc sip xép theo thu tu thiét lap trudce, va céc s6 AS duoc sir dung
dé chi béo dudng truyén twong Gmg véi thong tin duong truyén; va bd xtt Iy con

duoc cAu hinh dé kiém tra theo trinh tu tat ca cac cip AS trong thong tin duong
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truyén, dé kiém tra dudng truyén tuong Gng v6i thong tin duong truyén.

Theo cach thic thuc hién kha thi khac, bd xit Iy con duge cdu hinh dé: khi
cap AS trong thong tin duong truyén khong duoc kidm tra trong lan dau tién,
dao nguoc cdp AS ma chua dugc kiém tra trong thong tin duong truyén; va kiém
tra cdp AS dugc dao nguoc, dé hoan thanh viéc kiém tra dudng truyén tuong

ung voi thong tin dudng truyén.

Theo cach thirc thuc hién kh thi khéc, bd xtr Iy con duge céu hinh dé:
néu thong tin dudng truyén bao gdm nhidu nhit mot cip AS ma khong duoc
kiém tra, x4c dinh rang dudng truyén twong Ung véi thong tin dudng truyén
duge kiém tra thanh cong.

Theo cach thitc thuc hién kha thi khéc, bd xtr Iy con duge cAu hinh dé tao
ra ddu vao chuyén tiép thir nhét dua trén thong tin dudng truyén.

Theo cach thirc thuc hién kha thi khac, bd xit Iy con duge cau hinh dé:
néu thong tin duong truyén bao gbm it nhét hai cip AS ma khong dugc kiém tra,
x4c dinh ring dudng truyén tuong tmg véi théng tin dudng truyén khong dugc
kiém tra.

Theo cach thic thuc hién kha thi khac, bd xur Iy con duge cAu hinh dé: tao
ra diu vao chuyén tiép thtr hai dua trén thong tin dudng truyén; va danh dau
théng tin cu thé cho d4u vao chuyén tiép th hai, trong d6 théng tin cu thé duoc
st dung dé chi bao liéu du vao chuyén tiép thir hai 12 du vao chuyén tiép rti ro
cao hodc dau vao chuyén tiép wu tién thap.

Theo cach thirc thuc hién kha thi khac, néu thiét bi mang 12 thiét bi mang
trong AS thtr nhét, thiét bj con bao gdm: b giri, duge cau hinh dé giri két qua
kidm tra dudng truyén twong ung v6i thong tin duong truyén dén thiét bi dich,
trong d6 thiét b dich 1a thit bi ma & trong AS thir nhét va dugc két nbi voi thiét
bi mang dé truyén thong.

Theo cach thirc thuc hién kha thi khac, bd thu nhan duge céu hinh cu thé

dé thu nhan ban tin cip nhét giao thuc cdng bién (border gateway protocol,
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BGP), trong d6 ban tin cép nhat BGP bao gbm thong tin dudng truyén.

Theo cach thire thuc hién kha thi khac, bd xtr Iy con dugc cAu hinh dé: sau
khi ban tin cip nhiat BGP duoc thu, kiém tra cip AS trong thong tin duong
truyén trong ban tin cap nhat BGP, d8 kiém tra dudng truyén tuong Umg véi
thong tin duong truyén; hodc trude khi ban tin cap nhat BGP dugce gii, kiém tra
cip AS trong thong tin duong truyén trong ban tin cip nhat BGP, dé kiém tra

dudng truyén tuong (mg v6i thong tin dudng truyén.

S& duoc hidu rang cac bd phin/mddun chire ning thu duge thong qua viéce
phéan chia c6 thé duoc tich hop vao mdt hodc nhiéu bo phan/médun. Déi véi cac
phén md ta cla cac giai phap k¥ thuat kha thi dugc thuc hién bdi cac bo
phan/modun chtc ning thu dugc thong qua viée phén chia va céac phan mo ta
hiéu qua c6 lgi, tham khao cac phin md ta ctia cac giai phap k§ thuét theo khia
canh tha nhét hogic cac cach thirc thuc hién kha thi tuong Umg cta khia canh thtr
nhét. Chi tiét khong dugc mo ta lai & day.

Theo khia canh thir ba, phuong 4n cia sang ché d& xudt thiét bi kiém tra
cap AS. Thiét bi kiém tra cip AS bao gém bd nhé va mot hodc nhiéu bd xtr ly.
B nhé duoc ghép néi téi bd xit 1y. B nhé duoc chu hinh dé luu trit céc 1énh
mdy tinh. By xu ly dugc cAu hinh goi ra cac 1énh may tinh, dé thuc hién
phuong phap theo bat ky mot trong sb khia canh thtr nhét hogc cac céch thirc
thue hién kha thi cta khia canh thtt nhat.

Theo khia canh thir tu, phuong an cua sang ché @ xuét co cdu kiém tra
cap AS. Co cAu 12 thiét bi mang trong AS. Co céu duoc cdu hinh dé thuc hién
phuong phap theo bt ky mot trong sé khia canh thtr nhét hogc cac céach thirc
thue hién kha thi ctia khia canh thir nhat.

Theo khia canh thit ndm, phuong an ctia sang ché @& xuét phuong tién luu
trit doc dugc bdi mdy tinh, vi du, phuong tién luu trix doc dugc boi may tinh loai
khong tam thoi. Phuong tién Iuu trit doc dugc bdi may tinh luu trit chuong trinh
may tinh (hodc cac 1énh). Khi chuong trinh may tinh (hodc cac 1énh) dugc chay
trén thibt bi kiém tra cip AS, thiét bi kiém tra cp AS dugc cho phép thuc hién

12



45974 1379

phuong phép theo céch thire thuc hién bt ky cta khia canh thu nhét.

Theo khia canh thr sdu, phuong 4n cta sang ché dé xult san pham
chuong trinh may tinh. Khi san phim chuong trinh mdy tinh chay trén thiét bi
kidm tra cip AS, phuong phép theo cach thic thyc hién bét ky ctia khia canh thir
nhit dugc thuc hién.

Theo khia canh thtr bay, phuong an cua sang ché d& xuét hé thdng chip,
bao gdm bd xir 1y. Bo xit Iy duge chu hinh dé goi ra va chay, tir b nhd, chuong
trinh may tinh dugc luu trit trong b nhd, dé thuc hién phuong phap theo cach
thir thue hién bat ky ctia khia canh th nhét.

C6 thé hidu r?mg bt ky mot trong s6 thiét bi, phuong tién luu trit may tinh,
san phém chuong trinh may tinh, hé théng chip, hodc tuong tu dugc dé xuét &
trén c6 thé duogc ap dung v6i phuong phép tuong tng dugc dé xuét & trén. Do do,
d6i véi céc hidu qua cb loi ma c6 thé dat dugc béi thiét bi, phuong tién luu trir
may tinh, san phim chuong trinh may tinh, hé théng chip, hodc tuong tu, tham
khao cac hiéu qua c6 loi ctia phuong phép tuong ung. Chi tiét khong duge mo ta
lai & day.

Trong céc phuong an cua sang ché, tén goi cua thiét bi kiém tra cip AS
khoéng tao ra bat ky gidi han nao véi cac thiét bi hoic cdc mddun chirc nang.
Trong qud trinh thyc hién thuc té, cac thiét bi hoic mddun chirc ndng nay co thé
c6 cac tén goi khéc. Cac thiét bi hodc mdédun chirc nang nam trong pham vi cua
céc yéu cau bao hd va cac ky thuat tuong duong cua chiing trong cac phuong an
cua sang ché, mién 13 cac chlic nang cla cac thiét bi hodc mddun chirc nang la
tuong tu vo1 cac thiét bi hoic modun chirc ndng dugc md ta trong cac phuong an

cua sang ché.
Mo ta van tat cac hinh vé

FIG.1 12 so db gian lugc cua dudng truyén AS c6 hiéu lyc theo phuong 4n

cua sang ché;

FIG.2(a) va FIG.2(b) la cac so d6 gian lugc cia cac duodng truyén AS
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khéng c6 hiéu luc theo phuong 4n cua sang ché;

FIG.3 14 so dd gian lugc cla chu tric phin cing cua thiét bi mang theo
phuong an cua sang ché;

FIG.4 1a so dd gian luge cla kién trac ctia hé théng kiém tra theo phuong
4n cua sang ché;

FIG.5 1a luu dd gian lugc ctia phuong phép kiém tra cip AS theo phuong
an cua sang ché;

FIG.6 12 luu db gian lugc cua phuong phip dé tao co s& dit liéu dau vao
cép quyén thir nhét theo phuong 4n cla sang ché;

FIG.7(a) va FIG.7(b) la cac so d6 gian lugc cua viée dang ky thong tin
ASPA béi ngudi ding AS trén trang web RIR theo phuong 4n clia séng ché;

FIG.8 12 so dd gian lugc ciia ban tin PDU theo phuong an clia sang ché;

FIG.9 1a lwu db gian luge cua phuong phép dé tao co s¢ dit liéu ddu vao
cip quyén thir hai theo phuwong 4n cla sang ché;

FIG.10 1a so dd gian luoc cta cdu tric thiét bi kiém tra cap AS 100 theo
phuong &n cla sang ché;

FIG.11 1a so db gian luge cia céu tric hé théng chip theo phuong an clia
sang ché; va

FIG.12 13 so dd gian luge cua cAu tric san phidm chuong trinh may tinh
theo phuong an cia sang ché.
Mb ta chi tiét sang ché

Pé hidu hon vé cac phuong 4n cla sang ché, phan sau ddy mo ta mot sd
thuét ngit hodc k¥ thuat dugc sir dung trong cac phuong 4n cla sang ché.

(1) quan hé kinh doanh lan c&n AS

Quan hé kinh doanh 1an c4n AS 1a quan hé hop dong cong viéc duogc ky
gitra hai AS lan cén v& cach thtc thanh toan chuyén tiép luu lugng. Cac quan hé

kinh doanh co s& bao gdm quan hé khach hang véi nha cung cap (customer to
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provider, C2P), quan hé nha cung cap v6i khach hang (provider to customer,
P2C), va quan hé ngang hang (peer to peer, P2P), va quan hé anh em v6i anh em
(sibling to sibling, S2S).

Quan hé C2P c6 nghia rang AS khach hang phuc vu nhu 1a bd gui tuyén
BGP, thanh toan cho AS nha cung cap, va gti tuyén ctia AS khach hang va tuyén
ctia khach hang dén internet (internet) théng qua AS nha cung cép, dé thyc hién
truyén thong gitta AS khach hang va internet thong qua AS nha cung cap. Co thé
hiéu duoc rang AS nha cung cap 1a bd thu tuyén BGP.

Quan hé P2C ¢6 thé dugc hiéu 12 su mo ta dao nguoc cltia quan hé C2P, va
ndi dung duoc xac dinh boi quan hé P2C la giéng nhu ndi dung dugc xéac dinh
bdi quan hé C2P. Sy khac nhau la ¢ chd quan hé C2P dugc mo ta tir quan diém
cua AS khéch hang, trai lai quan hé P2C dugc mo ta tir quan diém cia AS nha

cung cap. Céc chi tiét khong duoc mo ta.

Ngoai ra, hai AS c6 quan hé P2P la ngang hang, va cac AS ngang hang la
tu do song phuong. Tuy nhién, tr quan diém vé kinh té, mot trong sb hai AS
ngang hang khong mong mudn AS con lai truy nhép internet thong qua AS nay.
Do d6, mdt trong sb hai AS ngang hang thong bao chi tuyén ctia AS nay va

tuyén ctia khach hang dén AS con lai.

Hai AS c6 quan hé S2S thudc vé cung td chtrc, va co thé trao ddi luu

luong tu do ma khong mét phi.
(2) Céc thuat ngit khac

Trong cic phuong &n cua sang ché, thuat ngit "vi du" hodc "vi du" dugc
sit dung dé thé hién viéc dua ra vi du, sy minh hoa, hogc sy mé ta. Phuong an
hodc cach thic thuc hién bat ky mé ta 12 "vi du" hodc véi "vi du" trong cac
phuong an cta sang ché can duoc giai thich 13 vu tién hon hodc c6 vu diém hon
so v6i phuong 4n khac hodc cach thic thye hién khac. Chinh xac 1a, viéc st
dung thuat ngit nhu "vi du" hogc "vi du" nhim thé hién khai niém lién quan theo

cach cu thé.
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Céc thuét nglt "thu nhat" va "th hai" trong cdc phuong an cla sang ché
chi nhdm muc dich md ta, va khong nén dugc hiéu 12 chi bao hodc ngu y tAm
quan trong twong Umg hodc ngam chi bao s6 lugng du hiéu k¥ thuét duge chi
bdo. Do d6, dAu hiéu bi gidi han béi "thir nht" hogc "thir hai" cé thé 1a ngam
hodc rd rang bao gém mot hoac nhiéu diu hiéu. Trong phén mo ta cua sang ché,

trir khi duogc dinh rd khéc, "cac" nghia 13 hai hodc nhiéu hon hai.

Thuét ngft "it nhat mot" trong sang ché nghia 12 mdt hodc nhiéu, va thuat
ngit "cac" trong sang ché nghia 1a hai hodc nhiéu hon hai. Vi du, "c4c ban tin thr
hai" nghia 1a hai hodic nhidu hon hai ban tin thir hai. Cc thuét ngfr "hé théng" va

"mang" ¢6 thé dugc st dung hoan d6i cho nhau trong ban mo ta nay.

S& duoc hiéu rang cac thuat nglt dugc st dung trong cac phan mé ta cla
cc vi du khac nhau trong ban mo ta nay chi nhim mé ta cac vi du cu thé, ma
khong nham gi6i han ban mé ta nay. Cac thuat ngr "mot" ("a", "an") va "the"
cia cac dang sd it duge st dung trong cac phan mo ta cua céc vi du khac nhau
va c4c yéu cau bao hd kém theo cling nhim bao gém céc dang s6 nhiéu, trir khi

dugc dinh rd khac theo nglt canh rd rang.

Cén hiéu ring thuat ngit "va/hodc" duge sir dung trong ban mo ta nay chi
bao va bao gém bét ky hodc tht ca céc két hop kha thi cia mét hodc nhiéu muc
trong cac muc dugc liét ké lién quan. Thuét ngtt "va/hodc" mo ta quan hé két
hop dé mo ta cac déi tuong duoc két hop va bidu dién rang ba quan hé cé thé t6n
tai. Vi du, A va/hodc B c6 thé biéu dién ba truong hop sau déy: chi A ton tai, ca
A va B cung ton tai, va chi B ton tai. Ngoai ra, ky hiéu "/" trong sing ché luén
chi bdo quan hé "hodc" gifta cac d6i twong duge két hop.

CAn hiéu ring sb tht tu clia cac xUr Iy néu trén khong c6 nghia la cac trinh
tu thue hién trong cac phuong 4n cia sang ché. Céc trinh tu thuc hién cla cac xr
Iy nay can dugc x4c dinh dya trén cac chirc néng va logic bén trong cua cic xu
Iy, va khong nén hidu 14 tao ra giéi han bat ky 1én viéc thuc hién cdc xu Iy cua

cic phuong an cua sang che.

S& duoc hiéu réng xac dinh B dua trén A khéng c6 nghia la B dugc xéc
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dinh dua trén chi A, ma B ¢c6 thé con dugc xac dinh dua trén A va/hodc thong tin

khac.

CAn hiéu rang thuat ngit "bao gébm" (con dugce dé cap t6i nhu 1a "bao
gbém", "bao gdm", "bao gbém", vi/hodic "bao gém"), khi dugc sir dung trong ban
mo ta nay, dinh r0 su xuét hién cta cac d4u hiéu duogc thé hién, cac s6 nguyén,
cac budc, cac thao tac, cac phén tt, va/hoac cac thanh phén, nhung khong loai
trir su xuét hién hoic bd sung cua mot hodc nhiéu d4u hiéu, sb nguyén, cac budc,

céc thao tac, cac phan tir, cdc thanh phéan khéc, va/hogc cac nhom ctia chung.

CAn hiéu rang thuat ngit "néu" ¢6 thd dugc hiéu theo nghia 1a "khi" ("khi"
hodc "vao luc"), "dap lai viéc xac dinh", hodc "dap lai viéc phéat hién". Tuong tu,
theo nglt canh nay, cum tu "néu dugc xac dinh rang" hodc "néu (diéu kién hozic
su kién dugc trinh bay) dugc phat hién" ¢6 thé dugc hiéu theo nghia 1a "khi
dwoc xéc dinh ring", "dap lai viéc xdc dinh", "khi (diéu kién hogc sy kién dugc
trinh bay) dugc phat hién", hodc "dap lai viéc phat hién (diéu kién hoac su kién

dugc trinh bay)".

Sé duogc hiéu r%mg "mot phuong an", "phuong an", hoac "cach thic thuc
hién kha thi" duogc dé cap xuyén subt ban md ta c6 nghia réng cc dau hiéu, cac
chu trac, hodc cac dic tinh riéng biét lién quan dén cac phuong an hodc cac cach
thic thuc hién dugc chira trong it nhit mot phuong 4n cia sang ché. Do do,
"theo mdt phuong 4n", "theo phuong an", hodc "theo cach thirc thuc hién kha
thi" xuAt hién xuyén sudt ban md ta nay khong nhét thiét 12 d& cép dén clng
phuong an. Ngoai ra, cac d4u hiéu, cac cAu trac, hodc cac dic tinh riéng biét nay

¢6 thé duoc két hop trong mot hogc nhidu phuong an theo cach thich hop bat ky.

S& dugc hiéu rang thong tin dinh tuyén BGP bao gdm thong tin duong
truyén cia dudng truyén AS (ma dugc dé cép ngén gon 1a thong tin duodng
truyén AS duéi ddy), va mot doan thong tin dudng truyén AS cé thé bao gdm
céc sb AS (AS number, ASN) duoc sép xép theo thi ti thiét 14p trude thir nhat
(twong Gng véi thir tu thiét 1ap truéc trong cac phuong an cla sang ché). Mbi sb

AS trong thong tin duong truyén AS nhan dién duy nhéit mot AS. Theo cich nay,
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tho tu thiét 13p trudce thu nhit duogc st dung dé chi bo tht tu ciia cdc AS ma
dugc nhén dién bédi cac sb AS va dugc di qua trong dudng truyén AS dugc chi

b4o béi thong tin duong truyén AS.

Trong sb cac s6 AS duoc sip xép theo thur tu thiét 1ap truée thir nhét, hai
s6 AS lidn k& 12 mot cip AS (AS pair). Cu thé, thong tin dudng truyén AS bao
gé)m cac ciap AS, va cac cap AS cling duge sép xép theo thu tu thiét lap trudce

thir nhét.

Theo mdt vi du, thdng tin duong truyén ctia dudng truyén AS 1 bao gbém
(ASN 3, ASN 2, va ASN 1). Trong truong hop nay, trong dudng truyén AS 1,
AS bét dAu c6 thé 1a AS duoc nhan dién boi ASN 1, va AS két thic ¢6 the 12 AS
dugc nhan dién bdi ASN 3. Cu thé, thtr tu sap xép ciia ASN 1, ASN 2, va ASN 3
chi bao rang trong dudng truyén AS 1, AS dugc nhén dién bdi ASN 1, AS duoc
nhén dién béi ASN 2, va AS duoc nhén dién boi ASN 3 dugce di qua theo trinh
tu. Thong tin duong truyén cta dudng truyén AS 1 bao gbm hai cip AS: ASN
1:ASN 2 va ASN 2:ASN 3.

Cap AS bét ky trong thong tin dudng truyén AS c6 thé 1a céc sb trinh tu
cla cip AS 1an can ¢ quan hé kinh doanh lan can AS thiét 1ap truéc. Quan hé
kinh doanh 1an can AS thiét lap trudc c6 thé 12 bét ky mdt trong s6 quan hé quan

hé C2P, P2C, quan hé P2P, hodc quan h¢ S28 dugc mo ta ¢ trén.

Pé lam ngin gon phan mb ta, trong cac nglt canh cla cac phuong an
ciia sang ché sau day, cip AS c6 quan hé C2P duge goi la cap C2P AS, cap AS
c¢6 quan hé P2C dugc goi 1a cap P2C AS, cép AS c6 quan hé P2P duoc goi la cap
P2P AS, va cip AS c6 quan hé S2S dugc goi la cap S2S AS.

DPéi voi cap AS bét ky c6 quan hé C2P hodc quan hé P2C, thu tu cua
AS lan c4n cta c3p AS tuong Umg voi quan hé kinh doanh giita cép AS.

Theo mét vi du, déi véi cap AS 1, nghia 13, ASN 1:ASN 2, néu cip AS
1 12 cdp C2P AS, AS dugc nhan dién boi ASN 1 14 AS khach hang, va AS dugc
nhan dién bai ASN 2 1a AS nha cung cp. Néu ciip AS 1 1a c@p P2C AS, AS
duoc nhéin dién bdi ASN 1 1a AS nha cung cép, va AS duoc nhén dién boi ASN
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2 12 AS khach hang.

Hién tai, nguyén tic thung liing ty do thuong dugc st dung dé phat
hién liéu sy ro ri tuyén cé xay ra trén théng tin duong truyén AS trong doan

thong tin dinh tuyén BGP, dé tranh tac dong gay ra boi sy ro ri tuyén BGP.

Nguyén tdc thung liing tu do la viéc, ddi véi thong tin duong truyén
AS trong thong tin dinh tuyén BGP bét ky, thong tin dudng truyén AS c6 thé bao
gém chi it nhat mot trong s6 m cap C2P AS, 0 hodc 1 cap P2P AS, hodc n cap
P2C AS ma dugc sép xép nghiém ngit theo thir tu thiét 1ap trude tht hai, trong

d6 m va n 1a cac so nguyén 16n hon hodc bang 0.

Tht tu thiét 1ap trudce thit hai bao gbm thir ty sau day: cap C2P AS c6
thé duoc theo sau boi it nhét mot trong s6 0 hodc nhiéu cip C2P AS, cédp P2P AS,
hoac 0 hodc nhiéu cip P2C AS; cip P2P AS dugc theo sau béi chi 0 hodc nhidu
cap P2C AS; va cép P2C AS dugc theo sau bodi chi 0 hodc nhiéu cap P2C AS.

Cu thé, néu dudng truyén duge chi bao boi théng tin dudng truyén AS
ma bao gdm chi cip C2P AS duoc goi 1a duong truyén dudng 1én (upstream
path), va dudng truyén dugc chi bao boi thong tin duong truyén AS ma bao gbém
chi cap P2C AS dugc goi 1a dudng truyén dudng xudng (downstream path), theo
nguyén téc thung liing tw do, cac dinh séng hogc céc thung ling séng dugc tao
ra boi cac dudng truyén duong 1én va cac duong truyén dudng xudng c6 thé
khéng xay ra theo cach 1ap lai trong duong truyén AS ma bao gbm ca cac dudng
truyén duong lén va cac duong truyén duong xudng. Diéu nay thdéa méan nguyén

tac to1 da hoa lgi nhuan.

Trong trudng hop nay, khi thir tu sap xép ctia cac cdp AS trong thong
tin dudng truyén AS théa man nguyén tac thung liing tu do, ¢6 thé duoc xem 1a
khong cd sy 10 ri tuyén xay ra trén thong tin duong truyén AS, néi cach khac,
dudng truyn AS dugc chi bdo boi thong tin dudng truyén AS 1a ¢ hiéu lyc.
Khi thir tu sip xép clia cdc cap AS trong thong tin duong truyén AS khong thoa
mén nguyén tic thung liing tu do, c6 thé dugc xem 1a sy 10 ri tuyén xay ra trén

théng tin dudng truyén AS, néi cach khac, dudng truyén AS duge chi bdo boi
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thong tin duong truyén AS 12 khong c6 hiéu luc.
Vi du, FIG.1 14 so db gian luoc cta dudng truyén AS ¢6 hiéu luc.

Nhu duge thé hién trong FIG.1, thong tin duong truyén cia duong
truyén AS 1 dugc thé hién trong FIG.1 bao gom (ASN 5, ASN 4, ASN 3, ASN 2,
va ASN 1).

Trong dudng truyén AS 1, AS bat dau 1a AS dugc nhan dién béi ASN 1,
va AS két thic 1a AS duoc nhan dién bdi ASN 5. Théng tin dudng truyén clia
dudng truyén AS 1 bao gdm bdn cip AS: ASN 1:ASN 2, ASN 2:ASN 3, ASN
3:ASN 4, va ASN 4:ASN 5. C4 ASN 1:ASN 2 va ASN 2:ASN 3 la cgp C2P AS,
va ci ASN 3:ASN 4 va ASN 4:ASN 5 1a cap P2C AS.

C6 thé hiéu dugc ring, trong ASN 1:ASN 2, AS dugc nhan dién boi
ASN 2 13 AS dbéng vai tro nhu nha cung clp, va trong ASN 2:ASN 3, AS duoc
nhan dién boi ASN 2 12 AS déng vai tro nhu khach hang. Tuong tu, trong ASN
3:ASN 4, AS dugc nhan dién boi ASN 4 12 AS dong vai trd nhu khach hang, va
trong ASN 4:ASN 5, AS dugc nhén dién b6i ASN 4 13 AS dong vai tro nhu nha

cung cap.

C6 thé hiéu dugc rang, trong thong tin duong truyén cia dudng truyén\\
AS 1, ASN 1:ASN 2 c6 quan hé C2P duoc theo sau boi ASN 2:ASN 3 cO quan
hé C2P, va mdi ASN 3:ASN 4 va ASN 4:ASN 5 ¢6 quan hé P2C. ASN 2:ASN 3
¢6 quan hé C2P dugc theo sau boi chi ASN 3:ASN 4 va mdi ASN 4:ASN 5 c6
quan hé P2C. ASN 3:ASN 4 c6 quan hé P2C duoc theo sau boi chi ASN 4:ASN
5 ¢6 quan hé P2C.

Do dé, tht tu sép xép ciia cic cip AS trong thong tin dudng truyén ctia
dudng truyén AS 1 thoa man nguyén tac thung liing tu do, ndi cach khac, duong

truyén AS 1 1a c6 hiéu lyc.

Thong tin duong truyén cta duong truyén AS 2 duge thé hién trong
FIG.1 bao gdm (ASN 8, ASN 7, ASN 6, ASN 3, ASN 2, va ASN 1).

Trong dudng truyén AS 2, AS bat dau 1a AS dugc nhan dién bdi ASN 1,
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va AS két thuc 1a AS duoc nhan dién béi ASN 8. Thong tin duong truyén cla
dudng truyén AS 2 bao gdm nam cip AS: ASN 1:ASN 2, ASN 2:ASN 3, ASN
3:ASN 6, ASN 6:ASN 7, va ASN 7:ASN 8. Ca ASN 1:ASN 2 va ASN 2:ASN 3
1a cap C2P AS, ASN 3:ASN 6 la cdp P2P AS, va cd ASN 6:ASN 7 va ASN
7:ASN 8 la cap P2C AS.

C6 thé hiu dugc ring, trong thong tin duong truyén ctia duong truyén
AS 2, ASN 1:ASN 2 c6 quan hé C2P duoc theo sau bodi ASN 2:ASN 3 ¢6 quan
hé C2P, ASN 3:ASN 6 c6 quan hé P2P, va modi ASN 6:ASN 7 va ASN 7:ASN §
c6 quan hé P2C. ASN 2:ASN 3 ¢6 quan hé C2P dugc theo sau boi ASN 3:ASN 6
cé quan h¢ P2P, va mdi ASN 6:ASN 7 va ASN 7:ASN 8 ¢6 quan hé P2C. ASN
3:ASN 6 c6 quan hé P2P dugc theo sau boi chi ASN 6:ASN 7 va mdi ASN
7:ASN 8 c6 quan hé P2C. ASN 6:ASN 7 c6 quan hé P2C duogc theo sau béi chi
ASN 7:ASN 8 c6 quan hé P2C.

Do d6, th tu sép xép ciia cic cdp AS trong thong tin dudng truyén ctia
dudng truyén AS 2 théa man nguyén téc thung liing tu do, ndi cach khéc, dudng

truyén AS 2 ciing 1a c6 hiéu luc.

FIG.2(a) va FIG.2(b) la cac so dd gian luge clia cac duong truyén AS

khong c6 hiéu luc.

Nhu duoc thé hién trong FIG.2(a), théng tin dudng truyén ctia duong
truyén AS 1 bao gdm (ASN 9, ASN 5, ASN 4, ASN 3, ASN 2, va ASN 1).

Trong dudng truyén AS 1, AS bat dau 13 AS dugc nhan dién boi ASN 1,
va AS két thic 1a AS duoc nhan dién bdi ASN 9. Thong tin dudng truyén cta
dudng truyén AS 1 bao gdm nim cip AS: ASN 1:ASN 2, ASN 2:ASN 3, ASN
3:ASN 4, ASN 4:ASN 5, va ASN 5:ASN 9. T4t c trong s6 ASN 1:ASN 2, ASN
2:ASN 3, va ASN 5:ASN 9 c6 thé 13 cip C2P AS, va ca ASN 3:ASN 4 va ASN
4:ASN 5 c6 thé 1a cap P2C AS.

C6 thé hiéu dugc rang, trong thong tin dudng truyén cua dudng truyén
AS 1, ASN 4:ASN 5 ¢6 quan hé P2C dugc theo sau boi ASN 5:ASN 9 c6 quan
hé C2P. C6 thé hidu dugc ring thi tu sip xép cua cap AS ASN 4:ASN S va cép
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AS ASN 5:ASN 9 trong thong tin dudng truyén cta dudng truyén AS 1 khéng
thoa mén nguyén tic thung liing tu do, ndi cach khac, duong truyén AS 1 1a

khong ¢6 hiéu luec.

Thong tin duong truyén ciia dudng truyén AS 2 duoc thé hién trong

FIG.2(b) bao gdm (ASN 10, ASN 8, ASN 7, ASN 6, ASN 3, ASN 2, va ASN 1).

Trong dudng truyén AS 2, AS bt dau 1a AS dugc nhén dién boi ASN 1,
va AS két thic 13 AS dugc nhan dién bdi ASN 10. Théng tin dudng truyén cua
dudng truyén AS 2 bao gdm séu cip AS: ASN 1:ASN 2, ASN 2:ASN 3, ASN
3:ASN 6, ASN 6:ASN 7, ASN 7:ASN 8, va ASN 8:ASN 10. Tt ca trong s6
ASN 1:ASN 2, ASN 2:ASN 3, va ASN 8:ASN 10 la cap C2P AS, ASN 3:ASN 6
14 cip P2P AS, va ca ASN 6:ASN 7 va ASN 7:ASN 8 la cép P2C AS.

C6 thé hiéu duoc rang, trong thong tin duong truyén cua dudng truyén
AS 2, ASN 7:ASN 8 ¢6 quan hé P2C dugc theo sau b6 ASN 8:ASN 10 ¢6 quan
hé C2P. C6 thé hidu duogc ring tht tu sip xép ciia cp AS ASN 7:ASN 8 va cap
AS ASN 8:ASN 10 trong thong tin duong truyén cia dudng truyén AS 2 khong
thoa mén nguyén tic thung liing tu do, néi cach khac, duong truyén AS 2 ciing

1a khong c6 hiéu luc.

Tuy nhién, khi hiéu luc ctia duong truyén AS dugc chi béo boi thong
tin dudng truyén AS trong thong tin dinh tuyén BGP dugc kiém tra theo nguyén
téc thung liing tu do, quan hé kinh doanh gifra c&p AS trong thong tin duong
truyén AS thudng duge xac dinh khéng chinh xéac. Do d6, 16i xay ra trong qua
trinh kidm tra hidu luc cua dudng truyén AS duge chi bao bdi thong tin dudng

truyén AS.

Thong thuong, quan hé kinh doanh gifta cgip AS trong thong tin duong
truyén AS duoc x4c dinh khong chinh xéc do ciing cdp AS c6 thé ¢6 céc quan hé
kinh doanh khac nhau trong cac vung khac nhau.

Theo mdt vi du, trong ving A, cdp AS 1 1a cép AS c6 quan hé C2P.
Tuy nhién, trong ving B, cap AS 1 la cdp AS ¢ quan h¢ P2C.
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Trong vung B, khi hiéu luc cua duong truyén AS duoc chi bao boi
thong tin dudng truyén AS bao gbém cip AS 1 duge kidm tra theo nguyén tic
thung liing tu do néu trén, quan hé kinh doanh gitta cp AS 1 trong ving A c6
thé dugc xem 1a quan hé kinh doanh gitta cdp AS 1 trong vung B, dé x4c dinh
liu dudng truyén AS duge chi bdo béi théng tin duong truyén AS 12 c6 hiéu lyc.
Trong trudng hgp nay, trong vung B, mic du duong truyén AS thuc té 13 dudng
truyén AS c6 hiéu lyc, duong truyén AS duoc xac dinh 1 khéng c6 hiéu luc;
hodc mac du duong truyén AS thuc té 1a dudng truyén AS khoéng c6 hiéu luc,

dudng truyén AS duge xé4c dinh 14 ¢ hiéu luc.

Xét vé vén dé nay, phuong 4n cla séng ché d& xut phuong phép kiém
tra cap AS. Theo phuong phép nay, ky hiéu nhan dang ving clia ving ma moi
cap AS thudc vé dugce bd sung vao co s dir liéu dAu vao cip quyén dugc st
dung dé kiém tra cdp AS. Diéu nay co thé tranh duoc trudng hop trong doé hiéu
luc cua dudng truyén AS duge chi béo boi thong tin duong truyén trong thong
tin dinh tuyén BGP dugc x4c dinh khong chinh xac do quan hé kinh doanh gilta
cip AS trong thong tin dudng truyén dugc x4c dinh khong chinh xac khi hiéu
luc cua dudng truyén AS dugc kiém tra theo nguyén tc thung liing tu do.

Do d6, phuong phép kiém tra cip AS duoc dé xuét trong phuong 4n
nay cua sang ché cai thién dd chinh xac kiém tra hiéu luc cta dudng truyén AS
dugc chi bao bdi thong tin duong truyén bao gdm cap AS.

Phuong an cua sang ché con d& xuAt thiét bi kiém tra cip AS (ma dugc
d& cap ngén gon 14 thiét bj kidm tra dudi day). Thiét bj kiém tra c6 thé 1a thiét b
mang bt ky ma can kiém tra cip AS.

Vi du, thit bi mang c6 thé 1a thiét bi phan tich mang, thiét bi diéu
khién mang, thiét bi cdng, hodc thiét bi dinh tuyén. Diéu nay khong bi gi¢i han &
day.

FIG.3 1a so db gian lugc cia cAu trac phan cing cia thiét bi mang 30
theo phuong an clia sang ché.

Nhu dugc thé hién trong FIG.3, thiét bi mang 30 bao gém bd xur ly 31,
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b6 nhé 32, giao dién truyén thong 33, va kénh truyén 34. Bo xtt ly 31, bd nhd 32,
va giao dién truyén théng 33 ¢ thé duoc két ndi voi nhau thong qua kénh truyén

34.

Bo xtr ly 31 1a trung tdm didu khién cta thiét bi mang 30, va c6 thé 1a
bo xir ly trung tdm muyc dich chung (central processing unit, CPU), hodc c¢6 thé
1a bd xtr Iy muc dich chung khéac hodc tuong tu. Bo xur Iy muc dich chung c6 thé

14 b0 vi x1r Iy, bd xr ly thong thudng bét ky, hodc tuong tu.

Theo mot vi du, bd xu 1y 31 co thé bao gém mot hoac nhiéu CPU, vi

du, CPU 0 va CPU 1 ma dugc thé hién trong FIG.3.

B6 nhé 32 c6 thé 14 bd nhd chi doc (read-only memory, ROM) hogc
loai thiét bi luu trit tinh khac ¢6 kha nang luu trlt thong tin tinh va cac lénh, hodc
b6 nhé truy nhap ngiu nhién (random access memory, RAM) hodc loai thiét bi
Iwu trit dong khac c6 kha ning luu trit thong tin va céc 1énh; c6 thé 13 bo nhé chi
doc ¢6 thé 1ap trinh c6 thé x6a bang dién (electrically erasable programmable
read-only memory, EEPROM), phuong ti¢n luu trit dia tir hodc thiét bi luu trit tir
khéac, hodc phuong tién khac bét ky c6 kha ning mang hozc luu trit mé@ chuong
trinh mong muén & dang 1énh hodc cAu trac dit lidu va c6 thé duoc truy nhap boi

may tinh. Tuy nhién, diéu nay khong bi gidi han ¢ day.

Theo cach thic thuc hién kha thi, bd nhé 32 ¢ thé 1a doc 1ap véi bd
xur ly 31. Bo nhd 32 cé thé duoc két nbi véi bo xir Iy 31 théng qua kénh truyén
34, va dugc cdu hinh dé luu trit dit lidu, cac 1énh, hodc ma chuong trinh. Khi goi
ra va thuc thi cac 1énh hodc ma chuong trinh duge luu trir trong bd nhé 32, bd
xit 1y 31 c6 thé thyc hién phuong phép kiém tra cip AS duoc dé xuét trong cac
phuong an cua sang ché.

Theo cach thic thuc hién kha thi khac, bd nhé 32 ¢ thé con duoc tich
hop véi bo xur 1y 31.

Giao dién truyén thong 33 duge cAu hinh @ két néi thiét bi mang 30
véi thiét bi khac (nhu may chi) bing cach st dung mang truyén thong. Mang
truyén thong c6 thé 1a Ethernet, mang truy nhdp vo tuyén (radio access network,
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RAN), mang vung cuc by khoéng day (wireless local area network, WLAN),
hodc tuong tu. Giao dién truyén thong 33 co thé bao gdm b thu dugc c4u hinh
dé thu dit liéu va bd giri duoc ciu hinh dé gui dit ligu.

Kénh truyén 34 c6 thé 1a kénh truyén kién tric tiéu chuén céng nghiép
(Industry Standard Architecture, ISA), kénh truyén lién két thanh phan ngoai vi
(Peripheral Component Interconnect, PCI), kénh truyén kién tric tiéu chuén
cong nghiép mo rong (Extended Industry Standard Architecture, EISA), hodc
tuong tu. Kénh truyén c6 thé duoc phén loai thanh kénh truyén dia chi, kénh
truyén dir liéu, kénh truyén didu khién, va loai tuong tu. Pé dé dang biéu dién,
chi mot duong nét ddm duogce st dung dé thé hién kénh truyén trén FIG.3, nhung
didu nay khong c6 nghia la chi c6 mot kénh truyén hozc chi c6 mot loai kénh

truyén.

Luu ¥ rang ciu tric duge thé hién trong FIG.3 khong tao thanh gidi
han 1én thiét bi mang. Ngoai cac thanh ph??m duoc thé hién trong FIG.3, thiét bi
mang 30 cé thé bao gdm nhiéu hon hoic it thanh phan hon so véi cac thanh
phan dugc thé hién trong hinh v&, két hop mot s6 thanh phan, hodc c6 céc cach
s&p xép thanh phan khac nhau.

Phuong &n cua sang ché con d& xuit hé théng kiém tra ciip AS (ma
duge dé cap ngan gon 13 hé théng kiém tra duéi day). Hé théng kiém tra 1a hé
théng kiém tra dua trén co ché RPKI.

Cu thé, FIG.4 1a so d6 gian lugc cua kién tric caa hé thdng kiém tra 40
theo phuong an clua sang ché.

Nhu duge thé hién trong FIG.4, hé thdng kiém tra 40 bao gém AS 41
va AS 42. BGP bén ngoai (external/exterior BGP, EBGP) ¢6 thé chay gitta AS
41 va AS 42 bang cach st dung thiét bi mang 411 va thiét bi mang 421, dé trao
d6i thong tin dinh tuyén BGP. Thiét bi mang 411 c6 thé 1a thiét bi cong trong AS
41, va thiét bi mang 421 co thé 1 thiét bi céng trong AS 42. S& duoc hiéu réng
thiét bi kidm tra c6 thé dugc ap dung véi thiét bi mang.

Thiét bi mang 411 duoc két ndi v6i may chi RPKI 43 dé truyén thong.
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May chu RPKI 43 truyén théng véi neo tin cdy 44, va co thé thu nhén thong tin
cap quyén nha cung cAp hé théng tu tri (autonomous system provider

authorization, ASPA) tir neo tin cay 44.

Sau d6, may chi RPKI 43 xtr ly thong tin ASPA dé thu nhan thong tin
cip quyén ASPA dang van ban. My chi RPKI 43 ¢6 thé 13 may chit RPKI duoc
str dung riéng bai AS 41, hodc ¢o thé 1a may chu RPKI dugc chia sé boi cac AS
bao gdbm AS 41 (vi dy, con bao gdm AS 42). Piéu nay khong bi gidi han & day.

Theo céch nay, thiét bi mang 411 ¢6 thé thu nhan thong tin cip quyén
ASPA tir may chua RPKI 43, dé tao ra co s¢& dit liéu du vao cAp quyén. Trong
trudng hop ndy, sau khi thu thong tin dinh tuyén BGP dugc gt boi thiét bi mang
421, thiét bi mang 411 ¢6 thé kiém tra cdp AS trong thong tin dudng truyén AS
trong thong tin dinh tuyén BGP dya trén co so dit ligu dAu vao cp quyén, dé
kiém tra hiéu luc cta dudng truyén AS dugc chi béo boi thong tin dudng truyén

AS.

Phén sau ddy mo ta phuong phap kiém tra cip AS duogc dé xuét trong

céc phurong 4n cuia sang ché vién dan téi cac hinh vé keém theo.

FIG.5 13 luu dd gian lugc cia phuong phap kiém tra cip AS theo
phuong an cua sang ché. Phuong phap c6 thé duoc ap dung voi thiét bi mang
trong hé théng kiém tra 40 dugc thé hién trong FIG.4. Phuong phéap nay c6 thé
bao goém cac budc sau day.

S101: thiét bi mang thu nhén thong tin dudng truyén.

Thong tin duong truyén 12 thong tin dudng truyén AS néu trén. Cu thé,
thong tin duong truyén chi bdo mot dudng truyén AS, va dudng truyén AS la
dudng truyén tuong Umg vdi thong tin duong truyén.

Nghia 1, thong tin dudng truyén bao gbm it nhét mot cip AS, va cdp
AS bét k¥ trong it nhat mot cap AS 12 hai s6 AS lién ké trong thong tin duong
truyén. Poi véi phan mo ta lién quan cta cdp AS, tham khao phén mo ta néu trén.

Chi tiét khong duoc md ta lai & day.
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Mot cach tuy chon, thiét bi mang cé thé thu nhan thong tin duong
truyén béng cach thu nhan ban tin cip nhat BGP. Ban tin cap nhat BGP bao gém

thong tin duong truyeén.

Theo cach thirc thuc hién kha thi, sau khi tao ban tin cdp nhat BGP va
truéc khi giri ban tin cap nhat BGP dén thiét bi 1an can, thiét bi mang c6 thé
kiém tra cip AS trong thong tin duong truyén trong ban tin cip nhit BGP, dé

kiém tra hiéu luc cta dudng truyén AS duogc chi bao boi thong tin duong truyeén.

Theo mét vi dy, vién dan t6i FIG.4, néu thiét bi mang la thiét bi mang
411 déng vai tro lam thiét bi céng trong AS 41, sau khi tao ban tin cap nhat BGP
va trude khi gl ban tin cap nhat BGP dén thiét bj mang 421 déng vai tro lam
thiét bi cbng trong AS 1an can 42 cia AS 41, thiét bi mang 411 c6 thé kiém tra
cip AS trong thong tin dudng truyén trong ban tin cép nhat BGP, dé kiém tra

hiéu luc ctia duong truyén AS dugc chi bao bdi thong tin duong truyén.

Theo céach thirc thuc hién kha thi khac, sau khi thu ban tin c@p nhat
BGP duoc gt béi thiét bi 1an can, thiét bi mang c6 thé kiém tra c@p AS trong
thong tin duong truyén trong ban tin cap nhat BGP, dé kiém tra hiéu luc cta

dudng truyén AS duge chi béo bdi thong tin duong truyén.

Theo mot vi duy, vién dan t6i FIG.4, néu thiét bi mang 1a thiét bi mang
411 dong vai tro lam thiét bi cng trong AS 41, sau khi thu ban tin c&p nhét BGP
duoc giri boi thiét bi mang 421 déng vai trd 1am thiét bi cong trong AS lan cén
42 cia AS 41, thiét bi mang 411 ¢ thé kiém tra cip AS trong thong tin duong
truyén trong ban tin cap nhat BGP, d8 kiém tra hiéu luc cua dudng truyén AS
duoc chi béo bai thong tin dudng truyén.

P&i véi phin mb ta clia viée kidm tra cip AS dé kiém tra higu luc clia
dudng truyén AS dugc chi bédo boi thong tin dudng truyén bao gdm cip AS,
tham khéo phan mo ta trong budc S104 dudi day. Cac chi tiét khong duoc mo ta
o day.

$102: thiét bi mang xé4c dinh thong tin ving ctia ving ma cgp AS trong
thong tin duong truyén thudc ve.
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Pé lam ngén gon phﬁn mo ta, viéc thiét bi mang xac dinh thong tin
ving cua vung ma cdp AS thir nhét thudc vé duoc str dung nhu 12 vi du dé mo ta
duéi ddy. Cap AS thir nhét 1a ciip AS bt ky trong it nhit mot cp AS trong thong

tin dudng truyén thu duge & bude S101.

Theo cach thirc thuc hién kha thi, thong tin dinh tuyén bao gdm théng
tin dudng truyén bao gbm thong tin ving cua ving ma cdp AS thlr nhét thudc vé.
Trong truong hop nay, thiét bi mang cé thé x4c dinh, tir thdng tin dinh tuyén bao
gbm thong tin dudng truyén, thong tin ving cia ving ma cgp AS thu nhét thudc

Y
A

veE.

M6t cach tity chon, déi véi thiét bi mang 1 ma thu thong tin dinh tuyén
(vi du, thong tin dinh tuyén BGP), thiét bi mang 1 ¢6 thé bd sung thong tin vi tri
dia Iy cua thiét bi mang 1 vao thong tin thudc tinh dudng truyén trong thong tin
dinh tuyén BGP. Sau d6 thiét bi mang 1 ¢6 thé gui, dén thiét bi 1an cén, thong tin

dinh tuyén BGP ma thong tin vi tri dia ly clia thiét bi mang 1 dugc b sung.

Néu thiét bi 1an can 1a thiét bi mang trong AS 14an cén véi AS ma trong
d6 thiét bi mang 1 dugc dit, thiét bi mang 1 con bd sung s6 AS (vi du, ASN 1)
cia AS ma trong do thiét bi mang 1 dugc dat vao thong tin duong truyén trong

thong tin dinh tuyén BGP.

Trong truong hop nay, néu thiét bi 14n cén la thiét bi mang dugc md ta
trong phuong an nay cua sang ché, sau khi thiét bi mang duoc md ta trong
phuong an ndy cua sang ché thu thong tin dinh tuyén BGP ma thiét bi mang 1 bd
sung vio thong tin vi tri dia Iy ciia thiét bi mang 1, thiét bi mang c6 thé xéac dinh,
dua trén thong tin vi tri dia ly dugc bd sung boi thiét bi mang 1, thong tin ving
ma 13 clia ving ma c@p AS th nhét thudc vé va duge chita trong thong tin dinh

tuyén BGP bao gom ASN 1.

Vi du, thiét bi mang 1 ¢6 thé bd sung théng tin vi tri dia 1y vao thong

tin dinh tuyén BGP 1 thu duoc, trong d6 thong tin vi tri dia ly cu thé 1a nhu sau:

- dudng truyén AS:3356 4809 9392
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- 286:4990 (Chéu Au)

286" 13 s6 AS ciia AS (vi du, AS 1) ma trong d6 thiét bi mang 1 dwoc
dat. Thong tin vi tri dia Iy cta thiét bi mang 1 ma dwoc bd sung boi thiét bi
mang 1 vao thong tin thudc tinh dudong truyén trong thong tin dinh tuyén BGP 1
¢6 thé 1a "4990 (Chau Au)", d& danh ddu vi tri dia ly cla thiét bi mang 1 1a
"Chau Au", trong d6 "4990" 1a sb6 nhan dang cho "Chau Au".

Néu AS lan can cta AS ma trong do thiét bi mang duogc dat 1a AS 2,
khi thiét bi mang 1 cén gli thong tin dinh tuyén BGP 1 thu dugc dén thiét bi
mang 2 trong AS 2, thiét bi mang 1 con cin bd sung sb AS "286" ctia AS 1 vao
thong tin duong truyén trong thong tin dinh tuyén BGP 1. Nghia la, duong
truyén AS dugc thay dbi thanh "dudng truyén AS: 286 3356 4809 9392".

Trong trudng hop nay, khi thiét bi mang dugc md ta trong phuong an
nay cua sang ché 1 thiét bi mang 2, sau khi thiét bi mang dugc md ta trong
phuong 4n ndy cla séng ché thu thong tin dinh tuyén BGP 1 duoc gi boi thiét
bi mang 1, théng tin ving cua ving ma c3p AS thlr nhét (nghia 13, cip AS
3356:286) bao gém sb AS 286 thudc vé trong thong tin dinh tuyén BGP 1 1a
théng tin vi tri dia 1y "4990 (Chau Au)" dugc bo sung boi thiét bi mang 1 vao
thong tin dinh tuyén BGP 1, ndi cach khac, théng tin ving ctia vang ma cap AS
3356:286 thudc v& 1a "Chau Au", trong d6 3356 14 s6 AS cua AS lan can khdc
(vi du, AS 3) cia AS ma trong do6 thiét bi mang 1 duoc dat.

Theo cach thitc thuc hién kha thi khac, thong tin dinh tuyén bao gdm
thong tin duong truyén bao gOm tién t4. Tién t6 thuong bao gbém doan dia chi IP
va mat na. Diéu nay khong bi giéi han & day. Theo cach nay, thiét bi mang co
thé phat hién, dua trén dia chi IP bt ky duge chira trong tién t6, vi i dia 1y di
qua trude khi dia chi IP dat dén, dé xac dinh thong tin ving cia ving ma cdp AS
trong thong tin duong truyén thudc ve.

Theo mdt vi dy, thong tin duong truyén 1 cu thé 1a nhu sau:

"as_path": "4809 58879 132813"
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"prefix": "45.195.52.0/22"

Théng tin dudng truydn 1 1a (4809, 58879, 132813), va tién t6 trong
thong tin duong truyén 1 13 45.195.52.0/22. Trong trudng hop nay, thiét bi mang
c6 thé thuc hién phat hién truy vét dua trén dia chi IP (vi duy, 45.195.52.1) dugc

chira trong tién t6, va thu nhan két qua truy vét duoc tra lai.

Vi du, két qua truy vét chi béo rang cac nit mang sau day dugc di qua
trudc khi 45.195.52.1 t6i: mot hodc nhiéu nit mang trong AS co sb AS 4809
trong ving 1, mot hodc nhiéu nat mang trong AS c6 s6 AS 58879 trong ving 1

va vung 2, va mot hodc nhiéu nat mang trong AS c6 s6 AS 132813 trong vung 2.

Trong truong hop nay, thiét bi mang c6 thé x4ac dinh rang thong tin
vung ctia ving ma cap AS 132813:58879 trong thong tin duong truyén thudc vé
1a ving 2, va thong tin ving ctia vung ma cap AS 58879:4809 trong thong tin

dudng truyén thude vé 1a ving 1.

Chéic chén 1, cac cach thic thyc hién kha thi néu trén deé xéc dinh
thong tin viing clia ving ma cgp AS thtr nhét thude vé chi duogc st dung lam cac
vi du cho phﬁn md ta. Cach thirc thuc hién cu thé dé x4c dinh thong tin ving cua
vung ma cdp AS tha nhét thudc vé khong bi giéi han trong phuong én nay cia

sang ché.

$103: Thiét bi mang kiém tra cap AS dua trén thong tin viing dugc xac

dinh cua ving ma cép AS thudc ve.

Pé 1am ngén gon phén md ta, viéc thiét bi mang kiém tra cip AS thu
nhit dua trén thong tin viing dugc xac dinh cua ving ma cap AS thtr nhét thudc

vé duoc st dung nhu 13 vi du dé mo ta.

Cu thé, thiét bi mang kiém tra cip AS thu nhét dya trén thong tin ving
duoc xac dinh cia ving ma cdp AS thu nhét thudc vé (trong phuong 4n ndy cua
sang ché, "thoéng tin ving cia ving ma cdp AS thir nhat thudc v&" duoc dé cap
ngin gon 13 "thong tin ving thl nhéat" dudi ddy) va co so dit liéu du vao cap

quyeén.
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Co s dit liéu dAu vao clp quyén co thé duoc thiét 1ap trudc boi thiét b
mang, hodic c6 thé thu dugc béi thiét bi mang tir may chu trude khi thiét bi mang

kiém tra cap AS trong thong tin duong truyén. Diéu nay khong bi gii han ¢ day.

Co s& dit liéu dau vao cap quyén bao gom it nhat mot dau vao cap

quyeén.

Péi véi dau vao clp quyén thl nhit trong it nhat mot dau vao cip
quyén, dAu vao cp quyén thi nhét bao gdém it nhit mdt cip AS c6 quan hé kinh
doanh duoc thiét lap trugce. Quan hé kinh doanh dugc thiét 1ap trudc cod thé 1a
bét ky mdt trong s6 quan hé C2P, quan hé P2C, quan hé P2P, hodc quan h¢ S2S

néu trén.

DPé dé dang mo ta, quan hé kinh doanh dugc thiét 1ap trude 1a quan hé
C2P duoc st dung nhu 1a vi du dé mé ta dudi day trong phuong 4n nay cia sang
ché. Trong trudng hop nay, dAu vao cip quyén thi nhit bao gom it nhit mot cap
C2P AS. N6i cach khéc, tit ca cac cip AS trong co so dit lidu dAu vao cip quyén

la ciip C2P AS.

Sé duoc hiéu réng d6i vé6i it nhat méot cap C2P AS trong dau vao cép
quyén thir nhét, it nhit mét cip C2P AS bao gbm clng s6 AS khach hang (vi dy,
ASN 1 ciia AS 1). Cu thé, céc AS duge chi béo boi s6 AS khéch hang bao gom it
nhét mot AS nha cung cép.

Vi du, nhu dugc thé hién trong bang 1, mot dong dugc thé hién trong

Bang 1 thé hién mot dAu vao cip quyén.

Pau vao cip quyén 1 ¢6 thé bao gdm cip AS (nghia 13, ASN 1:ASN 2)
bao gdm s& AS (nghfa 3, ASN 1) ciia AS khach hang 1 va s6 AS (nghia 13, ASN
2) ciia AS nha cung cap 2.

Dau vao cép quyén 2 cb thé bao gdm cip AS (nghia 13, ASN 3:ASN 4)
bao gdm sb AS (nghia 14, ASN 3) ctia AS khach hang 3 va s6 AS (ASN 4) cua
AS nha cung cp 4, va cap AS (nghia 13, ASN 3:ASN 5) bao gdm s6 AS (nghia
1, ASN 3) ctia AS khach hang 3 va s8 AS (ASN 5) clia AS nha cung cdp 5.
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C6 thé hidu duoc rang AS khach hang 3 ¢6 hai AS nha cung cip (nghia
13, AS nha cung cp 4 va AS nha cung cap 5).

Chi tiét duogc thé hién trong bang 1:

Bang 1
ASN khach hang ASN nha cung cép
ASN 1 ASN 2
ASN 3 ASN 4, ASN 5

Luu y rang diu vao cip quyén thi nhét con bao gém ky hiéu nhén
dang vung ciia vung ma it nhét mot cap C2P AS thude ve.

Vung ma it nhéat mot cap C2P AS thudc vé 13 vung dia ly ma trong do6
it nhat mot cap C2P AS duogc dit. Ky hiéu nhan dang ving nhén dién duy nhét
vung dia 1y ma trong do it nhét mot cip C2P AS duoc dat.

Trong vi du tht hai, vién dan t6i bang 1, nhu duoc thé hién trong bang
2, bang 2 thé hién gian lugc dau vao cp quyén 1 va dAu vao cip quyén 2 mdi
dAu vao bao gdm ky hiéu nhan dang ving clia ving ma cdp AS thudc vé.

Vung ma mdt c¢gp C2P AS duoc chira trong dAu vao cip quyén 1 thudc
vé ¢6 ky hiéu nhan dang vung 1, va ving ma hai cap C2P AS duogc chtra trong
dAu vao cép quyén 2 thude vé c¢6 ky hiéu nhan dang ving 2.

Chi tiét duoc thé hién trong bang 2:

Bang 2
ASN khach hang ASN nha cung cip | Ky hiéu nhén dang ving
(Region Identifier)
ASN 1 ASN 2 Ky hiéu nhan dang vung 1
ASN 3 ASN 4, ASN 5 Ky hiéu nhén dang vung 2
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C6 thé hiéu ring cac quan hé kinh doanh gifta cting c@p AS trong cac
vung khéc nhau cé thé tat ca 1a quan hé C2P. Do do, co so dit liéu du vao cip
quyén c6 thé bao goém cac dAu vao cp quyén ma bao gdm cung cip AS va cac
ky hiéu nhan dang vung khac nhau.

Trong vi du th(r ba, néu cip AS (ASN 1:ASN 2) duoc thé hién trong
Bang 2 nim trong ving c6 ky hiéu nhan dang ving 3, va ciing c6 quan hé C2P,
co sé& dit liéu dAu vao cip quyén con bao gém mot dAu vao cdp quyén ma bao

gbm cip AS (ASN 1:ASN 2) va ky hiéu nhan dang vung 3.

Chi tiét dugc thé hién trong bang 3:

Bang 3
ASN khach hang ASN nha cung cdp | Ky hiéu nhén dang ving
(Region Identifier)
ASN 1 ASN 2 Ky hiéu nhén dang vung 1
ASN 3 ASN 4, ASN 5 Ky hiéu nhan dang vung 2
ASN 1 ASN 2 Ky hiéu nhan dang vung 3

Trong vi du tht tu, néu cip AS (ASN 3:ASN 4) duoc thé hién trong
Bang 2 nim trong vung c6 ky hiéu nhén dang vung 4, va cling c6 quan hé C2P,
co s& dit lidu diu vao cip quyén con bao gbm mot dAu vao cép quyén ma bao

odm ciap AS (ASN 3:ASN 4) va ky hiéu nhan dang ving 4.

Chi tiét dugc thé hién trong bang 4:

Bang 4
ASN khéach hang ASN nha cung cdp | Ky hiéu nhén dang ving
(Region Identifier)
ASN 1 ASN 2 Ky hiéu nhan dang vung 1
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ASN khach hang ASN nha cung cdp | Ky hiéu nhan dang ving
(Region Identifier)

ASN 3 ASN 4, ASN 5 Ky hiéu nhén dang vung 2

ASN 3 ASN 4 Ky hiéu nhan dang vung 4

CAn hiéu ring dbi véi it nhat mot cap AS bao gébm cung ASN khach
hang, néu cac quan hé kinh doanh gitra it nhét mét cip AS trong tit ca cac ving
1a cac quan hé C2P, ky hiéu nhén dang vung trong du vao cap quyén ma bao
gbm it nhét mot cap C2P AS ¢6 thé 13 tréng.

Trong vi du thit ndm, néu céc cip AS (ASN 3:ASN 4) va (ASN 3:ASN
5) duoc thé hién trong Bang 2 ¢6 quan hé C2P trong tAt ca cac vung, co s& dir
liéu dau vao cép quyén bao gdm dAu vao cip quyén ma bao gom (ASN 3:ASN 4)
va (ASN 3:ASN 5) va trong d6 ky hiéu nhén dang vung c6 thé 14 trong.

Chi tiét dugc thé hién trong bang 5:

Bang 5

ASN khach hang ASN nha cung cép Ky hiéu nhén dang ving
(Region Identifier)

ASN 1 ASN 2 Ky hiéu nhéan dang vung 1

ASN 3 ASN 4, ASN 5

Mot céch tuy chon, co s& dit liéu dau vao cap quyén c6 thé bao gom it
nhit mot trong sd co s& dit liéu dau vao cap quyeén thir nhat va co s dir lieu dau

vao cAp quyén thir hai.

Pé 1am r6 rang phan md ta, co s& dit liéu dau vao cap quyén bao gom
co s& dit liéu dAu vao cip quyén tht nhat va co so dit liéu dau vao cap quyén tha

hai duogc sir dung lam vi du cho viéc md ta cu thé duéi day trong phuong an nay
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cua sang che.

Co sé dit liéu ddu vao cép quyén tha nhit c6 thé 1a co s& dit lidu dau
vao cAp quyén dugc tao ra dya trén thong tin clp quyén ASPA thu dugc boi may
chti. Thong tin cp quyén ASPA c6 thé thu duoc bdi may chu tir neo tin cdy cua
co quan ding ky internet khu vuc (Regional Internet Registry, RIR) (vi duy, cb
nam RIR: RIR chiau A-Thai Binh Duong, RIR chdu M§, RIPE RIR, RIR My
Latin va Caribbean, va RIR chau Phi).

Di v6i phan md ta cu thé cua viéc tao co s& dit liéu ddu vao cip
quyén thi nhat, tham khéo phan mb ta trong S201 dén S203 dudi day. Cac chi

tiét khong duoc md ta & day.

Co so dit liéu ddu vao cap quyén thi hai c6 thé 14 co s& dit liéu dau
vao cAp quyén dugc tao ra dya trén bang dinh tuyén mang va/hodc dit liéu mang
duoc boc 16 trén mang. Pi véi phdn mé ta cu thé cia viée tao co 56 dit lidu dau
vao cap quyén thir hai, tham khao phan mb ta trong S301 va S302 dudi day. Cac

chi tiét khong duge mo ta & day.

S& duoc hiéu ring co sé dit liéu dAu vao cip quyén thu nhét c6 thé bao
gbm co s& dit liéu con dAu vao cip quyén thir nhét va co s& dit lidu con dau vao
cap quyén tht hai. Péi véi cip AS bat ky trong dAu vao cap quyén bét ky trong
co sO dit liéu con dau vao cép quyén thtr nhét, cac dia chi IP duge sit dung bai
cip AS dugc nhén dién boi cdp AS bét ky 1a cac dia chi IP phién ban giao thirc

internet 4 (Internet protocol version 4, IPv4).

Déi véi cip AS bét ky trong dAu vao cap quyén bét ky trong co s& dit
liéu con dau vao cép quyén tht hai, cac dia chi IP dugc st dung bdi cap AS
duogc nhén dién boi cap AS bét ky 14 cac dia chi IP phién ban giao thuc internet 6
(Internet protocol version 6, IPv6).

Tuong tu, co s dit liéu dAu vao cip quyén thir hai cé thé bao gém co
s& dit liéu con dau vao cip quyén thit ba va co s¢ dit liéu con dAu vao cap quyén
thi tw. Déi v6i cdp AS bét ky trong dau vao cip quyén bét ky trong co s& dit liéu
con dau vao cép quyén thr ba, cac dia chi IP dugc st dung bdi cdp AS duoc
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nhan dién boi cap AS bat ky 1a cac dia chi IP IPv4.

Déi véi cap AS bét ky trong dAu vao cip quyén béat ky trong co s& dit
liéu con dau vao cép quyén th( tu, cac dia chi IP duoc st dung béi cap AS duogc

nhan dién béi cap AS bat ky 1a c4c dia chi IP IPv6.

Do d6, thiét bi mang c6 thé kiém tra cip AS trong thong tin duong
truyén dua trén thdng tin ving thi nhit, co s& dir lidu dau vao cip quyén tht

nhét, va co s& dit 1iéu dau vao cap quyen thit hai.

Theo cach thirc thuc hién kha thi, thiét bi mang dAu tién c6 thé kiém
tra cip AS thtr nhit dua trén thong tin ving thit nhat va co s6 dit liéu dau vao
cap quyén tht nhét. Khi cap AS tha nhét khong duge kidm tra, thiét bi mang c6
thé kiém tra lai cip AS tht nhét dua trén thong tin vung tha nhét va co so dit

liéu dau vao cap quyén thir hai.

Cu thé, khi thiét bi mang dau tién kiém tra cip AS tha nhét dua trén
thong tin vung thu nhét va co s& dir lidu dau vao cip quyén thir nhét, thiét bi
mang cO thé x4c dinh, dua trén tién td trong thong tin dudng truyén thu duge, co
s& dir liéu con dau vao cAp quyén duoc sur dung dé kiém tra cip AS trong thong

tin dwdng truyén.

D& hiéu 13, néu doan dia chi IP trong tién t6 trong thong tin dudng
truyén thu duoc 1a doan dia chi IPv4, co s& dit liu con dau vao cép quyén dugc
str dung dé kiém tra cdp AS thu nhét 13 co s& dit liéu con dau vao cap quyén thtr
nhét; hoic néu doan dia chi IP trong tién t trong thong tin dudng truyén 13 doan
dia chi IPv6, co s¢ dit li€u dau vao Cé(lp quyén dugc st dung dé kiém tra cip AS

th( nhét 1 co s& dit liéu con dau vao cap quyen thir hai.

Vi du, doan dia chi IP trong tién té trong thong tin dudng truyén
doan dia chi IPv4. Trong trudng hop nay, co s¢ dir liéu dAu vao cip quyén dugc
stt dung dé kiém tra cip AS thir nhét 13 co so dit lidu con dau vao cip quyén thit
nhét (trong trudng hop nay, dAu vao cp quyén trong co s& dit liéu con dau vao
cip quyén thi nhét tuong ung voi dAu vao cip quyén dich trong cac phuong 4n

cua sang che).
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Sau d6 dua trén théng tin vung th nhét, thiét bi mang c6 thé x4c dinh
liéu co s& dit liéu con diu vao cdp quyén thu nhét c6 bao gdm dau vao cip
quyén ma bao gdm cip AS tht nhét va ky hiéu nhan dang ving tuong Ung voi
théng tin vung thr nhét, hodc x4c dinh liéu co s& dit liéu con dAu vao cip quyén
thit nhét c6 bao gdm dau vao cAp quyén ma bao gbm cip AS thu nhét va trong
d6 muc ky hiéu nhén dang viung la tréng, dé xac dinh lidu cip AS thu nhit co

dugc kiém tra thanh cong.

Cu thé, néu thiét bi mang xac dinh réng co s6 dir liéu con dau vao cép
quyén thir nhit bao gém dau vao c4p quyén ma bao gbm cip AS thir nhat va ky
hiéu nhan dang ving tuong Ung voi thong tin vung thir nhét, thiét bi mang xé4c

dinh ring cip AS thir nhét dugc kiém tra thanh cong.

Né&u thiét bi mang xac dinh rang co so dit liéu con dAu vao cp quyén
tha nhat khong bao gdm dAu vao cép quyén ma bao gbm cip AS thtr nhat va ky
hiéu nhén dang viing tuong tmg v&i théng tin vang thir nhét, thiét bi mang xéc

dinh ring cip AS thir nhit khong dugc kiém tra.

MOt cach tiy chon, thiét bi mang dau tién c6 thé xem xét co so dir liéu
con dAu vao cip quyén thir nhat, dé xac dinh liéu co s¢ dir liéu con dau vao cap

quyén thu nhét c6 bao gém cip AS thir nhét.

Do d6, khi co sé di 1idu con dau vao cap quyén thir nhéit bao gdm cip
AS tht nhét, thiét bi mang co thé con xac dinh liéu muc ky hiéu nhdn dang vung
trong dau vao cip quyén ma bao gom cip AS thtt nhét trong co sé dit liéu con
dau vao cép quyén tht nhét 1 tréng. C6 thé hoc dugc tir ndi dung néu trén 1a,
néu muc ky hiéu nhan dang vung 1a trbng, thi cip AS trong dAu vao cip quyén
ma bao gdbm ky hiéu nhan dang ving c6 cing quan hé kinh doanh trong tat ca
cac vung.

Do d6, néu muc ky hiéu nhan dang ving la trong, thiét bi mang xac
dinh rang co s& dit liéu con dAu vao cép quyén thir nhét bao gdm dau véo cap
quyén ma bao gbm cip AS thir nhét va ky hiéu nhan dang vung tuong Ung véi

théng tin viung th nhét, nghia 13, x4c dinh rang cip AS tht nhit dugc kiém tra
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thanh cong.

Theo cach thirc thuc hién kha thi, néu muc ky hiéu nhin dang ving
khong tréng, thiét bi mang c6 thé x4c dinh, theo quy tic thiét 1ap trude, ving dia
ly twong tmg v6i ky hiéu nhén dang ving trong muc ky hiéu nhén dang vung, va
con xac dinh liéu vung dia ly 1a gidng nhu ving dia ly dugc chi béo bdi thong

tin vung thu nhét.

Néu ving dia ly 1a gidng nhu ving dia ly duoc chi béo boi thong tin
vung thir nhét, thiét bi mang x4c dinh r:‘?mg co so dir liéu con dau vao cép quyén
thr nhit bao gébm dAu vao cap quyén ma bao gdm cap AS thir nhét va ky hiéu
nhan dang ving twong Umg vdi thong tin vung thtr nhét. Néu ving dia ly khac
v6i ving dia Iy dugc chi bao béi thong tin ving thtr nhét, thiét bi mang x4c dinh
rang co so dit liéu con dAu vao cip quyén thi nhét khong bao gdm dAu vao cép
quyén ma bao gém cip AS tha nhét va ky hiéu nhan dang ving tuong ung voi
théng tin vung thr nhét, nghia 13, x4c dinh rang cip AS thir nhét khéng dugc

kiém tra.

Theo céach thirc thuc hién kha thi khac, néu muc ky hiéu nhin dang
vung khong tréng, thiét bi mang c6 thé con xac dinh, dua trén ky hiéu nhan dang
ving tht nhat ma duge xac dinh trude theo quy téc thiét 1ap trudc va tuong Ung
v6i thong tin vung thir nhét, 1iéu ky hiéu nhén dang ving trong muc ky hiéu
nhin dang vung trong dau vao cip quyén ma bao gbém cip AS thir nhét trong co

s& dit lidu con dAu vao cip quyén thi nhat 1a ky hiéu nhan dang vung thir nhét.

Néu ky hiéu nhan dang ving trong muyc ky hiéu nhan dang vung la ky
hidu nhan dang ving thit nhat, thit bi mang xac dinh rang co s& dit liéu con dau
vao cip quyén thu nhit bao gdm déu vao cép quyén ma bao gbdm cip AS thu
nhit va ky hiéu nhan dang ving tuong ung véi thong tin ving tht nhét. Néu ky
hidu nhéan dang ving trong muc ky hiéu nhan dang vung khong la ky hi€u nhan
dang vung thu nhét, thiét bi mang x4c dinh réng co so dir liéu con dau vao cép
quyén thir nht khong bao gom dAu vao cAp quyén ma bao gom cip AS thu nhét

va ky hiéu nhan dang ving tuong tmg véi thong tin vung tha nhét, nghia 13, xac
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dinh rang cip AS thtr nhét khong duoc kiém tra.

Khi cdp AS tht nhét khong duoc kiém tra, thiét bi mang c6 thé kiém
tra lai cap AS th nhéit dua trén thong tin ving thir nhét va co s& dit liéu dau vao

cap quyén thit hai.

Cu thé, khi doan dia chi IP trong tién td trong thong tin dudng truyén
thu dugc 1a doan dia chi IPv4, thiét bi mang c6 thé kiém tra cip AS tha nhét dua
trén thong tin vung thir nhét va co s dit lidu con dau vao clp quyén thi ba trong

co s& dit liéu dau vao cap quyén thir hai.

Ddi véi quy trinh trong do6 thiét bi mang kiém tra cip AS thir nhét dua
trén thong tin vung tha nhéit va co s& dit liéu con dau vao cip quyén thit ba,
tham khao phan mo ta néu trén ctia quy trinh trong do thiét bi mang kiém tra cgp
AS th(t nhat dua trén thong tin ving thir nhat va co s& dit lidu con ddu vao cép

quyén tht nhét. Chi tiét khong dwoc mé ta lai & day.

Theo cach thite thuc hién kha thi khac, thiét bi mang c6 thé kiém tra
cap AS thu nhét dua trén thong tin vung thir nhét va co s dit lidu dau vao cép
quyén thir ba. Co s¢ dit liéu dAu vao clp quyén thit ba 13 co s¢ dit liéu dAu vao
cap quyén thu duge béng cach két hop co s& dit liéu dAu vao cAp quyén thi nhét

va co s& dir liu dau vao cap quyeén thir hai.

C6 thé hiéu rang co s& dit liéu du vao cip quyén tht ba bao gbém co
s& dit lieu dau vao cip quyén thit ndm va co so dit liéu dAu vao cip quyén tht
sau. Dbi véi cip AS bét ky trong dAu vao cip quyén bét ky trong co s& dit liéu
dau vao cép quyén thtr nim, dia chi IP dugc sur dung boi cép AS duogc nhan dién

boi ciip AS bat ky 1a dia chi IP IPv4.

Mot cach tiy chon, co s dit lidu ddu vao cp quyén thit ndm c6 thé
thu dugc biang cach két hop co s& dit liéu con du vao clp quyén thir nhét va co
s dit liéu con dau vao cip quyén thir ba. Diéu nay khong bi gidi han ¢ day.

Péi voi cap AS bét ky trong dAu vao cap quyén bét ky trong co s& dit

liéu dAu vao cap quyén thir su, dia chi IP dugc st dung bdi cép AS dugc nhén
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dién bdi ciip AS bét ky 1a dia chi IP IPv6.

MOt céch tiy chon, co s& dit 1iéu dau vao cap quyén thir sau c6 thé thu
duoc bang cach két hop co sd dit liéu con dau vao cap quyen thir hai va co s& dir

liéu con dAu vao cip quyén thir tu. Piéu nay khong bi giéi han ¢ day.

Do dé, khi doan dia chi IP trong tién td trong thong tin dudng truyén
thu duoc 13 doan dia chi IPv4, thiét bi mang c6 thé kiém tra cgp AS thir nhét dya
trén thong tin vung thi nhit va co sé dit lidu dau vao cip quyén thi ndm trong

co so dit liéu dau vao cap quyen thi ba.

Péi véi quy trinh ma trong d6 thiét bi mang kiém tra ciip AS thtr nhét
dua trén thong tin vung thir nhét va co s& dit liéu dau vao cap quyén thir nam,
tham kh&o phan mo ta néu trén cla quy trinh ma trong do thiét bi mang kiém tra
cap AS thu nhét dya trén thong tin vung thl nhét va co sé dit lidu con dau vao

cAp quyén thtr nhét. Chi tiét khong dugc mo ta lai o day.

S104: thiét bi mang kidm tra theo trinh tu tAt ca cac cip AS trong
thong tin duong truyén thu dugc, d8 kiém tra dudng truyén AS dugc chi bao boi

thong tin duong truyén.

Cu thé, thiét bi mang c6 thé kidm tra theo trinh tu tit ca cac cip AS
trong thong tin duong truyén thu duge, va kiém tra, theo nguyén téc thung ling
tu do néu trén, hiéu luc cua dudng truyén AS duoc chi bdo béi thong tin duong
truyén.

Dbi v6i phan mb ta cia nguyén téc thung liing tu do, tham khao phan
mo ta néu trén. Chi tiét khong dugc mo ta lai & déy.

C6 thé hoc dugc tir cac phﬁn md ta néu trén 12 it nhit mot cap AS dugc
chtra trong thong tin dudng truyén dugc sip xép theo thur tu thiét 1ap trudc thi
nhét, va thtt ty thiét 1ap trude thir nhat trong g véi thir tw ctia cac AS ma dugce
di qua trong dudng truyén AS dugc chi bdo boi thong tin duong truyeén.

Do do, thiét bi mang co thé kiém tra theo trinh tu tAt ca cac cap AS

trong thong tin duong truyén thu duge theo tht tu thiét 1ap trudc thir nhat, va
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kidm tra, theo nguyén tic thung liing tu do néu trén, hiu lyc cla dudng truyén

AS duoc chi bdo bdi thong tin duong truyén.

Theo mdt vi du, vién dan téi FIG.1, thong tin duong truyén la thong tin
dudng truyén cua dudng truyén AS 1 duge thé hién trong FIG.1 dugc st dung

nhu 12 vi du d€ mo ta.

Déi véi duong truyén AS 1 (ASN 5, ASN 4, ASN 3, ASN 2, ASN 1),
thiét bi mang c6 thé kiém tra theo trinh tu tit ca cic ciip AS trong thong tin
dudng truyén ctia dudng truyén AS 1 b4t dau tir cap AS bao gébm AS bat dau
trong dudong truyén AS 1. Cu thé, thiét bi mang c6 thé kiém tra tit ca cac cip AS
trong thong tin dudng truyén cia duong truyén AS 1 theo thir tur 1a ASN 1:ASN
2> ASN 2:ASN 3 > ASN 3:ASN 4 - ASN 4:ASN5.

Chéc chén 13, thiét bi mang c6 thé con kiém tra theo trinh tu tt ca cac
cip AS trong thong tin dudng truyén cta dudong truyén AS 1 bét dau tir cap AS
bao gdm AS két thuc trong dudng truyén AS 1. Cu thé, thiét bi mang c6 thé
kiém tra tit ca cac cap AS trong thong tin dudng truyén cia dudng truyén AS 1
theo th tu 14 ASN 4:ASN 5 > ASN 3:ASN 4 > ASN 2:ASN 3 > ASN 1:ASN
2. Diéu nay khong bi gi¢i han & day.

S& dugc hidu rang, khi mdi cip AS trong thong tin duong truyén duoc
kiém tra theo nguyén tdc thung liing tu do néu trén va co s& dir liéu dAu vao cip
quyén ma bao gbm chi cip C2P AS, néu thong tin dudng truyén bao gdm nhiéu
nhit mot cip AS ma khong dugc kiém tra, c6 thé dugc xac dinh rang dudng
truyén AS dugc chi bdo béi thong tin dudng truyén dugc kiém tra thanh céng,
néi cach khac, dudng truyén AS 1a c6 hiéu lyc. Néu thong tin dudng truyén bao
gdm it nhat hai cip AS ma khong dugc kiém tra, c6 thé dugc xac dinh ring
dudng truyén AS duge chi bao boi thong tin dudng truyén khong duge kiém tra,

néi cach khéc, dudng truyén AS 13 khéng c6 hiéu luc.

S& duoc hiéu rang, khi cip AS trong théng tin duong truyén khong
duoc kiém tra trong 1an dau tién, thiét bi mang cé thé dao nguoc cip AS ma

chua duogc kiém tra trong théng tin dudng truyén. Péi voi cap AS bét ky ma
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chua dugc kiém tra, thiét bi mang co thé trao ddi hai sb AS trong cip AS, dé dao
nguoc cip AS. Theo cach nay, quan hé kinh doanh gifra cdp AS 6 thé duge dao

nguoc.

Vi du, dbi véi cap AS ASN 1:ASN 2 ¢6 quan h¢ C2P, sau khi céc sb
AS trong cédp AS duogc trao ddi, cap AS dugc dédo ngugec ASN 2:ASN 1 thu dugc,
va quan hé kinh doanh cta cap AS dugc dao ngugce 1a quan hé P2C.

Theo céch nay, thiét bi mang c6 thé kiém tra ciip P2C AS trong thong
tin dudng truyén dua trén co s& dit lidu du vao cip quyén ma bao gdm chi cip
C2P AS. C6 thé hiéu ré'mg sau khi cip P2C AS duoc ddo nguge, cap C2P AS
duoc thu nhan.

Theo mét vi duy, vién dan t6i FIG.1, thong tin duong truyén 1a thong tin
dudng truyén clia dudng truyén AS 1 dugc thé hién trong FIG.1, va thiét bi
mang kiém tra tAt ca cac cip AS trong thong tin dudng truyén cua dudng truyén
AS 1 theo thir tu 1a ASN 1:ASN 2 > ASN 2:ASN 3 > ASN 3:ASN 4 > ASN
4:ASN 5 dugc sir dung nhu 14 vi du dé m ta.

Thiét bi mang c6 thé kidm tra theo trinh tu tit ca cic cip AS trong
thong tin duong truyén cta duong truyén AS 1 dya trén phuong phép dugc mé
ta trong S102 va S103. Thiét bi mang thanh cdng trong viéc kiém tra cac cip AS
ASN 1:ASN 2 va ASN 2:ASN 3, nhung khong kiém tra cap AS ASN 3:ASN 4.
Néi cach khéc, thiét bi mang khong kiém tra cac cip AS trong 14n dau tién trong
qua trinh kiém tra cta dudng truyén AS 1.

Trong truong hop nay, thiét bi mang c6 thé dao nguoc cip AS ASN
4:ASN 5 ma chua duoc kiém tra trong thong tin dudng truyén ctia dudng truyén
AS 1, nghia 13, ddo ngugc cip AS ASN 4:ASN 5 thanh ASN 5:ASN 4. Sau do
thiét bi mang tiép tuc kiém tra cip AS ASN 5:ASN 4 bang cach str dung phuong
phap dugc mo ta trong S102 va S103.

Néu cip AS ASN 5:ASN 4 duoc kiém tra thanh cong, né chi béo 1a
thong tin duong truyén ctia dudng truyén AS 1 bao gdm mot cip AS ma khong
dugc kiém tra (nghia 13, cip AS ASN 3:ASN 4 ma khong dugc kiém tra). Trong
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truong hop nay, dugc xem la duong truyén AS 1 duoc kiém tra thanh céng, noi
cach khac, dudng truyén AS 1 1a c6 hiéu luc. Néu cip AS ASN 5:ASN 4 khong
duoc kiém tra, no chi béo 12 thong tin duong truyén cua dudng truyén AS 1 bao
gdm hai cip AS ma khong dugc kidm tra (cu thé, cac cip AS ASN 3:ASN 4 va
ASN 4:ASN 5 (hoiic ASN 5:ASN 4) khong dugc kiém tra). Trong trudng hop
nay, dugc xem la duong truyén AS 1 khdng dugc kiém tra, néi cach khac, dudng

truyén AS 1.12 khong c6 hiéu luc.

S105 (tuy chon): thiét bi mang gui két qua kiém tra ctia dudng truyén

AS dugc chi béo béi thong tin duong truyén dén thiét bi dich.

Thiét bi dich c6 thé 13 thiét bj ma & trong AS (twong ng v6i AS thir
nhét trong cac phuong an cla sang ché) ma thiét bi mang thudc vé va duoc két
n6i v6i thiét bi mang dé truyén thong. Thiét bi dich c6 thé trao ddi théng tin dinh
tuyén BGP véi thiét bi mang béng cach chay BGP ndi bd (internal/interior BGP,
IBGP). Céc chi tiét khong duge mo ta & day.

Sau khi hoan thanh viéc kiém tra dudng truyén AS dugc chi béo boi
thong tin duong truyén, thiét bi mang c6 thé guri thong tin duong truyén va két

qua kiém tra dén thiét bi dich.

Pap lai didu nay, thiét bi dich cé thé thu thong tin dudng truyén va két
qua kiém tra. Do d6, sau khi thu ban tin c&p nhéat BGP bao gdm thong tin dudng
truyén, thiét bi dich c6 thé xir 1y thong tin duong truyén dua trén két qua kiém
tra, ma khong kiém tra thong tin duong truyén. Piéu nay lam gidm céc tai
nguyén duoc sir dung cta thiét b dich, va cai thién hiéu qua cia thiét bi dich.

S106 (tuy chon): thiét bi mang tao ra diu vao chuyén tiép dua trén
thong tin duong truyén.

Khi thiét bi mang thanh cong trong viéc kidm tra dudng truyén AS
dugc chi bdo bdi thong tin duong truyén, né chi bdo 1a khong c6 su 1o ri tuyén
x4y ra trén thong tin dudng truyén, néi cach khac, duong truyén AS duge chi

bao bdi thong tin dudng truyén 14 cé hiéu luc.
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Trong truong hop nay, thiét bi mang c6 thé tao ra dAu vao chuyén tiép
thtt nhét dua trén thong tin duong truyén, va st dung dAu vao chuyén tiép thtr

nhét lam diu vao chuyén tiép v6i quyén uu tién cao nhat, dé chuyén tiép ban tin.

Khi thiét bi mang khong kiém tra dudng truyén AS dugc chi béo béi
thong tin duong truyén, n6 chi bdo la sy o ri tuyén c6 thé xay ra trén thong tin
dudng truyén, néi cach khac, duong truyén AS dugc chi bdo bdi thong tin dudng

truyén 13 khong c6 hiéu luc.

Trong truong hop nay, thiét bi mang c6 thé tao ra dAu vao chuyén tiép
tht hai dua trén thong tin duong truyén, va danh dAu thong tin cu thé cho dau
vao chuyén tiép tht hai. Thong tin cu thé duoc st dung dé chi bao liéu dau vao
chuyén tiép thir hai 1a dAu vao chuyén tiép rti ro cao hay dAu vao chuyén tiép wu
tién thép.

Mtc d6 rui ro hoiic mic do uu tién cua diu vao chuyén tiép co thé
duoc st dung dé chi bao xéc sudt ro ri thong tin dinh tuyén trong dau vao
chuyén tiép. Vi dy, dbi v6i dau vao chuyén tiép c6 murc do rui ro cao (nghia la,
du vao chuyén tiép rui ro cao) hodc dAu vao chuyén tiép c6 muc d uu tién thép
(nghia 13, du vao chuyén tiép uu tién thp), c6 kha ning cao la 1o ri thong tin
dinh tuyén & du vao chuyén tiép. Néi cach khéc, thong tin dinh tuyén trong dau

vao chuyén tiép dé ro ri.

Do dé, thiét bi mang c6 thd x4c dinh, dua trén mirc dd rii ro hodc muc
doé wu tién cua dau vao chuyén tiép, dau vao chuyén tiép duoc st dung dé
chuyén tiép ban tin. Thiét bi mang thuong lua chon dAu vao an toan dé& chuyén
tiép ban tin. Khi khong c6 diu vao chuyén tiép an toan trong diu vao chuyén
tiép Ung vién, thiét bi mang c6 thé lua chon diu vao chuyén tiép rti ro thap hoic
dAu vao chuyén tiép wu tién cao dé chuyén tiép ban tin.

Phan néu trén md ta phuong phap kiém tra cip AS dugc dé xuét trong
phuong an nady cia sang ché. Phuong phép nay c6 thé tranh dugc mot cach hiéu
qua trudng hop trong dé duong truyén AS dugc chi bdo bdi thong tin dudng
truyén duge xéac dinh khong chinh xac do cép AS trong thong tin duong truyén
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dugc xé4c dinh khong chinh xac trong qua trinh kiém tra cua dudng truyén AS,

va cai thién mot cach hiéu qua dd chinh xé4c kiém tra duong truyén AS.

Phan sau diy mo ta phuong phéap dé tao co so dit liéu diu vao cép
quyén thi nhét va phuong phap d8 tao co s& dit liéu dau vao cAp quyén tht hai

ma duge dé xuat trong cic phuong an cla sang cheé.

FIG.6 12 luu dd gian lugc clia phuong phap dé tao co s& dit liéu dau
vao cap quyén thir nhét theo phuong 4n cua sang ché. Phuong phap ¢ thé dugc
ap dung véi hé théng kiém tra 40 dugc thé hién trong FIG.4. Phuong phép nay

¢6 thé bao gdm cac budc sau day.
S201: may chi thu nhan thong tin cip quyén ASPA.

May chit c6 thé 1a méy chi bd nhé sn RPKI. Dieu nay khong bi gidi
han & day.

Thong tin cép quyén ASPA bao gbm cip AS c6 quan hé kinh doanh

duoc thiét 14p trude, va ky hiéu nhan dang ving cia ving ma cdp AS thudc ve.

3 day, dbi voi phan md ta cua cap AS c6 quan hé kinh doanh duoc
thiét 14p trudc, tham khéo phin md tA néu trén clia c@p AS ¢6 quan hé kinh

doanh dugc thiét 1ap trude. Chi tiét khong duoc mo ta lai & day.

Ky hiéu nhén dang ving co thé duoc st dung dé nhan dién duy nhét
ving dia 1y. Do dé, ky hiéu nhan dang ving cua vung ma c@p AS thudc vé duogc
stt dung dé nhan dién duy nhét ving dia Iy ma trong d6 cap AS dugc dét. Dién

tich ctia vung dia ly khong bi gidi han cu thé trong phuong 4n ndy clia sang ché.

Vi duy, ving dia ly co thé 13 ving dia ly thu dugc thong qua viéc phén
chia theo luc dia, co thé 1a ving dia ly thu dugc thong qua viéc phan chia theo
nude, hodc cb thé 13 ving dia ly thu duoc thong qua viée phéan chia theo tinh.
Didu nay khong bi gi6i han & day.

DPbi véi cac vung dia 1y khac nhau, céc tai liéu nhin dang don nhét
(identity document, ID) ¢6 thé duoc st dung 1am ky hiéu nhan dang vung tuong

tmg véi ving dia ly. Cac ID duge st dung dé nhan dang cac vung dia ly khéc
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nhau cé thé duoc xac dinh theo quy téc thiét lap trudc. Quy thc thiét 1ap trude

khong bi gidi han cu thé trong phuong 4n nay cla sang ché.

M0ot cach tuy chon, quy thc thiét 1ap trude cod thé 1a dé nhan dang cac

vung dia ly khac nhau bang céach st dung cac ID dugc xac dinh trudc.

Vi dy, ving dia ly 1 cé thé duoc nhan dang bang cach st dung ID
duoc xac dinh trude 1, va ving dia ly 2 ¢ thé duoc nhan dang béng cach st

dung ID dugc x4c dinh trude 2. Céc chi tiét khong duge mo ta & day.

MOot céach tuy chon, quy tac thiét 1ap trude co thé con 12 dé nhén dang
c4c vung dia ly khac nhau bang cach sir dung céc ID duge xéac dinh theo quy tac
m3 hoa thiét 1ap trude. Quy tic ma hoa thiét 1ap trudc khong bi gidi han cu thé

trong phuong 4n nay cia sang ché.

Vi dy, ID dugc st dung dé nhan dang vung dia ly thu duoc thong qua
viéc phén chia theo luc dia c6 thé thu dugc bang cach ma héa s6 nhi phan 5-bit

theo thit tu ting dan theo quy tic ma hoa.

Nhu duoc thé hién trong Bang 6, ky hiéu nhén dang vung tuong ung
véi chau Phi c6 thé 12 00001 (nghia 13, 1), ky hiéu nhén dang vung tuong Ung
vé61 chiu Pai Duong ¢ thé 12 00010 (nghia 13, 2), ky hiéu nhan dang vung tuong
ung vai chau A c6 thé 12 00011 (nghia 13, 3), ky hiéu nhan dang viung tuong ng
v6i Nam Cuc c6 thé 13 00100 (nghia 13, 4), ky hi¢u nhan dang vung tuong ung
v6i chau Au co thé 1a 00101 (nghia 13, 5), ky hiéu nhan dang ving tuong ung
voi M§ Latin/cac dao Caribbean ¢ thé 14 00110 (nghia 14, 6), ky hiéu nhan dang
ving twong g v6i Bic My c6 thé 1a 00111 (nghfa 13, 7), va ky hiéu nhan dang
ving tuong ung véi vung dit trude co thé nim trong khoang tr 01000 dén 11111

(nghia 13, 8 dén 31).
Chi tiét dugc thé hién trong bang 6:

Bang 6

Vung dia ly Ky hi€u nhén dang vung
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Vung dia ly Ky hiéu nhan dang vung
Chéau Phi (Africa (AF)) 00001

Chau Pai Duong (Oceania (OC)) 00010

Chau A (Asia (AS)) 00011

Nam Cuc (Antarctica (AQ)) 00100

Chau Au (Europe (EU)) 00101

My Latin /dao Caribbean 00110

(Latin America / Caribbean Islands (LAC))

Bic My (North America (NA)) 00111

Vung dat trude (Reserved) 01000 dén 11111

Theo céch thirc thuc hién kha thi, may chu co thé thu nhan thong tin

cap quyén ASPA tir neo tin cdy.

Cu thé, chirc ning clia neo tin cdy c6 thé duoc thuc hién béi thiét bi
méy tinh bét k¥ c6 kha ning xit Iy dién toan. Dang cu thé ciia thiét bj thuc hién

chirc ning clia neo tin cay khong bi giéi han trong phuong an nay cua sang ché.

Neo tin cay cé thé 13 neo tin cdy cua RIR. Vi du, ddi v6i RIR chau
A-Thai Binh Duong, neo tin cdy c6 thé 14 neo tin cay 1. Theo vi du khac, dbi vai
RIR chiau My, neo tin cdy co thé 13 neo tin cdy 2. Céc chi tiét khong duge md ta
o day.

Cu thé, nguoi dung c6 s6 AS (ma duge dé cap ngin gon 13 ngudi dung
AS) c6 thé bao céo thong tin ASPA ctia nguoi dung AS cho neo tin cdy cua RIR
tuong Ung v6i ving ma trong d6 nguoi ding AS duge dat. Theo cach nay, neo

tin ciy cia RIR co thé thu nhan thong tin cap quyén ASPA ctia ngudi dung AS.

Mot cach tlly chon, nguoi dung AS ¢6 thé dang ky thong tin ASPA trén
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trang web RIR tuong ung voi ving ma trong d6 ngudi dung AS duoc dat, sao
cho neo tin cdy cta RIR xac dinh thong tin cip quyén ASPA dya trén thong tin
ASPA.

C6 thé hoc duoc tir phin mo ta néu trén 1a co s¢ dit liéu dau vao cép
quyén co thé bao gém chi cap C2P AS. Do d6, khi nguoi dung AS déng ky thong
tin ASPA trén trang web RIR tuong ng voi ving ma trong d6 nguoi dung AS
dugc dit, chi nguoi dung AS dong vai tro lam khach hang can ding ky thong tin
ASPA trén trang web RIR tuong Umg v6i ving ma trong d6 ngudi dung AS dugc
dat.

Phén sau day d& xuat phan mb ta bing cach st dung vi du la nguoi
ding AS déng vai trd lam khach hang déng ky thong tin ASPA trén trang web

RIR tuong ing véi ving ma trong do nguoi dung AS duoc dat.

Vi du, FIG.7(a) va FIG.7(b) 1a céac so dd gian lugc cia viée dang ky
thong tin ASPA b&i ngudi dung AS trén trang web RIR.

Nhu duoc thé hién trong FIG.7(a), nguoi dung AS dAu tién c6 thé dang
nhap vao trang web RIR bang cach st dung tai khoan va mat khéu da dang ky
truéc thong qua giao dién ding nhép trang web RIR trén man hinh 70.

Sau d6 trong giao dién "Ding ky quan hé kinh doanh" 701 cia trang
web RIR dugc hién thi trén man hinh 70, nguoi dung AS ¢6 thé nhap sb AS cla
AS déng vai trd 1am khach hang trong hop "AS khach hang", nhap sd AS ciia AS
dong vai tro lam nha cung cép cia AS khach hang trong hop "AS nha cung cap",
va nhép, trong hop "Vung dia ly", ving dia ly ma trong d6 cap AS bao gbém sb
AS ctia AS khach hang va s AS ciia AS nha cung cp dugc dit.

S& dugc hiéu ring chi c6 mot s6 AS trong hdp "AS khach hang",
nhung ¢6 thé c6 nhiéu sb AS trong hdp "AS nha cung cap". Néi cach khac, mot
AS khach hang c¢6 thé tuong tmg véi nhiu AS nha cung cap. Piéu nay khéng bi
gidi han & day.

Sau d6 ngudi ding AS gd vao nit "Pang ky" trong giao dién 701, dé
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giri thong tin ASPA dugc nhép trong giao dién "701" dén RIR.

Theo cach nay, neo tin cdy cua RIR cé thé thu thong tin ASPA dugc
gli boi nguoi ding AS, va xdc dinh it nhat mot cip C2P AS dya trén thong tin
ASPA. Neo tin cdy cia RIR c6 thé con xac dinh, dua trén vung dia ly ma trong
dé6 it nhat mot cap C2P AS duoc dat va theo quy tac thiét 14p trudc néu trén, ky
hiéu nhin dang ving clia vung ma it nhéit mot cap C2P AS thudce vé. Theo céach
nay, neo tin cdy cua RIR thu nhan thong tin cip quyén ASPA clia ngudi dung AS
dua trén thong tin ASPA dugc giri bdi nguoi dung AS.

C6 thé hiéu duoc r%mg, dua trén vi du dugc md ta trén FIG.7(a), nguoi
dung AS co thé dang ky thong tin ASPA ciia nguoi dung AS trén trang web RIR,
nghia 1a, nhép s6 AS cua ngudi dung AS trong hdp "AS khach hang" trén
FIG.7(a). Theo céach khac, thong tin ASPA da biét cua ngudi dung AS khac ¢o
thé dugc dang ky trén trang web RIR. Cu thé, s AS ctia AS khéac dugc nhap
trong hdp "AS khach hang" trén FIG.7(a). Piéu nay khong bi gidi han ¢ day.

Nhu duge thé hién trong FIG.7(b), giao dién "Pang ky quan hé kinh
doanh" 701 cua trang web RIR dugc hién thi trén man hinh 70 bao gbm chi hop
"AS nha cung cip". Trong trudng hop ndy, AS déng vai tro lam khach hang cua
AS nha cung cép 1a ngudi dung AS ma nhap vao thong tin ASPA theo cach méc
dinh.

Nguoi dung AS co thé dang nhap vao trang web RIR bang cach sir
dung tai khoan va mat khiu da ding ky trudc thdng qua giao di¢n dang nhap
trang web RIR trén man hinh 70. Sau khi giao dién "Dang ky quan hé kinh
doanh" 701 dugc hién thi trén man hinh 70, nguoi dung AS ¢ thé nhap s6 AS
cua AS dong vai tro 1am nha cung cép cta ngudi dung AS trong hop "AS nha
cung cAp", va nhap, trong hdp "Ving dia 1y", vung dia ly ma trong dé cap AS

bao gém s6 AS ctia AS nha cung cap va s6 AS cua ngudi dung AS dugc dat.

S& dugc hidu ring c6 thé c6 nhidu s6 AS trong hop "AS nha cung cap".

Céc chi tiét khong duge md ta & day.
Sau dé nguoi dung AS gd vao nut "Pang ky" trong giao dién 701, aé
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giri thong tin ASPA dugc nhép trong giao dién "701" dén RIR.

Theo céach ndy, neo tin cdy cia RIR ¢ thé thu thong tin ASPA dugc
g bdi nguoi ding AS, va xac dinh it nhit mét cap C2P AS dua‘trén thong tin
ASPA. Neo tin cdy ctua RIR c6 thé con xac dinh, dua trén vung dia ly ma trong
d6 it nhat mét cap C2P AS dugc dit va theo quy tc thiét 1ap trudc néu trén, ky
hiéu nhan dang vung cua vung ma it nhéit mot cap C2P AS thude vé. Theo cach
nay, neo tin cdy ctia RIR thu nhan thong tin cAp quyén ASPA ciia nguoi dung AS
dua trén thong tin ASPA dugc giri boi nguoi dung AS.

C6 thé hidu duogc ring, dua trén vi du dugc mo ta trén FI1G.7(b), nguoi

dung AS c6 thé dang ky thong tin ASPA ctia ngudi dung AS trén trang web RIR.

Theo cach nay, neo tin cdy cua RIR ¢6 thé xé4c dinh cac doan thong tin
cip quyén ASPA dua trén céc doan thong tin ASPA duogc ding ky bdi mot hodc
nhidu ngudi dung AS.

Sau d6 neo tin cdy cia RIR ¢o thé gui thong tin cap quyén ASPA dugc

x4c dinh dén mdy chu theo cach ma hoa hodc khoéng ma hoa.

Mot cach tiy chon, neo tin cdy cua RIR co6 thé giri thong tin clp quyén
ASPA duoc xac dinh dén may chu theo cach mé héa hodc khong ma hoa vao luc
thu yéu ciu ctia may chi dé thu nhéan thong tin cap quyén ASPA.

Mot cach tity chon, neo tin cdy cua RIR ¢ thé chu dong gui thong tin
cap quyén ASPA dugc xac dinh dén may chu theo cach ma héa hodc khong mé
hoéa.

Mot cach tiy chon, neo tin cdy cua RIR ¢ thé chit dong gui thong tin
cap quyén ASPA dugc xéc dinh dén may chu theo cdch ma héa hodc khong mé
hoa dua trén chu ky thiét lap trude. Piéu nay khong bi gidi han & day.

Pap lai didu nay, méay chu thu théng tin cap quyén ASPA dugc giri boi
neo tin cdy ctia RIR, nghia 14, thu nhén thong tin cap quyén ASPA.

Theo céch thtrc thuc hién kha thi khac, may chu thu nhén it nhét mét

doan thong tin clp quyén ASPA dugc xac dinh dua trén bang dinh tuyén mang
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va/hodc dit liéu mang dugc boc 16 trén mang.

Mot cach tuy chon, méy chu co thé thu it nhit mét doan thong tin cép
quyén ASPA dugc gui boi thiét bi mang. It nhat mot doan théng tin cap quyén
ASPA ¢6 thd 12 it nh4t mét doan thdng tin cAp quyén ASPA duoc xac dinh boi
thiét bi mang dua trén bang dinh tuyén mang va/hodc dit liéu mang dugc boc 10

trén va thu duogc tor mang.

Bang dinh tuyén mang va/hodc dit liéu mang dugc boc 10 trén mang
bao gdm/bao gdm cip AS cé quan hé kinh doanh dugc thiét 1ap trudc va thong
tin vung cta vung ma cap AS thudc v&. Theo cach nay, thiét bi mang ¢ thé xac
dinh it nhat mot doan thong tin cAp quyén ASPA dya trén bang dinh tuyén mang

va/hoac dit liéu mang.

Vi du, thiét bi mang c6 thé trich xuét it nhdt mot cip AS trong bang
dinh tuyén mang va/hodc dit liéu mang bang cach st dung cong cu xtt ly tuyén,
va phan tich quan hé kinh doanh gitra it nhit mot ciap AS. Sau do thiét bi mang
c6 thé xéc dinh, tir it nht mot cip AS, it nhat mot cp AS c6 quan hé kinh doanh

duoc thiét lap trudce.

Sau d6 thiét bi mang c6 thé xac dinh, dua trén ngir canh hodc tién tb
cta bang dinh tuyén mang va/hodc dit liéu mang, thong tin ving cua vi tri dia ly
ctia it nhét mot cip AS c6 quan hé kinh doanh duge thiét 14p trude. Chéc chén 13,
bang dinh tuyén mang va/hodc dit liéu mang co thé con bao gém théng tin ving
tuong (mg v6i it nhit mot cip AS c6 quan h¢ kinh doanh dugc thiét 1ap trudc.
Diéu nay khong bi gi6i han & day.

Sau d6 thiét bi mang c6 thé xac dinh, dya trén théng tin ving tuong
ung voi it nhit mét cap AS c6 quan hé kinh doanh dugc thiét 1ap trudc va theo
quy thc thiét lap trudc néu trén, ky hiéu nhan dang vung tuong ung voi it nhét
mdt cip AS cé quan hé kinh doanh dugc thiét 1ap trude. Theo cach nay, thiét bi
mang xac dinh it nhat mot doan thdng tin clp quyén ASPA dua trén bang dinh

tuyén mang va/hogc dit liéu mang duge bdc 19 trén mang.
Mot cach tuy chon, méy chu cd thé con truc tiép thu nhén, tr mang,
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bang dinh tuyén mang va/hodc dit liéu mang duoc boc 16 trén mang, va xac dinh

it nhat mdt doan thong tin cip quyén ASPA.

Pdi v6i quy trinh ma trong d6 may cht xac dinh it nhét mot doan
théng tin cp quyén ASPA dua trén bang dinh tuyén mang va/hodc dir liéu mang
duoc boc 10 trén mang, tham khao phﬁn mo ta néu trén dé xac dinh, boi thiét bi
mang, it nhit mot doan thong tin cp quyén ASPA dua trén bang dinh tuyén
mang va’hodc dir liéu mang dugc boc 10 trén mang. Chi tiét khong duge mo ta
lai & day.

S202: may chu gui thong tin cip quyén ASPA t6i thiét bi mang.

Thiét bj mang c6 thé 12 thiét bj mang ma thyuc hién phuong phap kiém
tra cip AS néu trén, hodc ¢ thé 13 thiét bi mang khac bat ky ma c6 kha nang xit
ly dién toan. Diéu nay khong bi gidi han ¢ day.

Mot cach tuy chon, may chu dau tién c6 thé tao ra it nhit mot ban tin
don vi dit lidu giao thirc (protocol data unit, PDU) dya trén it nhat mot doan
thong tin clp quyén ASPA thu dugc. Sau d6 may chu gui it nhét mot ban tin
PDU dén thiét bi mang.

S& dugc hiéu ring mot doan thong tin cap quyén ASPA tuong ung véi
mot ban tin PDU. Cu thé, mét ban tin PDU bao gém it nhat mét cap AS c6 quan
hé kinh doanh dugc thiét 14p trudc, va bao gém ky hiéu nhan dang vung cua
ving ma it nhAt mot cip AS c6 quan hé kinh doanh dugc thiét 1ap trudc thude ve.
O day, déi v6i phan mb ta cia cdp AS c6 quan hé kinh doanh dugc thiét 1ap
trude, tham khao phﬁn mo ta néu trén cua cip AS c6 quan hé kinh doanh dugc
thiét 1ap trude. Chi tiét khong duoc md ta lai & day.

Vi duy, quan hé kinh doanh dugc thiét 14p trudc 12 quan hé C2P. Trong
trudng hop nay, mét ban tin PDU bao gém mot s6 AS ciia mot AS dong vai tro
Jam khéch hang, it nhit mot sb AS ciia it nhat mot AS dong vai trd lam nha cung
cap, va ky hiéu nhin dang ving cla vung ma it nhéat mét cip C2P AS bao gom

s6 AS khach hang va it nhét mot s6 AS nha cung cAp thuoc ve.
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Phin sau day thé hién vi du vé& dinh dang ciia ban tin PDU dugc dé

xuét trong phuong 4n nay ctia sang ché.

FIG.8 13 so dd gian lugc cla ban tin PDU theo phuong an cia sang

cheé.

Nhu duogc thé hién trong FIG.8, truong phién ban giao thirc (Protocol
Version) dugc st dung dé chi bao sb phién ban cta giao thirc truyén théng duge
st dung gilta méy chu va thiét bi mang, va thuong chiém gitt 1 byte, nghia 13, 8
bit.

Vi du, néu sb phién ban cta giao thirc truyén thong chay gifra may chu

va thiét bi mang 12 2.0, gid tri cua truong nay 1a 2, nghia 1a, 00000010.

Truong loai PDU (PDU type) dugc su dung dé chi bao loai PDU, va
thuong chiém gitt 1 byte, nghia 13, 8 bit. Vi dy, néu gia tri cua loai PDU la 11,
gid tri ca truong nay 1a 11, nghia la, 00001011.

Trudng dém (zero) dugc s dung dé thuc hién viéc can chinh 4-byte
trén ban tin PDU, trong d6 viéc can chinh 4-byte c6 nghia la s6 luong bit c6 thé

chia cho 32. C4c chi tiét khéng duge md ta & day.

Nhu duoc thé hién trong FIG.8, ban tin PDU bao gém hai trudng zero,
va truong zero thu nhét chiém gitt 2 byte, nghia 13, 16 bit. Trudng zero thi hai

chiém gitr 1 byte, nghia 1, 8 bit.

Truong dd dai (length) duoc su dung dé chi bao do dai cla ban tin

PDU, va thudng chiém giit 4 byte, nghia 13, 32 bit.

Truong co (flags) thuong chiém giit 1 byte, nghia 13, 8 bit. Cac bit

trong truong nay co thé nhan dién ndi dung khéc nhau.

Vi duy, bit thtr nhit trong trudng nay c6 thé duoc st dung dé chi bao
lidu ciip AS dugc mang trong ban tin PDU c6 can dugc thong bao. Vi du, khi bit
thir nhét 13 0, né chi béo 13 cip AS dugc mang trong ban tin PDU la can duoc
thong bao; hodc khi bit thir nhét 12 1, nd chi bdo 1a cdp AS dugc mang trong ban

tin PDU 14 can duoc rut.
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Bit thtr hai trong truong nay co thé dugc st dung dé chi bdo phién ban
IP duoc st dung bdi cdp AS dugc chi bdo bdi cap AS bt ky dugc mang trong
ban tin PDU. Vi du, khi bit thit hai 14 0, n6 chi bdo la cap AS duoc chi bao béi
cap AS bat ky dugc mang trong ban tin PDU st dung dia chi IP IPv4; hodc khi
bit thtr hai 13 1, n6 chi bao 1a cip AS dugc chi bdo bdi cap AS bét ky dugc mang
trong ban tin PDU st dung dia chi IP IPvo6.

S& dugc hiéu rang, trong truong hop nay, viéc duy tri 6 bit trong

truong nay la duge dat trudce.

Trudng dém AS nha cung cép (dém AS nha cung cip) dugc st dung dé
chi bao sb luong AS déng vai tro 1am nha cung cép trong céc cdp AS dugc mang

trong ban tin PDU, va thuong chiém gitt 2 byte, nghia la, 16 bit.

Trudng s6 AS khach hang (customer autonomous system number)
duoc su dung d8 chi bao sd AS ctia AS ddng vai tro lam khach hang trong cap

AS dugc mang trong ban tin PDU, va thuong chiém giir 4 byte, nghia 14, 32 bit.

Trudong s6 AS nha cung cAp (provider autonomous system number(s))
duoc su dung dé chi bao s6 AS ctia AS déng vai tro 1am nha cung clp trong cip

AS dugc mang trong ban tin PDU, va thuong chiém giit 4 byte, nghia la, 32 bit.

S& duoc hiéu ring trudng ndy c6 thé bao gom cac so AS cua nhiéu AS
déng vai trd 1am cac nha cung cap, va s luong cu thé 1a so luong dugc chi bao

trong truong dém AS nha cung cép.

Trudng ky hiéu nhan dang ving (ky hiéu nhén dang vung) dugc su
dung dé chi bao ky hiéu nhan dang vung cua vung ma cdp C2P AS duoc mang
trong ban tin PDU thudc vé. Nhu duoc thé hién trong FIG.8, truong nay co thé
c6 do dai 13 4 byte, nghia 13, 32 bit.

S& duoc hiéu ring do dai thuc té cta truong ky hiéu nhan dang ving
lién quan dén quy tic thiét 1ap trudc néu trén dé x4c dinh ky hiéu nhin dang
ving tuong tmg véi vung dia ly. Vi duy, khi s6 nhi phan 5-bit dugc st dung dé

m3 hoéa ky hiéu nhan dang vung, d6 dai thuc té cua ky hiéu nhan dang vung 1a 5
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bit.

C6 thd hiéu rang dbi véi cac cip C2P AS bao gbm cung s AS khéch
hang, cac cap C2P AS cé thé thudc vé cung vung hodc co6 thé thuoc vé céc vung
khéac nhau. Khi cac cap C2P AS bao gbm cling s& AS khéach hang thudc vé cic
vung khac nhau, s6 luong ban tin PDU mang céc cdp C2P AS 1a gidng nhu s6

lugng cac ving ma céc cap C2P AS thude ve.

Vi duy, dbi voi nam cap C2P AS sau day: ASN 1:ASN 2, ASN 1:ASN 3,
ASN 1:ASN 4, ASN 1:ASN 5, va ASN 1:ASN 6; cip C2P AS ASN 1:ASN 2,
ASN 1:ASN 3, va ASN 1:ASN 4 thudc vé vung 1 v6i ky hiéu nhéan dang ving 1
tuong Ung; va cip C2P AS ASN 1:ASN 5 va ASN 1:ASN 6 thudc vé ving 2 véi
ky hiéu nhan dang vung 2 twong tmg. Noi cach khac, sd lugng viing ma nam c&p

C2P AS thudc vé 1a 2.

Trong trudng hop nay, may chu co thé giri nam C2P AS va cac ky hiéu
nhan dang vung tuong Ung bing cach st dung hai ban tin PDU. Vi du, PDU 1
mang cip C2P AS ASN 1:ASN 2, ASN 1:ASN 3, va ASN 1:ASN 4, va ky hiéu

nhén dang ving 1; va PDU 2 mang c@p C2P AS ASN 1:ASN 5 va ASN 1:ASN 6,
va ky hiéu nhén dang vung 2.

$203: thiét bi mang thu nhén thong tin clp quyén ASPA, va tao ra co
s& dit liéu du vao cap quyén thir nhét dua trén thong tin cip quyén ASPA.

Mot céach tly chon, sau khi thu it nhit mot ban tin PDU duoc gui béi
may chu, thiét bi mang c6 thé thu nhan thong tin cap quyén ASPA tir it nhit mot
ban tin PDU.

Sau d6 thiét bi mang c6 thé tao ra co s& dit lidu dAu vao cép quyén thi
nhat dua trén thong tin cap quyén ASPA thu dugc.

C6 th8 hidu rang, khi truong cd trong ban tin PDU chi bao rang dia chi
IP duoc st dung bdi cip AS duoc chi bdo bdi cap AS bét ky dugc mang trong
ban tin PDU 12 dia chi IP IPv4, thong tin cAp quyén ASPA thu dugc boi thiét bi

mang tir ban tin PDU dugc st dung dé tao ra co so dit liéu con dau vao cap
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quyén thi nhét trong co sé dit lidu dAu vao cap quyén thir nhét.

Tuong tu, khi trudng cd trong ban tin PDU chi bao rang dia chi IP
duoc str dung boi cap AS duge chi bao boi cap AS bét ky dugc mang trong ban
tin PDU 14 dia chi IP IPv6, thdng tin cAp quyén ASPA thu dugc béi thiét bi mang
tir ban tin PDU duoc st dung dé tao ra co s& dir liéu con dAu vao cip quyén thir
hai trong co s& dit liéu dAu vao cip quyén thi nhét.

Déi voi phan md ta chi tiét ctia co s& dit liéu dAu vao cap quyén thir
nhét, tham khao phan mo ta néu trén cta co sé dit ligu dau vao cép quyén. Chi

tiét khong duoc mb ta lai & day.

C6 thé hidu ring khi thong tin cAp quyén ASPA thu dugc boi thiét bi
mang bao gém thong tin cip quyén ASPA dugc xac dinh dwa trén bang dinh
tuyén mang va/hodc dit liéu mang dugc bdc 10 trén mang, co s& dit liéu dau vao
cap quyén trong phuong an ndy cua sang ché khoéng con bao gbém co s& dit liéu
dAu vao cdp quyén thir hai nita. N6i cach khac, co s¢ dir liéu dAu vao cip quyén
thir nhét 14 co s& dit lidu dAu vao cip quyén dugc mo ta trong phuong én nay cua

sang cheé.

FIG.9 13 luu dd gian luge cta phuong phap dé tao co s¢ dit liéu dau
vao clp quyén thr hai theo phuong 4n clia sang ché. Phuong phap c6 thé duoc
ap dung voi hé théng kiém tra 40 dugc thé hién trong FIG.4. Phuong phap nay
c6 thé bao gdm cac budc sau day.

$301: thiét bi mang thu nhén thong tin cip quyén ASPA.

M0ot céch tuy chon, thiét bi mang dau tién c6 thé thu nhéan, tr mang,
bang dinh tuyén mang va/hodc dit liéu mang duge boc 10 trén mang, va sau do
x4c dinh it nhit mot doan thong tin clp quyén ASPA dua trén bang dinh tuyén
mang va/hodc dit liéu mang thu dugc.

P&i v6i phin md ta cla viée xac dinh, bai thiét bi mang, it nhat mot
doan thong tin cép quyén ASPA dua trén bang dinh tuyén mang va/hoac dir li€u

mang duoc bdc 1§ trén mang, tham khao phén mo ta lién quan néu trén trong
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S201. Chi tiét khong duge md ta lai & day.

$302: thiét bi mang tao ra co s& dit liéu dau vao cép quyén thtr hai dua

trén thong tin cAp quyén ASPA thu dugec.

Cu thé, thiét bi mang tao ra co s& dir liéu dau vao cép quyén th hai

dua trén it nhit mdt doan thong tin cép quyén ASPA thu dugc.

Pébi voi thong tin cip quyén ASPA thtr nhét trong it nhét mot doan
thong tin cAp quyén ASPA, khi dia chi IP dugc sir dung boi cap AS duogc chi bao
boi cip AS bat k¥ trong thong tin cdp quyén ASPA thir nhét 1 dia chi IP IPv4,
thong tin cp quyén ASPA thu nhét dugc st dung dé tao ra co s& dit liéu con dau

vao cip quyeén thir ba trong co s¢ dit ligu dau vao cap quyén tht hai.

Tuong tu, khi dia chi IP dugc st dung boi cap AS duogc chi bdo boi
cap AS bét ky trong thong tin clp quyén ASPA tht nhét trong dia chi IP IPv6,
thong tin cip quyén ASPA thu nhit duoc st dung dé tao ra co s¢ dit liéu con dau

vao cap quyén thi tu trong co s6 dir lidu dau vao cap quyén th{r hai.

P4i v6i phan md ta ctia co so dir liéu dau vao cap quyén thtr hai, tham
khao phan mé ta néu trén cta co s¢ dit liéu dau vao cap quyén. Chi tiét khong

dugc mo ta lai & day.

Tém lai, phuong an cla sang ché dé xuit phuong phap kiém tra cép
AS. Theo phuong phép nay, ky hiéu nhan dang ving cia ving ma mdi cip AS
thude vé duoc bd sung vao co so dit liéu diu vao cip quyén dugc st dung aé
kiém tra cip AS. Diéu nay c6 thé tranh truong hop trong do6 hiéu luc ctia duong
truyén AS dugc chi bdo boi thong tin dudng truyén trong thong tin dinh tuyén
BGP duoc xé4c dinh khéng chinh x4c do quan hé kinh doanh giita cap AS trong
thong tin dudong truyén dugc xac dinh khong chinh xac khi hiéu lyc cia duong
truyén AS duoc kiém tra theo nguyén tic thung liing tu do. Do d6, phuwong phap
kiém tra cap AS dugc d& xuit trong phuong 4n nay cla sang ché cai thién do
chinh xéc kiém tra dudng truyén AS duoc chi bdo boi thong tin dudng truyén

bao goém cip AS.
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Phan néu trén chi yéu mb ta, tir quan diém phuong phép, cic giai phap
“duoc dé xuét trong c4c phuong 4n cia sang ché. Bé thuc hién cac chirc ning néu
trén, cac cau trac phan cimg va/hoic cidc mddun phin mém twong Ung dé thuc
hién cac chirc ndng nay dugc bao gbém. Ngudi co hiéu biét trung binh trong linh
vuc k§ thuat can hidu ring, két hop véi céc bd phén va cac budc thuat toan trong
cac vi du duge mé ta trong cac phuong an duoc bdc 1 trong ban mo ta nay, sang
ché c6 thé dugc thuc hién boi phﬁn cung hoac két hop cua phan ctmg va phéan
mém may tinh. Viéc chtrc ndng dugc thuc hién boi phan cimg hoic phan cimg
dugc diéu khién béi phan mém mady tinh phu thudc vao cac ing dung va cic
didu kién thiét ké cu thé ctia céc giai phap k¥ thuat. Nguoi co hiéu biét trung
binh trong linh vuc k¥ thuét co thé st dung céc phuong phép khac nhau dé thuc
hién céc chirc nang dugc mo ta d6i v6i mbi ung dung cu thé, nhung s& khong

dugce xem rang cach thirc thuc hién nay vuot qué pham vi cua sang ché.

Theo c4c phuong an cla sang ché, thiét bi kiém tra cip AS c6 thé duogc
chia thanh mddun chitc ning dua trén cac vi du phuong phap néu trén. Vi du,
mdi modun chirc nang co6 thé thu duoc thong qua viéc phan chia dya trén méi
chirc ning twong g, hodc hai chirc ning hoéc nhidu hon c6 thé dugc tich hop
vao mét mddun xur ly. Mddun duge tich hop ¢ thé duoc thuc hién dudi dang
phﬁn ctng, hodc co thé duoc thuc hién duédi dang mddun chirc ning pha‘in mém.
Luu y ring, theo cc phuong an cla séng ché, viéc phan chia thanh cac modun
chi 12 vi du va chi 1a su phan chia chirc nang logic, va co thé 1a su phén chia

khéc trong cach thirc thuc hién thuc té.

Nhu duoc thé hién trong FIG.10, FIG.10 14 so db gian lugc ctia céu
tric thiét bi kiém tra cdp AS 100 theo phuong an cua sang ché. Thiét bi 100 co
thé duoc ap dung véi thiét bi mang, va duoc cAu hinh dé thuc hién phuong phap
kiém tra cip AS néu trén, vi du, duoc cAu hinh dé thuc hién phuong phap dugc
thé hién trong FIG.5. Thiét bi 100 c6 thé bao gdm bd thu nhén 101 va bd xtr ly
102.

B6 thu nhan 101 dugc cAu hinh dé thu nhan théng tin dudng truyeén,
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trong do thong tin duong truyén bao gdm cip AS, va cdp AS trong thong tin
dudng truyén bao gdm hai sb AS lién ké trong thong tin dudng truyén. Bo xtr ly
102 duogc cdu hinh dé: xac dinh thong tin ving ciia ving ma cp AS thudc vé, va

kidm tra ciip AS dua trén thong tin ving clia ving ma c@p AS thudc ve.

Theo mot vi du, vién dan tGi FIG.S, bo thu nhin 101 ¢o thé dugc ciu
hinh d8 thuc hién $101, va bd xir ly 102 ¢6 thé duge cu hinh dé thyuc hién $102
va S103.

Mot cach tiy chon, b xtr Iy 102 dugc cAu hinh cu thé dé kiém tra cap
AS dua trén théng tin ving dugc xac dinh clia ving ma cap AS thudc vé va co

s& dit liéu dau vao cap quyén.

Theo mét vi du, vién dén t6i FIG.5, bd xir Iy 102 ¢6 thé dugc cau hinh
dé thuc hién S103.

MBbt céch tiry chon, bd xir Iy 102 duge céu hinh cu thé dé: khi co so dit
liéu dau vao cép quyén bao gdm déu vao cép quyén ma bao gbm cip AS va ky
hiéu nhan dang ving tuong Umg vai thong tin ving cua ving ma cdp AS thudc

vé, x4c dinh ring cip AS duoc kiém tra thanh cong.

Theo mot vi du, vién dan téi FIG.S, bo xuir 1y 102 ¢6 thé duge cdu hinh
dé thyc hién S103.

Mot cach tily chon, bd xtr 1y 102 con duogc cAu hinh riéng dé: khi co so
dit liéu dau vao cép quyén khong bao gdm dau vao cép quyén ma bao gbm cép
AS va ky hiéu nhan dang ving tuong ung véi thong tin ving cua vung ma cdp
AS thudc vé, x4c dinh r%mg cap AS khong duoc kiém tra.

Theo mét vi du, vién din téi FIG.5, bd xit Iy 102 ¢6 thé dugc cau hinh
dé thuc hién S103.

Mot céach tiy chon, bd xu ly 102 con dugc cAu hinh dé: xac dinh, tir
thong tin dinh tuyén bao gbm thong tin dudng truyén, thong tin ving cla ving
ma cap AS thudc vé; hodc xac dinh, dua trén tién to trong thong tin dinh tuyén,

thong tin ving clia vung ma cdp AS thude ve.
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Theo mdt vi du, vién din t6i FIG.5, b xt Iy 102 c6 thé dugc cau hinh
dé thuc hién S103.

Mot cach tiy chon, bd thu nhan 101 con duge cAu hinh dé thu nhén co

s& dit liéu dau vao cap quyén.

Theo mét vi du, vién din téi FIG.6, b thu nhan 101 c6 thé duge cAu

hinh dé thuc hién S203.

Mot cach tuy chon, co sé dit ligu diu vao cip quyén bao gdm co s& dit
liéu ddu vao cap quyén tht nhét. Thiét bi 100 con bao gbém: bo thu 103, dugc
c4u hinh dé thu ban tin don vi dit lidu giao thirc (PDU) tir may chu, trong d6 ban
tin PDU bao gém cip AS c6 quan hé kinh doanh dugc thiét 1ap trudce va ky hiéu
nhan dang ving cia ving ma cap AS c6 quan hé kinh doanh duoc thiét 1ap truéc
thudc vé. Bb xir Iy 102 con dugc cAu hinh dé tao ra co s& dit liéu dau vao cép

quyén thi nhét dya trén ban tin PDU thu duoc.

Theo mét vi du, vién dan téi FIG.6, bo thu 103 va bd xu ly 102 cé thé
duoc cAu hinh dé thuc hién S203.

Mot céach tiy chon, co s& dit ligu dAu vao cap quyén con bao gbm co
s& dit lieu ddu vao cip quyén thr hai. B§ xur Iy 102 con dugce cAu hinh dé tao ra
co s& dit liéu ddu vao cap quyén thir hai dya trén bang dinh tuyén mang va/hodc
dit liéu mang. Bang dinh tuyén mang va/hodc dit liéu mang bao gém cap AS cé
quan hé kinh doanh dugc thiét 1ap trudc va thong tin ving clia vung ma cap AS

c6 quan hé kinh doanh dugc thiét 1ap trude thudce vé.

Theo mot vi du, vién dan t6i FIG.9, bd xir 1y 102 ¢6 thé duge cAu hinh
dé thuc hién S302.

Mot céach tiy chon, bd xtr Iy 102 con duge cAu hinh riéng dé: kiém tra
cip AS dua trén thong tin ving clia ving ma cép AS thudc vé va co so dit liéu
dAu vao clp quyén thtr nhét; va néu cip AS khong dugc kiém tra, kiém tra cip
AS dua trén thong tin viing cua vung ma cdp AS thude vé va co s6 dit liéu dau

vao cip quyén thir hai.
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Theo mét vi duy, vién dan t6i FIG.5, bd xtr 1y 102 ¢6 thé dugc cdu hinh
dé thuc hién S103.

Mbt céch thy chon, b xt Iy 102 con duge cAu hinh riéng dé kiem tra
cip AS duya trén thong tin ving clia ving ma cép AS thudc v& va diu vao cép
quyén dich ma & trong co s6 dit liu dAu vao cép quyén va tuong Umg voi tién tb
trong thong tin duodng truyén, trong d6 phién ban IP cla cdp AS trong dau vao
cip quyén dich 1a gidng nhu phién ban IP trong tién td trong thong tin duong

truyén.

Theo mét vi du, vién dan t6i FIG.5, bd xir ly 102 6 thé duge cu hinh
dé thuc hién S103.

Mot cach tuy chon, thong tin duong truyén bao gbm cac s6 AS duoc
sép xép theo thir tu thiét 13p trudc, va cac sb AS duoc str dung dé chi bao duong
truyén tuong Umg v6i thong tin dudng truyén. B xtr ly 102 con duoc c4u hinh
d8 kiém tra theo trinh tu tit ca cac cip AS trong thong tin duong truyén, dé kiém

tra dudng truyén twong Umg vdi thong tin dudng truyén.

Theo mét vi du, vién dan t6i FIG.5, bd xi 1y 102 c6 thé dugc céu hinh
d8 thuc hién S104.

Mt céach tiy chon, bd xtr Iy 102 con duge cAu hinh dé: khi cip AS
trong thong tin duong truyén khong dugce kidm tra trong lan dau tién, ddo ngugc
cap AS ma chua dugc kiém tra trong thong tin duong truyén. Bo xt ly 102 con
duge cu hinh dé kiém tra cip AS dugc dao nguoc, d8 hoan thanh viéc kiém tra
dudng truyén tuong Umg vdi thong tin dudng truyén.

Theo mét vi du, vién dan t6i FIG.5, b xi Iy 102 c6 thé dugc cAu hinh
dé thyc hién S104.

Mbt céch thy chon, bd xir Iy 102 con duge cu hinh dé: néu thdng tin
duong truyén bao gém nhiéu nhit mot cip AS ma khong dugc kiém tra, xac
dinh rang duong truyén twong Ung véi thoéng tin dudng truyén dugc kiém tra

thanh cong.
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Theo mét vi du, vién dan t6i FIG.5, bd xit Iy 102 c6 thé duge cau hinh
dé thuc hién S104.

Mot cach tiry chon, bd xtr ly 102 con duge cAu hinh d8 tao ra dau vao

chuyén tiép tht nhét dya trén thong tin duong truyeén.

Theo mét vi du, vién din t6i FIG.5, bd xir Iy 102 ¢6 thé dugce chu hinh
d8 thyc hién S106.

Mbt céch ty chon, bd xir 1y 102 con duge cAu hinh de: néu théng tin
dudng truyén bao gbm it nhit hai cip AS ma khong duoc kiém tra, xac dinh

rang dudng truyén twong Umg v6i thong tin dudng truyén khong dugc kiém tra.

Theo mot vi du, vién din t6i FIG.5, bd xir ly 102 c6 thé dugc cdu hinh
dé thuc hién S104.

Mot cach tity chon, b xtr Iy 102 con duoc cAu hinh dé tao ra dau vao
chuyén tiép thtt hai dya trén thong tin duong truyén. Bo xur 1y 102 con dugc chu
hinh dé danh dau thong tin cu thd cho dau vao chuyén tiép tht hai, trong d6
théng tin cu thé duoc sir dung d& chi bao liéu dau vao chuyén tiép thi hai 1a dau

vao chuyén tiép rii ro cao hodc dau vao chuyén tiép uu tién thap.

Theo mot vi du, vién dan téi FIG.S, bo xir Iy 102 ¢co thé duoc ciu hinh
dé thyuc hién S106.

Mot céch tily chon, thiét bj mang la thiét bi mang trong AS th nhét.
Thit bi 100 con bao gdm: bd gii 104, duge cdu hinh dé gui két qua kiém tra
ciia dudng truyén tuong Umg v6i thong tin duong truyén dén thiét bi dich. Thiét
bi dich 1a thiét bi ma & trong AS thi nhét va dwoc két ndi véi thiét bi mang dé

truyén thong.

Theo mét vi du, vién dan t6i FIG.5, bd giri 104 c6 thé dugc cAu hinh
d8 thuc hién S105.

Mot cach tiy chon, bd thu nhan 101 duge cAu hinh cu thé dé thu nhan
ban tin cip nhét giao thirc cdng bién (BGP), trong dé ban tin cap nhat BGP bao

gdm thong tin duong truyén.
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Theo mot vi du, vién dan t&i FIG.5, bd thu nhan 101 co thé duoc ciu

hinh @& thuc hién S101.

Mot cach tity chon, bd xur Iy 102 con dugc cAu hinh dé: sau khi ban tin
cip nhit BGP duoc thu, kiém tra cap AS trong thong tin dudng truyén trong ban
tin cap nhat BGP, d8 kidm tra dudng truyén tuong Ung véi thong tin duong
truyén. Theo cach khac, bd xur 1y 102 dugce cAu hinh dé: trudc khi ban tin cép
nhat BGP duoc gui, kiém tra cip AS trong thong tin dudong truyén trong ban tin

cap nhat BGP, d8 kidm tra dudng truyén tuong ing voi thong tin dudng truyén.

Theo mét vi dy, vién din t6i FIG.5, bd xit Iy 102 c6 the duge cAu hinh
dé thuc hién S103 va S104.

Déi véi cac phin mo ta cu thé cia céc cach thurc tuy chon, tham khao
cac phuong 4n phuong phép. Chi tiét khong duge mo ta lai & dy. Ngoai ra, déi
véi su gidi thich bat ky vé thiét bi 100 duoc dé xudt o trén va céc phan mé ta
hidu qua c6 lgi, tham khao cac phuong an phuong phép tuong tng néu trén. Chi

tiét khong duoc md ta lai & déy.

Theo mot vi dy, vién din t&i FIG.3, cac chirc ning cua bd thu nhén
101 va bd xit Iy 102 ciia thiét bi 100 c6 thé duge thuc hién bing cach sir dung bd
xt Iy 31 trén FIG.3 bing cach thyc thi ma chuong trinh trong bd nhé 32 trén
FIG.3. Cac chirc ning cia bd thu 103 va bd gui 104 co thé duoc thuc hién béng
cach str dung giao dién truyén thong 3 trén FIG.3.

Phuong an cua sang ché con d& xuét hé théng chip 110. Nhu dugc thé
hién trong FIG.11, hé théng chip 110 bao gbm it nhit mot bo xt ly va it nhét

mot mach giao dién.

Theo mét vi dy, khi hé théng chip 110 bao gdm mét b xir Iy va mot
mach giao dién, bd xi Iy ¢6 thé 12 bd xir Iy 111 dwoc the hién trong hop duong
nét lidn (hodc b xir Iy 111 dugc thé hién trong hop dudng nét dit) trén FIG.11,
va mach giao dién co thé 12 mach giao dién 112 dugc thé hién trong hop duong

nét lién (hodc mach giao dién 112 duogc thé hién trong hdp nét dat) trén FIG.11.
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Khi hé thé)ng chip 110 bao gém hai bo xir Iy va hai mach giao dién, hai
b6 xit 1y bao gdm bd xit Iy 111 dugc thé hién trong hop dudng nét lién va bd xur
ly 111 dugc thé hién trong hop dudng nét dut trén FIG.11, va hai mach giao dién
bao gém mach giao dién 112 dugc thé hién trong hop dudng nét lién va mach
giao dién 112 duoc thé hién trong hop dudng nét dut trén FIG.11. Diéu nay
khong bi gidi han ¢ day.

Bo xir ly 111 va mach giao dién 112 c6 thé duogc két ndi véi nhau
thong qua duong day. Vi du, mach giao dién 112 ¢6 thé duoc cAu hinh dé thu tin
hiéu (vi du, thu nhén théng tin ving cta ving ma cdp AS thudc v&, hodc thu ban
tin PDU tir may cht). Theo vi du khéc, mach giao dién 112 ¢6 thé dugc ciu hinh
dé gl tin hiéu to1 thiét bi khac (vi du, bd xtr ly 111).

Vi du, mach giao dién 112 c6 thé doc céac 1énh dugc luu trit trong bd
nhé, va gl céc 1énh téi bd xur Iy 111. Khi céc 1énh dugc thuc thi boi bo xur ly
111, thiét bi kiém tra cap AS dugc cho phép thuc hién cac budc trong cac
phuong an néu trén. Chéc chén 13, hé thdng chip 110 ¢6 thé con bao gdm thiét bi
ri rac khéc. Pidu nay khong bi giéi han cu thé trong phuong an nay cla sang

ché.

Phuong an khac cua sang ché con dé& xuit phuong tién luu trir doc
duogc bdi may tinh. Phuong tién luu tri doc duoc béi may tinh luu trit 1énh. Khi
cac 1énh dugc chay trén thiét bi kiém tra cap AS, thiét bi kiém tra cip AS thuc
hién cac buéc duge thuc hién boi thiét bi kiém tra cip AS trong cac budc cla

phuong phap dugc thé hién trong cac phuong 4n phuong phép néu trén.

Trong mot ) phuong 4n, phuong phéap dugc boc 10 ¢co thé duoc thuc
hién nhu 13 c4c 1énh chuong trinh mdy tinh dugc ma hoa theo dinh dang co thé
doc duoc b%mg may trén phuong tién luu trt doc dugc bdi may tinh hodc dugc

m3 héa trén san phim hoic phuong tién luu trit khong tam thoi khac.

FIG.12 thé hién gian luoc hinh vé khai niém mot phan cla san pham
chuong trinh may tinh theo phuong én cta sang ché. San phdm chuong trinh

may tinh bao gdm chuong trinh mdy tinh duoc sir dung dé thuc thi xtt ly méy

64



45974 65/79

tinh trén thiét bi may tinh.

Trong phuong 4n, san phim chuong trinh may tinh dugc dé xuét bang
cach st dung phuong tién kénh mang tin hiéu 120. Phuong tién kénh mang tin
hiéu 120 co thé bao gém mot hodc nhiéu 1énh chuong trinh. Khi mot hoac nhiéu
1énh chuong trinh dugc chay bdi mot hodc nhiéu bd x1r 1y, cac chiic nang hoac
mot sb chirc nang duoc mo ta trén FIG.5 ¢ thé duoc dé xuat. Do d6, vi du, mot
hoéc nhidu d4u hiéu dugc md ta vién din t6i S101 dén S106 trén FIG.5 c6 thé
dugc sinh ra béi mot hodc nhiéu 1énh dugc két hop véi phuong tién kénh mang
tin hiéu 120. Ngoai ra, cac 1énh chuong trinh trén FIG.12 cling dugc mo ta nhu

1a céc 1énh vi du.

Trong mot sb6 vi du, phuong tién kénh mang tin hiéu 120 c6 thé bao
gém phuong tién doc dugc boi may tinh 121, vi du, nhung khong giéi han ¢, 5
dfa cimg, dfa nén (CD), dia video s& (DVD), bang s0, bd nhé, bd nhé chi doc
(read-only memory, ROM), hogc b0 nh¢ truy nhép ngiu nhién (random access

memory, RAM).

Trong mot s6 cach thire thuc hién, phuong tién kénh mang tin hiéu 120
¢6 thé bao gdm phuong tién ghi duoc bang may tinh 122, vi du, nhung khong
gi6i han &, bd nhd, CD doc/viét (R/W), hodc R/W DVD.

Trong mot s6 cach thtrc thuc hién, phuong tién kénh mang tin hiéu 120
c¢6 thé bao gdm phuong tién truyén théng 123, vi du, nhung khong gidi han o,
phuong tién truyén thong tuong tu va/hodc s6 (vi du, s¢i quang, éng dan song,

lin két truyén thong ndi day, hodc lién két truyén thong khong day).

Phuong tién kénh mang tin hiéu 120 co thé dugc van chuyén bai
phuong tién truyén thong 123 & dang khong day (vi du, phuong tién truyén
thong khong day ma dép tng tiéu chuén IEEE 1202.11 hodc giao thirc vén tai
khéac). Mot hoac nhiéu 1énh chuong trinh c6 thé 13, vi du, mot hodc nhiéu 1énh ¢6

thé thuc thi bing mdy tinh hosic mét hogc nhiéu 1énh thuc hién logic.

Trong mot s6 vi du, thiét bi kiém tra cip AS dugc mod ta vién dan téi

FIG.5 c6 thé dugc ciu hinh dé cung clp céc thao tac khac nhau, cac chirc ning,
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hodc céc hanh déng dap lai mot hodc nhiéu 1énh chuong trinh trong phuong tién
doc dwge bing méy tinh 121, phuong tién ghi dugc bang may tinh 122, va/hodc
phuong tién truyén thong 123.

S& duoc hidu rang cach bb tri duge mé ta & déy chi dugc sir dung lam
vi du. Do d6, nguoi co hiéu biét trung binh trong linh vyc k¥ thuat hiéu ring
cach bd tri khac va phan tir khac (vi du, may, giao dién, chirc nang, trinh ty, va
nhém chitc ning) c6 thé dugc st dung lam céc thay thé, va mot sd phan tir c6

thé dugc bo qua tiy thude vao két qua mong doi.

Ngoai ra, nhidu phan tir dugc md ta 1a cac thuc thé chirc ning ma cé
thé dugc thuc hién nhu 1a cac thanh phan duge phén b hogc rdi rac, hogc duoc
thue hién trong két hop thich hop bat ky & vi tri thich hop bét ky két hop véi
thanh phan khac.

T4t c& hodic mot sé phuong 4n c6 thé dugc thuc hién bang cach st
dung phin mém, phin cing, phan sun, hoic két hop bt ky cua chung. Khi
chuong trinh phéan mém duge st dung dé thuc hién céc phuong én, tat ca hodc
mot vai phuong an co thé dugc thuc hién trong dang clia san pham chuong trinh
may tinh. San phim chwong trinh méy tinh bao gdbm mot hodc nhiéu 1énh may
tinh. Khi cac 1énh co thé thuc thi béi may tinh dugc thuc thi trén may tinh, cac
tha tuc hodc cac chirc ning theo cac phuong 4n cua sang ché déu tat ca hoic mot

phan dugc tao ra.

May tinh c6 thé 1a may tinh muc dich chung, may tinh chuyén dung,
mang may tinh, hogc thiét bi kha trinh khéc. Céc 1¢nh mdy tinh c6 thé duogc luu
trit trong phuong tién luu trir doc duoc bsi may tinh, hoac c6 thé dugc truyén tu
phuong tién Iuu trit doc duge béi may tinh téi phuong tién Juu trit doc duge boi
may tinh khac. Vi dy, cac 1énh mdy tinh c6 thd duoc truyén tir trang mang, mdy
tinh, may chu, hodc trung tdm dit liéu t6i trang mang khéc, may tinh khac, may
chu khéc, hodc trung tdm dit liéu khac theo cach thirc c6 day (vi du, cap déng
truc, cdp quang, hodc duong day thué€ bao sd (digital subscriber line, DSL)) hogc

cach thirc khong day (vi du, hdng ngoai, vo tuyén, hodc séng viba).
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Phuong tién luu trit doc duoc béng may tinh c6 thé 1a phuong tién c6
thé str dung dugc bat ky c6 thé truy nhap dugc boi mdy tinh, hodc thiét bi luu trix
dt liéu, vi du may 'chﬁ hodc trung tAm dit liéu, ma tich hop mot hodc nhiéu
phuong tién cé thé st dung dugc. Phuong tién cé thé duoc st dung co thé 1a
phuong tién tir (vi dy, dia mém, dia cting, ho#c bang tir), phuong tién quang (vi
du, DVD), phuong tién ban dan (vi du, 5 ban dan (SSD-solid state drive)), hodc

loai tuong tu.

Phan mé ta néu trén chi 1a cac phuong an cu th cua sang ché, nhung
khong nham muc dich gidi han pham vi bao ho cia sang ché. B4t ky thay dbi
hodc thay thé dugc thuc hién bdi nguoi co hiéu biét trung binh trong linh vuc k¥
thuat nam trong pham vi k§ thuat duoc boc 19 trong sang ché s& ndm trong pham
vi bao hd cta sang ché. Do d6, pham vi bao hd cla séng ché s& dugce dua vao

pham vi bdo ho ctia yéu cau bao ho.
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YEU CAU BAO HOQ
1. Phuong phap kiém tra cip hé thong tu tri (AS - autonomous system), dugc ap

dung véi thiét bi mang, trong d6 phuong phép nay bao gbm:

thu nhan thong tin duong truyén, trong d6 thong tin duong truyén bao gom
cdp AS, cdp AS bao gdm hai s& AS lién ké trong thong tin dudng truyén, théng
tin dudng truyén bao gbm nhiéu s& AS duogc sip xép theo thir tw duge thiét 1ap
trude, va cac sé AS duoc st dung dé chi bao duong truyén ma twong Ung véi

thong tin dudng truyén;
x4c dinh thong tin viing ctia ving ma c@p AS thudc ve;

kiém tra cap AS dua trén thong tin ving va co s¢ dir liu dAu vao cap quyén,
trong dé co s¢ dit liéu d3u vao clp quyén bao gbm it nhit mot dau vao cap
quyén, mdi it nhit mot ddu vao cp quyén bao gbm it nhit mot cip AS ma cé
quan hé kinh doanh dugc thiét lap trude va ky hiéu nhén dang vung cua vung
ma it nhat mot cip AS ma c6 quan hé kinh doanh duoc thiét lap trudc thudc ve;
va

khi co s& dit lieu dau vao cép quyén bao gém dau vao cAp quyén ma bao
gdm cip AS va ky hiéu nhan dang vung tuong ng vé6i thong tin vung, xac dinh

rang cip AS dugc kiém tra thanh cdng; hodc

khi co s& dit liéu dau vao cip quyén khong bao gbm dau vao cip quyén ma
bao gdm cidp AS va ky hiéu nhan dang ving tuong ung véi thdng tin vung, xac
dinh ring cap AS khong dugc kiém tra.
2. Phuong phép theo diém 1, trong d6 viéc xé4c dinh thong tin ving cta vung ma
cap AS thudc vé bao gdm:

xéc dinh, tir thong tin dinh tuyén bao gém thong tin dudng truyén, thong tin
ving cta vung ma cap AS thudc vé; hodc

xac dinh, dua trén tién td trong thong tin dinh tuyén, thong tin ving cia

vung ma cap AS thudc ve.
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3. Phuong phép theo diém 1 hodc 2, trong d6 trude khi viée kiém tra ciip AS dua
trén thong tin vung va co s& dit lieu diu vao cip quyén, phuong phap nay con
bao gdm:

thu nhan co s& di liéu dau vao cép quyén.
4. Phuong phap theo diém 3, trong d6 co s& dit liéu dAu vao cip quyén bao gdém
co s dit lieu ddu vao cép quyén thir nhét; va budc thu nhan co s¢ dit liéu dau
vao cAp quyén bao gbm:

thu ban tin don vi dit liéu giao thic (PDU) tir may chu, trong d6 ban tin
PDU bao gdm cip AS c6 quan hé kinh doanh duge thiét 1ap trude va ky hiéu
nhin dang viing ctia ving ma cp AS c6 quan hé kinh doanh duoc thiét 1ap trude
thudc vé; va

tao co s& dit li€u dAu vao cap quyén thir nhét dua trén ban tin PDU.
5. Phuong phap theo diém 4, trong d6 co s dit liéu du vao cép quyén con bao
gbm co sé dit liéu diu vao cp quyén thtt hai; va budc thu nhén co s¢ dir liu
dAu vao cip quyén bao gbm:

tao co so dit liéu dAu vao cép quyén thir hai dya trén bang dinh tuyén mang
va/hodc dit liéu mang, trong do6

bang dinh tuyén mang va/hodc dit liéu mang bao gbm cip AS c6 quan hé
kinh doanh duoc thiét 1ap trudc va thong tin ving clia vung ma cdp AS cO quan
hé kinh doanh duoc thiét 1ap truée thudc ve.
6. Phuong phéap theo diém 5, trong d6 viéc kiém tra cip AS dua trén thong tin
vung va co sé dit liéu dAu vao cap quyén bao gbém:

kidm tra cdp AS dua trén thong tin ving va co s¢ dit liéu dAu vao clp quyén
th& nhat; va

néu cip AS khong duoc kiém tra, kiém tra cip AS dua trén thong tin ving
va co s& dit lidu dau vao cip quyén thit hai.

7. Phuong phap theo diém bt ky trong sb cac diém tir 1 dén 2 va 4 dén 6, trong
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d6 viée kiém tra cap AS dua trén thong tin ving va co s¢ dir liéu dau vao cip
quyén bao gbm:

kiém tra cip AS dua trén théng tin ving va diu vao cdp quyén dich ma &
trong co s dit ligu dAu vao cip quyén va tuong Ung véi tién t6 trong thong tin
dudng truyén, trong d6 phién ban giao thirc internet (internet protocol, IP) cua
cap AS trong dAu vao cip quyén dich 1a gidng nhu phién ban IP trong tién t6
trong thong tin duong truyeén.
8. Phuong phép theo diém bt ky trong sb cac didm tir 1 dén 2 va 4 dén 6, trong
dé phuong phap nay con bao gbm:

kiém tra theo trinh tu tit ca cac ciip AS trong thong tin dudng truyén, dé
kidm tra dudng truyén tuong Umg véi thong tin duong truyén.
9. Phuong phap theo diém 8, trong d6 phuong phap nay con bao gbm:

khi c@ip AS trong thong tin duong truyén khong dugc kidm tra trong lan dau
tién, ddo nguoc cap AS ma chua dugc kiém tra trong thong tin duong truyén; va

kiém tra cip AS dugc déo nguoc, d8 hoan thanh viéc kiém tra dudng truyén
tuong ung voi thong tin dudng truyén.
10. Phuong phép theo didm bat ky trong sb cac diém tr 1 dén 2, 4 dén 6 va 9,
trong d6 phuong phap nay con bao gbm:

néu thong tin dudng truyén bao gbm nhidu nhit mét cip AS ma khong
dugc kiém tra, xac dinh rang duong truyén tuong Ung véi thong tin dudng
truyén duoc kiém tra thanh cong.
11. Phuong phép theo diém 10, trong d6 phuong phap nay con bao gom:

tao dau vao chuyén tiép thir nhat dua trén thong tin duong truyén.
12. Phuong phap theo diém 9 hodc 11, trong d6 phuong phap nay con bao gbm:

néu thong tin dudng truyén bao gdm it nhét hai cip AS ma khong duoc
kidm tra, xac dinh ring duong truyén tuong Gmg vd&i thong tin dudng truyén

khong duoc kiém tra.
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13. Phuong phap theo diém 12, trong d6 phuong phap nay con bao gbm:

tao ddu vao chuyén tiép thir hai dua trén thong tin duong truyén; va

danh déu thong tin cu thd cho dau vao chuyén tiép thir hai, trong d6 thong
tin cu thé dugc sir dung dé chi béo ligu du vao chuyén tiép th hai la dau vao
chuyén tiép rii ro cao hodc dAu vao chuyén tiép uu tién thép.
14. Phuong phép theo didm bét ky trong sb céc diém 9, 11 va 13, trong d6 thiét
bi mang 1a thiét bi mang trong AS thu nhét; va phuong phap nay con bao gbm:

gui két qua kidm tra cta dudng truyén tuong ung voi thong tin duong
truyén dén thidt bi dich, trong d6 thiét bi dich la thiét bj ma & trong AS thir nhét
va duoc két ndi véi thiét bi mang dé truyén thong.
15. Phuong phép theo diém bét ky trong sb cac didm tir 1 dén 2, 4 dén 6, 9, 11
va 13, trong d6 bude thu nhén thong tin dudng truyén bao gdm:

thu nhan ban tin cdp nhét giao thuc cdng bién (border gateway protocol,
BGP), trong d6 ban tin cép nhat BGP bao gbm thong tin dudng truyén.
16. Phuong phap theo diém 15, trong d6 phuong phap nay con bao gbm: -

sau khi thu ban tin cép nhat BGP, kiém tra cip AS trong thong tin duong
truyén, dé kiém tra dudng truyén tuong ing véi thong tin duong truyén; hosc

trude khi gui ban tin cép nhat BGP, kiém tra cap AS trong thong tin duong
truyén, dé kiém tra dudng truyén twong (mg v6i thong tin dudng truyén.
17. Thiét bi kiém tra cip hé théng tu tri (AS), dugc ap dung véi thiét bi mang,
trong do thiét bi mang dugc cAu hinh dé thuc hién phuong phéap theo diém bt
ky trong sb cac diém tir 1 dén 16.
18. Phuong tién luu trit doc dugc béi may tinh bao gé)m cac 1énh, cac 1énh nay,
khi chay trén thiét bi kiém tra cdp hé thdng tu trf (AS), lam cho thiét bi kiem tra
cap AS thuc hién phuong phap kiém tra cap AS theo diém bét ky trong sb cac
diém 1 dén 16.
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