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(57) Sang ché d cap dén phwong phép kich hoat khéa tir xa sir dung mét m3 véi co ché xac
minh hai chidu gifra chia khoa va 6 khéa, va hé théng thuc hién phuong phap nay. Trong do,
chia khéa va & khoa cing giai ma cong thirc ham bam dé x4c minh mat m3 trudce khi thuc hién
16nh diéu khién. Ngoai ra, phirong phap kich hoat khéa tir xa sit dung mét ma cia sang ché con
bao gdm ché d6 ngin chin tin cong mét ma theo thoi gian bing cach ting thoi gian tiép nhin

lénh phét tir chia khoa theo mdi 13n sai mat ma.

Hinh 1

Buéc 1: chia khoa giri di goi tin cho 6 khéa dé kich hoat 6
khoa chira hai tham s6: m3 1énh diéu khién va ma s6 dinh
danh cua chia khoa

Budc 2: khi nhén dugc goi tin kich hoat cua chia khoa, b khoéa
xuét ra mdt tham s6 ngdu nhién bat ky khoéng tring ldp giita
céc lan kich hoat va giri qua giao thitc khong day t6i chia khoa

Budc 3: chip xir ly trén & khoa thyc hién giai ma ham bam
hash tir bén thanh phin: tham sé ngiu nhién c6 dugc tir Bude
2; ma 1énh didu khién; ma s dinh danh cia chia khoa; va
tham s6 mat m3 dé thu dugc con s6 da gidi ma

Budc 4: chia khoa nhan dugc con sb ng?lu nhién ma 4 khoa tao
ra tai Budc 2, nap vao chip xit 1y trén chia khéa va thuc hién
viéc giai ma theo cong thitc ham bam hash nhw néu tai Bude 3
d8 thu dwoc con s6 ma hoa

Bude 5: O khoa nhan két qua giai ma do chia khéa giri, va so
sanh v6i két qua gidi ma ma  khéa da tinh trude d6

Hai két qua khép nhau Hai két qua khéng khép nhau

chip xir Iy trén 6 khoa Iénh cho co
cAu chip hanh thyc hién Iénh diéu
khién dugc phat boi chia khéa, didu
chinh thoi gian tiép nhan 1énh tir chia
khéa cho 13n kich hoat tiép theo v&
thoi gian tiép nhan 1énh tir chia khéa
t6i thiéu dinh truéc

chip xtr 1y trén 6 khoa khong thuc
hién 1énh diéu khién, ting thoi gian
tiép nhén 1énh tir chia khéa cho mbi
14n m 15i cho dén khi dat dén thoi
gian tiép nhan 1énh tir chia khéa tbi
da dinh trudc @ chéng tAn cong vét
can
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Linh vuec k§ thuat dwee dé cap

Sang ché d& cap dén phuong phép kich hoat khéa tir xa st dung mét ma véi co ché xéc
minh hai chiéu gifra chia khéa va 6 khéa, va hé thong thuc hién phirong phap nay. Phwong phap
va hé théng trén dugc 4p dung trong céac linh vuc k¥ thuat: khoa diéu khién tir xa bing song
danh cho céc loai ctra nhu: cira ra vao, cua cubn, giéng troi, céng, cira sb, cira truot,. ..; khoa
didu khién tir xa bang séng danh cho phuong tién giao thong: & t, 0 td dién, xe may, xe may
dién, xe dap dién...; bd didu khién kich hoat tir xa bing séng danh cho céc thiét bi dién c6 vi
tri lap dat khong thuan loi cho viéc didu khién tryc tiép; bo didu khién kich hoat tir xa bing
séng danh cho céc thiét bi dién c6 vi tri lép dit trong moi truong khéng cho phép viéc diéu
khién truc tiép, vi du: moéi treong phong xa, mdi trudng O nhidm sinh hoc; bd diéu khién kich
hoat tir xa bing séng vo tuyén danh cho: cac thiét bi kich hoat cAn ddm bao an toan va tranh sai
s6t, vi du: thiét bi kich nd khai mé,...; tmg dung thiét bi bdo trém; wng dung thiét bi thé dinh
danh; ding dé thay thé cho cac loai ma cb dinh; ding dé hay thé cho loai ma nhay (MicroChip
KeelLog). Cac 1énh c6 thé 1a: dong, mé, bat dau, dimg lai, huy bo, hen gio,...

Tinh trang k§ thuit ciia sing ché

Phurong phap kich hoat khoa st dung mét ma da duoc sir dung tir 1au. Mgt trong nhitng
hé mé phd bién ctia phurong phép nay ma nhay (Rolling Code). Ra doi vao nam 1993, ddy 1a he
mi ¢6 tinh bao mét cao, trong d6 mdi 14n kich hoat thi thuét toan s& tao ra mot ma khic nhau
va khong trung nhau. Tuy nhién, ma nhay tdn tai 16 hong bao méat cho phép ké xAu c6 thé khai
thac, da dugc Samy Kamkar — mdt chuyén gia bdo mat cong b6 va trinh dién demo tai hoi nghi

DefCon23 niam 2015 tai Paris.

Hién nay, thim chi viéc “danh chia khoa 6 t6” dugc rao cong khai trén mang, nhung
khong dugc chinh hing hay co quan nha nudc c6 thdm quyén kiém soat, chic chin ring cac
thiét bi ma “tho 1am khéa” stt dung dé danh chia 1d mot dang “keygen” c6 thé bé gay hé thong
mAt mi cua cac hiang xe, va thong tin vé mi d6 c6 thé dugc lru lai va sir dung cho muc dich

khac vé sau.

Truéc khi hé théng ma nhay Rolling Code ra doi, phai ké dén mot sé hé ma duoge sir
dung rong rai nhu 13 lya chon ré hon cho nguoi sir dung nhu Fix Code — hé ma dugc dat cb
dinh bao mat bing mach ctrng (chuyén mach, han...) sit dung cac IC chuyén dung nhu PT226x

/ PT227x, ... hodc Learning Code — hé mi cho phép 6 khéa hoc mau cua chia khéa véi sb bit
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m4 ho4 16n hon nén kha ning bao mét cling cao hon, tuy nhién c6 thé bi sao chép dé dang, hoic

c6 thé bi tan céng vét can toan by dai ma dé dang, do dic tinh cd dinh cila ma.

Ngoai ra, mét s6 loai khéa thong minh méi (SmartKey) gap phai tinh hudng: néu 6 khéa
nh4n hang loat va lién tiép nhidu lénh kich hoat sai mat ma hodc cac géi tin réc, c6 thé khién
cho & khéa bj treo, tirc 14 roi vao trang thai hoat dong khong binh thudng, vi du: khong thé nd
méy xe. Trudng hop niy duoc goi I thn cong tr chdi dich vu (DDoS).

Céc thé hé khéa cii déu c6 chung co ché giao tiép mot chibu. Tic 13, chi cé chia khéa
phat di mat mé, 6 khéa nhan dugc mat ma va kiém tra, néu ding ma 12 ghi nhan, mét ma c6 thé
dugc sinh ra tir cac ham sinh m3 khac nhau tir don gidn dén phirc tap. Phuong phap hoat dong
dua trén gid dinh ring: chi c6 chia khéa da ghép v6i 6 khéa méi cé thé phat di mit ma ding,
ma khéng c6 co ché xac minh lai, chinh 1 diém yéu rt Ion vé bao mat khién mét mé c6 thé b
sao chép. Mat khac, cac ham ma thudng sir dung c6 mot sb dic tinh toan hoc riéng, nhur 13 gia
ngAu nhién, nhim myc dich chéng lai tAn cong théng ké, vi cAn c6 cac ham du don gian dé tich
hop vao phin cimg. Tuy nhién, s6 lwrong cac ham nhu vy khong c6 nhiéu va chinh vi viy ngudi

ta c¢6 thé thuc hién khao sat va tim nguoc lai ham sinh m3 d3 sir dung.

Do d6, c6 nhu cau dé gidi quyét cac van d€ néu trén, va dé xuat phuong phap kich hoat
khéa tir xa sir dung mat mi v&i co che xac minh ma cai tién gitp ngén chan hanh vi sao chép,
bé gdy va truy tim ham sinh mé — co s& cho viéc 16 mét ma, tan cong va d6t nhép, c6 thé c6 ché

d6 ngan chin tin cong mat ma theo thoi gian.
Ban chét ky thuat ciia sing ché:

Muc dich cta sang ché 13 ngin chin hanh vi sao chép, bé giy va truy tim ham sinh ma
—co so cho viéc 10 mit ma, tAn cong va dot nhép, déng thdi ngén chin su tAn cong mat ma theo
thoi gian.

D4 dat duge muc dich néu trén, sing ché dé xuét phuwong phap kich hoat khoa tir xa st

dung mat ma gom cac budc sau:

Bu6c 1: Theo Iénh ciia ngudi ding, chia khoa giri di goi tin cho 6 khéa dé kich hoat &
khoa chira hai tham s8: ma 1énh diéu khién va ma s§ dinh danh cta chia khoa.

Trong d6, 1énh didu khién c6 thé 1a bat ky 1énh ndo duoc gan cho tir khéa quy uée va
gia tri tuong tmg dugc thiét k& sao cho tap hop cac gia tri cia né va tap hop cic gia tri dao bit
cua né khong giao nhau, va mi s6 dinh danh cua chia khéa do nha sén xudt san phim sir dung

khéa dinh nghfia.
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Buéc 2: Nhin duge géi tin kich hoat cua chia khda, néu tham s6 dinh danh cua chia
khéa trong gbi tin giri cho 6 khéa khong khép véi tham s6 dinh danh dat trudce trén 6 khéa, hoic
chura két thic khoang thoi gian tiép nhan 1énh djt trudc, b khoa khong c6 phan img.

Néu tham sé dinh danh cta chia khéa trong géi tin giri cho 6 khéa khép véi tham s6
dinh danh @3t trén & khéa, chip xir 1y tich hop sin phan mém nhung trén 6 khéa xuat ra mét con
s6 nglu nhién bit ky khong tring Iip gifra cac 1an kich hoat trong thdi gian dinh trude.

Con sb ngdu nhién ndy dugc giri qua giao thirc khong day ti chia khéa.

Con s ngAu nhién nay ¢ @6 dai t6i thidu 24 bit, dwoc sinh ra ngiu nhién dya trén tham
s ky nguyén thoi gian va hing sb biéu thi kich thuéc khong gian sb sinh ngau nhién cho ham
sinh s& ngiu nhién.

Budc 3: Pdng thoi véi viée san sinh ra con s6 ngu nhién tai budc 2, chip tich hop trén
b khoa thuc hién gidi mi theo ham bam hash bao gdm bén thanh phan: con s6 nghu nhién c6
duogc tir Budce 2; mi 1énh diéu khién; ma sb dinh danh ctia chia khoa; va tham 6 mat ma.

Trong d6, tham $6 mat m3 dugc tinh theo ham bim cAu thanh tir ba thanh phﬁn: tham
s dinh danh cua chia khoa do nha san xuat san phim st dung khéa dinh nghia, tham s6 do nha
san xuAt khéa dinh nghia, va ma PIN 12 chudi s ngiu nhién do hé théng ty dong sinh ra mdi
khi nguoi ding ra 1énh thiét 1ap.

Két qua ciia Budc 3, 8 khoa thu dugc mdt con s da dugc gidi ma.

Budc 4: Chia khéa nhin duge con sb ngiu nhién ma 6 khéa tao ra tai Budc 2 bang giao
thirc khong day, nap vao chip xit ly tich hop trén chia khéa va thuc hién viéc giai ma theo cong
thitc ham bam hash nhu néu tai Budc 3, két qua giai mi thu dugc con s6 ma héa, néu khong c6
sai s6t ndo trén dudng truyén, con sd nay s& khép véi con s6 ma 6 khoéa thu dugc tai Budce 3,
sau d6, chia khéa giri thong tin v& két qua giai ma qua giao thirc khong day t6i 6 khoa trong
khoang thoi gian dinh trude.

Buéc 5: O khéa nhan két qua gidi ma do chia khéa giri, va so sanh véi két qua gidi ma
ma § khoa da tinh truéce d6.

Néu hai gié tri tring khép, chip xit Iy trén 8 khéa lénh cho co cu chép hanh thyc hién
1énh didu khién duoc phat béi chia khéa, ddng thoi didu chinh thoi gian tiép nhan 1nh tir chia
khéa cho 14n kich hoat tiép theo v& thoi gian tiép nhan 1énh tir chia khoa t61 thidu dinh trudc.

Néu hai gia tri khong khép nhau hodc khong nhin duoc phan hdi trong vong khoang
thi gian dinh truéc, chip xi 1y trén 4 khéa khong thyc hién lénh diéu khién, ddng thoi ghi nhin
d6 13 mot 1An mo 131 va tang thoi gian tiép nhan 1énh tir chia khéa cho mdi 1An mé 18i cho dén
khi dat dén thoi gian tiép nhan 1énh tlr chia khéa t6i da dinh trudc dé chdng tdn cong vét can.

Hé théng thuc hién phuong phap kich hoat khoa tir xa sir dung méat mi theo sdng ché

gom:
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Chia khoa, bao g(“)m cac nut bAm, mdi nit bAm tuong Ung v&i mot 1énh nhu mé, dong,
Ién, xuéng,. ..; mdt nut bAm dé cai dit ma PIN; b phén phéat séng v tuyén; bd phéan thu séng
va chip xtt Iy ¢6 chira phan mém nhiing dé thirc thi viéc gidi ma theo cong thirc d3 duoc cai dat

trudc; nguén dién. Ngoai ra, chia khoa c6 thé bao gdm thém: man hién thi dén, chép dén, MCU.

O khoa, trén d6 c6 bd phan phat séng; bd phan thu séng v tuyén va chip xir Iy ¢6 chira
phin mém nhing dé thuc thi viéc ma héa va gidi ma theo cong thitc d3 dugc cai dat trudc; co
cAu chap hanh 1énh tir chip xir 1y; ngudn dién. Ngoai ra, 6 khéa c6 thé bao gbém thém: cong phu
trg dé két ndi nut bAm déng/mé bing tay c6 thé kich hoat bang ma PIN; man hién thi dén, chép
dén hoac man LCD c& nhé dé hién thi théng tin; loa hodc coi bao; céng két ndi mddun wifi §é

m6 rong két n6i voi smartphone, mddun phu tro.

Trong d6, cong thirc cai dat trudc trong phin mém nhing dé giai ma trong chia khéa

tring voi cong thire cai dét trude trong phin mém nhing dé giai ma trong 6 khoéa.

Chia khéa va 6 khéa dugc ddng bé v6i nhau béi tham sé mit ma duge tinh theo ham
bam cAu thanh tir ba thanh phin: tham sé dinh danh ciia chia khéa do nha san xuét san phim sir
dung khoéa dinh nghia, tham s6 do nha san xut khéa dinh nghia, va ma PIN 14 chudi sé ngiu
nhién do hé théng tu dong sinh ra mdi khi ngudi ding ra 1énh thiét 14p.

M ta vén tit cac hinh vé

Hinh 1. 13 lru @5 minh hoa phwong phap kich hoat khéa tir xa sir dung mat ma theo
phuong 4n clia séng ché.
M ta chi tiét sang ché

Sau day, sang ché s& dugc mé ta chi tiét v&i cac vi du kém theo. Phuong 4n thuc hién
sang ché sau day dugc dua ra lam vi du nham muc dich boc 16 toan bd sang ché véi nguoi co
hiéu biét trung binh trong linh vuc k¥ thuét tuong tmg. Tuy nhién, cac vi du khong lam gi6i han
séng ché. Sang ché bao gdm tht ca cac bién thé, cac phép twong duong va cac lya chon thay thé

thudc tinh thin va pham vi cia sang ché.

Cén phai hiéu ring, néu khong c6 chi din khéc, c4c thuat ngit dugc ding trong ban mé
ta nén duge hidu 12 d4 duoc nguoi c6 hidu biét trung binh vé linh vuc k¥ thuat nay hiéu 16 va
str dung rong rai. Cac thult ngir dugc sir dung trong ban mo ta sang ché 12 nham muc dich mé
ta4 cac phuong 4n cu thé va khong phai 1a dé gi6i han. Céc thuat ngit nhu random_token,
Keyword, KeyID/ SerialNumber, CypherKey, MasterKey, PIN dugc ding dé phan biét cac

tham s6 mat ma khac nhau va khong 1am gidi han sang che.
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Theo mdt phwong 4n cua sang ché, phuong phép kich hoat khoa tir xa sir dung mat mé
la giao thirc hai chiéu giita chia khoa va 6 khoa, duoc thuc hién dudi dang séng vo tuyén tan s
RF.

Phuong phép kich hoat khéa tir xa sir dung méat ma cua sang ché dugc thuc hién thong

qua hai thanh phén chinh, gdm chia khéa va & khéa.

(i) Trén chia khéa c6 cac nit bAm, mdi nit bAdm trong tng v6i mot 1énh nhu mé, dong,
1én, xuéng,...; mot nut bam dé cai dit ma PIN; bd phan phét séng vo tuyén; bd phén thu séng
va chip xir Iy ¢6 chita phin mém nhiing d thyc thi viéc giai ma theo cong thirc da dugc cai dat
truéc. Cong thirc cai dit truée trong phan mém nhing dé giai ma trong chia khéa tring véi
cdng thuc cai dat trudce trong phin mém nhiing dé giai ma trong b khoéa;

(i) Trén 8 khéa c6 bd phan phat séng; bd phan thu séng vd tuyén va chip xit ly c¢6 chira
phin mém nhiing & thuc thi viéc ma héa va giai ma theo cong thirc d4 dugc cai dat trudc; co
cAu chdp hanh 1énh tir chip xir ly. Cong thirc cai dat trude trong phin mém nhiing & gii ma
trong 6 khéa tring véi cong thirc cai dit trude trong phin mém nhing dé gidi ma trong chia
khoa; -

Chia khéa va & khoéa dwoc ghép cip va ddng by v6i nhau boi tham s6 méat mi
(CypherKey) dugc tinh theo ham bam cAu thanh tir ba thanh phin: tham s6 dinh danh ctia chia
khéa do nha san xuét san phdm sir dung khéa dinh nghia (KeyID hay SerialNumber), tham s6
do nha san xuét khéa dinh nghia (Masterkey), va chudi s6 nghu nhién do hé théng tw dong sinh
ra mdi khi ngudi ding ra 1énh thiét Iap (ma PIN). Ham sinh ma dugc st dung 13 ham SHA, con
dugc goi 1a ma héa mot chibu, do d6 viéc thu thap cic ban ma khéng gitip ich cho viéc tim
nguoc ra cac tham s6 da st dung dé sinh ma.

Theo mdt phuong an uu ti€n, tham $6 mat mi CypherKey duogc xdy dung tir ham bam
SHA1 v6i ba tham sd trén, c6 cong thitc nhu sau:

SHA1 (MasterKey, SerialNumber, PIN)

Trong do6:

- Masterkey 13 tham s do nha san xudt khéa dinh nghia;

- KeyID hay SerialNumber 1a tham s§ dinh danh cua chia khéa do nha san xuat san
phém st dung khoa dinh nghia, c6 thé 13 nha san xuAt 6 t6, nha san xut cira cubn,... hoic bét
ky nha san xuét thir ba nao khic dé phuc vu viéc quan ly, va khong bi giéi han d6 dai cia day

I4
A

s0;

- M2 PIN (personal id number) 13 chudi s6 nghu nhién duoc hé théng ty dong sinh ra
va thdng nhét giira 6 khéa va chia khéa mbi khi ngudi dung ra 1énh thiét 1ap. Nguoi ding c6
thé tiy ¥ dat lai ma PIN bang cich bim vio mdt niit twong tmg trén chia khoa. Khi d6, b xir
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ly trén chia khéa s& xut ra mdt m3 s6 ngiu nhién va giri dén 6 khoa @8 Iuu trir va cing sir dung
chung. Theo phuong 4n cua sang ché, nguoi dung chi ra 1énh thiét 1ap ma PIN ma khong dugc
thong bdo ma PIN.

Trong d6, Coéng thitc tao ma PIN la:

Trudng hop thiét ké hé théng ngudi ding khdng can nhé ma PIN:

PIN = [PO - Ppin_lengh]

Pi = random(0-255) v&i moii= 0 =>pin_lengh

pin_lengh: do dai cia ma PIN, c6 thé rat dai,

Theo modt phrrong 4n wu tién, PIN dai 112 byte, va ngudi st dung khong can nhé ma
PIN, nén khong can Iuu trit lai mé PIN;

Trudng hop thiét k& hé théng ngudi dimg ¢6 thé cAt va huu trit mi PIN cho cic myc dich diéu
khién khéc:

PIN = [PO - Ppin_lengh]

Pi = random(‘a’-‘z’, ‘A’-‘Z’, ‘0’-‘9”) v4imoi i= 0 => pin_lengh

pin_lengh: d9 dai ciia PIN, c6 thé rat dai,

Theo mdt phuong an vu tién khac, PIN dai 256 ky tu gdm sd va chir c6 phan biét viét
hoa va viét thuong; viéc in ma PIN ndy ra ngoai @8 luu trix yéu cAu phirong phap bao mit riéng
cho viéc hru trit do dé dat duoc bao mat tdi da, va khong thudc pham vi cia sang ché nay.

Vi du vé cong thirc tao CypherKey véi tham s6 cu thé:

MasterKey = “56464e4c48105feedd10b652520b6bdcd0ad66b0”

SerialNumber = “0123456789 ABCDEF”

PIN = “42efda2d63c5b28d827b5173722185568¢076522”

Khi do:

CypherKey = SHA1(MasterKey, SerialNumber, PIN)
= SHAI(

“56464e4c48105feedd10b652520b6bdcd0ad66b00123456789 ABCDEF42efda2d63c5b28d82
7b5173722185568e076522”)
= “c677474d4adf3bcc2d7f2d41566462ae3dd47d72”
Tuy nhién, sang ché khong bi giéi han tai day. C6 thé str dung c4c ham s6 méi hon nhim

dat mirc d6 bao mét cao hon, nhu ham SHA3 hodc ham Keccak véi s6 bit 16n hon.

Sang ché duoc thuc hién theo céc budc sau:

6
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Bude 1: Theo lénh ciia ngudi ding, chia khoéa giri di gbi tin cho 6 khéa @€ kich hoat 6
khoda, 1énh d6 chira hai tham s6: ma 1énh cAn kich hoat (d6ng, mé, dimg....), con goi 14
Keyword, va mi s6 dinh danh cta chia khéa, con goi 1a KeyID hodc SerialNumber. Cu thé:

- Keyword Ia mi 1€énh can kich hoat, ding dé phén biét cac lénh can thuc hién. Sang ché
khong gi6i han s6 hrong ma 1énh d6i da.

- KeyID hoac SerialNumber 13 ma s dinh danh ctia chia khéa, do nha san xuét san phim
str dung khoa dinh nghia.

Theo mdt phuong an wu ti€n, goi tin kich hoat dugc bidu din bing ham sé nhur sau:

[Keyword][KeyID]

Trong d6, Keyword c6 thé 13 bit ky lénh nio dwoc gén cho tir khéa quy ude va gia tri
tuong tg, mién 13 Keyword dugc thiét ké sao cho tap hop céc gia tri cia né {Keyword} va tap
hop cac gia tri ddo bit chand {~ Keyword} khong giao nhau nhim t6i vu héa viée xir 1y théng
tin & Budc 2. Vi du vé Keyword nhir dugc thé hién thé hién trong Bang 2:

Bang 2: Vi du vé& Keyword

Tén Tiwr khéa Gia tri Ghi chi
Ciing c6 thé mang y nghia 1a:
Doéng CLOSE 0xDO
Huy kich hoat, hiy bod
Ciing c6 thé mang ¥ nghia 1a:
M¢é OPEN 0xEO o
kich hoat, bat dau
Dumng STOP 0xCO0
Lén UP 0xBO
Xudng DOWN 0xA0
Trai LEFT 0x90
Phai RIGHT 0x80
biat ma SetPIN 0xFE

Cin luu ¥ réng, bang vi du trén khong gi6i han sb lugng céc 1énh ciing nhw tir khéa va

gia tri tuong Gng cua lénh.
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Theo mdt phurong an cua sdng ché, khi ngudi ding chon 1énh M#, khi d6, géi 1énh dugc
phat di c6 thé 1a: “E0000001”

Trong d6: M¢ = “E0”, KeyID = “000001”

Buéc 2: Khi nhan dugc géi tin kich hoat cta chia khoéa, néu ma s6 dinh danh ctia chia
khéa trong géi tin giri cho & khéa khong khép véi ma sb dinh danh dit trude trén & khéa, hodc
chua két thuc khoang thoi gian tiép nhan 1énh @3t truée Tprotect, b khoa khong c6 phan tng.

Néu m3 sé dinh danh ctia chia khéa trong g6i tin giri cho 6 khéa khép véi mi sé dinh
danh d3t trude trén & khoa thi chip xir Iy tich hop sin phdn mém nhiing trén 6 khéa xuit ra mot
tham s6 ngiu nhién random token bat ky khong tring lip gifta cac lin kich hoat.
Random_token dugc gui qua giao thirc khong day t6i chia khéa trong thoi gian tiép nhan 16nh
Tprotect dat trudc.

Vi du, néu Tproteet = 500ms, thi sau 500ms k& tir khi 1énh dugc phat, ma sé dinh danh
trong gbi tin khép véi ma sé dinh danh trén 8 khéa thi 6 khéa s& phan tng.

Con sb ngau nhién random_token c6 do dai t4i thiéu 24 bit, duogc sinh ra dya trén tham
s6 ky nguyén thoi gian epoch_id va hing s epoch_size bidu thi kich thuéc khong gian s6 sinh
ngu nhién cho ham sinh s6 ngau nhién.

Theo mdt phwong 4n ctia sang ché, cic random_token dugc sinh ra khong tring nhau,
do viéc chia mdi ky nguyén (epoch) 12 mdt ngady sir dung, epoch_id duge danh s6 tir 0-4095
twong tmg v6i 12 bit st dung va danh s6 dugc cic ngay trong hon 11 ndm ké tix ngdy bét dau
sir dung, v6i token_lengh = 64 bit, epoch_size con lai 64 - 12 = 52 bit, tirc 12 cac gia tri tir 0 dén
253.1, 1a khong gian sé sinh ngiu nhién cho ham sinh s§ ngau nhién.

Cong thirc dé tinh random_token nhu sau:

random_token = epoch_id * epoch_size + random(epoch_size)

Trong d6, tham s epoch_id 13 s6 hiéu ky nguyén thoi gian

tham s epoch_size 13 mdt hing s, biéu thi khong gian s6 sinh ngiu nhién cho ham
sinh s& nghu nhién, cu thé 12 kich thuéc con lai cua khong gian sb danh cho token sau khi d&
chia theo cac ky nguyén.

Vidu:

token_lengh = 64 bit; chia thanh 4096 = 2'? ky nguyén (epoch) mdi ky nguyén 13 mot
ngay

epoch = 127, tic 14 ngay thir 127 ké tir ngay hé thdng di vao hoat dong

epoch_size = 206412 =252

random_token = 127 * 2% + random(0 => (2% - 1))
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vi du = 0x07FCC157341A7556]uex = 575547432677045590|pec Theo phurrong an nay,
chi cAn mot bd nhé rat nho, vi du hru duoc 256 13n bam nut trong mdt ngay, khi chia ky nguyén
theo ngdy, ma khong 1am suy gidm su an toan cia mét ma.

Thuét toan trong cong thirc néu trén khong han ché sb bit t6i da clia random_token, tuy
nhién nén lya chon d6 dai cho random _token theo nang luc xir Iy clia hé théng; tAn sult str dung
theo ky nguyén quy dinh dung hrong bo nhé can c6 dé Ivu trit cac token d3 dugc st dung trong
ky nguyén nhim tranh bi tin cong thu thap tir dién.

Buéc 3: Con sb ngiu nhién tai Buéc 2 ciing duge guri qua giao thirc khong day téi chia
khoa.

Trén 6 khéa, tham sb ngiu nhién dugc dua vao chip tich hop trén b khoa dé giai ma theo
Ham bam hash duoc x4y dung tir ham bdm co s6 12 mot ham m3 héa bat dbi ximg, c6 thé 1a bét
ky trong cac loai m3 ndo sau day: MD5, SHA1, SHA2, SHA3 (hay con goi la Keccak512) va
cac phan hé ma Keccak khéc.

Ham bam hash nay bao gdm bbn thanh phin: tham s6 ngiu nhién random_token c6
duoc tir Bude 2; ma énh didu khién (Keyword); mi s6 dinh danh cta chia khéa (Key ID hoic
SerialNumber); va tham s6 mat ma (CypherKey) da dugc giai thich truée do.

Trong mdt phurong an wu tién, ham bam néu trén dugc thé hién dudi dang cong thirc
nhu sau:

hash(random_token, Keyword, KeyID, CypherKey)

Vi du vé cau d6 ham bam vé&i tham s6 cu thé véi 1énh mé Keyword = EO:

random_token = 0x07FCC157341A7556[nex

Keyword = M¢ = “E0”, KeyID = “000001”

CypherKey = “c677474d4adf3bcc2d7£2d41566462ae3dd47d72”

Khi d6, ham bam hash_lock do $ khoa tinh dugc tinh nhu sau:

hash_lock = SHA1(“07FCC157341A7556”, “E0”, “0000017,
“c677474d4adf3bcc2d712d41566462ae3dd47d72”)

= “d0fbabadc7b617f8e7c1eb6275287ae26190d064”

Két qua cua Budc 3, 6 khoa thu dugc méot con s6 da duoc giai ma.

Budc 4: Chia khoa thu nhan dugc con s6 ngau nhién ma b khoa tao ra tai Budc 2, nap
vao chip xir 1y tich hop trén chia khéa va thyc hién viéc giai mi theo cong thirc hAm bam hash
nhu néu tai Bude 3. Két qua giai ma thu dugce con s6 m3 héa, néu khong c6 sai sot ndo trén
duong truyén, con sb nay s& khép vai con s6 ma 6 khoa thu dugc tai Budce 3. Sau dé, chia khoa
giri thong tin vé két qua gidi ma qua giao thirc khong day t6i b khoéa trong khoang thoi gian
dinh trudc Tanswer
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Vi du vé chu tra 161 him bam hash_key do chia khda tinh khi kich hoat 1énh mé:
Vidu a:

T4t ca cac tham s§ khép nhau:

random_token = 0x07FCC157341A7556|uex

Keyword = Mg = “E0”, KeyID = “000001”

CypherKey = “c677474d4adf3bcc2d712d41566462ae3dd47d72”
Tirc 14 nhan diing random_token, 1énh m& “E0”, chia khéa c6 KeyID “000001”

Khi d6, ham bam hash key do chia khoa tinh dugc tinh nhur sau:

hash_key = SHA1(“07FCC157341A7556”, “E0”, “0000017,

“c677474d4adf3bcc2d72d41566462ae3dd47d72”)
= “d0fba6adc7b67{8e7c1eb62752872e26£90d064”
La mot két qua ding.

Vidub:

KeylID/SerialNumber ctia chia khéa khong khép véi b khoa:

random_token = 0x07FCC157341A7556uex

Keyword = M¢ = “E0”, KeylID cta chia kh6a dung = “000001”

CypherKey = “c677474d4adf3bcc2d7f2d41566462ae3dd47d72”
Tirc 13 nhén ding random_token, yéu cau mé “E0”, nhung chia khoa tra 161 c6 KeyID “000002”.

Khi d6, ham bam hash key do chia khéa tinh dugc tinh nhu sau:

hash key = SHA1(“07FCC157341A7556”, “E0”, “000002”,

“c677474d4adf3bcc2d72d41566462ae3dd47d72”)

= “1f515d2cdd44d27bcdb948523a03b8b983554110”
La mot két qua sai.

Tinh hubng nay c6 thé x4y ra khi ai d6 dinh gia mao chia khoa c6 KeyID = “000001”.
Viduc:

M3 1énh khong khop:

random_token = 0x07FCC157341A7556|uEx

Keyword = DPong = “D0”, KeyID = “000001”

CypherKey = “c677474d4adf3bcc2d7f2d41566462ae3dd47d72”
Tirc 13 nhan dang random_token, chia khéa c6 KeyID “000001”, nhung ma Iénh 12 Péng “D0”.

Khi d6, ham bam hash key do chia khoa tinh duoc tinh nhwr sau:

hash_key = SHA1(“07FCC157341A7556”, “D0”, “0000017,
“c677474d4adf3bcc2d712d41566462ae3dd47d727)
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=“c17977e5696£3191286111ee3403077dd8186467”
La mot két qua sai.

Tinh hudng ndy c6 thé xay ra khi ai 6 dinh gi2 mao ma 1énh bang cach sao chép ham
bam ciia 16nh Déng va thay thé bang 1énh Mé.
Vidud:

Tham s6 méit m3 CypherKey khong khép:

random_token = 0x07FCC157341A7556|uEx

Keyword = M¢ = “E0”, KeylD = “000001”

CypherKey = “c677474d4adf3bcc2d7f2d41566462ae3dd47d72”

Tirc 13 nhén ding random token, yéu ciu mé “E0”, chia khéa c6 KeyID “000001”,
nhung CypherKey 12 1 s6 khac, vi du:

CypherKey = “c677474d4adf3bcc2d7f2d41566462ae3dd47d73”, tirc 13 chi sai khac
mdot chut.

Khi @6, ham bim hash key do chia khéa tinh dugc tinh nhu sau:

hash_key = SHA1(“07FCC157341A7556”, “E0”, “000001>,
“c677474d4adf3bcc2d72d41566462ae3dd47d727)
=“f166b36c516545¢cf5cd164b25adc28115e8ce862

La mot két qua sai.

Can Iuu ¥ rang, cic vi du trén dugc xem xét v6i cac con sO biu dién dudi hé Hexa trong
mién xau ky tu, 1a mién biéu thi dugc dudi dang van ban. Trén may tinh va cdc con chip, cac
s6 nay duoc hru vio 6 nhé & dang tiet kiém 6 nhé hon. Tuy nhién, séng ché khong bi gidi han

tai day.
Vidu: CypherKey = “c677474d4adf3bcc2d7f2d41566462ae3dd47d72”

14 dang xAu ky tu, biéu dién bang 40 ky ty, trong may tinh dugc hru béng mot con sd
160 bit tirc 1a 20 6 nhé 8 bit.

Buéc 5: O khéa nhan két qua giai ma do chia khéa giri, va so sanh véi két qua giai ma
ma 6 khéa da tinh trude d6.

Néu hai gid tri tring khép, chip xir 1y trén 6 khéa 1énh cho co cAu chdp hanh thuc hién
1énh dugc phat bdi chia khoéa.

Theo mét phuong 4n cua sang ché, néu gia tri tring khép, chip xi Iy diéu chinh thoi
gian tiép nhan 1énh tir chia khoa Tprotect cho 14n kich hoat tiép theo vé thoi gian tiép nhin 1énh
tir chia khéa i thiéu dinh trudc Tprotect min, tC 12 Tprotect = Tprotect min.

Vi du, néu Tprotect = 500ms, Tprotect_min = 500ms, thi khl dﬁng Ch]‘.a khéa, Tprotect = 500ms
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Néu hai gi4 tri khac nhau hogc khong nhan dugc phén héi trong vong khoang thdi gian
dinh truéc Tanswer, chip xit 1y trén & khoa khong thuc hién 1énh diéu khién, dong thai ghi nhan
d6 13 mot 1An mé 16i.

Ctr mdi in mé 13i, chip xtt 1y ting thoi gian tiép nhén 1énh tir chia khéa Tyrowect 4 chong
t4n cong vét can. Trong mot phuong 4n wu tién, thoi gian tiép nhan 1énh Tprotect & ting thém 01
gidy (s) sau mdi 1An m& 18i cho dén khi dat dén thoi gian tiép nhan 1énh tir chia khéa t6i da dinh
tredc Tprotect_max, tIC 18 Tprotect = Tprotect_max.

Vi du, néu Tprotect = 500ms, Tprotect_ max = 10s, thi v6i mdi 1n sai chia khéa, Tprotect & ting

thém 1S ChO tdl khl Tprotect = 105.

Vi du, néu tra 16i sai cAu d ma hoa 10 1an s& khién mdi 1An nhap sau d6 chi duge tiép
nhén sau 10s, trong khi tin cong vét can BruteForce ma SHA256 da rat khé va hau nhur 13 khéng

thé, thi v&i Tprotect = 10s thi viéc tan cong con khé khan hon.

Hé théng thuc hién phwong phap kich hoat khéa tir xa st dung mét ma theo phurong 4n

cta sang ché gom:

Chia khéa, trén d6 c6 cac niit bAm, mdi nit bAm tirong tmg véi mot 1énh nhu mé, déng,
1én, xuéng,. ..; mdt nut bAm dé cai dat ma PIN; bd phén phat séng vo tuyén; bd phén thu song
va chip xit Iy c6 chita phin mém nhiing dé thuc thi viéc giai ma theo cong thitc da dugc cai dat
trudc; nguén dién. Ngoai ra, chia khoa co thé bao gém thém: man hién thi dén, chdp deén,

MCU,...

O khéa, trén d6 c6 bd phéan phat séng; bo phan thu séng vo tuyén va chip xtt Iy c¢6 chira
phin mém nhiing dé thuc thi viéc mi héa va giai ma theo cong thirc da dugc cai dit trudc; co
cAu chap hanh 1énh tir chip xi 1y; ngudn dién. Ngoai ra, thiét bi 6 khéa c6 thé bao gdm thém:
cdng phu tro dé két ndi nit bAm déng/ma bang tay c6 thé kich hoat bang ma PIN; man hién thi
dén chép, dén hode man LCD & nho dé hién thi thong tin, loa hodc cdi bao, cdng két nbi modun

wifi € mé rong két ndi véi smartphone, médun phy tro.

Cong thirc cai dat trude trong phan mém nhing dé giai ma trong chia khéa tring véi
cong thirc cai dat trude trong phin mém nhiing dé giai ma trong 6 khoa.

Chia khéa va & khéa dugc ghép cip va ddng bd v6i nhau boi tham sb mat ma
(CypherKey) dugc ciu thanh tir him bim véi ba thanh phin: tham s6 dinh danh clia chia khéa
do nha san xuét san pham sir dung khéa dinh nghia (KeyID ho3c SerialNumber), tham s6 do
nha san xuét khéa dinh nghia (Masterkey), va chudi sé nghu nhién do hé théng tw dong sinh ra
mdi khi ngudi ding ra 1énh thiét 1ap (PIN).
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Hiéu qua dat dwge ciia sdng che:

Sang ché gitip v6 hiéu héa hoan toan 15 héng bao mét ctia phwong thirc bio mat Rolling
Code dang méc phai. Do d6 phuong thirc nghe 1én 10i phat lai ma khéng c6 tac dung. Boi g,
mdi 1n chia khéa phét di géi tin kich hoat, & khéa déu sinh ra mot ma token nglu nhién va
khéng Tip lai, 1ap thanh cau d6 ham bam yéu ciu chia khéa phai tra 161 4 xac thyc. Néu 6 khéa
bi chin khong nhén dugc goéi tin kich hoat, hodc di nhén géi tin kich hoat va phat di cau hoi
nhung khong nhén duoc cu tra 101 trong khoang thoi gian dit trude, thi 1ap tirc giao thirc giita
chia khéa va & khéa bi hity bé. Tic 12 viéc ling nghe va luu lai thong tin trao ddi giita 6 khéa

va chia khéa khéng gitip ich dugc cho bén ling nghe nhim can thiép hay dot nhap sau nay.

Phuong phép ma séng ché dé xuét khién viéc gia mao chia khoa tré nén bat kha thi. Mbi
chia khéa du dong bd véi 6 khoa béi tham s6 mat m3, trong ban mb ta ndy goi 1a CypherKey.
Ham sinh m3 v6i tham sé CypherKey duoc sir dung 13 ham SHA, dugc phat minh dau nim
1993. Cac ham s6 nay con duoc goi 13 ma héa mot chidu. Tic 13 viée thu thap c4c ban ma khong
gitp ich cho viéc tim ngugc ra cac tham s6 da str dung dé sinh ma. Tic 14 ¢6 thé cong khai giri

di cic ban ma ma khong phai lo ngai ring s& bi 16 tham s6 mat ma CypherKey.

Chu triic ba thanh phin ciia CypherKey dam bao chu quyén ctia nguoi str dung. Boi PIN
12 mot sb rat dai, nhung nguoi s dung khong thé biét PIN, nén nha san xuét khoa va nha san
xudt san pham sir dung khoa khong thé tir v can thiép vao san phim d3 cung cip cho khach
hang. Cho du vi ly do nao d6 cac thanh phin ma do nha san xuét khéa va mi do nha san xuét
san pham sir dung khoéa bi 10, kha nang xam pham ciing khong thé xay ra. Cfing vi thanh phin

ma PIN dugc hé théng sinh ra ngu nhién, CypherKey khong thé bi tring lip gitta hai sin pham.

Viée sao chép chia khéa khi khong dugc ity quyén tir nha san xuét san phim sir dung
khéa ciing 14 khong thé. Béi I8, chu tric xay dung chia bao gom ba thinh phan cho phép phat
trién phin mém phan quyeén riéng biét, khong thé tly tién sao chép néu khong duoc cap phép.
Diéu nay con c6 thé cho phép nha nude thiét 1ap mot co quan chuyén trach kiém so4t c4c co 6,
dai Iy cung cip dich vu vé khéa.

Phwong thirc tn cong vét can BruteForce khong c6 tac dung boi: Vi tham $O Tprotect
duoc xem xét, viéc han ché thoi gian truy nhap lién tiép vao 6 khoa véi thdi gian Tprotec: dAn tir
Tprotect min dén Tprotect max €6 tic dung nhu mot tuong lra ngan chdn viéc thir lién tuc cac ma co
thé, viéc tin cong vét can khong gian ma tré nén kho khan vi tiéu t6n qua nhidu thoi gian.

Thong tin trong mdi giao thirc chi ding mot 1An va khong thé gia mao nén thn cong lién

tiép bang cac goi tin md phéng giao thirc chi c6 thé cho két qua sai, khi d6 co ché chéng tn
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cong theo tham s6 Tprotet dgc xem xét va vO hiéu héa tuong tu nhu viéc chong lai tan cong

BruteForce.

Phuong thirc tAn cng tir chdi dich vu DDoS khéng c6 tac dung bdi: voi viée kiém soat
g6i tin kich hoat, cac byte trong mot géi tin phai lién tiép nhau theo thoi gian, giup cho b khoa
loc bd dugc nhiéu khong xur 1.

Séng ché cho phép thiét ké phan citng chia khéa c6 thé hoat dong & ché do tiét kiém
ning hrong. M6t 1énh kich hoat ludn do phia chia khoa khéi xuwéng, cho phép chia khéa cé thé
dat trang thai ngu, 13 trang thai tiét kiém ning lugng t61 da, va chi thirc day hoat dong khi c6

tac dong tir ngudi st dung.

Phuong phap ma sang ché d& xudt khong bi suy gidm d¢ tin cdy theo thoi gian. Khac
vGi phuong thirc dc‘“)ng bo token ctia mot sd dang token sir dung déng hd dém thoi gian, viéc
ddng b token cia sang ché sir dung phuong phép truyén truc tiép qua séng. Khi st dung ddng
hd do thoi gian, mirc chi phi phit hop cho thiét bi dan dung thudng sir dung cong nghé dao dong
thach anh, cong nghé nay tich liiy sai s§ theo thoi gian c6 thé 16n t6i 1s sau 1 nim, tirc 13 nhanh
chéng dén ngudng mét ddng bo khi sit dung.

Phuong phdp ma sang ché d& xut c6 thd hoat dong trén nhiéu thiét bi khic nhau véi

cac tinh ning khic nhau d€ ra Iénh di€u khién tlr xa nham xac thwe.

Nho viée sir dung mi sira sai va giao thirc phat lai tin khi nhén sai, phuong phap ma
sang ché d& xuit cho phép thiét bi c6 thé hoat dong trong moi trudng cb nhiéu nhifu dién tir.
Phuong phép niy cé uu diém so véi phuong phap “phat lap lai nhidu doan ma” hién dang duoc
st dung trén nhiéu loai chia khéa & chd, trong mdi trudng binh thuong, chi can truyén mét 1an
14 chinh x4c dén dich thay vi truyén nhiéu lan khién cho chia khéa tidu tén ning hrong nhiéu
homn, va trong mdi trudng nhiéu, viéc giao tiép van dat hiéu qua tuong duong hodc cao hon so

v6i phurong phép phat lip lai nhiéu 1an.

Giao thire hai chiéu giita chia khéa va 6 khéa cia sang ché c6 thé cong khai, cong thirc
x4y dung ham hash véi cac tham sb c6 thé cong khai, c6 thé sao chép cach thuc hién theo cach
hop phép hodc bt hop phap, xong khong thé dung né dé xdm pham hé théng khoéa sir dung
phuong phap kich hoat khéa tir xa sir dung mat ma cla sang ché. Pay 13 mot khac biét rét 1on

so v6i thuét toan KeeLog cuia hang Microchip.
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YEU CAU BAO HOQ

1. Phuong phap kich hoat khoa tir xa sit dung mat ma bao gbm:

budc 1: theo 1énh ciia ngudi ding, chia khoa giri di g6i tin cho 6 khéa dé kich hoat &
khéa chira hai tham s6: ma 1énh diéu khién va ma sb dinh danh ciia chia khéa,

budc 2: nhdn duogc géi tin kich hoat ctia chia khda, néu ma s dinh danh cta chia khéa
trong goi tin giri cho 6 khéa khong khép véi ma sé dinh danh dat truée trén 6 khoa, hodic chwa
két thiic khoang thoi gian tiép nhén Iénh dit trude, 6 khéa khong c6 phan img,

néu mi s6 dinh danh cta chia khéa trong g6i tin giri cho 8 khéa khép véi ma sé dinh
danh dat trén 8 khéa, chip xir 1y tich hop sin phin mém nhiing trén b khoa xuét ra mot tham sb
ngAu nhién bat ky khong tring ldp giita cac 14n kich hoat,

tham s6 nglu nhién nay dwgc giri qua giao thirc khong day t6i chia khéa;

budc 3: ddng thoi, trén 6 khoa, chip xir Iy tich hop thuc hién giai ma theo him bam hash
tir bén thanh phdn: tham sé nglu nhién c6 durgc tir bude 2; ma 1énh didu khién; ma sb dinh danh
cua chia khéa; va tham 6 mat ma,

trong d6, tham s6 mat mi dugc tinh theo ham bam cAu thanh tir ba thanh phan: mi sé
dinh danh ctia chia khéa do nha san xuit san phim sir dung khéa dinh nghia, ma sé do nha san
xuét khéa dinh nghia, v mi PIN 14 chudi s6 nglu nhién do hé théng tu dong sinh ra mdi khi
ngudi dung ra 1énh thiét 1ap;

két qua cua budc 3, b khoéa thu dugc mdt con sb d3 duge giai ma;

buéc 4: Chia khéa nhan duoc con sé ngiu nhién ma 6 khéa tao ra tai bude 2, nap vao
chip xtr 1y tich hgp trén chia khoa va thyc hién viéc giai ma theo cong thirc ham bam hash nhu
néu tai budc 3, két qua giai ma thu dugc con s6 ma hoa, néu khong c6 sai sét nao trén duong
truyén, con sb nay s& khdp vdi con $6 ma 6 khoa thu duoc tai budc 3,

sau d6, chia khéa giri thong tin vé két qua gidi mi qua giao thirc khong day t&i b khoa
trong khoang thoi gian dinh trudc;

buédc 5: & khoa nhan két qua giai ma do chia khoéa giri, va so sanh véi két qua giai ma
ma 6 khéa da tinh trude do,

néu hai gia tri tring khép, chip xi 1y trén 6 khéa 1énh cho co ciu chdp hanh thuc hién
1énh diéu khién duoc phat béi chia khéa,

néu hai gia tri khong khép nhau hodc khdng nhin dugc phin hdi trong vong khoang
thdi gian dinh truéc, chip xir Iy trén & khéa khong thyc hién 1énh diéu khién.
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2. Phuong phép kich hoat khoa tir xa str dung méat ma theo diém 1, trong do tai budc 1, ma 1énh
didu khién c6 thé 13 bat ky 18nh ndo duge gin cho tir khéa quy udc va gia tri twong mg dugc
thiét k& sao cho tap hop cac gié tri cia n6 va tip hop cac gid tri dao bit ciia né khong giao nhau,

vA ma sb dinh danh cia chia khéa do nha san xuit san phim st dung khéa dinh nghia.

3. Phuong phap kich hoat khoa tir xa str dyng méat ma theo diém 1 hoic 2, trong d6 tai bude 2,
con s6 ngu nhién c6 d6 dai tdi thiéu 24 bit, duge sinhra ngau nhién dya trén tham s6 ky nguyén
thoi gian va hing s6 bidu thi kich thudc khong gian sé sinh ngiu nhién cho ham sinh s6 ngiu

nhién.

4. Phuong phép kich hoat khoa tir xa str dung mat mi theo diém bat ky trong sb cac diém tir 1
dén 3, trong d6 ham bim dugc sit dung c6 thé 13 bat ky ham s6 nio c6 kha ning ma héa mot

chidu nhir ham SHA3 hoic ham Keccak v6i sb bit 16n hon.

5. Phuong phép kich hoat khoa tir xa sir dyung mat ma theo diém bt ky trong sb cac diém tir 1
dén 4, trong d6 ma PIN dugc xac dinh theo cong thirc:

PIN = [PO - Ppin_lengh]

P; = random(0-255) v&i moi i =0 => pin_lengh

pin_lengh: d9 dai ciia ma PIN, c6 thé rat dai.

6. Phuong phép kich hoat khoa tir xa str dung mat ma theo diém 5, trong d6 ma PIN c6 dung
lugng 112 byte.

7. Phuong phép kich hoat khéa tir xa sir dung mat ma theo diém bt ky trong sb cac diém tir 1
dn 6, trong d6, tai bude 5, néu hai gia tri tring khép, chip xir Iy diéu chinh thdi gian tiép nhan
1énh tir chia kh6a cho Iin kich hoat tiép theo v& thoi gian tiép nhan lénh tir chia khéa t6i thiéu
dinh trudec.

8. Phuong phap kich hoat khéa tir xa str dung mét ma theo diém bét ky trong sb cac diém tir 1
dén 6, trong d6, tai budc 5, néu hai gi4 tri khong khép nhau hodc b khéa khong nhan dugc phan
héi trong vong khoang thoi gian dinh trude, 6 khoa ghi nhan d6 1a mot 1An mo 161, ddng thoi,
chip xir 1y tang thoi gian tiép nhan 1énh tir chia khéa cho mdi 1An mé 161 cho dén khi dat dén
thoi gian tiép nhan 1énh tir chia khoa t6i da dinh truéc dé chdng tdn cong vét can.

16



44439 17/18

9. Phuwong phap kich hoat khoa tir xa sir dung mat ma theo diém 5, trong d6 chip xir 1y tang thoi
gian tiép nhan 1énh tir chia khéa cho mdi lin mé 151 thém 1 gidy va thoi gian tiép nhn 1énh tir

chia khéa t6i da dinh truée 13 10 gidy.

-10. Heé théng thuc hién phuong phép kich hoat khéa tir xa sit dung mét ma theo diém bt ky

trong sb c4c diém tir | dén 9, hé théng nay bao gdm:

chia khoa, bao gém cac nit bAm, mdi niit bAm tuong tng v&i mot 1€nh nhu mé, dong,
16n, xubng, va twong tir; bd phan phat séng vo tuyén; bd phan thu séng va chip xur 1y c6 chia

phﬁn mém nhiing dé thyc thi viéc giai ma theo cong thitc da dugc cai dat trudc; ngué)n dién;

b khoa, trén d6 c6 bo phan phat séng; bd phén thu séng vo tuyén va chip xir 1y ¢6 chita
phin mém nhing d& thuc thi viéc ma héa va gidi ma theo cong thirc da dwgc cai dat trude; co
céu chép hanh 1énh tir chip xir 1j; ngudn dién;

chia khoéa va & khéa duoc ddng bd véi nhau bdi tham sé mat mi dugc tinh theo ham
bam cu thanh tir ba thinh phin: tham s dinh danh ctia chia khéa do nha san xuét san pham sir
dung khoa dinh nghia, tham s6 do nha sén xuét khéa dinh nghia, va ma PIN [a chudi sb ngﬁu
nhién do hé théng tu dong sinh ra mdi khi ngudi dung ra 1énh thiét lap;

trong d6 cong thic cai dit trude trong phin mém nhing dé giai ma trong chia khéa

trung véi cong thirc cai dit trude trong phan mém nhing dé giai ma trong 0 khda.

11. Hé théng theo diém 10, trong d6 chia khéa c6 thé bao gdm thém mot niit bam d8 cai d3t ma

PIN.

12. Hé théng theo diém 10 hodc 11, trong d6 8 khéa c6 thé bao gdm thém cong phy trg dé két

ndi nit bAm déng/md bang tay c6 thé kich hoat bang m3 PIN.

13. Hé thdng thuc hién phuong phép kich hoat khéa tir xa theo diém bét ky trong sb cac diém

tlr 10 dén 12, trong d6 6 khéa con bao gdm thém cong két ndi mo rong két nbi internet.
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Hinh 1

Budc 1: chia khéa giri di goi tin cho 6 khéa dé kich hoat 6
khéa chira hai tham s0: m3 1énh di€u khién va ma s0 dinh
danh cua chia khoa

Budc 2: khi nhin dugc goi tin kich hoat ciia chia khoéa, b khoa
xuat ra mot tham s6 ngau nhién bat ky khong trung 13p giita
céc 1an kich hoat va giri qua giao thirc khong ddy t6i chia khéa

Budc 3: chip xir Iy trén 6 khoa thuc hién giai ma ham bam
hash tir bdn thanh phin: tham s6 ngAu nhién c6 dugc tir Bube
2; mi 1énh diu khién; m3 s6 dinh danh cta chia khoa; va
tham s& mat ma dé thu dwgc con s6 d3 gidi ma

Buéc 4: chia khéa nhin duoc con sb ng?tu nhién ma 6 khéa tao
ra tai Budc 2, nap vao chip xit 1y trén chia khéa va thuc hién
viéc giai ma theo cong thitc ham bam hash nhur néu tai Bude 3
d8 thu duoc con sb ma hoa

Budc 5: O khéa nhan két qua giai ma do chia khoa giri, va so
sanh vGi két qua gidi ma ma 0 khéa da tinh truée do

Hai két qua khép nhau

Hai két qua khéng khép nhau

chip xtr Iy trén 6 khéa 1énh cho co
cau chip hanh thirc hién 1énh didu
khién duoc phat boi chia khoa, diéu
chinh thoi gian tiép nhan 1énh tir chia
khoéa cho 1an kich hoat tiép theo vé
thoi gian tiép nhén 1énh tir chia khéa
t61 thiéu dinh trudc

chip xir 1y trén 6 khéa khong thuc
hién 1énh diéu khién, ting thoi gian
tiép nhan 1énh tir chia khoa cho mdi
1An mé 181 cho dén khi dat dén thoi
gian tiép nhén 1&nh tir chia khoa t6i
da dinh truéc dé chdng tin cong vét
can
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