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Linh vuc k§ thuit dwoc dé cip

Sang ché d¢ cap dén phuong phap phat hién gia mao khuon mit qua hinh anh. Cu
thé, phuong phap phat hién gia mao khuoén mat qua hinh anh dwoc dé cap trong sang ché
sit dung cong nghé tri tué nhan tao va dugc timg dung trong linh vuc x4c thuc sinh tric hoc
nhan dang khudn mit (facial recognition-based biometric authentication) nham chdng tan

cong gia mao khudn mat (face anti-spoofing).
Tinh trang ky thuit caa sang ché

Xac thue sinh tric hoc (biometric authentication) 1a mot qua trinh bao méat dua trén
cac dic diém sinh tric hoc riéng biét cia con nguoi nham muc dich x4c thuc mot nguoi cod
phai 1a chinh ho hay khong. Hién nay, xac thuc sinh tric hoc dugc phat trién trén su da
dang cac yéu td sinh tric hoc ciia con ngudi nhu: dau van tay (fingerprints), vong mac
(retina), méng mit (iris), v.v. Cac hé thong x4c thuc sinh tric hoc dang duge sir dung rong
14i trong cac tmg dung thyc té, ngay cang phai d6i mat véi nhimg cudc tan cong gia mao

nhim thuc hién hanh vi truy cdp, xAm pham trai phép vao hé thong.

Cac hé thong xéac thuc khudén mit dang tré nén pho bién trong doi song nheo vao trai
nghiém tién loi, tiét kiém thoi gian ctia nguoi su dung, tiét kiém thoi gian, nhan lyc va chi
phi cho doanh nghi€p. Mot s6 san phém xac thuc khuon mat phé) bién nhu: chim cong tu
dong, dinh danh nguoi ding dién tir (electronic Know Your Customer - eKYC), kiém soat
an ninh, v.v. Viéc xac thuc khudén mat c6 mot s6 kho khan nhat dinh bao g61n diéu kién
moi trurong, vi tri-ddt camera, huéng khudn mat, thiét bi thu anh, v.v. Dic biét, song song
cung voi cong nghé xac thuc gid mao khuon mat 1a sy phat hién da dang cia cong nghé tAn
cong gid mao khudn mit, bao gom tan céng anh in mau (photo), tan cong hién thi qua thiét
bi dién tu, tAn cong video (replay attack), tin cong miat na ba chiéu (3D), v.v. Trong sang
ché nay, chiing t6i d& xuat mot phwong phap méi st dung cong nghé tri tué nhan tao cho
van dé phat hién gid mao khudn mat cdi thién dugc cac kho khin nham dat duoc két qua

chinh xéc cao, thosi gian xu ly nhanh.

Ban chit k§ thuit cia sing ché
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Muc dich cia sang ché 13 dé xuat phuong phap phat hién gid mao khudn mat qua
hinh &nh phyc vu cho céc hé théng lién quan té1 nhan dang khuoén mat va xac minh danh
tinh sit dung cong nghé tri tué nhan tao. Dé dat dwoc muc dich trén, phuong phéap phat hién

gia mao khuon mat qua hinh anh stt dung mo6 hinh hoc séu bao gom cac bude:

Budc 1: tim kiém va cin chinh khudén mit trong anh; budc nay thuc hién dua trén
mo hinh hoc sdu RetinaFace nham x4c dinh vi tri grong mit trong 4nh va cin chinh guong

mat vé& phuong thang dimg.

Budc 2: tién xit ly anh khudn mat; budc nay nhan dau vao 13 toa d6 khudn mat dugc
tra vé sau khi xtt ly budc 1, dua trén cac toa do, khudn méit s€ dugc mo rong ra theo nhiing

ty 18 dd xac dinh trudc va cit ra nham phi hop véi ting mo hinh tai bude 3.

Budce 3: trich xuét dic trung gia mao khuon mat; budc nay thuc hién dua trén su két
hop cta hai m6 hinh hoc sau phat hién gid mao khudn mat 1a MiniFASNet va AENet
(Auxiliary Information Embedding Network) nham trich xuit da dang nhiéu loai dac trung
gia mao trén anh.

Budc 4: phan loai dac trung va du doan khuén mat trong anh 1a khu6én mat that duoc
chup thuc té hay khudén mit gia mao; budc nay thuc hién dua trén mot mang no-ron hoc
sdu (Deep neuron network - DNN) dé hoc cac dic trung di trich xuat tir budc 3; khi dua
anh khuén mit diu vao bude 1, du ra tai budce 4 tra vé x4c suat gid mao (%) cua khubn

mit va dua ra du doan.
M6 ta van tat cac hinh vé

Hinh 1: 14 hinh anh md ta cac budc trong phuong phap phét hién gid mao khuoén mat
qua hinh anh.

Hinh 2: 1a hinh 4nh mo6 ta budc phan loai dac trung va du doan dnh khu6n mat dau
vao c6 phai anh gié mao hay khong.

M3 ta chi tiét sang ché

Cac bude va quy trinh cac bude cia phuong phép phat hién gid mao khuén mat qua
hinh anh nham phuc vu cho cac hé théng xac thuc sinh trac hoc khuon mit dugc mé ta

trong tham chiéu Hinh 1. Dit liéu dau vao 1a cac anh chira khuon mit can xac thuec.

2
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Tuy nhién, ciing cin phai noéi thém rang trong sang ché nay, cac thudt ngi
“RetinaFace”, “Softmax”, “Cross-entropy”, “Adam”, “MiniFASNet”, “AENet”, “CelebA-
Spoof” 1a cac danh tir riéng (tén ctia mo hinh, thuét toan, ham $0, v.v.) chua co tur tiéng
Viét thay thé nén xin duoc dé & dang chuin quéc té.

Cac budc cuia phuong phap duge thuc hién nhu sau:

Budc 1: tim kiém va cin chinh khubén mit trong anh.

Budc nay dugce thuc hién dua trén md hinh hoc sau RetinaFace véi muc dich tim
kiém duoc ving chira gwong mat trong anh (bounding box) va xac dinh nam vi tri mbc
(landmarks) ciua khudn mat bao gdm hai mat, miii va hai khoe miéng; cac vi tri mbc nay
duoc st dung nham xac dinh hudng xoay hién tai ciia khudn mat, tir d6 xoay mat vé phuong

thing dimg va tra vé toa do ving khudn mit di xoay.
Buéc 2: tién xir Iy anh khuon mit;

Muc dich ctia budc nay 1a xur ly anh khuon mat sau khi da cit va can chinh tir budc
1 sao cho phu hop 1am dau véo cho tiing md hinh trich xuét dic trung tai bude 3, do cac
m6 hinh & budc 3 nhan anh dau vao véi ty 1€ kich thudc khudn mat khac nhau (multi-scale).
Cu thé, cac anh khuon mit nay dugc mo rong ra theo cac ty 1€ khac nhau theo cé hai chiéu
anh dé thu thap duoc nhiéu dic trung hon; trong do, d6i voi mang MiniFASNet thi anh
dugc ma rong theo hai ty 1€ 2,7 va 4,0 theo ca hai chiéu, d6i véi mang AENet thi anh duogc
m& rong theo mot ti 1€ 1a 1,17 theo ca hai chiéu (cac ty 1€ nay duogc do b%mg thuc nghiém
va da cho két qua tot nhat). Két qua tir budce 2 1a cac 4nh khudn mit d3 dugc md rong vé

khong gian theo cac ty 1€ néu trén, va s€ la dau vao ¢ budc 3.
Budc 3: trich xuat dac trung gid mao khuon mat;

Nhiém vu ctia bude nay 13 trich xuat cac dic trung lién quan dén gia mao trong anh
khudn mat bao gom dic trung khong gian (spatial features), dac trung tan so (spectrum
features), dac trung hinh hoc (geometric features), dac trung ngit nghia (sementic features)
nham phuc vu viéc phat hién gia mao trong anh. Dic trung khong gian 13 cac dic trung thé
hién trén 4nh RGB thong thuong; dic trung tan s6 1a ddc trung thé hién trén anh sau khi d
phan tich pho Fourier (Fourier spectrum); dac trung hinh hoc 1 nhimng déc trung lién quan

dén hinh khbi khudn mat duoc thé hién qua cac phén tich biéu d6 phan xa (reflection map)
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va bidu dd chiéu sau (depth map) ctia khudn mit; dac trung ngit nghia 1a nhiing dac trung
lién quan tG1i tac dong ngoai canh sinh ra gia inao, bao gbm loai giad mao (vi du: anh in, mit
na 2D, anh chuyp tir thiét bi khac) va diéu kién anh sang va méi truomg (vi du: trong nha,
ngoai troi, toi, sang, v.v). Budc nay dugc thuc hién dua trén hai mang no-ron tich chép

(Convolutional neural network - CNN) 1a MiniFASNet va AENet.

Thit nhit, MiniFASNet 1a mdt mang hoc siu dugc xay dung v&i muc dich phat hién
gia mao khuon mat. M6 hinh nay c6 cAu triic r& nhanh véi sy giam sat ctia phan tich Fourier.
Ngoai nhanh trich xudt dac trung chinh (spatial features), MiniF ASNet tich mdt nhanh
riéng nham muc dich tai tao két qua phan tich phd Fourier (Fourier spectrum) tit anh khudn
mit diu vao. Phd Fourier mang lai thong tin dic trung gia mao cia anh trén mién tan sb

(spectrum features).

Thir hai, AENet 1a mot mang hoc siu da tac vu duoc sinh ra véi muc dich phuc vu
bai toan phat hién gid mao khudn mat. AENet duoc thiét ké bao g?)m ba khdi: khéi trich
xuit ddc trung hinh hoc (geometric features) cua khudén mat bao gdm cac 16p tich chap,
khéi trich xuét dic trung ngit nghia (semantic features) cua anh bao gdm cac 16p no-ron
FC (fully-connected), khdi phan loai (classification) dé du doan dugc anh 1a gid mao hay
anh that dwa trén nhimg dic trung d3 trich xuat & hai khoi trude.

Mo hinh MiniFASNet 12 mé hinh chng gia mao hiéu qua, dd duoc tmg dung trén
nhiéu san phém \}é nhan dang khu6én mat voi muc tiéu do chinh xac cao va toc do xu ly
nhanh. Trong khi d6, AENet 1a mot md hinh duoc xac minh hiéu qua trén bo dir ligu gid
mao khuon mat t6t nhat hién nay CelebA-Spoof Dataset. Nho vao thé manh trong sy da
dang cta b dit liéu CelebA-Spoof, AENet duoc xay dung v6i muc ti€u khai thac yéu t6
ngit nghia, ciu tric hinh hoc cta khudn mit trong anh. Véi muc dich xay dung phuong
phap phat hién gia mao khuoén mat c6 do chinh xéc cao, toc do x1r Iy nhanh, tap trung vao
ngit nghia cho céac san phim lién quan dén dinh danh khac hang, kiém soat an ninh, nén
sang ché nay d& xuét viéc két hop hai md hinh MiniFASNet va AENet v6i nhau dé phuc
vu cho viéc trich xuit da dang nhiéu dic trung gia mao tir anh khudn mat. Hai mo hinh nay
da duoc rng dung hi€u qua trong san phim thuc té va dat két qua cao trén bd dit lidu t6t
nhét hién nay, tuy nhién chua c6 su két hop nao giita hai md hinh nay dé gia tang dic trung

quan trong cho viéc phat hién gia mao. Anh khudn mit ddu vao dua 1an luot qua cac budc
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1, budc 2, budce 3, tai bude 3, hai mé hinh MiniFASNet va AENet tra vé hai véc-to dic
trung, moi véc-to 1a mot véc-to 512 chiéu; hai véc-to sau d6 dugc ndi thanh mét véce-to dic

trung 1024 chiéu duy nhat.

Budc 4: phan loai dic trung va du doan dnh khuon mat ¢6 phai la anh gid mao hay

khong;

Sau khi qua budc 3, véc-to dac trung 1024 chiu s& duoc sir dung dé phan loai 4nh
khuon mit dau vao 1a anh that hay anh gid mao. Mot mang hoc sau (DNN) véi ba tang duoc
dé xuét dung dé huan luyén mé hinh phén loai, tham chiéu Hinh 2. Pau vio ctia mang 1a
véo-to v6i kich thude 1x1024. Lép thit hai cia mang dugc thiét ké véi 32 no-ron nham
nén cac dic trung dau vao tir véc-to dic trung v6i ham kich hoat (activation function) tuyén
tinh hiéu chinh (ReLU), 16p cubi cing bao gém hai no-ron tuong tmg vdi hai kha nang xay
ra cta két qua du doan: nh that, anh gia mao. Dau ra ctia mang phén loai nay 1 gié tri ctia
hai no-ron tai 16p cudi cung, sau d6 duoc dua qua ham kich hoat Softmax, tai no-ron dau
tién ta nhan vé xac suét khudn mit trong anh dau vao 1a anh that. Cac tham s6 va siéu tham
s& (hyper-parameters) bao gbm s6 lwong vong 1ap huén luyén 13 100 (epoch), kich thude
16 hun luyén (batch size) 1a 128, ham mat mat (loss function) 1a Cross-Entropy duoc t6i
uru hda bdi thuat toan t61 wu Adam véi cac tham sd: toe do hoc (learning rate) 1a 5x107%,
cac toc do phan ra (exponential decay) lan lugt1a By = 0,9, B, = 0,999, hé s6 chinh quy
héa L, (L, regularization)la 5x107*, tham s6 6n dinhla & = 107%.

Sau khi mang hoc sau (DNN) trd vé dau ra 1a gia tri ctia hai no-ron tai 16p cudi, dya
vao gia tri ciia no-ron dAu tién, ta nhan duoc x4c suit (%) khudn mit trong anh dau vao Ia
anh that. Mot ngudng phan loai dugc dit ra dé quyét dinh anh khudn mat dau vao 1a anh
that hay anh gid mao. Trong sang ché nay, ngudng dugc dé xuét dua trén thuc nghiém cho

két qua t6t nhat 1 65%.

Mic dit cc md ta néu trén chira nhiéu chi tiét cu thé, ching khong dugc coi 1a gidi
han vé phuong 4n thyc thi sang ché, ma chi nhdm muc dich minh hoa mot s6 phwong 4n

thuc thi duoc uu tién.
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Yéu cau bao hg

1. Phuong phap phat hién gid mao khudén mat qua hinh anh st dung cong ngh€ tri tué

nhan tao, bao gom cac bude sau:
budc 1: tim kiém va can chinh khuén mit;

tai budc nay, md hinh hoc sau RetinaFace duogc st dung dé tim ra ving chita khuon
mit (bounding box) va xac dinh nam vi tri mdc (landmarks) cia khuon mét; tr d6 can chinh
Kkhudn mit vé phuong thang dimg va tra vé toa d6 vimg chira khuon mit di cin chinh dé

phuc vu cho budc sau;
buéc 2: tién xit ly anh khudn mat;

tai budc ndy, vung chira khuén mat duoc mo rong theo nhiéu ty 1& (multi-scale)
nhim ting cuong vung anh chira dic trung va phit hop véi timg mé hinh dugc st dung tai

budc 3;
budc 3: trich xuit dic trung gia mao khudn mat;

tai budc nay, anh khudn mat sau khi tién xur ly duoc dua qua hai m6 hinh hoc sau
MiniFASNet va AENet nhim muc dich trich xuat cic ddc trung gia mao trong anh; budce
nay két hop hai mo hinh MiniFASNet va AENet nham muc dich trich xuat da dang cac loai
dic trung bao gom dic trung khong gian (spatial features), dic trung tan sb (spectrum
features), dic trung hinh hoc (geometric fearures), dic trung ngit nghia (sementic features);
hai mé hinh tra v& hai véc-to dic trung cung c¢6 512 chiéu, véc-to dac trung 1024 chiéu duy
nhat duogc tao ra béng cach ndi hai véc-to dac trung d6; cu thé: nham trich xuét duoc dic
trung gia mao tir anh dau vao mot cach phong phu, phuong phap dé xuét két hop hai md
hinh MiniFASNet va AENet; MiniFASNet 1la mot mang hoc sau dugc thiét ké v6i muc
dich nang cao kha nang phat hién gid mao khuon mat bang cach st dung dic trung gid mao
trén mién tan sd; anh khudén mit duoc dua vé mién tan s6 s& 1am ndi bat nhitng ddc trung
gia mao ma khong gian dnh thong thuong kho co thé nhéan biét; AENet 1a mot mang hoc
sau da tac vu duoc thiét ké nham thir nghiém trén bo dir liéu tot nhét hién nay CelebA-
Spoof, AENet khai thac cac dédc trung trén khong gian anh, dac trung vé hinh hoc cia

khuon mat, dic trung vé ngit nghia cua anh va di co két qua tot trén bd dit liéu CelebA-
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Spoof; nhan dau vao 13 anh khuon mat, két qua tai budc 3 sau khi dua qua hai mé hinh
trich xuAt d3c trung MiniFASNet va AENet thu vé hai véc-to dic trung 512 chiu; hai véc-
to nay sau d6 dwoc ndi lai thanh mot véc-to ddc trung 1024 chiéu duy nhat nham sir dung

cho viéc phan loai dac trung;

budc 4: phan loai dic trung va du doan dnh khudn mat diu vao co6 phai 1 anh gia

mao hay khong;

tai budc nay, mdt mang hoc sau (DNN) v6i ba 16p duge dé xuat st dung: dau vao
cua mang la cac véc-to ddc trung 1024 chiéu, tang thi hai cia mang duoc xay dung véi 32
no-ron nham nén cac dic trung tir véc-to dic trung dau vao véi ham kich hoat tuyén tinh
(activation function) hiéu chinh (ReLU), d4u ra ctia mang 13 gia tri ciia hai no-ron tai 16p
cudi v6i ham kich hoat Softmax twong ung voi kha nang xay ra cta hai truong hop anh
that va anh gia mao; tir gié tri ciia no-ron dau tién, xac suat khudn mit 1 anh that dugce dua
ra (%), mot ngudng phén loai s&€ dugc dit ra dé quyét dinh anh khudn mit dau vao 13 anh

that hay anh gid mao.

2. Phuong phap phat hién gia mao khuoén mat qua hinh dnh st dung cong ngh€ tri tué
nhan tao theo diém 1, trong do:

& budc 4, d phan loai dic trung gia mao thu duoc tir bude 3, mdt mang hoc sau
(DNN) gdm ba 16p dugc sit dung vdi cac tham s& va siéu tham s nhu sau: sb vong 1ap
huén luyén 100 (epoch), kich thudc 16 huén luyén (batch size) 1a 128, ham mat mat (loss
function) 1a cross-entropy, thuét toan t6i wu hoa adam: toc do hoc (learning rate) 12 5x107%,

cac toc d0 phan i (exponential decay) lan luot 12 B; = 0,9, 8, = 0,999, hé s6 chinh quy
héa L, (L, regularization)1a 5x107*, tham s6 6ndinhla £ = 1078,

3. Phuong phap phat hién gia mao khuon mit qua hinh dnh str dung cong nghé tri tué
nhén tao theo diém 1, trong do, tai budc 3, ngudng phan loai duoc dé xuat dua trén thyc

nghiém cho két qua t6t nhat 13 65%.
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