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(54) PHUONG PHAP CANH BAO LOI CHO THIET BI PAU CUOI MANG QUANG
THU DONG

(57) Sang ché dé xuat phuong phap canh bao 16i cho thiét bi dau cudi mang quang thu
dong gitp nha cung cip dich vu c¢6 thé quan ly canh bao, nang cao trai nghiém nguoi dung
va dua ra cong cu hiru hiéu cho nha phat trién phat hién 16i va stra 16i mot cach chi dong.
Phuong phap nay dua vao sy bo sung dinh dang RFC5424 dé cho phép thiét bi dau cudi
mang quang thu dong bién d6i LOG sang dinh dang pht hop véi céc giao thirc canh bao dé
gui 1én may chu.
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Linh vue ki thuit dwge de cij
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Sang che dé xuat 1 hmmc hép canh béo 101 cho thiét bi dau cudi mang quang thu
ol < o <

dong (got t4t 1a ONT). Cu th:<, phuong phap canh béao 101 duge dé xuét trong sang ché duoc

ting dung trong linh vyc quan ly thiét bi dau cudi mang quang thy dong phia ngudi dung.
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hir nhét, hién thiét bi ONT dang sir dung ban ghi sy kién (goi 2

nha phét trién ty dinh nghia, LOG nay chi nham muc dich cho phép nha

r
A

frong qué trinh phét trién tinh ning. Dén giai doan sin cuht va khai thac thié ibi., LOG nay

('D>‘

héau hét khong duoc str dung, va phai han ché hoic tat di vi viée ghi LOG ra b6 nh¢ thiét

bi lién tuc s& dé gy ra 10i bo nhé, dan dén giam tudi tho thist bi. Ngoai ra, viéc ghi LOG

~ 1 9

trén bd nho tam thoi cling khéng kha thi vi dung lugng theo thoi gian s& rat
v o D 3 o

r

dén hidu nang, khi thiét bi bi khoi dong lai cic LOG niy cling s& mar

¢ 1

Thir hai, d6i véi ngu‘(‘yi véAn hanh khai thac h8 théng, hién nay chi cé nhiing hé thong
quéan 1y canh bdo cho thiét bi tlr 16p truy cap g

b trd 1n, chua ¢ hé théng ndo dé

,
¥

bao cho thiét bi dau cudi v viee quan 1y 161 thiét bi gip nhicéu kha khiin, khong b kha
1 2 L= 5 5
nang d4nh gia 101 tong thé cla tiing loai thiét bi cling nhir toan thict bi trén mang ludi.

~

Thi ba, ddi véi don vi phét trién thiét bi, m&i khi gap 16 trén mang Judi thi viée tim

hiéu tinh trang, nguyén nhan 151 hét stc khd khin, nhiéu khi phai dén tin nha nguot din
T 2 -

thoi gian, nhén lyc, tai chinh cho viée xtr 1y 101

J

Ngoai ra, cac dinh dang LOG chuan hién nay nhu RFC3164, RFC5424 hoic CEF

dé thu thap LOG, lam ting chi phi vé
gy s O

déu nhim muc dich chi yéu dé md ta sy kién xay ra, khong nham muc dich canh béo va
x6a canh bao khi 181 duge khic phuc.
Vi vay, bay gio la phai giai quyét ba van dé:
- M0t 12 phia thiét bi ONT phai théng nhat dinh d ang LOG thec mét chuan chung, ¢
tinh ning canh béo 18i theo nhiéu cip do, cung chp chc tham s6 va céc thong tin co
v ngiﬁa dé phén tich ﬁguyé‘n nhén 18i chinh xé4c, va phai hd tro kha nang x6a canh

- Hai 38, phm trién mot i'é thong qufm 1y canh béo tép trung, cho phép ngudi str dung
1

181, d4nh gia chét luong thiét bi

dé dang hon.
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- Ba la, mot hé thong LOG nhiéu tham s6 va canh bao lién tuc s& doi hoéi chi

r
A+ T

dudng truyén, hiéu nang cla thiét bi cling nhu phia may chii doi héi rat 1on, phai ¢6
giai phap dé toi uu chi phi dudng truyén, c6 kha nang dicu tict tai, gidm ap luc cho
phia may chu khi can thiét.

Vi vay, sang cl 16 nay ra doi dé giai quyst tat cd van dé go.

>

Ban chat k§ thuat cta sang chi

(2N

Muc dich ctia sang ché 13 d& xuat mot phuong phép canh béo 161 cho thiét bi ON
theo dinh dang thong nhat, ¢6 kha nang canh bdo, x6a canh bao, difu tiét tai va cung cap
céc tham s cho hé thdng phén tich. Phuong phap nay dugc thuc hién qua céc bude nhu

sau:

14

g 6 clia thiét

Budce 1: chuyén doi dinh dang LOG; chuyéx dbi dinh dang LOG dan
bi thanh dinh dang RFC5424, nhim dua LOG v& mét dinh dang théng nhit, cé cac tham
s6 hd tro viée phan tich 161, va dac biét 1a tham sb mac d6 161 d & hd trg canh béo, x6a canh
béo 16i.

Buéc 2: loc LOG; loai bo cac LOG khéng quan trong dua trén tham 56 ngudng duoc

I

chu hinh trudce, dé giam tai ,ho hé théng may chi.

Budc 3: thiét 14p canh bao; dua trén tham s6 vé m

iy

0 nghiém trong va bang canh

béo 101 dé x4c dinh LOG 1 canh bao hodc xba canh bio.

Budc 4: giri 1én may cht; trude khi LOG duge gt 1én mdy chii thi duoc luu trong

r
,\ .

b6 dém tam thoi dé dam bao khong bi mat do 181 két n
M6 t4 tém tit cac hinh v&
Hinh 1: ludng canh béo 131 thiét bi.
M6 ta chi tiét sing ché
Trong sang ché nay, cac thuit ngft chuyén mén dugce hiéu nhu sau:
- Canh béo: canh béac ii, 12 mét su kién phat ra khi ¢b 151 thiét bi xuit hién.
- Bang canh bdo: 12 bang chira m3 LOG, duoc st dung cho muc dich xéc dinh cénh
b4o 161.
- Chuong trinh ing dung: 12 chuong trinh ph an mém sir dung phuong phép canh béo

151 do tai lidu nay cung cip dé xir 1y LOG phéat sinh va gﬁ'i 1én may chu.

- 151 hé diéu hanh: 12 thanh phan chinh ctia hé diéu hanh ding cho thiét bi, va 1a gia

Q

a /

dién 161 gitra phan clmg cta thiét bi va tién trinh xtr ’i}’/ 1an
- LOG: la ban ghi su kién thiét bi.

- M4 ban ghi: la mi d€ xac dinh loai cua LOG.



sau:

42187

I
A ')

ONT: viét tat ciia “Optical Network Terminal” 12 thiét bi ddu cudi clia mang quang
thu dong.

OUI: viét tit ctia “Organizationally Unique Identifier” 12 m& nhin dién duy n hét clia
t& chire, OUT duge bo phan IANA trong hdi K§ su dién va dién tir IEEE chp.

M3 thiét bi: 1a ma ching loai thiét bi do hing sin xudt dinh nghia va ding ky.

S& sé-ri: 1a mé riéng biéi cua ting san pham do hing san xut dinh nghia va dang
ky.

Miic d6 nghiém trong: 1a tham s6 danh gia muic d6 nghiém trong chia 161, cdc gia tri
ctia tham sb nay tudn theo chuan RFC5424, dugc bd sung thém mot gia tri 1a -1 dé
xac dinh 16i d3 dugc khac phuc, canh bao can dugc xoa.

TR-069: 1a giao thie quan Iy t thiét bi dinh tuyén cta tb chic difn dan bang réng
(BroadBand Forum).

TR-098: 12 m6 hinh di liéu cha giao thic TR-069 clia t chirc dién dan bang rong
(BroadBand Forum).

TR-369: 12 giao thitc quan 1y thiét bi dau cudi ctia 6 chie difn dan bing rong

(BroadBand Forum).

No6i dung chi tiét ctia phuong phép duge dé cip trong siang ché duge thé hién nhu

Budc 1: chuyén dbi dinh dang LOG;

Budc nay nham thay doi dinh dang LOG do thiét bi ONT sinh ra thanh dinh dang

LOG theo chudn RFC5424 dé dé dang phan tich va chuin héa.

M&i khi thiét bi ONT phaét sinh 151, 151 hé didu hanh cha thiét bi s& tao ra mot ban

ghi su kién, goi 1a LOG, chuong trinh ng dung s& bién d6i LOG sinh ra theo dinh dang
chuin RFC5424. Cu thé nhu sau:

Binh dang diu vao ban tin sy kién LOG do ONT sinh ra: “TIME SP THREAD-ID
SP SEVERITY LOGGER LOG-MSG”, trong do:

o TIME: 1a thoi gian phat sinh sy kién.

o THREAD-ID: 13 mi ludng xir Iy chuong trinh gy 151,

o SEVERITY: ia mic d{) nghiém trong ciia 10i.

o LOGGER: la tén chuong trinh hogc phin cling gay ra 16i.
o LOG-MSG: 12 ban tin chinh dién giai cho 15i x4y ra.

o SP 4 khoang trong giita cic phan ti

Vi dy vé LOG do ONT sinh ra:



42187

“2019 Jan 1 00:01:15 kernel: [[41m AutoChSelUpdateChannel(): Update channel
for wdev7 for this band PhyMode = 14,Channel = 9 [m”
Pinh dang chuin RFC5424: “HEADER SP STRUCTURED-DATA [SP MSG]”

4 Le)
[

Trong dé, chi tiét cic thanh phén nhu sau:

o SP:1a khoang tréng giffa cac phan .
o HEADER: ¢6 dinh dang “PRI VERSION SP TIMESTAMP SP
HOSTNAME SP APP-NAME SP PROCID SP MSGID
= PRI: cd finh dang <PRIVAL>, trong as
PRIVAL=8*FACILITY+SEVERITY
s FACILITY: st dung dé dac ta kiéu chuong trinh tao LOG.

[

s SEVERITY: 12 mic 4§ nghiém frong ctia LOG, ¢6 by mirc 46 gdm:

khén ¢Ap, canh bao khan chp, nghiém trong, 16i, canh bio, chi ¥, thong
tin, g& 16i.
s VERSION: phién ban dinh dang, dugc chp theo muc 9.1 tai lié
RFC5226.
s TIMESTAMP: thoi gian su kién.
= HOSTNAME: tén thiét bi.
= APP-NAME: tén chuong trinh.
= PROCID: 14 s6 hiéu cta tién trinh.
2 MSGID: 1a md LOG.
o STRUCTURED-DATA: 14 dit liéu ciu tric dé mé ta LOG, nd c6 dinh dang
[SD-ID *(SP SD—PARAM)}.
o SD-ID: 1a mi dinh danh cta structured-data

o SD-PARAM: 13 cdp tham s0 va gié tri md ta chi tiet LOG.

X -

o MBSG: 1a mod ta 161

e

Dé hd tro kha nang canh bao, tbi gian xir I tai may cht: dinh dang trén s& duoc
diéu chinh mét sb diém nhu sau:
o Tham sb FACILITY s& duge dit gia tri mic dinh 12 0.
o BO sung thém mdt mie do ctia SEVERITY ¢6 gid tri 1a “-17, ding dé xda
canh béo sau khi 161 d3 duoc khéc phuc.
Budc 2: loc LOG;

Buéc ndy nham thue hién hai muc dich: mét la diéu tiet ludng tai cho may chu, hai

AL £

cho phép truy van LOG ¢ mirc sdu nhat dé phén tich 151 khi mét thiét bi phat sinh sy ¢b.
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Buéc nay st dung diu ra cta budc 1: LOG da duoc dinh dang RFC5424 va dau ra 12 céc
LOG dép tng didu kién nguong.

Sau khi LOG d3 duoc dinh dang theo RFC5424, chuong trinh tng dung s€ so sdnh
gia tri mirc d6 nghiém trong ctia LOG va gid tri ngudng dugc cAu hinh trudce trén thiét bi,
thuc hién loai bo nhitng LOG ma cé mic d§ nghiém trong lén hon gid tri duge cAu hinh
trén ONT. Viéc cho phép di éu chinh ngudng trén ONT thong thuong dugc thuc hién thong
qua giao thiic diéu khién khac ctia ONT (Vi du TR-069 hodc TR-369).

Buée 3: thiét 1ap canh bao;

Budce nay nham xac dinh LOG 161 14 canh béo hay xda canh béo, d4u vao 13 LOG
da dap Ung didu kién ngudng cia budc 2, dAu ra hodc 13 gift nguyén nhu diu vao hoic 1a
da doi gia tri mc do nghiém trong.

Chuong trinh ting dung s& so sanh mic d6 nghiém trong xem c6 nhoé hon hoge bang
3 (gia tri 16i) khong?

- Néu dung: chuong trinh s& thuc hién hai viéc: mét la dua gia tri ma bén ghi cla
LOG vao bang canh bao, viéc dua vao bang nay s&€ giup cho ONT T biét canh bao da
duoc sinh ra, sau nay néu cd canh bio mic t 5 hon ONT s& hiéu 14 canh bao da

dugce xtr 1y, hai 1a LOG dugce dua vao bd dém dé giri téi 1 nay Wi, 1y do churong trinh
thi LOG c¢6 kha

nang s& khéng gii duoc va bi mAt di, dé khong bi mit thi LOG nén dugc luu vao

2

ding b6 dém la: khi thiét bi gip su ¢b lién quan dén truyén dan

b6 dém trude, sau d6 néu chuong trinh xac dinh kha ning truyén dan tot, s& thuc

¥ v b o - ‘) v
hién giri toan bd LOG trong b0 dém 1én may chi.

- Neéu sai: chuong trinh s& kiém tra gié tri ma ban ghi cia LOG, néu ndm trong bang
canh bio c6 nghia 1a m3 LOG nay di dugc canh béo trude do, do vay gia tri mirc
do nghiém trong s& dugc dit lai 1a “-17, ¢d y nghia 1a canh bao da dugc xda bo, sau
d6 ¢id tri mi ban ghi s& duoc loai bd khoi bang canh béo, con LOG s&€ dugce chuyén

B

vao trong bo dém dé gui, con néu gia tri mi canh bio khong nim trong bang canh
b4o, c6 nghia LOG khong phai 1a canh béao hodc xda canh bao, LOG s&€ duge chuyén
thang vao bd dém dé giri t61 may chii

Budc 4: gl [én méy chy;

Budc nay dam bao LOG dugce ghi 1én may chi cho du thiét bi ¢6 thé tam thoi mat

T

két n6i t&i may chi do bi 101. Bude nay st dung bd dém d& luu trit cac LOG tr bude 3, sau

budc nay thi chuong trinh Ung dung sé két thic ludng gui va quay lai budce 1.
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Sau buéc 3, khi chuorng trinh giri LOG vao b dém, chuong trinh Uing dvng s& kiém
tra két ndi t&1 may chii c6 hoat dong khong? Néu két ni tot: chuong trinh s& dong goi toan

b6 LOG trong b6 dém, gui 1én méy chu va két thic. Néu khong tot: chuong trinh s& 1ap lai

-
M

chu ky: doi mdt khoang thoi gian, kiém tra lai két ndi, bt ¢l khi nao két ndi tt s& giri
1.OG va két thuc, néu khong tot s ting thoi gian doi 1én
Vi du thwe hién sdng ché

Vi du vé thuc hién giai phép trén san phém: thiét b d4u cubi mang quang thu déng
ONT ¢4 ma san pham vG421-WD do Téng Céng ty Cong nghiép Cong nghé cao Viettel
(goi tht 13 TCT VHT) san xuét:

Thiét bi ONT mi vG421-WD do TCT VHT san xuét str dung giao thirc TR-069 &
quan 1y, do vay theo thidt k&, s& c6 céc tham sb theo dinh dang chuén TR-098 d& cu hinh

viéc giri LOG nhu sau:

Stt | Tén tham sb tiéng A nh Giai thich

1 InternetGatewayDevice.Services. X VHT Logging. | La doi tugng gbc cla cac
tham s6 cau hinh chuong

trinh giri LOG.

[\
e
jo)
o
o
[ty
D
(D\q

La tham sO st dung dé
bat/tat viéc gt LOG. Néu
gia tri la “True” ONT s&

thuc hién viéc gt LOG,

2

Néu gia tri la “False

SeverityLevel Cé gia tri kiéu so tu nhién,

(U8

bao gdbm -1, 0, 1, 2, 3, 4, 5,
6, 7 tuong ting v4&i1 cac muc:

“Xéa canh bdo, L&i khan
chp, Canh bao 1561 khan cap,
L5i nghiém trong, Lbi, Canh
bao, Chia vy, Thong tin, G&
16i”. Day la ngudng muc do
nghiém trong dé giri LOG,
ONT s& giri LOG néu xuét

hién va ¢6 gid tri mic do
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Stt | Tén tham so6 tiéng Anh Giai thich

nghiém trong nhd hon hoic

bing muc nay.

-

4 ReferenceServer L3 tham chiéu dén ma ay chi

duge str dung dé g”:i LOG.

Bang 1: céc tham 56 TR-098 cAu hinh giii LOG trén ONT GPON

LOG thiét bi duoc gii ra tr nhitng phan ciing va ing dung cta thiét bi nhu sau:

Stt Phan Loai Tén Ung dung Giai thich
1 | Phan cling Xpon_physical X ly thanh ghi,

2 | Phan ctn Kopon Ao 1y ban tin glao
1o =)

tAng vat Iy
(PLOEM) theo tiéu

3 | Phan ciing Wifi MT7615D Xir 1y cac ban tin
diéu khién, dif lidu.

4 | Phan cing QDMA Cau hinh  bing
thong cho mang cuc
b0, mang dién rong.

5 | Ung dung Wifi Xir 1y dit liéu vé mobi
trudng, su dung dé
cén bang tai.

6 | Ung dung PPPoE X iy dir liéu vé

giao thic diém-

S T

diém qua Ethernet
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Stt Phan Loai Tén ting dung Giai thich
7 | Ung dung DHCP X 1y ban tin giao
thirc cau hinh dia chi
déng (DHCP).
g | Ung dung OMCI Quan 1y ban tin cla

giao thic Giao dién

diéu khién quan ly

ONT (OMCI) theo
tiéu chuan G.983,
(G988

Bang 2: cac phén v lmg va tng dung phét sinh LOG

ONT sit

dung giao thirc K

LOG 1én hé thong EMS (1a hé th{mg quén 1y thidt ‘m dung chung ctia ‘J jettel, bao gbm tl

bi 16p truy cip: nhu tram 5G gNodeB, eNodeB; thiét bi l

bi phia nguoi ding: ONT, AP). Trén hé thong EMS, gia tri mlic d§ nghiém trong s& dugc

op 16i: 5G Core, EPC, IMS; thé

chuyén thanh cac mic canh béo dang sir dung chung cho cac hé thdng theo bang sau:

Gia tri | Ma canh bdo Chuyén doi St dung
tiéng Anh ma canh bao
-1 Cleared Xoa canh bdo | Xoa canh béo.

0 Emergency

Loi nghiém

L5i nghiém trong, anh huong dién rong.

trong
1 Alert Lot lon Canh bao 101 nghiém trong, anh hudng dién
on
2 ritical Lo1 lon 161 nghiém trong, nhung chi anh hudng
riéng thiét bi
3 Error L.6i nho L6i chi anh hudng dén riéng thiét bi.

4 | Warning

5 Notice

Khong xéac

dinh
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6 Informational | Khéng xac Théng tin vé sy kién.
dinh

7 Debug Khong xéc Str dung dé g& 101
dinh

Bang 3: bang chuyén dbi twong duong gi4 tri mitc 46 nghiém trong thanh ma canh béo
trén hé théng EMS ctia Viettel
Vi du mot s6 LOG duoc tao nhu sau:
<1>1 2021-07-18T03:29:31.3131 ONT XPONPhy 1382 XPONPhy 07 [tx@Xpon_phy
Tx=1]
<7>1 2021-04-16T03:29:31.3131 ONT XPONPhy 1278 OMCI 01 [omci@Xpon
MENum=81]
<0>1 2021-05-19T03:29:31.3131 ONT XPONPhy 1413 OMCI 01 [omci@Xpon
MENum=357]
<1>1 2021-05-20T03:29:31.3131 ONT XPONPhy 1186 XPONPhy 05 [bias@Xpon_phy
Ibias=2.750077]
<-1>1 2021-06-07T03:29:31.3131 ONT PPPoE 1261 PPPoE 03 [ip4d@PPPoE
IPAddress=10.0.0.2]
<6>1 2021-06-15T03:29:31.3131 ONT XPCNPhy 1920 XPONPhy 07 [tx@Xpon_phy
Tx=3] |
<4>1 2021-06-10T03:29:31.3131 ONT  XPONPhy 1561 XPONPhy 03
[signal@x_pon phy CRCRate=4]
<7>1 2021-04-30T03:29:31.3131 ONT  XPONPhy 1543  XPONPhy 01
[power@Xpon phy Rx=-28]
<2>1  2021-05-16T03:29:31.3131 ONT Wifi 1514 Wifi 02 [client@Wif1
MACAddress=0A:0B:0C:1D:1E:1F]
<3>1 2021-06-17T03:29:31.3131 ONT XPONPhy 1270 OMCI 01 [omci@Xpon
MENum=238]
<1>1 2021-04-16T03:29:31.3131 ONT  XPONPhy 1390  XPONPhy 02
[active@Xpon_phy CurrentState=04]
Tiép theo, LOG dugc ma héa theo dinh dang JSON nhu sau:
{

“deviceld” : “OULPRODUCTCLASS:SERIALNUMBER?”,

-10-



42187

“timeStamp” : “TIME",
“logs77 : [
*“LOG”

j
Trong do:
- QUI: 12 6 s6 hexa cuia nha san xuét, duge b phan IANA chp theo tai liéu IEEE-802-
Numbers.
PRODUCTCLASS: 14 tén loai chia san pham.
SERIALNUMBER: 14 6 sé-ri ctia thiét bi.
TIME: 1a thoi gian zit LOG.

- LOG: 12 cic LOG item da dugc mé hoa theo dinh dang RFC5424 da duge mo ta

nhu trén.

Hiéu qua dat dwge ciia sang ché

“Phuong phép canh béo 18i cho thiét bi dau cubi mang quang thu ddng” gilp cac
thiét bi ONT chi dong cung c?tp cac su kién 1én may ch tap trung theo mét dinh dang
thdng nhét, dat duoc nhitng loi ich cu thé nhu sau:

- Cho phép hé thong chii dong phat hién 181 thiét bi, mdi khi ¢6 151 xuét hidn, ngudi
quan tri s€ nam dugc muc d6 nghiém trong clia 161, tir d6 ch uycn cho nhén vién k¥
thuat dé xur 1y, viée xir 1y 161 chu dong s€ ndng cao duge trai nghiém ngudi dung va
giam ty & phan anh ctia ngudi dung.

- Do phin mém quan 1y ¢6 kha ning didu chinh duge mic d6 caa LOG giri dén timg
thiét bi, nén khi c6 vin d& xay ia dbi v6i mot hodc mot nhom thiét bi, ngudi quan

r

tri d& dang cau hinh riéng v&i nhom nay, gii LOG cho don vi phét trién, tir d6 d

D

dang tim ra nguyén nhén gy 10i va khic phuc 10i nhanh hon.

-11-
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Yéu cau bao hd
1. Phuong phap canh bo 16i cho thiét bi ddu cudi mang quang thu déng bao gbm:
budce 1: chuyén dbi dinh dang LOG;
bude ndy nhim thay dbi dinh dang LOG do thiét bi ONT sinh ra thanh dinh dang
LOG theo chuén RFC5424 dé d& dang phan tich va chuén héa;
m3i khi thiét bi ONT phét sinh 181, 151 hé didu hanh cta thiét bi s& tao ra mét ban
ghi su kién, goi 1a LOG, chuong trinh img dyung s& bién ddi LOG sinh ra theo dinh dang
chudn RFC5424; cu thé nhu sau:
dinh dang dau vao ban tin su kién LOG do ONT sinh ra: “TIME SP THREAD-ID
SP SEVERITY LOGGER LOG-MSG”, trong do:
TIME: 1a thoi gian phat sinh su kién;
THREAD-ID: 1a m3 ludng xir Iy chuong trinh gay [6i;
SEVERITY: 1 mtc d6 nghiém trong cha 13i;
LOGGER: 1a tén chuong trinh hodc phan cling gay ra 16i;
LOG-MSG: 14 ban tin chinh dién giai cho 15i xay ra;
SP 12 khoang trdng giita cic phén tir;
dinh dang chuin RFC5424: “HEADER SP STRUCTURED-DATA [SP MSG]”
trong d6, chi tiét cic thanh phan nhu sau:
SP: 12 khoang trdng gifta cac phén tir;
HEADER: ¢6 dinh dang “PRI VERSION SP TIMESTAMP SP HOSTNAME
SP APP-NAME SP PROCID SP MSGID”,
PRI: co dinh dang <PRIVAL>, trong ds
PRIVAL=8*FACILITY+SEVERITY;
FACILITY: st dung dé dic ta kiéu chuong trinh tao LOG;
SEVERITY: 1a mitc d6 nghiém trong cia LOG, c6 bay mirc d6 gdm: khén
cAp, canh bio khin cip, nghiém trong, 181, canh béo, chi ¥, théng tin, g&
18i;
VERSION: phién ban dinh dang, dugc cép theo muc 9.1 tai liéu
RFC5226;
TIMESTAMP: thot gian su kién;

HOSTNANME: tén thiét bi;
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APP-NAME: tén chuong trinh;
PROCID: 1 sb hiéu ciia tién trinh;
MSGID: 1a ma LOG;
STRUCTURED-DATA: 12 dit liéu cAu trac dé mé ta LOG, nd 6 dinh dang [SD-
ID *(SP SD-PARAM)];
SD-ID: 1a ma dinh danh cta dir idu clu triic (structured-data);
SD-PARAM: 14 cip tham 6 va g gia tri mo ta chi tiét LOG;
MSG: 1a mb ta 16i;

dé hd tro kha niang canh béo, t0i gian xir Iy tai may chi dinh dang trén s& dug

O

diéu chinh mét sb diém nhu sau
tham s& FACILITY s dugc dat gia tri mac dinh 12
) sung thém modt muc d6 ctia SEVERITY c6 gia tri 1a “-17, dung aé
x6a canh bao sau khi 181 da duge khic phuc;
bude 2: loc LOG;
budc nay nham thuc hién hai muc dich: mét 1 diéu tiét ludng tai cho mdy chu, hai
1a cho phép truy van LOG & mtic siu n 1hat dé phan tich 181 khi mét thiét bi phat sinh sur cb.
Budc ndy st dung dau ra ctia bude 1: LOG dd duge dinh dang RFC5424 va d:‘u ra 12 céac
LOG dép Ung diéu kién ngudng;
sau khi LOG d3 duoc dinh dang theo RFC5424, chuong trinh Ung dung s& so sanh
gia tri mic d6 nghiém trong ctia LOG va gia tri ngudng dugce chu hinh trude trén thiét bi,
thuc hién loai bé nhitng LOG ma ¢6 muc dé nghiém trong Ién hon gia tri dugc cAu hinh

trén ONT; viéc cho phép didu chinh ngudng trén ONT thong thudng duoc thuc hién thong
qua giao thiic diéu khién khéc ctia ONT (Vi du TR-069 hodc TR-369);

budc 3: thiét 1ap canh béo;

bude nay nhim xac dinh LOG 15i 12 canh béo hay x6a canh béo, ddu vao 1a LOG d
dap Ung didu kién ngudng clia budc 2, dhu ra hodc 12 gift nguyén nhu dau vao hoic 12 da
dd1 gia tri mirc 36 nghiém trong;

chuong trinh ting dung s& so sanh mic 46 nghiém trong xem <6 nho6 hon
3 (gié tri 161) khong?

néu dang: chuong trinh s& thuc hién hai viéc: mét 1a dua gié tri ma ban ghi

p cho ONT biét
é

canh bao da duogc sinh ra, sau nay néu ¢ canh bso mirc thadp hon ONT s&

ctia LOG vao bang canh béo, viéc dua vao bang nay s& gilp
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hidu 13 canh béo da duoc xit 19, hai 1a LOG dugc dua vao bd dém dé giri t6i
may cht, ly dn chuong trinh ding bg dém 1a: khi thiét bi gip su cb litn guan
dén truyén din, thi LOG c6 kha ning s& khong glii duge va bi mét di, dé
khéng bi mét thi LOG nén duge luu vao bd dém trude, sau do néu chuong
trinh x4c dinh kha nang ‘truyéﬁ dan tot, s thue hién giri toan b6 LOG trong
bd dém 1én may chy;
néu sai: chuong trinh s& kiém tra gia tri ma ban ghi cia LOG, néu nam trong
bang canh bao ¢6 nghia la m3 LOG nay dé duogc canh bio trude do, do vay
gi4 tri mirc d0 nghiém trong s& duge dat lai Ia “-17, ¢6 v nghia la canh bao
da dugc xda bo, sau d6 gia tri ma ban ghi s& dugc loai bo khéi bang canh
bao, con LOG sg dugc chuyén vao trong bd dém dé gui, con néu gid tri ma
canh bao khdng nam trong bang canh bio, cé nghia LOG khong phai 1a canh
bdo hodc xba canh béo, LOG s& duogc chu/m hi ng vao bd dém dé gui téi
méay chi;
budc 4: gui 1én may chu;
budce nay dam baoc LOG duge gui 1én may chi cho du thiét bi ¢ thé tam thoi mét
két ndi t6i may chi do bi 16i. Budc nay str dung b dém da luu trit cde LOG tir budce 3, sau
buéce nay thi chuong trinh tng dung sé két thic ludng gii va quay lai budce 1,

3 ‘i

sau buéc 3, khi chuong trinh givi LOG vao bd dém, chuong trinh ing dung s€ kiém

14
JAS

tra két noi t&i may chi ¢6 hoat dong khong? néu két nbi tét: chuong trinh s& dong gbi toan
bd LOG trong bd dém, giii 1én may chii va két thuc; néu khéng tot: chuong trinh s& lp lai
chu ky: dgi mot khodng thoi gian, kiém tra lai két ndi, bat cfr khi nao két ndi tt s& g

LOG va két thac, néu khong t6t s& ting thoi gian doi 1én.
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