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(57) Sang ché dé cap dén phuong phap thu thap ngir canh bao mat. Sau khi thiét bi nguol
dung (user equipment, UE) duoc chuyén vung tir hé thong truyén thong 4G dén hé thong
truyén thong 5G, chirc ning quan ly di dong va truy nhép tho nhat (access and mobility
management function, AMF) thur nhit cdp dich vu quan 1y di dong va truy nhap cho UE
trong hé théng 5G c¢6 thé thu dugc ngit canh bao mat cua UE tir AMF thir hai trong hé
théng truyén thong 5G theo phuong phap. Phuong phap bao gdm: UE truyén thong diép
yéu cau dang ky tht nhat dén AMF tht nhét, trong do thong di€p yéu cau dang ky thur nhét
mang thong diép yéu cau dang ky tht hai. AMF thir nhat truyén thong diép yéu cau dang
ky thir hai dén AMF thit hai, trong d6 thong diép yéu cau ding ky thtr hai dugc bao vé tinh
toan ven nho str dung ngit canh bao mat nguyén goc giita UE va AMF thir hai. Sau khi
kiém chting thanh cong tinh toan ven cua thong diép yéu cau ding ky thir hai, AMF thtr hai
tra vé ngir canh bao mat cia UE cho AMF thir nhat. Phuong phép nay c6 thé cai thién kha
ning ma AMF tht nhét thu dwoc thanh cong ngir canh bao mat cua UE tir AMF thir hai.
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Linh vire k§ thuit dwoc dé cap
Sang ché dé cap dén linh vuc truyén théng, va cu thé hon, dén phuong phéap
va thiét bi thu thip ngir canh bao mat, va hé théng truyén thong.

Tinh trang ky thuit ciia sing ché

Trong kich ban truyén thong thé hé thir 5 (5th generation, 5G), do chuyén
dong cua thiét bi ngudi dung (user equipment, UE), thiét bi inang phuc vu UE
thay d6i. Trong kich ban chuyén ving kha thi, UE dugc chuyén vung tir hé
thdng truyén théng thé hé thir 4 (4th generation, 4G) sang hé théng truyén
théng 5G. Trong kich ban chuyén ving nay, UE dugc chuyén ving tir thiét bi
mang truy nhép 4G sang thiét bj mang truy nhap 5G, v tir thiét bi mang 13i 4G
sang thiét bi mang 16i 5G. Chuyén ving gitta cac thiét bi mang 151 bao gdm
chuyén ving gifta cac phin tir mang 13i cung cap dich vu quan ly di déng cho
UE, néi cach khic, chuyén ving tir thuc thé quan 1y di dong (mobility
management entity, MME) trong hé thdng truyén théng 4G dén chirc ning quan
ly di dong va truy nhdp (access and mobility management function, AMF)
trong hé théng truyén théng 5G.

Trong kich ban hién tai trong d6 UE dugc chuyén ving tir hé théng truyén
thong 4G sang hé thdng truyén thong 5G, bén canh AMF (AMF tht nhat) dugc
chon bdi MME, hé théng truyén thong 5G con bao gdbm AMF (AMF thi hai)
ma luu trlt nglt canh bdo mat cia UE. Trong truong hop nay, cach thirc AMF
thir nhat thu dwoc ngt canh bao mat cia UE tir AMF thir hai tr& thinh vén d&

cap thiét can duoc giai quyét.

Ban chét ky thuit cia sing ché

Sang ché dé cap dén phuong phap va thiét bi thu thap ngir cdnh bao mit, va
hé théng truyén thong. Thong diép yéu ciu dang ky thir hai duge gii boi AMF
thtr nhit dén AMF tht hai dugc bao v€ tinh toan ven dua trén ngit canh bao méit
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nguyén gbc gitta UE vd AMF thit hai, sao cho AMF thtr hai c6 thé kiém chimg
tinh toan ven cua thong diép yéu cau dang ky thir hai dua trén ngit canh bao
mét nguyén gbc giita UE vd AMF tht hai, dé cai thién kha ning AMF thit hai
kiém chimg thanh cong thong diép yéu cdu dang ky thir hai. Néu kiém chimg
thanh cong, AMF thir nhit c6 thé thu dugc thanh cong ngit canh bao mat cua
UE tir AMF thi hai.

Khia canh thir nhit d& cdp dén phuong phap thu thap ngit canh bao ‘mét.
Phuong phap bao gdm: AMF thir nhit nhin théng diép yéu ciu ding ky thir
nhét dugc gii boi UE, trong d6 thong diép yéu cu dang ky thr nhit mang
thong diép yéu ciu dang ky thir hai, thong diép yéu cau ding ky thi hai dugc
bao vé tinh toan ven nho st dung ngit cdnh bdo mat thir nhét, ngit canh bao mat
thir nhit 12 ngit canh bao mat nguyén gbc gitta UE va AMF tht hai, va AMF
thit nhit 14 AMF cép dich vu quéan Iy di dong va truy nhap cho UE sau khi UE
dugc chuyén ving tir hé thdng truyén thong 4G sang hé théng truyén théng 5G.
AMT thir nhét truyén thong diép yéu ciu diang ky thir hai dén AMF tht hai.
AMF thtr hai kiém chimg tinh toan ven ctia thong diép yéu cAu dang ky tht hai.
Néu AMF tht hai kiém chimg thanh cong tinh todn ven cta thong diép yéu ciu
ding ky thit hai, AMF thir hai truyén ngit canh bao mat cia UE dén AMF thir
nhét. |

Theo phuong phéap thu thdp ngit canh bao mét theo phuong an thuc hién
sang ché, khi UE duoc chuyén ving tir hé thdng truyén théng 4G sang hé thdng
truyén thoéng 5G, ngit canh bao mat ctia UE dugc luu trit bdi UE va AMF thtr
hai trudc khi chuyén vung. Sau khi UE dugc chuyén ving tir hé théng truyén
thong 4G sang hé thdng truyén thong 5G, AMF tht nhét cip dich vu quan 1y di
dong va truy nhdp cho UE. AMF thu nhét cin thu duoc ngit canh bao mat cia
UE tir AMF thit hai. Cu thé 13, sau khi nhén 1énh chuyén ving, UE c6 thé thuc
hién béao vé tinh toan ven trén thong diép yéu cau dang ky thu tu dya trén ngit
canh bao mat duoc luu trit nguyén gbc gitta UE va AMF tht hai, tao thong diép
yéu cau ding ky thir hai, bd sung thong diép yéu ciu dang ky th{r hai vao thong
diép yéu cau ding ky thi nhét, va truyén thong diép yéu ciu dang ky thir nhét
d&n AMF tha nhét. Theo c4ch nay, AMF thir nhit c6 thé chuyén tiép thong diép
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yéu cAu dang ky thit hai dén AMF thtt hai, vA AMF tht hai c6 thé kiém chimg
tinh toan ven cua théng diép yéu cdu ding ky thir hai. Sau khi kiém chimg
thanh cong tinh toan ven cia thong di€p yéu cau ding ky thir hai, AMF thit hai
¢6 thé tra vé ngit canh bao mat cia UE cho AMF thir nhat. Didu ndy c6 thé cai
thién kha nang ma AMF thir nhét thu duoc thanh céng ngit canh bao méat cla
UE tir AMF thtr hai.

Dua vao khia canh thir nhét, theo mot s6 trién khai cta khia canh thir nhit,
ngir canh bao mat cia UE bao gém: nglt canh bao mat thu nhét, hodc ngft canh
bao mat thir hai thu dugc dua trén ngit canh bao mét thir nhét.

Theo phuong phép thu thdp ngit canh bado mat theo phuong an thuc hién
sang ché, ngit canh bao rﬁét ctia UE ¢6 thé 12 ngit canh bao mat nguyén gbc
gitta UE va AMF thit hai. Theo cach khac, khi AMF thir hai thue hién din xuét
khéa va tao khoa méi, ngit canh bao mit cia UE co thé 1a ngit canh bao maét
thir hai dugc tao qua dAn xuét khéa dua trén ngir canh béo mat thir nhét.

Dua vio khia canh tht nhat, theo mot s6 trién khai cta khia canh thr nhét,
that AMF th{t nhét truyén thong diép yéu ciu dang ky thi hai dén AMF thit hai
bao gdbm: AMF thir nhit truyén yéu cau goi dich vu truyén ngit canh UE dén
AMEF thr hai, trong d6 yéu cau goi dich vu truyén ngir canh UE mang thong
diép yéu cau dang ky thir hai.

Theo phuong phap thu thdp nglt canh bao mét theo phuong an thuc hién
séng ché, thong diép yéu clu ding ky thir hai dugc giri bdi AMF thtr nhit dén
AMEF thit hai c6 thé dugc mang trong yéu ciu goi dich vu truyén ngit canh UE
duoc giri bdi AMF thir nhat to AMF thit hai.

Dura vAo khia canh thir nhit, theo mot sb trién khai cta khia canh thir nhét,
that AMF thit hai truyén ngit canh bao mat ciia UE dén AMF thir nhit bao gom:
AMF thit hai truyén thong diép dap tmg thir nhit dén AMF thir nhét, trong d6
thong diép d4p Gmg thir nhat mang ngit cinh bao mat cta UE.

Theo phuong phép thu thdp ngit canh bao mat theo phuong an thuc hién
séng ché, khi trd vé ngit canh bao mat cia UE cho AMF thtr nhat, AMF thit hai
c6 thé truyén thong diép déap g thir nhat mang ngt canh bdo méat ctia UE dén
AMF thtr nht.
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Dura vao khia canh tht nhit, theo mot s6 trién khai ctia khia canh thir nhét,
phuong phép con bao gom: Khi AMF tht nh4t nhan thong diép chi bao ring
AMTF thit hai khong kiém chimg tinh toan ven cta thong diép yéu cﬁ_u dang ky
thir hai, AMF tha nhét tiép tuc sir dung ngit canh bado mat dugc 4nh xa, or khoi
tao xac thuc ban dau dén UE.

Theo phuong phéap thu thip ngir canh bao mat theo phuong é&n thuc hién
sang ché, khi AMF thir nhét khéng thu duge ngit canh bao mét cia UE tir AMF
thit hai, AMF thir nhét c6 thé tiép tuc stt dung ngit canh bao mét dugc anh xa
dugce tao qua thuong lugng véi UE; hodc AMF thir nhét c6 thé khoi tao xac
thuc ban diu dén UE dé tao ngir canh bao mét gitta AMF thit nhit va UE.

Dua vao khia canh fhl’I nhat, theo mot s trién khai ciia khia canh thit nhét,
ngit canh bao mét dugc anh xa thu dugc dya trén ngit canh bao mét gitta MME
va UE, vd MME 13 phén tir mang trong hé théng truyén thong 4G.

Trong phuong phép thu thip ngir canh bao mat theo phuong an thyc hién
sang ché, ngilt canh bao mat dugc anh xa la ngit cdnh bado mat duoc tao béi UE
va AMF thit nhat riéng r& qua din xuit dva trén ngt canh bao mat gitta UE va
MME.

Dua vao khia canh thtr nhit, theo mot s6 trién khai cta khia canh thir nhét,
that AMF thir hai kiém chiing tinh toan ven cta thong diép yéu cau dang ky thu
hai bao gdm: AMF thtr hai kiém chimg tinh toan ven cta thong diép yéu cau
dang ky tht hai dya trén ngit canh bdo mét nguyén gbc gitta AMF thtr hai va
UE.

Khia canh thr hai d& cip dén phuong phdp thu thip ngit canh bao mét.
Phuong phap bao gdm: AMF thir hai nhan thong diép yéu cau dang ky thtr hai
duogc gtri bdi AMF tht nhét, trong d6 thong diép yéu ciu ding ky thtt hai duge
bao vé tinh toan ven using ngit canh bao mat thu nhat, ngit canh bio mét thir
nhét 13 ngir canh bao mat nguyén gbc gitta UE va AMF th( hai, va AMF th&r
nhét 13 AMF cép dich vu quan Iy di dong va truy nhap cho UE sau khi UE dugc
chuyén ving tir hé théng truyén thong 4G dén hé théng truyén thong 5G. AMF
thir hai kiém chimg tinh todn ven cta théng di€p yéu ciu dang ky thir hai. Néu
AMF thir hai kiém ching thinh cong tinh todn ven cla théng diép yéu cu
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ding ky thit hai, AMF th{r hai truyén ngit cinh bao mat ciia UE dén AMF thit
nhét.

Theo phuong phép thu thip ngir canh bao mat theo phuong an thuc hién
sang ché, khi UE duoc chuyén ving tir hé théng truyén thong 4G sang hé thong
truyén thong 5G, ngit canh bao mat ciia UE duoc luu trir boi UE va AMF thir
hai truéc khi chuyén ving. Sau khi UE dugc chuyén ving tir hé thong truyén
thong 4G sang hé théng truyén thong 5G, AMF tht nhét cip dich vu quan 1y di
dong va truy nhap cho UE. AMF thir nhét cén thu dugc ngir canh bao mat cta
UE tir AMF thir hai. Cu thé 13, sau khi nhan 1énh chuyén ving, UE c6 thé thuc
hién bao vé tinh toan ven trén thong diép yéu ciu dang ky thir tu dua trén ngit
canh bao mat duoc lwu trit nguyén gbc gitta UE va AMF thtt hai, va sau d6 tao
théng diép yéu cAu dang ky thir hai. UE bd sung thong diép yéu cu ding ky
thir hai vao théng diép yéu cau dang ky tha nhit dugc truyén dén AMF thi
nhAt. Theo cich nay, AMF thir nhét c6 thé chuyén tiép thong diép yéu ciu dang
ky thtr hai dén AMF thir hai, vd AMF thir hai ¢6 thé kiém chung tinh toan ven
cta thong diép yéu cau ding ky th hai. Sau khi kiém chimg thanh cong tinh
toan ven cua thong diép yéu cau ding ky thtr hai, AMF thi hai truyén ngit canh
bao mat ctia UE dén AMF thtr nhét. Didu nay c6 thé cai thién kha ning ma
AMEF thtr nhat thu dugc thanh cong ngit canh bdo mét ctia UE tir AMF thit hai.

Dua vao khia canh thir hai, theo mot s6 trién khai cta khia canh thir hai,
ngft canh bdo mat cua UE bao gbém: ngit cinh bao mat thi nhat, hodc ngit canh
bao mat thtr hai duge tao qua din xuit khoa dua trén ngit canh bao mat thir
nhét.

Theo phuong phép thu thip ngit canh bao mét theo phuong an thyc hién
sang ché, ngir canh bao méat ctia UE ¢ thé 13 ngit canh bdo mat nguyén gbc
gitta UE va AMF thir hai. Theo cach khac, khi AMF thtr hai thyc hién din xuét
khoa va tao khéa méi, ngit canh bao mat cua UE cd thé 13 ngir canh bao mat
thi hai dugc tao qua din xuét khéa dua trén ngir canh bao mat thir nhat.

Dua vao khia canh thd hai, theo mot s6 trién khai cua khia canh tha hai,
viéc AMF thir hai nhan thoéng diép yéu ciu ding ky th hai dugc giri béi AMF
thtr nht bao gém: AMEF thtt hai nhén yéu cdu goi dich vu truyén ngit canh UE
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dugc giri béi AMF thir nhét, trong d6 yéu ciu goi dich vu truyén ngit canh UE
mang thong diép yéu ciu dang ky thr hai.

Theo phuong phép thu thip ngit canh bao mat theo phuong an thuc hién
sang ché, thong diép yéu cAu ding ky thi hai dugc giri bdi AMF thit nhat dén
AMTF thit hai ¢6 thé dugce mang trong yéu cdu goi dich vu truyén ngit canh UE
dugc giri bdi AMF thir nhit dén AMF thit hai.

Dua vao khia canh th{r hai, theo mot sb trién khai cta khia canh thir hai,
viéc AMF thit hai truyén ngit canh bao mét cia UE dén AMF thir nh4t bao gbm:
AMTF thir hai truyén thong diép dap img thir nhit &&n AMF thir nhét, trong d6
thong diép dép tng thir nhit mang ngit canh bao mét ctia UE.

Theo phuong phéap thu thip ngit canh bao mat theo phwong an thuc hién
séng ché, khi tra v& ngit canh bao mét ciia UE cho AMF thtr nhét, AMF tht hai
c6 thé truyén thong diép dap tmg thir nhit mang ngir canh bao mat ctia UE dén
AMF thir nhét.

Dua vao khia canh thir hai, theo mot sb trién khai cia khia canh thi hai,
viéc AMF tht hai kiém chung tinh todn ven cua thong diép yéu ciu dang ky
thir hai bao gdm: AMF thir hai kiém chimg tinh todn ven cla thong diép yéu
cau dang ky tha hai dwa trén ngft canh bao mat thr nhét.

Khia canh thir ba @& cép dén phuong phap thu thip nglt canh béo mat.
Phuong phap bao gdm: UE x4c dinh thong diép yéu cau dang ky tht hai, va
thuc hién bao vé tinh toan ven trén thong diép yéu ciu dang ky th{r hai, trong
d6 thong diép yéu cau ding ky thr hai dugc bao vé tinh toan ven nho sir dung
ngit canh bao mat thir nhit, va ngi canh bao mat thtr nhat 13 ngit canh bao mat
nguyén gbc gitta UE va AMF thtt hai. UE truyén théng diép yéu cau ding ky
thi nhit dén AMF tht nhit, trong d6 thong diép yéu cdu dang ky tht nhét
mang thong diép yéu clu dang ky thir hai, vA AMF tht nhét 13 AMF cép dich
vu quén ly di dong va truy nhép cho UE sau khi UE duoc chuyén ving tir hé
thdng truyén thong 4G dén hé théng truyén thong 5G.

Theo phuong phép thu thdp ngit canh bao mat theo phuong an thuc hién
sang ché, khi UE duoc chuyén ving tir hé thong truyén thong 4G sang hé théng
truyén théng 5G, ngit cinh bao méat cia UE dugc luu trir béi UE va AMF thi

_7-



41404

hai tru6e khi chuyén ving. Sau khi UE dugc chuyén ving tir hé théng truyén
thong 4G sang hé théng truyén théng 5G, AMF thir nhit cip dich vu quan 1y di
dong va truy nhdp cho UE. AMF thtr nhét can thu dugc ngit canh bao mat cia
UE tir AMF thir hai. Cu thé 13, sau khi nhan 1énh chuyén ving, UE c6 thé thuc
hién bao vé tinh todn ven trén théng diép yéu cau ding ky thir tu dua trén ngir
canh bao mit duoc luu trit nguyén goc gitra UE va AMF thit hai, va sau d6 tao
thong diép yéu ciu dang ky thi hai. UE b sung thong diép yéu cau ding ky
thir hai vao théng diép yéu cdu dang ky thir nhit duoc truyén dén AMF thir
nhit. Theo cach nay, AMF thtr nhét c6 thé chuyén tiép théng diép yéu ciu ding
ky tht hai dén AMF thir hai, vA AMF thir hai ¢6 thé kiém chimg tinh toan ven
ctia thong diép yéu cdu ding ky thir hai. Sau khi kiém ching thanh céng tinh
toan ven cta thong diép yéu ciu dang ky thir hai, AMF thi hai c6 thé tra vé
ngit canh bao mét cia UE cho AMF thir nhit. Piéu niy c6 thé cai thién kha
ning ma AMF tht nhét thu dugc thanh cong ngit canh bao mit ctia UE tir AMF
thr hai.

Drua vio khia canh thi ba, theo mdt sb trién khai cua khia canh thir ba,
phurong phap con bao gdm: néu thong diép 1énh ché d6 bao mat ting khong
truy nhap (non-access stratum security mode command, NAS SMC) dugc giri
b6i AMF thtr nhit dugce nhin, kiém ching tinh toan ven cia NAS SMC; va néu
kidm chung thanh cong, giri théng diép hoan thanh ché d6 bao mat ting khong
truy nhap dén AMF thir nhit.

Theo phuong phép thu thdp ngit canh bdo mat theo phuong 4n thuc hién
sang ché, néu UE nhan thong diép NAS SMC dugc giri béi AMF thir nhit, va
UE kiém chimg thanh cong théng diép NAS SMC, UE truyén théng diép hoan
thanh ché do bao mat ting khong truy nhap dén AMF thir nhét.

Khia canh tht tr d& cip dén phuong phap thu thap ngit canh bao mat.
Phuong phép bao gbm: AMF thir nh4t nhan thong diép yéu cau dang ky thi
nhat dugc giri boi UE, trong d6 thong diép yéu cau dang ky thi nhit mang
thong diép yéu cdu ding ky thir hai, thong diép yéu ciu ding ky thtr hai duoc
bao vé tinh toan ven nhd st dung ngit canh bao mat thir nhit, ngit canh bao mat

thir nhét 12 ngir canh bao mat nguyén gdc gitta UE va AMF thi hai, va AMF
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thit nhat 14 AMF cp dich vu quan 1y di dong va truy nhép cho UE sau khi UE
dugc chuyén ving tir hé thdng truyén thong 4G sang hé théng truyén théng 5G.
AMTF thtr nhét truyén thong diép yéu ciu dang ky thir hai ¢én AMF thit hai.
Néu AMF thtt hai kiém chimg thanh céng tinh toan ven ciia thong diép yéu cau
ding ky tha hai, AMF tha nhét nhan nglt canh bdo mat ciia UE dugc giri béi
AMF thtr hai.

Theo phuong phéap thu thdp ngit canh bao mat theo phuong 4n thuc hién
sang ché, khi UE dugc chuyén ving tir hé théng truyén thong 4G sang hé théng
truyén thong 5G, ngit canh bao mat cia UE dugce luu trir bo1 UE va AMF thu
hai truée khi chuyén ving. Sau khi UE dugc chuyén ving tir hé thong truyén
thong 4G sang hé thdng truyén thong 5G, AMF thi nhét cp dich vu quan Iy di
dong va truy nhap cho UE. AMF thu nhit cin thu duoc ngit canh bao mat cia
UE tir AMF th(t hai. Cu thé 13, sau khi nhén 1énh chuyén ving, UE c6 thé thuc
hién bao vé tinh toan ven trén théng diép yéu ciu ding ky thir tw dua trén ngit
canh bao mat dugc luu trir nguyén goc gitta UE va AMF tht hai, va sau d6 tao
thong diép yéu ciu ding ky thir hai. UE bd sung thong diép yéu ciu dang ky
thit hai vao théng diép yéu ciu ding ky thir nhat dugc truyén dén AMF thir
nhét. Theo cach ndy, AMF tht nhit ¢6 thé chuyén tiép thong diép yéu ciu ding
kg tht hai dén AMF thi hai, vA AMF thit hai c6 thé kiém chimg tinh toan ven
ctia thong diép yéu cau dang ky thir hai. Sau khi kiém ching thanh cong tinh
toan ven cua thong diép yéu cdu dang ky thir hai, AMF tht hai c6 thé tra vé
ngit canh bao mat cia UE cho AMF thir nhét. Diéu nay c6 thé cai thién kha
ning ma AMF thir nhit thu duoc thanh cong ngit canh bdo mat cia UE tit AMF
th hai.

Duva vao khia canh thir tu, theo mdt s6 trién khai cta khia canh thi tu, ngir
canh bao mat cua UE bao gE‘)m: ngit cdnh bado méit thir nhét, hodic ngit canh bao
mat thir hai duogc tao qlia dan xuét khéa dira trén ngir canh bao mat thir nhét.

Theo phuong phéap thu thdp ngit canh bao mat theo phuong an thuc hién
sang ché, ngir canh bao mit cia UE c6 thé 13 ngir canh bao mat nguyén gbc
gitta UE va AMF thit hai. Theo cach khac, khi AMF thir hai thuc hién din xuét

khéa and tao khéa méi, nglt canh bao mat cia UE c6 thé 1a nglr cdnh bdo mat
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thtr hai dugc tao qua din xuit khéa dua trén ngir canh bao mat thir nht,

Dua vao khia canh thir tu, theo mot sb trién khai cta khia canh thi tu, viéc
AMTF thi nhét truyén thong diép yéu ciu dang ky thir hai ¢én AMF thit hai bao
gdbm: AMF thir nhat truyén yéu cau goi dich vu truyén ngit canh UE dén AMF
thir hai, trong d6 yéu cau goi dich vu truyén ngit canh UE mang thong diép yéu
ciu dang ky thir hai.

Theo phuong phéap thu thip nglt canh bao mat theo phuong 4n thuc hién
séng ché, thong diép yéu cu ding ky thtr hai dugc giri bdi AMF thit nhét dén
AMTF thit hai c6 thé dugc mang trong yéu cau goi dich vu truyén ngir canh UE
duoc giri boi AMF thir nhit dén AMF tht hai. |

Dua vio khia canh thi tw, theo mot s trién khai ctia khia canh th tu, viéc
AMTF tht nhét nhan ngit canh bao mat ctia UE dugc giri béi AMF thi hai bao
gdm: AMF thir nh4t nhan théng diép dap tmg thir nhit dugc giri béi AMF thir
hai, trong d6 théng diép dap tng thir nhit mang ngit canh bao mét ctia UE.

Theo phuong phéap thu thip ngit canh bdo mét theo phuong an thuc hién
séng ché, khi tra v& ngit canh bao méat ciia UE cho AMF thtr nhit, AMF tht hai
c6 thé truyén thong diép dap tmg thir nhit mang ngir canh bao mat ciia UE dén
AMF thir nhét.

Dua vao khia canh thir tu, theo mot s6 trién khai ctia khia canh thir tu,
phuong phép con bao gdm: Khi AMF thir nhét nhin thong diép chi bao rang
AMF thtr hai khong kiém chimg tinh todn ven ciia thong diép yéu ciu ding ky
thir hai, AMF thir nhit tiép tuc sir dung ngit canh bio mat dugc 4nh xa, hodc
khéi tao xac thuc ban dau dén UE. »

Theo phuong phap thu thdp ngit canh bdo mat theo phueng an thuc hién
sang ché, khi AMF thir nhit khong thu dugc ngir canh bao mat ctia UE tir AMF
thir hai, AMF tht nhit c6 thé tiép tuc sir dung ngit cinh bao méat dugc anh xa
duoc tao qua thuong lugng véi UE; hodc AMF tha nhét c6 thé khéi tao xac
thure ban dau dén UE dé tao ngit canh bao mat gitra AMF thit nhit and UE.

Dua vao khia canh thir tu, theo mot s6 trién khai cua khia canh thir tu, ngir
canh bao mat dugc 4nh xa thu dugc dya trén nglr cdnh bdo mat giira thuc thé

quan ly di dong (mobility management entity, MME) va UE, va MME la phén
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tir mang trong hé thdng truyén thong 4G.

Trong phuong phéap thu thip ngit canh bao mat theo phuong an thyc hién
sang ché, ngit canh bdo mat duqc_ anh xa la ngit canh bado mét dugc tao bdi UE
va AMF thir nhit riéng r& qua din xuat dua trén ngit canh bio mat giita UE va
MME. |

Khia canh thir nim d& cép dén phuong phap thu thip nglt cinh bio mat.
Phuong phép bao gém: AMF thir nhat truyén yéu cau goi dich vu truyén ngi
canh UE dén AMF thtr hai, trong d6 yéu cau goi dich vu truyén ngit canh UE
dugc s dung dé thu duoc ngit canh bao mat cia UE, yéu cu goi dich vu
truyén ngit canh UE mang thong tin chi bao, thong tin chi bao duoc st dung dé
chi bao rang UE duoc kiém chimg, va AMF thtr nhét 13 AMF cp dich vu quan
ly di dong va truy nhép cho UE sau khi UE dugc chuyén ving tir hé théng
truyén théng 4G dén hé thdng truyén thong 5G. AMF thir nhit nhan thong diép
dap tng tha hai duge giri boi AMF thir hai, trong d6 thoéng diép dap tmg tho
hai mang nglt cdnh bdo mat cua UE.

Theo phuong phap thu thip ngt canh bdo mat theo phuong 4n thuc hién
sang ché, yéu ciu goi dich vu truyén ngit canh UE duoc gti bdi AMF thi nhit
dén AMF thtr hai mang thong tin chi bao chi bao ring UE dugc kiém chimg.
Diéu nay c6 thé tranh viéc AMF thtr hai khong kiém chimg UE d6 va khong
truyén ngit canh bao mat cia UE dén AMF thir nht, va cai thién kha ning rang
AMF thtr nhét thu duoc thanh céng ngit canh bao mét ctia UE tir AMF thtt hai.

Dua vao khia canh thir nam, theo mot s6 trién khai cta khia canh th& nim,
that thong tin chi bdo dugc sir dung dé chi bao rang UE dugc kiém chimg bao
gbm: Théng tin chi bao dugc sir dung dé chi bao rang tinh toan ven ctia thong
diép yéu cdu ding ky dugc kiém chimg thanh cong, trong d6 thong diép yéu
cAu dang ky dugc nhan boi AMF thir nhét tir UE.

Theo phuong phap thu thip nglt canh bado méat theo phuong 4n thuc hién
séng ché, thong tin chi béo, dugc giri boi AMF thir nhit dén AMF thtt hai, chi
bao rang UE dugc kim ching c6 thé dugce sir dung béi AMF thir nhét ¢é thong
b4do AMF thtr hai ring tinh todn ven ctia thong diép yéu cau ding ky dugc giri
boi UE duoc kidm ching thanh cong. Diéu nay dé cép dén giai phap tly chon
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linh hoat dé chi bao ring UE dugc kiém chimg.

Dua vao khia canh thir ndm, theo mot s trién khai ctia khia canh thir nam,
truée khi AMF thir nhét truyén yéu ciu goi dich vu truyén ngir canh UE dén
AMF thtr hai, phuong phap con bao gbm: AMF thir nhit kiém chimg thanh
cong bao vé tinh toan ven cho thong diép yéu ciu dang ky, trong d6 thong diép
yéu ciu ding ky dugc nhan béi AMF thi nhéat tir UE; va/hoic AMF thir nhét
x4c dinh ring thong diép yéu cau dang ky 13 thong diép yéu ciu dang ky duoc
giri boi UE sau khi UE dugc chuyén viing tir hé théng truyén théng 4G sang hé
théng truyén thong 5G.

Theo phuong phap thu thép nglt cdnh bdo mat theo phuong 4n thuc hién
sang ché, AMF thir nhét xéac Idinh, dira trén két qua chi bao rang thong diép yéu
cau dang ky dugc kiém chimg thanh cong va/hoic dua trén viéc théng diép yéu
ciu dang ky dugc nhan 13 théng diép yéu cu dang ky dugc giri bdi UE sau khi
UE dugc chuyén ving tir hé théng truyén théng 4G sang hé théng truyén thong
5G, rang yéu cau goi dich vu truyén ngir canh UE c6 thé dugc truyén dén AMF
thir hai.

Dua vao khia canh thit nam, theo mot sb trién khai cta khia canh thtr nim,
yéu cu goi dich vu truyén ngit canh UE mang dinh danh cia UE.

Theo phuong phap thu thdp nglt cdnh bdo mat theo phuong an thuc hién
sang ché, d& AMF thtr hai c6 thé biét ring AMF thtr nhét can thu dugc ngit
canh bao mét cia UE, AMF thir nhit bd sung dinh danh ctia UE vao yéu céu
goi dich vu truyén ngtt canh.

Dua vao khia canh thir nam, theo mét sb trién khai cta khia canh thir nim, ,
yéu cau goi dich vu truyén ngit canh UE mang s6 dém ting khong truy nhap
lién két 1én (uplink non-access stratum count, UL NAS COUNT) cia UE.

Theo phuong phéap thu thip ngit canh bdo mit theo phuong én thuc hién
sang ché, @& AMF thir hai c6 thé biét vé UL NAS COUNT, AMF thir nhét c6
thé bd sung UL NAS COUNT vao yéu cau goi dich vu truyén ngit canh.

Dua vio khia canh tht ndm, theo mdt sd trién khai cia khia canh thit nam,
viéc yéu cau goi dich vu truyén ngit canh UE mang UL NAS COUNT bao gbm:

yéu cau goi dich vu truyén ngit cinh UE mang thong diép yéu cdu dang ky van
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ban thuln tay, trong d6 thong diép yéu ciu dang ky vin ban thudn tiy bao gém
UL NAS COUNT, va thong diép yéu cau dang ky dugce nhén boi AMF thir nhit
tu UE.

Theo phuong phap thu thdp nglt canh bdo mét theo phuong an thuc hién
sang ché, viéc yéu ciu goi dich vu truyén ngit canh UE mang UL NAS
COUNT c¢6 thé duoc trién khai bang cich mang théng diép yéu cau ding ky
vin ban thuln tiy trong yéu cdu goi dich vu truyén ngit canh UE, trong d6
thong diép yéu ciu ding ky van ban thudn tiy bao gdm UL NAS COUNT.
Didu nay dé cap dén giai phap tiy chon linh hoat & AMF thir nhat dé truyén
UL NAS COUNT dén AMF thir hai. | |

Khia canh thir sdu d& cap dén phuong phap thu thap ngl canh bao mit.
Phuong phap bao gdbm: AMF thit hai nhén yéu cAu goi dich vu truyén ngit canh
UE dugc giri béi AMF thir nhét, trong d6 yéu cu goi dich vu truyén ngit canh
UE duogc st dung dé thu dugc ngt canh bado mit cia UE, yéu cu goi dich vu
truyén ngit canh UE mang thong tin chi béo, thong tin chi bao dugc st dung dé
chi bo rang UE duoc kiém chimg, va AMF thit nhit 13 AMF cip dich vu quan
ly di dong va truy nhép cho UE sau khi UE dugc chuyén viing tir hé théng
truyén thong 4G dén hé théng truyén thong 5G. AMF thir hai truyén thong diép
d4p tng thir hai dén AMF thir nhét, trong d6 thong diép dap Ung tht hai mang
nglt canh bao mat cua UE.

Theo phuong phap thu thdp nglt canh bado mét theo phuong an thuc hién
sang ché, yéu cau goi dich vu truyén ngit canh UE dugc giri bdi AMF thi nhit
va dugc nhan béi AMF thtr hai mang thong tin chi bao chi bao ring UE dugc
kiém chimg. Duya trén théng tin chi bao, AMF thir hai khong can kiém chung
UE. Pidu nay c6 thé tranh viéc AMF thir hai khong kiém chimg UE va khong
truyén ngir canh bao mat ciia UE dén AMF thit nhét, va cai thién kha ning rﬁng
AMTF thir nhit thu dugc thanh cOng ngit canh bao mat cua UE tor AMF thit hai.

Dua vao khia canh thir squ, theo mdgt s6 trién khai cia khia canh thir sau,
viéc théng tin chi bao dugc str dung d€ chi bao rang UE duogc kiém chimg bao
gbm: Thong tin chi bao dugc sir dung dé chi bao rang tinh toan ven cta thong

diép yéu ciu ding ky dugc kiém ching thanh cong, trong d6 thong diép yéu
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cAu dang ky dugc nhan béi AMF thir nhit tir UE.

Theo phuong phéap thu thép ngit cdnh bdo mit theo phuong an thyc hién
sang ché, thong tin chi bao, dugc glri béi AMF thir nhit va dugc nhan boi AMF
thir hai, chi bdo ring UE duoc kiém ching c6 thé duoc st dung boi AMF thir
nhAt dé thong bdo AMF thir hai ma tinh toan ven ctia thong diép yéu cau dang
ky dugc giri béi UE duge kiém chimg thanh cong. Diéu nay dé cap dén giai
phap tiry chon linh hoat @& chi bao ring UE dugc kiém ching.

Dua vio khia canh thir sau, theo mot sb trién khai cia khia canh thir séu,
yéu cau goi dich vu truyén ngit canh UE mang dinh danh ctia UE.

Theo phuong phap thu thdp nglt cdnh bdo mit theo phuong an thuc hién
sang ché, dua trén dinhv danh cta UE duoc mang trong yéu ciu goi dich vu
truyén ngit canh, AMF thir hai c6 thé xac dinh ring AMF thir nhat cin thu dugc
ngtt cdnh bdo mat cua UE.

Dua vao khia canh thir sau, theo mot sb trién khai cﬁé khia canh thir sau,
yéu ciu goi dich vu truyén ngir canh UE mang UL NAS COUNT ctia UE.

Theo phuong phap thu thiap ngt canh bao mat theo phuong an thuc hién
sang ché, AMF thir hai c6 thé biét UL NAS COUNT dua trén UL NAS
COUNT duge mang trong yéu cau goi dich vu truyén ngir canh.

Dua vio khia canh thit siu, theo mot sb trién khai cta khia canh thir su,
viée yéu clu goi dich vu truyén ngit canh UE mang UL NAS COUNT bao gom:
yéu cau goi dich vu truyén ngit canh UE mang thong diép yéu cau dang ky van
ban thudn ty, trong d6 thong diép yéu ciu dang ky vin ban thudn tay bao gdm
UL NAS COUNT, va thoéng diép yéu cdu diang ky duoc nhan bdi AMF thir nhét
tu UE.

Theo phuong phap thu thip ngt canh bdo mat theo phuong an thuc hién
sang ché, viéc yéu ciu goi dich vu truyén nglt canh UE mang UL NAS
COUNT c6 thé duoc trién khai bang cach mang thong diép yéu ciu ding ky
vin ban thuin tiy trong yéu cdu goi dich vu truyén ngit canh UE, trong d6
thong diép yéu cdu dang ky van ban thuin tiy bao gébm UL NAS COUNT.
Diu nay @ cip dén giai phép tuy chon linh hoat & AMF thir nhét c6 thé
truyén UL NAS COUNT dén AMF thit hai.
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Dua vao khia canh tht sau, theo mot sb trién khai cia khia canh thir su,
phurong phép con bao gdbm: AMF thtt hai thuc hién dan xuét khéa dua trén UL
NAS COUNT.

Theo phuong phap thu thap nglt canh bao mat theo phuong an thuc hién
sang ché, AMF thir hai c6 thé thuc hién din xuét khéa dya trén UL NAS
COUNT duoc nhén.

Khia canh thtr bay d& cap dén hé théng truyén thong. Hé théng truyén thong
bao gdm AMF thir nhit va AMF thir hai ma c6 thé dugc tao cdu hinh dé thyc
hién céac hoat dong dugc thuc hién béi AMF thir nhit va AMF tht hai theo
trudong hop bét ky trong khia canh thir nhat hodc céc trién khai kha thi ctia khia
canh thir nhit. Cu thé 13, thibt bi truyén théng cé thé bao gdm thanh phin
(phuong tién) trong tng dugc tao cAu hinh @ thuc hién cac budc hoic cac
chirc ning dugc mo ta theo truong hop bét ky trong khia canh thir nhit hoic
céc trién khai kha thi cia khia canh thtr nhét, va thanh phan c6 thé 13 AMF thir
nhAt vA AMF thir hai theo khia canh tht nhét, hodc cac chip hoac cac mddun
chirc nang bén trong AMF thir nhit vd AMF thtt hai theo khia canh thit nhét.
Céc budc hodc cic chic ning c6 thé duoc trién khai bang cach phin mém,
phén ctg, hodc két hop cta phin ctng va phan mém.

Khia canh tht tdm d& cip dén thiét bi thu thap ngit cinh bao mat. Thiét bi
c6 thé dugc tao cdu hinh dé thuc hién hoat déng dugc thuc hién bdi AMF thit
nhét theo trudng hop bit ky trong khia canh thir nim, khia canh thr tu, céc
cach trién khai kha thi cta khia canh thit nim, ho#c cac trién khai kha thi cia
khia canh tht tu. Cu thé 13, thiét bi thu thip ngit canh bao mét ¢ thé bao gdm
thanh phén (phuong tién) twrong tng dugc tao chu hinh @ thuc hién cac budc
hodc cac chic ning dugc mé ta theo trudng hop bt ky trong khia canh tht
nim, khia canh thir tur, cic cach trién khai kha thi ciia khia canh tht nhat, hodc
c4c trién khai kha thi cta khia canh thir tu, va thanh phan c6 thé 13 AMF thi
nhét theo cac khia canh thr tu va thit nim, hodc chip hoic moédun chirc ning
bén trong AMF thir nhét theo cac khia canh thir tu va thit ndm. Cac budc hodc
c4c chire ning c6 thé dugc trién khai bang cach phin mém, phan cimg, hoic két

hgp cia phén ciing va phan mém.
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Khia canh thit chin d& cap thiét bi thu thip ngir canh bao mat. Thiét bi c6
thé duogc tao ciu hinh dé thuc hién hoat dong dugc thuc hién bdi AMF thit hai
theo trudng hop bit ki trong khia canh thir hai, khia canh thit sdu, cac cach
trién khai kha thi cta khia canh thit hai, hodc cac trién khai kha thi cia khia
canh thtr sau. Cu thé 13, thiét bi thu thip ngir canh bao mat c6 thé bao gbm
thanh phéan (phuong tién) twong tmg duoc tao ciu hinh dé thuc hién cac budc
ho#c cac chire ning duge mé ta theo trudng hop bét ky trong khia canh thir hai,
khia canh thir squ, cac cach trién khai kha thi ctia khia canh tht hai, hodc cac
trién khai kha thi cta khia canh thir sau, va thanh phin c6 thé 14 AMF thir hai
theo cac khia canh thi hai va thir su, hodc chip hodc mddun chirc nang trong
AMF thir hai theo céic khia canh thir hai va thr sau. Cac budc hodc cac chirc
ning cé thé dugce trién khai bang cach phin mém, phan cimg, hoic két hop cia
phan ctng va phan mém.

Khia canh thir mudi dé cép dén thiét bi thu thap ngit canh bdo maét. Thiét bi
¢6 thé dugc tao chu hinh dé thuc hién hoat dong duoc thuc hién boi UE theo
khia canh thir ba. Cu thé 13, thiét bi thu thap ngit canh bao mét c6 thé bao gdm
thanh phan (phuong tién) tuong Gng duoc tao cdu hinh dé thuc hién cac budce
hoac cac chirc nang dugce md ta in khia canh thir ba, va thanh phﬁn c6 thé 1a UE
theo khia canh thir ba, hodc chip hodc modun chiic nang trong UE theo khia
canh thtr ba. Cac budc hodc cic chirc nang c6 thé duoc trién khai bang cach
phan mém, phin cimg, hodc két hop cia phan cémg va phan mém.

Khia canh thir mudi mot @ cdp dén bd phén truyén thong, bao gém bd xir
1y, bo thu phat, va bd nhé. Bd nhé dugc tao cau hinh @& hwu trir chuong trinh
may tinh. B thu phat duoc tao cdu hinh @ thuc hién céc budc gl va nhan
trong phwong phap thu thap ngir cinh bio mét theo trién khai kha thi bét ky
theo c4c khia canh tir thit nhat dén tht nim. B6 xt 1y dugc tao cu hinh dé goi
chuong trinh may tinh tir bd nhé va chay chuong trinh may tinh, dé thiét bi
truyén thong c6 thé thuc hién phuong phap thu thap ngit canh bao mat theo
trién khai kh4 thi bat ky theo c4c khia canh tir thir nhat dén thir sau.

Mot cach tuy chon, c6 mot hodc nhiéu b6 xt 1y va mdt hodc nhiéu bd nhé.

Mot cach tuy chon, bd nhé c6 thé duoc tich hop véi bo xr Iy, hodc bd nhé
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va bd xir 1y c6 thé dugc dit riéng ré.

Mot cach tiy chon, bd thu phat bao gém b phat (transmitter) va bd thu
(receiver).

Khia canh thi mudi hai d& cap dén hé thdng. Hé théng bao gom cac thiét bi
thu thip ngir canh bao mét theo khia canh thir tdm va khia canh thir chin.

Khia canh tht mudi ba dé cap dén san phdm chuong trinh may tinh. San
pham chuong trinh may tinh bao gbm chuong trinh may tinh (ciing c6 thé duoc
goi 1a mi ho#c 1énh). Khi chuong trinh may tinh dugc chay, may tinh cé thé
thye hién phuong phép theo trién khai kha thi bat ky theo cac khia canh tir thir
nhat dén thir sau.

Khia canh thir muoi bdn @ cap dén vat ghi may tinh doc dugc. Vit ghi may
tinh doc duge luu trit chuong trinh méy tinh (ciing c6 thé dugc goi 12 mi hodc
1énh). Khi chuong trinh may tinh dugc chay trén may tinh, may tinh co6 thé thuc
hién phuong phap theo trién khai kha thi bit ky theo cac khia canh tir thir nhét
dén thir sau.

Khia canh tht mudi nam dé céap dén hé théng chip, bao g@)m bd nhé va bd
xir 1§. B6 nh¢ duge tao cAu hinh dé hru trit chuong trinh may tinh. B xtt 1y
duoc tao cdu hinh dé goi chuong trinh may tinh tir b nhé va chay chuong trinh
may tinh, sao cho thiét bi truyén thong trén d6 hé théng chip dugc cai dat thuc
hién phuong phap theo trién khai kha thi bit ky theo cac khia canh tir thir nhét

dén th sau.

MBS ta vin tit cac hinh vé

Fig.1 13 kién tric mang c6 thé 4p dung cho cac phuong 4an thuc hién sing
ché;

Fig.2 14 Ivu db chuyén ving gitta cic hé théng truyén thong;

Fig.3 12 so d6 ciia phuong phép thu thap ngit canh bao méat theo phuong 4n
thuc hién séng ché; _

Fig.4 1a so dd cta phuong phap thu thip nglt canh bio mat khac theo
phuong an thuc hién sang ché;

Fig.5 14 so db cia thiét bi thu thap ngit canh bao mat 50 theo phuong 4n
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thire hién sang ché;

Fig.6 14 so d6 cAu tric cia UE 60 theo phuong 4n thuc hién sang ché;

Fig.7 12 so d6 cta thiét bi thu thap ngit canh bao mat 70 theo phuong 4n
thue hién sang ché;

Fig.8 12 so db ciu tric cia AMF thir nh4t 80 theo phuong 4n thuc hién séng
ché;

Fig.9 1a so dd cua thiét bj thu thap ngit cinh bao mat 90 theo phuong 4n
thue hién sang ché; va

Fig.10 13 so dd cAu trac ciia AMF thir hai 100 theo phuong 4n thuc hién

sang ché.

M6 ta chi tiét sdng ché

Phén sau md ta cc giai phap k¥ thuét cia sang ché dua vao cac hinh vé di
kem.

Cac giai phap k¥ thuit cua cac phuong an thuc hién sang ché c6 thé duoc ap
dung cho cac hé théng truyén thong khac nhau, ching han hé théng truyén
thong di dong toan cu (global system for mobile communications, GSM), hé
théng da truy nhap phan chia mi (code division multiple access, CDMA), hé
théng CDMA bang rong (wideband code division multiple access, WCDMA),
hé théng dich vu v6 tuyén gbi tong hop (general packet radio service, GPRS),
hé théng tién héa dai han (long term evolution, LTE), hé thong song cong phan
chia tAn s6 LTE (frequency division duplex, FDD), hé théng song céng phan
chia thoi gian LTE (time division duplex, TDD), hé théng vién théng di dong
toan cAu (universal mobile telecommunication system, UMTS), hé théng
truyén lién tic toan ciu truy nhdp vi séng (worldwide interoperability for
microwave access, WiMAX), hé théng thé hé thir 5 (5th generation, 5G) tuong
lai, hodc hé théng v6 tuyén méi (new radio, NR).

Fig.1 13 kién tric mang c6 thé 4p dung cho cic phuong 4n thuc hién sang
ché. Nhu dugc thé hién trén Fig.1, phin sau md ta riéng r& cac thanh phin
trong kién trac mang.

1. Thiét bi ngudi ding (user equipment, UE) 110 c6 thé bao gdm cac thiét
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bi cAm tay khac nhau, cac thiét bi lap trong xe, cac thiét bi deo duge, va cac
thiét bi tinh toan cé chirc ning truyén thong khong day, hoic cac thiét bi xir Iy
khac duoc két ndi véi modem khong day, va cic dang khac nhau cta céc thiét
bi dau cudi, cac tram di dong (mobile station, MS), cac thiét bi dau cubi
(terminal), may khach phdn mém, va twong ty. Ching han, UE 110 c6 thé 13
déng hd do nudc, d@)ng hd do dién, hodc bo cam bién.

2. Phan tr mang truy nhap (v tuyén) (radio access network, (R)AN) 120
duoc tao cdu hinh dé tao chuc ning truy nhip mang cho cic UE dugc cip
quyén trong khu vuc cu thé, va c6 thé sir dung cac dudng him truyén cd chat
lugng khic nhau dua trén cac muc, cac yéu cau dich vu, va tuong tu cla cac
UE.

Phan tir (R)AN cé thé quan Iy cac tai nguyén vé tuyén va cdp dich vu truy
nhap cho UE, dé chuyén tiép tin hiéu diéu khién va dir liéu UE gitra UE va
mang 15i. Phin tr (R)AN ciing ¢6 thé duoc hiéu 13 tram co s& trong mang da
biét.

3. Phan tr mang mit phing ngudi ding 130 dugc st dung dé dinhA tuyén va
chuyén tiép géi, xir Iy chit luong dich vu (quality of service, QoS) cia dit liéu
mit phing ngudi ding, va tuong tu.

Trong hé thdng truyén théng 5G, phan tir mang mit phing ngudi ding c6
thé 13 phan tr mang thuc hién chirc ning mat phing ngudi ding (user plane
function, UPF). Trong hé thdng truyén théng twong lai, phdn tr mang mit
phéng nguodi dung co thé van 1a phé‘m tr mang thuc hién UPF, hodc co thé ¢
tén khac. Diéu nay khong bi gi6i han & sang ché.

4. Phén ttr mang dir liéu 140 dugc tao cu hinh dé tao mang dé truyén dix
liéu.

Trong hé théng truyén théng 5G, phin tir mang dir liéu c6 thé 13 phén tir
mang dit liéu (data network, DN). Trong hé théng truyén thong tuong lai, phin
tir mang dit liéu c6 thé van 14 phan tr DN, hodc c6 thé c6 tén khac. Diéu nay
khoéng bi gidi han & sang ché.

5. Phan tr mang quan 1y truy nhép va di dong 150 chu yéu duoc tao ciu
hinh dé thuc hién quéan 1y di dong, quan 1y truy nhép, va tvong tr. Phin t
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mang quan 1y truy nhip va di dong 150 co thé dugc tao cdu hinh dé thuc hién
c4c chirc ning, ching han, ngan xen theo ludt va ty quyén/xac thuc truy nhap,
khac ngoai quan 1y phién & cac chirc nang cia thuc thé quan ly di dong
(mobility management entity, MME).

Trong hé théng truyén thong 5G, phan tir mang quan 1y truy nhap va di
dong c6 thé 13 chirc ning quan 1y truy nhip va di dong (access and mobility
management function, AMF). Trong hé théng truyén thong tuong lai, thiét bi
quén 1y truy nhap va di dong c6 thé van 13 AMF, hoic c6 thé c6 tén khac. Piéu
nay khong bi gii han & sang ché.

6. Phin tir mang quan Iy phién 160 cha yéu dugc tao céu hinh dé quan 1y
phién, gén VéA qilén ly dia ch1 giao thirc internet (internet protocol, IP) ciia UE,
chon diém cubi ma c6 thé quan 1y giao dién UPF va giao dién chirc ning tinh
cude va diéu khién chinh sach, thong bao dit liéu lién Kkét Xuéng, va tuong tu.

Trong hé théng truyén thong 5G, phan tir mang quéan 1y phién c6 thé 13 phan
tor mang thuc hién chic ning quan ly phién (session management function,
SMF). Trong hé théng truyén thong trong lai, phan tr mang quan Iy phién c6
thé van 13 phin tir mang SMF, hoic c6 thé c6 tén khac. Diéu nay khong bi gidi
han & sang ché.

7. Phén tir mang didu khién chinh sach 170 dugc tao ciu hinh dé huéng din
khuon khé chinh sich théng nhit hanh vi mang, va cung cip thong tin luat 18
chinh sach cho phén tir mang thuc hién chirc ning mit phing diéu khién (ching
han, phﬁn t& mang AMF hodc SMF), va tuong tu.

Trong hé théng truyén théng 4G, phan tir mang diéu khién chinh sach cé thé
13 phan tr mang thuc hién chirc ning chinh sach va cac quy tic tinh cudc
(policy and charging rules function, PCRF). Trong h¢ théng truyén thong 5G,
ph?m t¢ mang didu khién chinh sich cé thé 1a ph?m t& mang thuc hién chirc
ning diéu khién chinh sach (policy control function, PCF). Trong hé théng
truyén thong tuong lai, phin tir mang diéu khién chinh sach c6 thé van 13 phan
tir mang thuc hién PCF, hoac c6 thé c¢6 tén khac. Diéu nay khéng bi gi6i han &
sang ché.

8. May chu x4ac thuc 180 dugc tao cu hinh dé x4c thuc dich vu, tao khoa dé
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thure hién x4c thuc hai chiéu cho UE, va hd trg khung xac thuc théng nhét.

Trong hé théng truyén théng 5G, may chu xac thuc cé thé 13 phén tir mang
thuc hién chirc ndng méy chu xéc thuc (authentication server function, AUSF).
Trong hé théng truyén thong twong lai, phan tir mang thuc hién AUSF van c¢6
thé 13 phin tr mang thuc hién AUSF, hodc c6 thé c6 tén khac. Diéu nay khong
bi giéi han & sang ché.

9. Phan tr mang quan 1y dir liéu 190 dugc tao cu hinh dé xir Iy dinh danh
UE, thuc hién x4c thuc truy nhép, ddng ky, va quan ly di dong, va tuong tur.

Trong hé thdng truyén théng 5G, phin tir mang quan 1y dit lidu c6 thé 1a
phin tr mang quan 1y dir liéu thdng nhit (unified data management, UDM).
Trong hé théng truyén thong 4G, phén tir mang quan 1y dit lidu c6 thé 14 phén
tr mang may chu thué bao thuong tri (home subscriber server, HSS). Trong hé
thdng truyén thong twong lai, phan tr mang UDM van c6 thé 1 phan tir mang
UDM, hoic c6 thé c6 tén khac. Piéu nay khong bi gidi han & sang ché.

10. Phén tir mang Ung dung 1100 dugc tao cAu hinh dé thyc hién dinh tuyén
dir lidu bi anh hudng tmg dung, truy nhap phin tr mang thuc hién chitc ning
cong khai mang, twong tac v6i khung chinh sach dé thyc hién didu khién chinh
séch, va tuong tu.

Trong hé thdng truyén thong 5G, phan tir mang tmg dung c6 thé 13 phan tir
mang thuc hién chirc ning tmg dung (application function, AF). Trong hé théng
truyén théng tuong lai, phan tir mang tmg dung c6 thé van 13 phan tr mang
thue hién AF, hodc c6 thé c6 tén khac. Pidu nay khong bi gi6i han & sang ché.

11. Phén ti mang luu trit mang dugc tao cAu hinh dé duy tri thong tin thoi
gian thuc cua tt ca cac dich vu chirc ning mang trong mang.

Trong hé théng truyén thong 5G, phan tir mang Iuru trit mang c6 thé 12 phan
tr mang thuc hién chirc nang luu trlit mang (network repository function, NRF).
Trong hé théng truyén thong tuong lai, phin tir mang luu trir mang cé thé van
13 phan tir mang NRE, hoic cé thé c6 tén khac. Piéu nay khéng bi giéi han &
sang ché.

C6 thé hiéu ring cac phan tir mang hoic cac chirc ning néu trén cé thé 13

cac phan tir mang trong thiét bi phin cting, cic chirc ning phin mém chay trén
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phé‘m ctmg danh riéng, hodc cac chirc nang 4o héa dugce khéi tao trén nén tang
(ching han, nén tang dam may). Dé d& mo ta, sang ché dugc md ta dudi day
nho st dung vi du trong d6 thiét bi quan 1y truy nhép va di dong 12 AMF, phin
tr mang quan 1y dir liéu 13 phén tir mang UDM, phin tir mang quan 1y phién 13
phan tir mang SMF, va phin tir mang mit phing ngusi ding 1a phén tir mang
UPF.

Pé d& mo ta, theo cac phuong 4n thuc hién séng ché, phuong phép thiét 1ap
phién dugc mo ta nho st dung vi du trong do thiét bi 13 thuc thé AMF hoic
thuc thé UDM. D6i véi phuong phap trién khai trong d6 thiét bi 12 chip trong
thuc thé AMF hoic chip trong thurc thé UDM, tham khao céc phé‘m mé ta cu thé
v& phuong phéap thiét 1ap phién trong d6 thiét bi 13 thuc thé AMF hogc thuc thé
UDM. Céc chi tiét khong duoc Lap lai.

Trong kién trac mang dugc thé hién trén Fig.1, UE duoc két ndi véi AMF
qua giao dién N1, (R)AN dugc két nbi véi AMF qua giao dién N2, va (R)AN
duoc két ndi voi UPF qua giao dién N3. Cac UPF duge nbi v6i nhau qua giao
dién N9, va UPF dugc lién k&t véi DN qua giao dién N6. SMF diéu khién UPF
qua giao dién N4. AMF duogc két ndi v6i SMF qua giao dién N11. AMF thu
duoc dir liéu thué bao cua UE tu khéi UDM qua giao dién N8. SMF thu dugc
dit liéu thué bao cia UE tir khéi UDM qua giao dién N10.

Can hiéu rang kién tric mang néu trén duogc 4p dung cho cac phuong 4n
thuc hién séng ché chi 13 vi du, va kién triic mang c6 thé 4p dung cho céc
phuong an thuc hién sang ché khong bi gidi han & d6. Kién triic mang bat ki c6
thé thuc hién céc chirc ning ctia cic phan tr mang néu trén c thé 4p dung cho
c4c phuong 4n thuc hién sang ché.

Chﬁng han, trong mdt s6 kién tric mang, cac phﬁn tr mang thuc hién chirc
ning mang va cac thuc thé, ching Han AMF, phin tir mang thuc hién SMF,
phén to mang thuc hién PCF, phé‘m tr mang thuc hién BSF, va phén to mang
thuc hién UDM déu dugc goi 1a céc p‘hé‘m tr mang thuc hién chirc ndng mang
(network function, NF). Theo cach khéc, trong mot s6 kién tric mang khac, tap
hop phin tir mang, ching han, AMF, phan tr mang SMF, phén tir mang PCF,
phan tir mang BSF, va phan tr mang UDM c6 thé duoc goi 13 phin tr mang
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thwre hién chirc ning mit phing diéu khién.

UE theo cac phuong &n thuc hién sang ché c6 thé 13 thiét bi dau cubi truy
nhap, khéi thué bao, tram thué bao, tram di dong, bang diéu khién di dong,
tram chuyén tiép, tram tir xa, thiét bi ddu cudi tir xa, thiét bi di dong, thiét bi
dau cubi ngudi diing, bo phan dau cubi (terminal equipment), thiét bi dau cubi
(terminal), thiét bi truyén théng khong diy, dai dién ngudi ding, thiét bi nguoi
ding, hodc twong tr. UE c6 thé theo cach khac 14 dién thoai t bao, dién thoai
khong day, dién thoai giao thirc khéi tao phién (session initiation protocol, SIP),
tram vong cuc bd khéng day (wireless local loop, WLL), thiét bi hé tro sb ca
nhan (personal digital assistant, PDA), thiét bi cam tay c6 chirc ndng truyén
théng khong day, thiét bi dién toan, thiét bi xtr Iy khac duogc két ndi v&i modem
khong day, thiét bi 1ip trong xe, thiét bi deo duoc, UE trong mang 5G tuong lai,
UE trong mang di dong mat dit cong cong (public land mobile network, PLMN)
tién héa twong lai, hodc trong tu. Pidu nay khong bi gi6i han & cac phuong 4n
thue hién sang ché.

Thiét bi mang theo céc phuong 4n thuc hién sang ché cé thé 13 thiét bi bat
k¥ ¢6 chire ning thu phat khéng diy va dugc tao cdu hinh dé truyén thong véi
UE. Thiét bi bao gdm nhung khéng bj giéi han & nat B tién héa (evolved Node
B, eNB), bd diéu khién mang v6 tuyén (radio network controller, RNC), nit B
(Node B, NB), bo diéu khién tram co s& (base station controller, BSC), tram
thu phét co s¢ (base transceiver station, BTS), tram co s& thuong tri (ching
han, nat B tién héa thudng tr, hodc nit B thudng tri (home Node B, HNB)),
khéi bang co s& (baseBand unit, BBU), diém truy nhap (access point, AP) trong
hé théng khong day (wireless fidelity, WIFI), ntit chuyén tiép khong day, nit
backhaul khong diy, diém truyén (transmission point, TP), diém thu phat
(transmission and reception point, TRP), hoic twong tu. Theo cach khéc, thiét
bi c6 thé 13 gNB hoic diém phat (TRP hodc TP) trong hé théng 5G, ching han
hé théng NR, c6 thé 13 mot panen anten hoic nhém (bao gdm cac panen anten)
panen anten cta tram co s& trong hé théng 5@, hodc co thé 1a nut mang, chéng
han khéi bang co s& (baseband unit, BBU) hoic khéi phén tan (distributed unit,
DU), tao thanh gNB hodc TP.
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Theo mét sb trién khai, gNB c6 thé bao gdm khéi tip trung (centralized unit,
CU) va DU. gNB c¢6 thé con bao gém khéi anten hoat dong (active antenna unit,
AAU). CU trién khai mot s6 chirc nang ctia gNB, va DU trién khai mét sb chire
nang ctia gNB. Chéng han, CU chiu trach nhiém xtr 1y giao thirc va dich vu phi
thoi gian thuc, va trién khai cic chirc ning cia 16p diéu khién tdi nguyén vo
tuyén (radio resource confrol, RRC) layer va 16p giao thuc héi tu dir liu gbi
(packet data convergence protocol, PDCP). DU chiu trach nhiém xir 1y giao
thirc 16p vét Iy va dich vu thoi gian thuc, va trién khai cac chitc ning cia 16p
diéu khién lién két v6 tuyén (radio link control, RLC), 16p diéu khién truy nhap
phirong tién (media access control, MAC), va 16p vét ly (phyéical, PHY). AAU
trién khai mot s6 chirc ning xir 1y 16p Vét 1y, xt¢ Iy tn sb vo tuyén, va chuc
ning lién quan dén anten hoat dong. Théng tin & 16p RRC din dan dugc bién
d6i thanh thong tin & 16p PHY, hodc dugc bién ddi tir théng tin & 16p PHY. Do
vay, trong kién tric ndy, bao hiéu 16p cao hon, ching han, bio hiéu 16p RRC
cling co thé dugc xem xét nhur 13 duge gtri boi DU hodc dugce gai bsi DU va
AAU. C6 thé hiéu ring thiét bi mang c6 thé 12 thiét bi bao gdbm mét hodc nhidu
nit CU, nat DU, va nit AAU. Ngoai ra, CU c6 thé 13 thiét bi mang trong mang
truy nhap (radio access network, RAN), hoic c6 thé 13 thiét bi mang trong
mang 13i (core network, CN). Diéu nay khéng bi giéi han & sang ché.

Theo cac phuong 4n thuc hién sang ché, UE hoic thiét bi mang bao gdm
16p phén ctmg, 16p hé diéu hanh chay phia trén 16p phan cimg, va 16p tmg dung
chay phia trén 16p hé diéu hanh. Lép phan cimg bao gdm phan cting ching han
khéi xir 1y trung tdm (central processing unit, CPU), khéi quan 1y bd nhé
(memory management unit, MMU), va b nhé (cling dugce goi 1a bd nhé chinh).
Hé diéu hanh c6 thé 12 mét hodc nhidu loai ctia hé didu hanh may tinh ma thuc
hién xir 1y dich vu nho st dung tién trinh (process), ching han, hé diéu hanh
Linux, hé¢ diu hanh Unix, hé diéu hanh Android, hé diéu hanh iOS, hoic hé
diéu hanh Windows. L6p tng dung bao gdm céc tng dung, ching han, b trinh
duyét, sb dia chi, phan mém xt 1y tir, va phan mém truyén théng tic thoi.
Ngoai ra, cAu tric cu thé cua thuc thé dé thuc hién phuong phap theo cac

phuong 4n thuc hién sang ché khéng bi gioi han cu thé theo cic phuong 4n
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thire hién sang ché, gia st ring mé ghi chuong trinh cia phuong phap theo cac
phuong an thuc hién séng ché c6 thé dugc van hanh dé thuc hién truyén théng
theo phuong phép theo cac phuong 4n thuc hién sang ché. Ching han, thuc thé
dé thuc hién phurong phép theo cac phuong 4n thuc hién sang ché c¢6 thé 13 UE
hodc thiét bi mang, hodc co thé 13 md dun chirc niang c6 thé goi va thuc thi
chuong trinh trong UE hoic thiét bj mang.

Ngoai ra, cac khia canh hodc cac dAu hiéu cua sang ché ¢ thé duoc trién
khai du6i dang phuong phép, thiét bi hodc san phdm st dung cng nghé lap
trinh va/hoac k¥ thuét chuin. Cum tir “san phém” dugc st dung theo sang ché
bao gém chuong trinh mdy tinh c6 thé duoc truyvnhép tir thanh phin may tinh
doc duoc bit ky, kénh mang hodc phuong tién. Ching han, phuong tién may
tinh doc dugc cé thé bao gém ma khong bi gii han &: thanh phin luu trit tir
tinh (chang han, dia ctmg, dia mém hodc bing tir), dia quang (ching han, dia
compac (compact disc, CD) hoic dia da dung s (digital versatile disc, DVD)),
thé thong minh, va thanh phan bo nhé nhanh (ching han, b nhé chi doc lap
trinh dugc xd6a dugc (erasable programmable read-only memory, EPROM), thé,
gy, hodc 6 khéa). Ngoai ra, cac phuong tién luu trir khac nhau dugc mé ta
trong ban mé ta co thé chi bdo mot hodc nhiéu thiét bi va/hoic phuong tién
may doc dugc khac ma dugc tao cAu hinh dé luu trit thong tin. Cum fur
“phuong tién luu trir may doc dugce” c6 thé bao gdbm ma khéng bi giéi han &
kénh vb tuyén, va cac phuong tién khac c6 thé lwu trir, chira, va/hodc mang
1énh va/hoéc dir liéu.

Céc phwong 4n thuc hién sang ché chu yéu dé cap dén thuc thé quan 1y di
dong (mobility management entity, MME) khi kién tric mang dugc thé hién
trén Fig.1 13 kién trac mang 4G, va AMF va UE khi kién trac mang dugc thé
hién trén Fig.1 13 kién trac mang 5G. Déi véi AMF, sang ché dé cap dén AMF
thir nhit vd AMF thir hai. Cu thé 13, AMF thtr nhét theo sang ché 13 AMF ma
dugc chon, tir hé théng truyén théng 5G trong tién trinh trong d6 UE dugc
chuyén ving tir hé théng truyén thong 4G sang hé thdng truyén théng 5G, cho
UE béi MME trong hé théng truyén thong 4G dé cip dich vu mang 13i cho UE.
AMF thir hai theo sang ché 13 AMF, khac ngoai AMF thir nhét trong hé théng
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truyén thong 5G trong tién trinh trong d6 UE dugc chuyén ving tir hé théng
truyén thong 4G sang hé théng truyén théng 5G, ma hru trit ngt canh bao mat
cua UE.

Cén hiéu ring “thtr nhat” va “thir hai” theo sang ché chi dugc st dung dé
phan biét, va khong duoc hiu nhu 13 giéi han bit ky & sang ché. Chang han,
AMTF thit nhit vA AMF thir hai chi duoc st dung dé phan biét gitta cic AMF
khéc nhau.

Dé d& hiéu phuong phép thu thip ngit canh bao mét theo cac phuong 4n
thuc hién sang ché, phin sau mé ta van tit, dua vao Fig.2, tién trinh trong d6
UE dugc chuyén ving tir hé théng truyén thong 4G sang hé théng trayén thong
5G. Fig.2 1a Ivu dd chuyén ving gifta cac hé thdng truyén théng. Luu db bao
gbm UE, MME, AMF thir nhit, va AMF thit hai.

Chuyén ving gitta cac hé théng truyén thong bao gbm cac budc sau.

S210: MME truyén théng diép yéu cau chuyén tiép dinh vi lai (forward
relocation request) dén AMF thir nhit.

Cu thé 13, MME trong hé théng truyén théng 4G biét ring UE dugc chuyén
ving tir hé thdng truyén théng 4G sang hé thong truyén théng 5G, va can chon,
cho UE, AMF tht nhit tir hé théng truyén thong 5G dé tiép tuc cép dich vu
quan 1y truy nhdp va di dong cho UE. Khi UE truy nhép hé théng truyén thong
4G, UE va MME thu dugc cing khéa K sgve. Khi UE duge chuyén ving tir hé
thdng truyén théng 4G sang hé théng truyén thong 5G, MME chon AMF thir
nhit va truyén Kagye va tham sé budc nhay tiép theo (next hop, NH) dén AMF
thir nhit. Néi cach khac, théng diép chuyén tiép yéu cau dinh vi lai mang cac
tham s, ching han, K xgue va NH.

Theo phuong 4n thuc hién sing ché, cich MME nhan biét chuyén ving
gifta cac hé thong khong bi gi6i han. Dé biét chi tiét, tham khao cac phin mb ta
thi tuc chuyén ving tir hé thong truyén thong 4G sang hé théng truyén thong
5G trong giao thirc hién tai. Ching han, tram co s& trong hé théng truyén thong
4G c6 thé giri yéu cau chuyén ving dén MME, sao cho MME biét rang UE can
dugc chuyén ving tir hé thdng truyén thong 4G sang hé théng truyén thong 5G.

Ngoai ra, theo phuong 4n thuc hién sang ché, cach thic MME chon AMF
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thir nhit khong bi giéi han. D& biét chi tiét, tham khao cac phin mo ta trong
giao thirc hién tai. Chéng han, MME luu trir it nhit mdt AMF duge tao chu
hinh béi ngudi van hanh. Khi MME biét ring UE céan dugc chuyén ving tir hé
théng truyén thong 4G sang hé thdng truyén thong 5G, MME chon AMF thir
nhét tir it nhit mot AMF.

$220: AMF thir nhit x4c dinh ngir canh bao mat duoc anh xa (mapped).

Cu thé 13, AMF thir nhit din xuit ngir canh bao mat duoc anh xa dua trén
cac tham sb, ching han Kagye va NH, duoc mang trong thong diép yéu ciu
dinh vi lai dugc nhian. Ngit canh bdo mat dugc anh xa dugce bao gém trong ngit
canh dugc anh xa cia UE. Can hiéu réng ngft canh dugc 4nh xa theo sang ché
13 ngtr canh bao mat cua UE dugc din xudt bdi AMF thir nhét va UE mot cach
riéng r€ dya trén ngit canh dugc tao qua thuong lugng gitta UE va MME trong
hé théng truyén thong 4G. Dbi v6i cach thirc din xut ngit canh bao mat cta
UE dva trén ngit canh 4G, tham khao cac moé ta trong giao thirc hién tai, va tién
trinh nay khong bi giéi han theo sang ché. Ngit canh bao mat dugc 4nh xa thu
duge bdi AMF thir nhit va UE riéng r&€ dua trén ngit cdnh bdo mat gitta MME
va UE. Ngoai ra, theo sang ché, ngit canh dugc thuong lugng gita UE va
MME trong hé théng truyén thong 4G bao gdm ngit canh bao mat gitta UE va
MME, va c6 thé ciing dugc goi 13 ngir canh 4G cia UE dé phén biét. Tuong tu,
theo sang ché, truéc khi UE dugce chuyén ving tir hé théng truyén théng 4G
sang hé théng truyén thong 5G, ngit cinh bao mit ctia UE ma dugc luu trix
trong UE va AMF thir hai 1a ngit canh dugce thuong luong gitta UE va AMF tha
hai trong hé théng truyén théng 5G, bao gém ngit canh bao mat gitta UE va
AMF thir hai, va c6 thé ciing dugc goi 12 ngit canh 5G ctia UE dé phan biét.

Dé d8 mo ta, duéi day, ngir canh bao mat thu duoc bdi AMF thir nhét va UE
riéng 1& qua din xuét dua trén ngit canh bao mat gitta MME va UE dugc goi 1a
ngit canh bao mat dugc anh xa, va nglt canh bao mét gitta AMF thit hai va UE
duoc goi 12 ngit canh bao mat nguyén gdc (native).

CAn hiéu thém ring phuong 4n thuc hién sang ché chii yéu dé cap dén viéc
g ngit canh bdo mat ciia UE béi AMF thir hai dén AMF thtr nhat. Ngit canh

bao mat ciia UE 1a mdt phan ngit canh cta UE, va c6 thé dugc truyén cung véi
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ngit canh cua UE. Do vay, dé d& mé ta, theo phurong 4n thuc hién sang ché, giri
ngif canh bao mat cia UE béi AMF thir hai dén AMF thir nhét c6 thé dugc mo
t4 nhu 12 gtri ngit canh cta UE hodc giri ngir canh bao mét cia UE. Piéu nay
chi duge sit dung dé d& mo6 ta, va khong gidi han bat ky & pham vi bao ho cia
cac phwong an thuc hién sang ché.

Viéc AMF thtr nhit din xuét ngit canh bao mat dugc anh xa cia UE dua
trén cac tham sé, chéng han, Kague va NH, dugc mang trong thong diép yéu
cdu dinh vi lai duvoc nhin bao gém viéc AMF thtr nhit din xuét khoa Ky
dua trén K gue va NH.

Ching han, sau khi nhin K sue va NH, AMF thit nhit ¢6 thé tinh toan khéa
K nhd st dung cong thirc din xudt dinh trude. Cong thirc din xuét la:
Kamrr = HMAC — SHA — 256 (Key, FC|[PO||L0), trong d6 FC = 0x76, PO = gia
tri NH, LO = chiéu dai cta gia tri NH (tirc 13, 0x00 0x20), vd KEY = KquE.
AMTF thr nhét tinh toan khéa bao vé tinh toan ven Kyasinn va khéa bao vé tinh
bdo mat Kyasencs dua trén khoa Kayp va thuit todn bao maét dudc thuong
luong v6i UE, trong d6 Kamri, Knasintt, V8 Knasencr dugc bao gﬁ‘)m trong ngir
canh bao mat ctia UE. Kanrr, Knasing, V3 Knasener dugc din xudt dua trén
Kxsme va NH, va K pgve va NH 13 ngit cdnh bdo mit gitta UE va MME. Do vay,
K amri, Knasint, Va8 Knasener dugc goi 1a nglt cdnh bao mat dugc anh xa cua UE.

S230: AMF thir nhét truyén thong diép chuyén tiép dap tmg dinh vi lai
(forward relocation response) dén MME.

Cu thé 13, sau khi x4c dinh ngit canh bao mat dugc anh xa, AMF thur nhét
truyén thoéng diép chuyén tiép dap tmg dinh vi lai dén MME. Théng diép
chuyén tiép dap tng dinh vi lai dugc sir dung dé thong bdo MME rang AMF
thir nhét c6 thé dugc sir dung 1am AMF cung cép dich vu quan 1y truy nhép va
di déng cho UE trong hé théng truyén thong 5G khi UE dugc chuyén ving tir
hé théng truyén thong 4G sang hé thdng truyén thong 5G.

S240: MME truyén théng diép 1énh chuyén ving (handover command) dén
UE.

Sau khi nhén théng diép chuyén tiép dép tmg phan phdi lai duge giri boi
AMF thir nhit, MME biét ring AMF thir nhit c6 thé cdp dich vu quan 1y truy
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nhdp va di dong cho UE. Trong truong hop nay, MME uuyén.chuyén‘vﬁng
thong diép 1énh dén UE, sao cho UE biét ring UE c6 thé dugc chuyén ving tir
hé théng truyén thong 4G sang hé théng truyén thong 5G.

S250: UE xac dinh ngit canh bdo mat dugc anh xa.

Sau khi nhén thong diép 1énh chuyén ving, UE tinh to4n, nhd st dung cong
thirc din xuét dinh trudc, khéa Kayr dua trén khéa Kasve va NH duoc luu trix
trong UE. D6i v6i qué trinh din xuét cu thé, tham khao budc S220 néu trén, va
chi tiét khong dugc mé ta lai & day.

Sau bbudc S250, UE va AMF thir nhét thu dugc khoéa twong tu Ky, va
khoa Ky ¢6 thé 14n lugt duoc st dung dé din xuét khoa khac.

Ching han, UE va AMF thir nhét thu dugc ciing khéa K. Sau d6, dwa
trén K app va thuat toan bdo vé tinh toan ven tﬁng khéng truy nhip (non-access
stratum, NAS) va thuit toan bao vé tinh bado mat dugc thuong luong gitta UE
va AMF tht nhit, UE vi AMF tht nhét tao khéa bao vé tinh toan ven Kyasin
va khoa bao vé tinh bao mét Kyssenc: dugc st dung dé bao vé thong di€p NAS
(chéng han, thong diép yéu ciu dang ky). Cu thé 13, Knasin V2 Knasena dUQC
tinh to4an nhu sau:

Kaasmu = HMAC - SHA - 256 (KEY, S), trong 46 S =
FC|[P0;|[LO4||P1,]|L1,, FC = 0x69, P0; = bd phan biét loai thuit toan (algorithm
type distinguisher), L0; = chiéu dai ctia bo phan biét loai thuit toan (length of
- algorithm type distinguisher) (tirc 13, 0x00 0x01), P1; = dinh danh thuit toan
(algorithm identity), L1; = chidu dai cta dinh danh thuit toan (length of
algorithm identity) (tic 1a, 0x00 0x01), va KEY = K smpr.

Kyasenct = HMAC — SHA — 256 (KEY, S), trong d6 S = FC|[PO||LO|P1|L1,
FC = 0x69, PO = b phan biét loai thuat toan, L0 = chiéu dai cia bd phan biét
loai thuat toan (tirc 13, 0x00 0x01), P1 = dinh danh thuit todn, L1 = chiéu dai
cia dinh danh thuét toan (tic 1a, 0x00 0x01), va KEY = Kamr1-

B phén biét loai thuit toan va dinh danh thust ton d tinh todn Kyasing
khac v6i bo phan biét va dinh danh dé tinh toan Kyasenci-

Sau khi hoan thanh chuyén ving, UE khéi tao ding ky di dong, néi cach
khac, thuc hién budc S260. UE truyén thong diép yéu ciu ding ky (registration
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request) dén AMF thir nhét, va UE thuc hién bao vé bao mat trén thong diép
yéu cau ding ky nho st dung ngit canh bao mat dugc anh xa duge tao qua din
xuit dua trén K o duge tao trude d6. Bao vé bao mat bao gém bao v€ mat ma
hoéa va/hodc bao vé tinh toan ven.

CAn hidu ring thong diép duogc giri boi UE dén thiét bi mang 15i ¢ thé duoc
chuyén tiép boi thiét bi mang truy nhép. Do chirc nang ctua thiét bi truy nhép
khong bi gi6i han theo phuong an thuc hién sang ché, thiét bi mang truy nhap
¢6 thé chuyén tiép théng diép giita UE vA AMF thir nhit. D& ngén gon, theo
sang ché, viéc chuyén tiép théng diép gitta UE va AMF fhir nhit duoc mé t
nhu 12 viéc UE truyén thong diép yéu ciu ding ky dén AMF thtr nhat va MME
truyén thong diép dén UE. Théng diép yéu cdu ding ky dugc giri béi UE con
bao gdm dinh danh UE tam thoi duy nhét toan cuc (globally unique temporary
user equipment identity, GUTI) trong nglt canh dugc anh xa, va GUTI duogc st
dung béi thiét bj mang truy nhap dé xac dinh chuyén tiép théng diép yéu ciu
dang ky d&n AMF thir nhit. Do GUTI dugc bao gdm trong ngit canh dugc anh
xa, GUTI co thé duoc goi 1a GUTI dugc anh xa.

Mot cach tiry chon, khi UE truyén thong diép yéu cau ding ky dén AMF thir
nhat, UE luu trit ngit canh bao mat cia UE gitta UE va AMF khac (AMF thtr
hai) va dinh danh UE tam thoi duy nhit toan cuc thé hé thtr 5 (5th generation
globally unique temporary user equipment identity, 5G-GUTI) cua UE. Do vay,
UE bd sung 5G-GUTI vao thong diép yéu cau dang ky.

Can hiéu ring phuong 4n thuc hién sang ché chii yéu lién quan dén tién
trinh trong d6 AMF thir nhit thu dugc thanh cong ngit canh bao mat cia UE tir
AMF thtr hai. Do vdy, theo sang ché, truong hop sau chii yéu duge xem xét:
Khi UE truyén théng diép yéu cau dang ky dén AMF thi nhét, UE luu trit ngit
canh bao mat UE dugc thuong lugng gitta UE va AMF tht hai cling nhu
5G-GUTL

Can hiéu thém ring nguyén nhén tai sao ngit cinh bio mat va 5G-GUTI ciia
UE duogc luu trit bdi UE va AMF tht hai khong bi giéi han theo phuong 4n
thie hién sang ché, va c6 thé duogc xac dinh trong giao thirc hién tai. Chéng han,

truée khi UE duge chuyén ving tir hé théng truyén thong 4G sang hé théng
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truyén théng 5G, UE dugc chuyén ving tir hé théng truyén thong mang 5G
sang hé théng truyén théng 4G. Theo cach khac, UE hd trg két néi kép truy
nhap hé théng truyén théng 5G qua két ndi phi 3GPP, va truy nhap hé théng
truyén thong 4G qua két nbi 3GPP cing Itc. Theo cach nay, UE & ché do két
nbi duoc chuyén ving tir hé thdng truyén thong 4G sang hé thdng truyén thong
5G.

Cén hiu ring khi ngt canh bao mat cia UE nim gita AMF thir hai va UE
tdn tai trén AMF thir hai, AMF thir nhit can thu duoc ngit canh bao mat ctiia UE
tir AMF thtr hai. Cu thé 13, viéc AMF thr nhét thu dugc ngit canh bao mit cia
UE tir AMF th{ hai duoc xac dinh duabtrén 5G-GUTI dugc mang trong thong
diép yéu cu dang ky duoc nhan tir UE. 5G-GUTI dugc tao cu hinh béi AMF
thir hai cho UE va c6 thé duogc sit dung dé nhan dién UE va AMF thi hai. Nhur
dugc néu trong giao thirc, khi nglt cdnh bao mit cua UE tdn tai trong hé théng
truyén théng 5G, ngit canh bao mat cia UE thay vi ngit canh bao mat dugc 4nh
xa dugce xé4c dinh qua thuong lwong gitta AMF thi nhét va UE duoc wu tién st
dung, do ngit canh bao mat dugc anh xa thu duge qua anh xa dya trén ngft cadnh
bao mat cua UE gifta UE va MME trong hé théng truyén théng 4G. N6i cach
khéc, tha tuc duoc thé hién trén Fig.2 con bao gém S270 trong d6 AMF thir
nhat khéi  tao yéu cAu goi dich wu truyén nglt céanh UE
(Namf Communication UEContextTransfer).

Cu thé 13, AMF thir nhit nhén thong diép yéu cau dang ky duoc giri bai UE,
va khéi tao yéu cau goi dich vu truyén ngit canh UE dén AMF th{r hai dua trén
the 5G-GUTI dugc mang trong théng diép yéu cau ding ky. yéu cau goi dich
vu truyén ngit canh UE mang thong diép yéu cau ding ky.

Can hiéu ring théng diép yéu cau ding ky dugc bao vé bao mat dua trén
ngir canh bao mat dugc anh xa gitta UE v AMF thit nhat, va AMF thit hai x4c
dinh, dira trén két qua kiém chimg thong diép yéu ciu ding k¥, lidu co tra vé
ngit canh bao méat cia UE cho AMF thir nhét hay khéng. Néi cach khac, $S290
duge thuc hién. AMF thi hai kiém chimg thong diép yéu cau dang ky.

Theo trién khai kha thi, AMF thir hai khong kiém chimg thong diép yéu cau
dang ky. Trong trudng hop nay, AMF thir hai khong trd v& ngit cinh bao mét
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ctia UE cho AMF thir nhit. Két qua 13, AMF thir nhat khong thu dugc ngit canh
bao mét ciia UE tir AMF thir hai, vA AMF thir nhit khéng thé wu tién st dung
ngir canh bao mat cia UE. Piéu nay khéng tuan thii theo giao thic.

Theo trién khai kha thi khic, AMF thtr hai kiém chimg thanh cong tinh toan
ven cta thong diép yéu ciu ding ky. Trong truong hop nay, AMF thi hai tra vé
ngit canh bao mat ciia UE cho AMF thu nhét, va thue hién S291 trong d6 AMF
thir hai truyén ngit canh bao mat ciia UE dén AMF thir nhit. Mot cach tiy chon,
viéc AMF thir hai truyén ngit canh bao mat ciia UE dén AMF thir nhit c6 thé
duge mb ta nhu 13 viec AMF thi hai truyén ngft canh ciia UE dén AMF tht
nhét. Ngit canh cia UE bao gdm ngit canh bao mét ciia UE duoc xac dinh qua
thuong luong gitta AMF thit hai va UE, va ngit canh bao mit ctia UE bao gdm
khéa Kamr, s6 dém ting khéng truy nhép (non-access stratum count, NAS
COUNT), va tuong tu.

Mot cach tuy chon, trude khi truyén nglt canh bao méat cia UE, AMF thi
hai ¢4 thé thuc hién din xuét khoa trén khéa K uym, theo chinh sach ndi bo. Néu
AMTF thir hai @3 thuc hién din xuét khéa trén Kyr, AMF thir hai truyén, dén
AMTF thtr nhit, khéa K yr,' thu duoc sau khi din xuit va thong tin chi bao din
xuit dugc sir dung dé chi bao ring AMF thtr hai dd thuc hién din xuit khéa
trén K vr.

Theo trién khai kha thi, ddn xuét khéa theo sang ché cé thé 13 din xuét khoa
ngang.

Chéng han, cach thuc thuc hién din xuét khéa ngang trén Kaym dé tao
Kamr,' nhu sau: _

Kavrp=HMAC-SHA-256 (Key, S);

FC=0x72;

PO =0x01;

L0 = chiéu dai cta PO (tirc 13, 0x00 0x01);

P1 =NAS COUNT lién két Ién;

L1 = chiéu dai ctia P1 (tic 13, 0x00 0x04);

KEY = K ampo;

S=FC]||PO||LO|[P1||L1.
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Theo trién khai kha thi khac, viéc din xuat khéa theo sang ché cé thé 1a
cach thirc din xudt khéa duoc théa hiép gifra cac phin tir mang khic nhau.
Chéng han, AMF thir nhit vd AMF tht hai théa hiép trén cach thirc dan xuét
khéa dinh trude. Gia sir ring ngit canh bao mét cia UE ma duoc giri béi AMF
thir hai dén AMF thir nh4t bao gdm théng tin chi bao din xuit, AMF tht nhét
¢6 thé xac dinh réng khéa trong ngit cdnh bdo mat dugc nhédn cua UE thu duogc
béi AMF thir hai béng céch thuc hién din xuit khoa theo cach din xuit khéa
dinh trudec.

Tuong tir, sau khi nhan théng tin chi bao din xuit, AMF thir nhét ciing
truyén thong tin chi bao din xuit d&én UE, @ chi bao UE thuc hién din xuit
khoa trén khéa Kayg, dé thu duoc khéa Ky, sao cho UE va phia mang théda
thuan trén khéa. Can hiéu réng UE nhén dinh danh khéa chi bédo khéa Ky,
va do vy c6 thé xac dinh thuc hién din xuit khéa trén khéa Ky, thay cho
Kamr. Pinh danh khéa khong dugc cai thién theo sang ché. Do vay, dinh danh
khoa khong duge mo ta chi tiét & day.

C6 thé dugc biét, tir tién trinh chuyén ving UE tir hé théng truyén thong 4G
sang hé théng truyén théng 5G trén Fig.2, viéc khi AMF thir hai khong kiém
chimg UE, AMF thtr nhit khéng thé thu duoc ngit canh bao mét cia UE tir
AMF thir hai. Dé tranh gip su ¢ khi thu thdp ngit canh bao mat cia UE,
phuong 4n thuc hién sang ché dé cap dén phuong phép thu thap ngir canh bao
méat. Khi AMF thtr nhét thu duoc ngt canh bdo mat cua UE tr AMF thi hai,
ngit cdnh bdo mat mang thong tin chi béo. Thong tin chi bao chi bao ring UE
dd dugc kiém chimg thanh cong. Dya trén thong tin chi b4o, AMF thir hai
khoéng can kiém ching UE, nhung tra vé truc tiép ngir canh bao mat cia UE.
Diéu nay c6 thé tranh kha nang gip su ¢ thu dugc ngit canh bao mat cia UE.

Cén hiéu ring viéc kiém chimg UE theo sang ché nghia 13 kiém chimg tinh
toan ven clia thong diép yéu cau dang ky duogc giri boi UE, ching han, giai mat
mi thong diép yéu ciu dang ky va/hodc kiém chimg tinh toan ven cta thong
diép yéu cau dang ky. Do gia sir rang tinh todn ven cia théng diép yéu ciu
dang ky dugc kiém ching thanh cong chinh 13 viéc thong diép yéu cau dang ky

duoc giai mat ma thanh céng, theo phuong 4n thuc hién sang ché, viéc UE
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duoc kiém ching thanh cong duge md ta nhu 1a viéc tinh toan ven cua théng
diép yéu ciu dang ky dugc kiém chimng thanh cong.

Dura vao Fig.3, phan sau md ta chi tiét phuong phép thu thip ngit canh bao
maét theo phuong an thuc hién séng ché. Fig.3 1a so dd cia phuong phap thu
thap ngir canh bao mat theo phuong an thuc hién sang ché. So @ bao gdm UE,
MME, AMF tht nhat, vd AMF thir hai.

Phuong phap thu thap nglt cdnh bao méat bao gdm cac budc sau.

$310: AMF thir nhét truyén thong diép yéu cau thir hai ¢én AMF thit hai.

Thong diép yéu ciu thir hai dugc st dung dé yéu cau thu dugc ngir canh
bao mat cia UE. Théng diép yéu cau thtr hai mang thong tin chi bao, va thong
tin chi bao dugc st dung dé chi bao r@fmg UE duogc kiém ching.

Mdt cach tiy chon, thong tin chi bao ¢ thé dugc goi 12 gia tri nguyén nhan
(value).

Cu thé 13, viéc AMF tht nhét x4c dinh ring UE dugc kiém ching chi yéu
xAc dinh liéu thong diép yéu clu ding ky duoc nhan tir UE théa mén diéu kién
dinh trudc. Can hidu ring, trudc khi AMF thir nhét truyén thong diép yéu cau
thir hai @én AMF thir hai, thi tuc phurrong phép dugc thé hién trén Fig.3 con bao
gdm céc bude tir S311 dén S316.

S311: MME truyén thong diép chuyén tiép yéu cau dinh vi lai dén AMF tht
nhét. Budc nay twong tu véi buée S210 trén Fig.2, va chi tiét khong duoc mo
ta lai & day. _

S312: AMF thtr nhét xac dinh nglt canh bdo mét dugc anh xa. Budc nay
tuong tu véi bude S220 trén Fig.2, va chi tiét khong duge mo ta lai & day.

S313: AMF thtr nhét truyén thong diép dap ting chuyén tiép dinh vi lai dén
MME. Budc nay twong tu vai bude S230 trén Fig.2, va chi tiét khong duoc mo
ta lai & day.

S314: MME truyén théng diép 1énh chuyén ving dén UE. Buéc nay tuong
tu v6i bude S240 trén Fig.2, va chi tiét khong dugc mb ta lai & day.

S315: UE x4c dinh ngit canh bao mat dugc anh xa. Budc nay tuong ty vé1
budc S250 trén Fig.2, va chi tiét khong duge mo ta lai & day.

S316: UE truyén thong diép yéu ciu ding ky dén AMF tht nhat. Buéc nay
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twrong tu v6i bude S260 trén Fig.2, va chi tiét khong duge mo ta lai & day.

Ngoai ra, viéc AMF thu nhit x4c dinh ring théng diép yéu cau ding ky thoa
min diéu kién dinh trudce bao gém:

AMF thir nhét kiém chimg thanh céng bao vé tinh toan ven cho thong diép
yéu cu dang ky; hodc

AMEF thir nhét x4c dinh rang théng diép yéu ciu ding ky 13 thong diép yéu
cdu dang ky dugc giri boi UE sau khi UE dugc chuyén vimg tir hé thong truyén
thong 4G dén hé théng truyén théng 5G. Ching han, truée khi nhan thong diép
yéu cau ding ky dugc gti boi UE, AMF thir nhat nhan thong diép chuyén tiép
yéu cdu dinh vi lai dugc giri boi MME. Do vy, AMF thtr nhét c6 thé biét ring
thong diép yéu ciu ding ky dang duoc nhén 13 thoéng diép yéu ciu ding ky
~ dugc nhan tr UE trong thi tuc chuyén vung.

Cu thé 13, viec AMF thir nhit kiém ching thanh cong bao vé tinh toan ven
cho théng diép yéu ciu ding ky c6 thé ciing duoc goi 13 AMF thir nhét kiém
chirng thanh cong UE. Néi cach khac, thi tuc phuong phép duoc thé hién trén
Fig.3 con bao gdm budc $317 trong d6 AMF thir nhét kiém chimg UE.

Theo trién khai kha thi, thong diép yéu cau thir hai 13 yéu ciu goi dich vu
truyén ngit canh UE (Namf Communication UEContextTransfer) dugc khéi
tao bdi AMF thtr nhit dugc thé hién trén Fig.2. Khac véi yéu cau goi dich vu
truyén ngit canh UE duogc thé hién trén Fig.2, yéu cau goi dich vu truyén ngir
canh UE theo phuong 4n thuc hién sang ché bao gom phén tir thong tin méi
duoc bd sung (information element, IE), tirc 13, thong tin chi bao.

Theo trién khai kha thi khac, thong diép yéu cdu thi hai 1 thong diép yéu
cAu thr hai kha thi khac duoc giri béi AMF thir nhat dén AMF thtt hai va duoc
sir dung dé thu dugc ngir canh bao mat cia UE.

Cén hiéu ring dang cu thé ciia théng diép yéu cau thir hai khong bi gidi han
theo sang ché. Thoéng tin chi bao cé thé dugc bd sung vao bao hi¢u hién c6 giita
AMF thir nhit v& AMF thir hai, hodc c6 thé duoc bd sung vao bao hidu méi
duoc bd sung gitta AMF thir nhat va AMF thit hai.

Theo trién khai kha thi khac, theo phuong an thuc hién sang ché, bi gi6i han
riéng viéc AMF thir nhit cin giri thong tin chi bao dén AMF thit hai truéc khi
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giri yéu cau goi dich vu truyén ngir canh UE dén AMF thir hai. N6i cach khac,
AMF thir nhét c6 thé truc tiép truyén théng tin chi bdo dén AMF thir hai, ma
khong b sung théng tin chi bao vao théng diép yéu ciu thir hai. Trién khai kha
thi nay khong dugc thé hién trén Fig.3.

' Cin hidu thém ring cach thirc théng tin chi bao s& chi bao cu thé ring UE
duoc kiém chimg khéng bi giéi han theo sang ché. Theo trién khai kha thi,
thong tin chi bao ¢ thé 13 5G-GUTI ctia UE. Trong trudng hop ndy, 5G-GUTI
c6 thé duoc st dung dé nhan dién UE va chi bao rfing UE duoc kiém ching.
Theo trién khai nay, chic nang chi bao méi duge bd sung vao IE hién tai, va
AMF thir hai c6 thé duoc thong bao, theo cach dinh trudc, réng 5G-GUTI co
chire ning méi. Theo trién khai kha thi khac, thong tin chi bio 6 thé 13 it nhét
mdt bit méi duoc thém vao, va gia tri ciia bit dugc gan bang 1, dé chi béo ring
UE dugc kiém chimg. Céc cach trién khai kha thi néu trén chi 13 vi du dé m6 ta,
va khong gi6i han bt ky & pham vi bao ho cia sing ché.

Theo trién khai kha thi, théng tin chi bao chi bao trong minh ring UE duge
kiém chimg. Theo cach khéc, Theo trién khai kha thi khac, thong tin chi bao
ngam chi bao ring UE duoc kiém chimg. Chéng han, théng tin chi béo chi bao
rang tinh toan ven cua thong diép yéu cau dang ky duoc nhan bdi AMF thtr
nhat tir UE duogc kiém ching thanh cong.

Ngoai ra, d& AMF tht hai c¢6 thé xac dinh ring AMF thir nhat can thu duoc
ngir canh bao mat ctia UE, thong diép yéu cau thir hai con cAn mang dinh danh
cua UE.

Theo trién khai kha thi, dinh danh ciia UE c6 thé 1a 5G-GUTI néu trén.

Theo trién khai kha thi khac, dinh danh ctia UE c6 thé 1a dinh danh thué bao
dai han (subscriber permanent identity, SUPI).

Can hiéu ring, néu AMF th( nhat x4c dinh, sau khi nhan 5G-GUTI ctia UE
tr UE, r?mg ngit canh bao mat cia UE can thu dugc tir AMF thir hai, AMF th&
nhét c6 thé chon tiép tuc bd sung 5G-GUTI cua UE, SUPI cua UE, hodc ca
5G-GUTI 1an SUPI cta UE vao thong diép yéu ciu thir hai.

Mot cach tiry chon, dé AMF thir hai c¢6 thé thu dugc s6 dém tang khéng truy
nhép lién két 1én (uplink non-access stratum count, UL NAS COUNT) ciia UE,
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Theo trién khai kha thi, théng diép yéu ciu thir hai mang thoéng diép yéu ciu
dang ky van ban thuin tiy, trong d6 thong diép yéu cAu dang ky van ban thuin
tiy bao gdm UL NAS COUNT; hoic theo trién khai kha thi, théng diép yéu
cau tht hai mang UL NAS COUNT.

Ngoai ra, sau khi nhén théng diép yéu ciu thit hai dugc giri béi AMF thit
nhAt, AMF thit hai biét, dya trén thong tin chi bdo, ring UE dugc kiém chimg.
Trong truong hop nay, AMF thit hai khong can kiém chimg UE, néi cach khac,
thye hién bude $320 trong d6 AMF thir hai xac dinh ring UE khong can dugc
kiém chimng.

$330: AMF thr hai truyén thong diép dap tmg thir hai d&n AMF thi nhat.

Thong diép dap Ung thir hai mang ngit canh bao méat cua UE.

Theo phuong an thuc hién sang ché, AMF thir hai khong cén kiém chimng
UE. Sau khi nhén thong diép yéu cau thir hai dugc giri béi AMF thi nhét, AMF
thir hai truc tiép tra vé ngit canh bao mat ctia UE dén AMF thtr nhit. Piéu ndy
tranh trudong hop trong d6 AMF thir nhat khong thu dugc ngit canh bio mat ctia
UE do AMF thir hai khong kiém chimg UE.

Mdt cach tiry chon, khi thong diép yéu ciu thir hai mang thong diép yéu cau
dang ky van ban thudn tiy, hoic thong diép yéu ciu thtr hai mang UL NAS
COUNT, AMF thir hai ¢6 thé thu dugc UL NAS COUNT. Ching han, do théng
diép yéu ciu dang ky vin ban thudn tiy 1a théng diép yéu cu dang ky ma trén
do6 khoéng thuc hién bao v€ bado mat, AMF thtr hai khong can kiém chimg thong
diép yéu ciu dang ky vin ban thuan tiy, va c6 thé thu duoc truc tiép UL NAS
COUNT tir thong diép yéu cdu ding ky vin ban thuan tdy.

Ngoai ra, AMF thir hai c¢6 thé thuc hién din xuit khéa trén khéa thi nhat
trong ngtt canh bao mat ciia UE dua trén UL NAS COUNT. Trong trudong hop
nay, khda trong ngit cdnh bdo méit cia UE duoc tra vé& bdi AMF tht hai cho
AMF thi nhét 13 khéa thit hai thu duoc bang cach thuc hién dan xuét khéa trén
khéa thir nhat.

Cu thé 13, khi khéa trong ngit canh bao mat ctia UE dugc guri béi AMF thir
hai @én AMF tht nhit 12 khéa thi hai, AMF thtr hai con can giri din xuét khéa
thong tin chi bao dén AMF thir nhét, & chi bao ring khéa thtr hai 13 khoéa thu
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duoc qua din xuit khéa.

Cén hiéu ring th tuc sau khi AMF thir nhét thu dugc ngit canh bio mat clia
UE giéng nhu thu tuc sau khi AMF thir nhét thu duge ngt canh bdo mét cua
UE trong thu tuc hién tai chuyén ving UE tir hé théng truyén théng 4G sang hé
théng truyén thong 5G. Dé biét chi tiét, tham khio thii tuc hién tai. Chi tiét
khoéng duge mo ta lai & day.

Trong phuong phap thu thip ngir canh bao mét dwgc thé hién trén Fig.3,
thong diép yéu clu thir hai duoc giri bdi AMF thtr nhit ¢én AMF thtr hai mang
théng tin chi bao, va thong tin chi bdo dugce st dung dé chi bao ré“mg UE duogc
kiém chig. Do vay, AMF thir hai c6 thé x4c dinh, dva trén thong tin chi bao,
rang UE duoc kiém ching, va khong can kiém chimg UE. Sau khi nhén théng
diép yéu cau thir hai mang thong tin chi bdo, AMF thtt hai tra vé truc tiép ngit
canh bao mat cia UE cho AMF thtr nhit. Piéu nay tranh truong hop trong d6
AMF thir nhit khong thu dugc ngit canh bio mit ciia UE do AMF thtt hai
khong kiém chimg UE. Sang ché con @ cap dén phwong phap thu thap ngir
canh bao mat khac trong d6 AMF thtt hai kiém chitng UE. Tuy nhién, phuong
phap c6 thé cai thién kha nang ma AMF th{r hai kiém ching thanh cong UE,
nhé d6 cai thién kha nang ma AMF thtr nhat thu dugc thanh céng ngit canh bao
mat cua UE tir AMF thir hai.

Phan sau mé ta chi tiét phuong phap thu thap ngit canh bao mat dua vao
Fig.4. Fig.4 1a so d6 ctia phuong phép thu thip nglt canh bao mat khac theo
phuong 4n thue hién sang ché. So dd bao gdm UE, MME, AMF tha nhit, va
AMF thtr hai.

Phuong phap thu thap nglt canh bdo méat bao gbm céc budc sau.

S410: UE xac dinh thong diép yéu ciu dang ky thir nhat.

Thong diép yéu cau dang ky thir nhit mang thong diép yéu ciu ding ky thir
hai. Thong diép yéu cau dang ky thit hai dugc bao vé tinh toan ven nho st dung
ngit canh bao mat thir nhit, va ngir canh bao mat thir nhét 13 ngit canh bao mat
nguyén gdc (native) giita UE v AMF thit hai.

Cu thé 13, viéc UE xac dinh thong diép yéu ciu ding ky thir nhat chu yéu
xé4c dinh thong diép yéu ciu dang ky thir hai. Thong diép yéu cau dang ky thtr
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hai 14 théng diép thu dugc sau khi UE thuc hién bdo v¢ tinh toan ven trén thong
diép yéu cau dang ky tht tu nho st dung ngit cdnh bao mat nguyén gbc. Thong
diép yéu cau dang ky thir tr bao gdbm GUTI, théng tin dinh danh khéa (ngKST),
va UL NAS COUNT nim trong ngft canh cta UE giita UE va AMF thit hai. Dé
dé phan biét, GUTI co thé duoc goi 1a GUTI nguyén thuy, va dinh danh khoa
c6 thé dugc goi 14 dinh danh khéa nguyén thiy.

Mbt cach tiy chon, thong diép yéu cau ding ky thit tu cé thé ¢ vai truong
hop kha thi sau:

Trudng hop 1:

Thong diép yéu cau dang ky tht'r‘tulé thong diép dugc tao bsi UE dva trén
GUTI nguyén gbc, dinh danh khéa nguyén gdc, va UL NAS COUNT. Trong
truomg hop 1, thong diép yéu cau ding ky tht tu ¢6 thé cling dugc goi 13 thong
diép thir tur hodic ¢ thé co tén kha thi khac. Tén cta thdng diép khong bi gi6i
han theo phurong 4n thuc hién sang ché.

Can hidu ring thong diép yéu cu dang ky thir tr duoc tao bsi UE dua trén
ngir canh ctia UE nim gitta UE vi AMF thit hai c6 thé theo cach khac & dang
khéc.Chéngk@n,bélcanh(HJTInguyﬁlgéc,dhﬂldmﬂlkhéanguyélgéc,vé
UL NAS COUNT, théng diép yéu cau ding ky thit tu dugc tao bdi UE con bao
gdm phan tr théng tin (information element, IE) khac.

Trong truomg hop 1, viéc UE thuc hién bao v¢ tinh toan ven trén thong diép
yéu cau ding ky tht tw dua trén ngit canh bao mit thir nhét bao gom: UE thuc
hién bao vé tinh toan ven trén théng diép yéu cau ding ky thir tu dya trén ngit
canh bao mat tht nhat, va tao MAC thtr nhit. Do vay, mang thong diép yéu cau
dang ky thir hai trong thong diép yéu cau ding ky thir nhit ciing c6 thé duoc
hidu 13 mang MAC thi nhat va thong diép yéu ciu dang ky thir tu trong thong
diép yéu cau dang ky thir nhat.

Ngoai ra, trong trurong hop 1, viéc UE xac dinh thong diép yéu cau dang ky
thir nhit bao gdm céc budc sau:

Budce 1:

UE tao théng diép yéu cau dang ky thi tur.

Budc 2:
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UE thuc hién bao vé tinh toan ven trén thong diép yéu cau ding ky thir tu
dua trén ngit canh bao mat gitta UE va AMF thir hai, va tao MAC thir nhit.

Buéec 3:

UE thuc hién bao vé tinh toan ven trén thong di€p yéu ciu dang ky thir ba
va thong diép yéu ciu ding ky tht hai (RR2) dva trén ngir canh bao mat dugc
anh xa gitta UE va AMF thu nhét, va tao MAC thir nam. Thong diép yéu ciu
dang ky thtr ba 13 thong diép yéu ciu dang ky dugc giri béi UE dén AMF thir
nhét trong thu tuc phuong phap S260 dugc thé hién trén Fig.2. Cu thé 13, thong
diép yéu cdu dang ky thir ba bao gdm GUTI va théng tin dinh danh khéa ndm
trong ngit canh dugc 4nh xa gitra UE va AMF thir nhat. D¢ dé phén biét, GUTI
¢ thé duge gQi 12 GUTI dugc anh xa, va dinh danh khoéa cé thé duoc goi la
dinh danh khéa duoc anh xa.

Trong truomg hop nay, thong diép yéu cAu dang ky thir nhit bao gém thong
diép yéu clu ding ky thir tu (RR4), thong diép yéu cau dang ky tht ba (RR3),
MAC tht nim (MACS5), va MAC thir nhit (MAC1). MACT1 14 gi4 tri MAC thu
duoc bz‘ing cach thuc hién bao vé tinh toan ven trén RR4 nh¢ str dung ngit canh
bao mat nguyén gbc. MACS 12 gia tri MAC thu duge bang cach thuc hién bao
vé tinh toan ven trén RR3 va RR2 nho sir dung ngit canh bado mét dugc anh xa
(hodc MACS 1a gia tri MAC thu dugc béng cach thuc hién bao vé tinh toan ven
trén RR3, RR4, va MACI nh¢ st dung ngit canh bao mat dugc anh xa). Cling
c6 thé hiéu ring thong diép yéu ciu ding ky thir nhat 14 thong diép trén d6 bao
vé tinh toan ven duoc thuc hién tudn tu dua trén ngit canh bdo mit nguyén géc
va ngit canh bao mat dugc anh xa.

Trudng hop 2:

Thong diép yéu cau dang ky thi tu 12 thong diép yéu ciu dang ky thu duoc
sau khi UE thuc hién bao vé tinh toan ven trén thong diép yéu ciu dang ky thir
ba dua trén ngit canh bao mat dugc anh xa.

Trong trudng hop 2, viéc UE thuc hién bao vé tinh toan ven trén théng di€p
yéu cau dang ky thr tu dua trén ngit canh bao mét thi nhit bao gém: UE thuc
hién bao vé tinh toan ven trén thong diép yéu ciu dang ky thir tu dua trén ngit
canh bao mat thir nhét, va tao MAC thtr nhét. Do vay, mang théng diép yéu cau
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ding ky thir hai trong théng diép yéu cu dang ky thir nhit c6 thé cling dugc
hiéu 12 mang MAC thir nhét va théng diép yéu cau dang ky thir tu trong théng
diép yéu cau dang ky thir nht.

Ngoai ra, trong trudng hop 2, viéc UE xac dinh thong diép yéu cdu dang ky
thir nhét bao gdm céc budc sau:

Buéce 1:

UE thuc hién bao vé tinh toan ven trén théng diép yéu ciu dang ky thir ba
dua trén ngit cdnh bdo mait dugc anh xa gitta UE va AMF th nhét, va tao
MAC thtt ba.

Budéc 2:

UE thuc hién, dua trén ngﬁf canh bao mat nguyén gbc gitta UE va AMF tht

hai, bao vé tinh toan ven trén thong diép yéu ciu dang ky thi ba trén d6 bao vé
| tinh toan ven dugc thuc hién dya trén nglt cdnh bdo mat dugc 4nh xa & buéde 1,
va tao MAC thir nhét.

Trong trudng hop nay, théng diép yéu ciu dang ky thit nhit bao gdm thong
diép yéu ciu dang ky thir ba (RR3), MAC thir ba (MAC3), vd MAC thir nhét
(MACI). MAC3 1a gia tri MAC thu dugc béng cach thuc hién bao vé tinh toan
ven trén RR3 nho st dung ngit canh bdo mat dugc anh xa. MACI 1a gié tri
MAC thu duoc béng cach thirc hién bdo vé tinh toan ven trén RR3 va MAC3
nhd sir dung ngit canh bao mét nguyén gbc. Ciing c6 thé hiéu ring thong diép
yéu cau ding ky thtr nhét 1 thong diép trén d6 bao vé tinh toan ven duoc thuc
hién tudn tu dua trén ngt canh bao mét dugc anh xa va ngit cdnh bao mat
nguyén gc.

Trudng hop 3:

Thong diép yéu cau dang ky thir tir 12 thong diép yéu cdu dang ky thir ba.
Thong diép yéu cau dang ky th ba 1a théng diép yéu cau ding ky duoc giri béi
UE dén AMF thi nhit & thi tuc phuong phéap S260 dugc thé hién trén Fig.2.

Trong truong hop 3, viéc UE thuc hién bdo vé tinh toan ven trén thong diép
yéu cau dang ky tht tu dua trén ngit canh bao mat thir nhit bao gdm: UE thyc
hién bao vé tinh toan ven trén théng diép yéu ciu ding ky thir tr dwa trén ngit
canh bao mat thir nhit, va tao MAC tht nhit. Do vay, viéc mang thong diép
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yéu cau ding ky tht hai trong thong diép yéu ciu dang ky thir nhat c6 thé ciing
duoc hidu 12 mang MAC thtr nhét va théng diép yéu cau ding ky thtr tu in
thong diép yéu ciu dang ky thir nhét.

Ngoai ra, trong truong hop 3, viéc UE xac dinh thong di€p yéu cau dang ky
thir nhét bao gdm céac budc sau:

Budce 1:

UE thuc hién bao vé tinh toan ven trén thong di€p yéu cau dang ky thir ba
dua trén ngir canh bdo mat nguyén gbc gitta UE vd AMF thit hai, va tao MAC
thir nhat.

Budce 2:

UE thuc hién, da trén ngit canh bao mét dugc anh xa gitta UE va AMF thtr
nhét, bao vé tinh toan ven trén thong diép yéu ciu ding ky tha ba trén d6 bao
vé tinh toan ven dugc thuc hién dya trén ngit canh bdo méit nguyén géc & budc
1, va tao MAC thu tu.

Trong truong hop ndy, thong diép yéu cAu dang ky thir nhit bao gdm thong
diép yéu cdu ding ky thir ba (RR3), MAC thir nhat (MAC1), va MAC thtr tu
(MAC4). MAC1 1a gia tri MAC thu duoc béng cach thuc hién bao v¢€ tinh toan
ven trén RR3 nh¢ st dung nglt canh bdo méat nguyén gbc. MAC4 1a gia tri
MAC thu duoc béng cach thuc hién bao vé tinh toan ven trén RR3 va MACI1
nhd st dung ngit canh bao mat dugce anh xa. Cing cd thé duoc hiéu 1a thong
diép yéu cau dang ky thir nhét 13 thong diép trén d6 bao vé tinh todn ven dugc
thi,xc hién tudn tu dua trén ngit canh bdo méat nguyén géc va ngit canh bao mat
duoc anh xa.

Cén hiéu ring, trong truong hop 1, AMF thir nhét c6 thé xac dinh, dua trén
ca GUITI dugc 4nh xa 13n GUTI nguyén gbc dugc mang trong thong diép yéu
cAu dang ky thir nhit dugc giri bsi UE, @8 truyén thong diép yéu cau diang ky
thir hai dugc bao vé tinh toan ven nho st dung nglt cdnh bac méat nguyén géc
dén AMF tht hai.

CAn hiéu thém ring trudong hop 1 dén trudng hop 3 néu trén chi 1a cac vi du
dé mo ta cac trudmg hop kha thi cua thong diép yéu ciu ding ky th hai va
cach thic UE xac dinh thong diép yéu ciu ding ky tha nhit. Dang kha thi
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kh6éng dugc mé ta khac cua yéu cAu dang ky thtr hai cfing nim trong pham vi
bao ho cla sang ché. Ching han, théng diép yéu ciu ding ky thi tu 13 thong
diép kha thi khac dugc tao béi UE dua trén ngir canh nguyén gbc.

S420: UE truyén thong diép yéu cdu dang ky thir nhit dén AMF thi nhit.

Cu thé 13, UE truyén théng diép yéu ciu dang ky thir nhit duoc xac dinh &
budc $410 dén AMF thir nhét.

Cén hiéu ring thong diép yéu ciu dang ky thir nhit dugc gtri béi UE dén
AMTF thr nhét c6 thé dugc chuyén tiép boi thiét bi mang truy nhap. Chiic ning
cta thiét bi mang truy nhap khéng bi gi6i han theo sang ché. Do vay, viéc
thong diép yéu ciu dang ky thir nhit duoc gii boi UE dén AMF thit nhét c6 thé
duoce chuyén tiép boi thiét bi mang truy nhép dugc mo ta truc tiép nhu 1a viée
UE truyén thong diép yéu ciu ding ky thir nhit dén AMF thtr nhét.

Cén hiéu thém ring, trudc khi UE truyén thong diép yéu cau dang ky thir
nhit dén AMF thtr nhit, UE can x4c dinh ngit canh bao mét dugc anh xa. Do
vay, trude khi UE truyén théng diép yéu ciu ding ky tht nhit dén AMF tht
nh4t, thi tuc phuong phép duoc thé hién trén Fig.4 con bao gdm céac budc tir
S411 dén S414.

S411: MME truyén thong diép chuyén tiép yéu cau dinh vi lai dén AMF thi
nhét. Bude nay tuong tu véi S210 trén Fig.2, va chi tiét khong dugc mo ta lai &
day. |

S412: AMF thir nhit xac dinh nglt canh bdo mat dugc anh xa. Bubc nay
tuong tu véi $220 trén Fig.2, va chi tiét khong duge mo ta lai & day.

S413: AMF tht nhét truyén thong diép dap mg chuyén tiép dinh vi lai dén
MME. Buéc nay tuong tu véi S230 trén Fig.2, va chi tiét khong duoc mb ta lai
o day.

S414: MME truyén théng diép 1énh chuyén ving dén UE. Bué6c nay tuong
tu v6i S240 trén Fig.2, va chi tiét khéng durge mo ta lai & day.

Cu thé 13, sau khi nhan théng diép 1énh chuyén ving, UE din xuét ngit canh
bao méit duoc 4nh xa. Ngoai ra, UE thuc hién bdo v€ bdo mat trén thong diép
yéu ciu ding ky thir nhat nho st dung ngit canh bao mat nguyén goc va ngi

canh bao mét dugc anh xa.
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S430: AMF thtr nhét kiém chtmg UE.

Cu thé 13, viec AMF thir nhit x4c dinh ring UE dugc kiém chimg chi yéu
xac dinh liéu théng diép yéu cu dang ky tha nhét dugc nhén tir UE thda man
didu kién dinh tru6e. Viéc AMF thir nhét xac dinh viéc théng diép yéu ciu ding
ky thtr nhét théa mén didu kién dinh truéc bao gdm:

AMEF thir nhét kiém chtng thanh cong bao vé tinh toan ven cho thong diép
yéu cau dang ky thir nhét dya trén ngit canh bao mat duoc anh xa; hoic

AMF thir nhét x4c dinh ring thong diép yéu ciu ding ky thir nhat 13 théng
diép yéu cau ding ky dugc gii béi UE sau khi UE duge chuyén ving tir hé
théng truyén thong 4G sang hé théng truyén thong 5G. Chéng han, truéc khi
nhan thong diép yéu clu ding ky thtr nhét dugc gfri' bdi UE, AMF thir nhét
nhan thong diép chuyén tiép yéu cu dinh vi lai dugc gii boi MME. Do viy,
AMEF thtr nhét c6 thé biét ring thong diép yéu ciu dang ky thir nhét dang dugc
nhan 13 thong diép yéu ciu ding ky dwoc nhan tir UE trong thd tuc chuyén
ving. |

Sau khi kiém chimg ring UE dugc kiém chimg, AMF thit nhat truyén thong
diép yéu cdu dang ky thtr hai dén AMF thi hai, trong d6 thong diép yéu ciu
dang ky thir hai duoc st dung béi AMF thir hai dé kiém chimg UE. Néi cach
khac, thu tuc phuong phép duoc thé hién trén Fig.4 con bao gdm budc S440
trong d6 AMF thtr nhét truyén thong diép yéu cau thit hai dén AMF thit hai.

Mot cach tuy chon, théng diép yéu cau ding ky thir hai dugc mang trong
thong diép yéu cdu thir nhét, va dugc giri boi AMF thit nhit dén AMF thit hai.

Theo trién khai kha thi, thong diép yéu ciu thir nhét 13 yéu cdu goi dich vu
truyén ngtt canh UE (Namf Communication UEContextTransfer) dugc khéi
tao bodi AMF thtr nhit duge thé hién trén Fig.2. Khac véi yéu ciu goi dich vu
truyén ngit canh UE duoc thé hién trén Fig.2, yéu cau goi dich vu truyén ngir
canh UE theo phuong an thyc hién séng ché bao gdbm IE méi duoc bd sung, tirc
14, MAC tht nhat.

Theo trién khai kha thi khéc, théng diép yéu cau thir nhét 13 thong diép yéu
cAu thir nhat kha thi khac dugc giri bdi AMF thir nhat dén AMF tht hai va duoc

st dung dé thu dugc ngit canh bao mat ctia UE.
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Cén hiéu ring dang cu thé cua théng diép yéu ciu thir nhit khéng bi gi6i
han in sang ché. MAC thtr nhit c6 thé dugce b sung vao bao hiéu hién c6 giita
AMEF thir nhit vA AMF thtr hai, hoic c6 thé dugc bd sung vao bao hiéu méi
duge bd sung gitta AMF thr nhit va AMF thit hai.

Ngoai ra, @& AMF thit hai c6 thé x4c dinh rang AMF thir nhét can thu duoc
ngit canh bao mat cia UE, thong di€ép yéu cAu thtr nhit con mang dinh danh
ctia UE. Cu thé 13, dinh danh cta UE duoc bao gdém trong thong diép yéu cau
dang ky thi hai duoc giri boi AMF thir nhit dén AMF thir hai.

Theo trién khai kha thi, dinh danh ctia UE c6 thé 12 GUTI dugc 4nh xa.

Theo trién khai kha thi, dinh danh ciia UE c6 thé 13 GUTI nguyén gbc.

Theo trién khai kha thi khac, dinh danh ciia UE c6 thé 1a SUPL

Can hiéu rang, néu AMF thir nhét x4c dinh, sau khi nhan GUTI dugc 4nh xa
cia UE tu UE, réng nglt canh bao mét cua UE can thu dugc tir AMF thir hai,
AMTF thir nhit c6 thé chon tiép tuc bod sung GUTI dugc anh xa cua UE, SUPI
ctia UE, hodc cd GU1T duge anh xa va SUPI cua UE vao thong diép yéu cau
thr nhat.

Can hiéu thém ring, khi thong diép yéu cr_?lu dang ky tht nhat duoc nhan béi
AMF ther nhit 13 thong diép yéu cu ding ky tht nhit dugc thé hién trong
trirémg hop 1 & bude S410, thong diép yéu ciu ding ky thir nhit mang théng
diép yéu cau ding ky thir hai, va thong diép yéu ciu dang ky thi hai bao gdm
GUTI nguyén gbc. Trong trudng hop nay, AMF thir nhit c6 thé chon bd sung
GUTI nguyén gbc ctia UE vao thong diép yéu cau thir nhét.

Ngoai ra, thong di€p yéu cu dang ky tht hai con bao gdbm UL NAS
COUNT cua UE, sao cho AMF thit hai ¢6 thé nhan UL NAS COUNT cta UE.

Ngoai ra, sau khi nhén théng diép yéu cu thi nhit dugc giri bdi AMF thir
nhit, AMF tht hai xac dinh, dua trén Kkét qua kiém chimg tinh toan ven cia
thong diép yéu cau dang ky thir hai, liéu UE duoc kiém ching. Cu thé 1a, AMF
thr hai thuc hién budc S450, noéi cach khac, kiém chitng tinh toan ven cua
thong diép yéu ciu dang ky tha hai.

AMF thtr hai kiém ching tinh toan ven ctia thong diép yéu ciu dang ky ther
hai dua trén ngit canh bao mat gitta AMF thir hai va UE. Chéng han, AMF thir
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hai taoc MAC thir hai dva trén ngit cdnh bao mat dugce luu trit nguyén géc, va so
sanh MAC thit nhat véi MAC tht hai. Khi MAC thir nhét bang MAC thir hai,
AMF thi hai kim ching thanh c6éng UE, va x4c dinh ring UE dugc kiém
chirng. Trong truong hop nay, AMF tht hai truyén ngit canh bao mit ciia UE
dén AMF thir nhét.

Cén hiéu ring MAC tht nhét 13 MAC duge tao bsi UE dua trén ngit canh
bao mat cia UE dugc thda hiép gitta UE va AMF tht hai, va MAC thr hai 1a
MAC duoc tao bdi AMF thir hai dua trén ngir cdnh bdo mét cuia UE dugc thoéa
hiép gitta UE va AMF thir hai. Do vy, c6 xé4c suét cao 13 MAC thr nhat bang
MAC tht hai. Trong tredng hop nay, AMF thir hai ¢6 thé kiém chimg thanh
cdng UE, va tra vé ngit canh bao mat cia UE cho AMF th nhét, trir khi AMF
thir hai khong kiém chtimg UE do su kién c6 xac suit thip, ching han, sai sb
truyén. So vé6i thi tuc phuong phép duge thé hién trén Fig.2, phuong phép thu
thap ngit canh bao méat duogc thé hién trén Fig.4 cai thién kha ndng 12 AMF th
nhét thu duoc thanh cdng ngir canh bao mat ciia UE tir AMF tht hai.

Sau khi kiém chimg thanh cong tinh todn ven cta thong diép yéu cau ding
ky thir hai, AMF th hai thuc hién S460, néi cach khac, truyén ngir canh bao
mat ciia UE dén AMF tht nhat.

Mot cach tuy chon, ngir canh bao mat cia UE dugc mang trong thong diép
dap tmg thir nhét.

Ngoai ra, néu ngit canh bao mat ctia UE dugc bao gdm trong ngit canh cta
UE, AMF thit hai c6 thé truyén ngit canh ctia UE dén AMF thtr nhat.

Mot cach tuy chon, AMF thi hai can thuc hién din xuét khéa trén khoa thir
nhét trong ngit canh bio mit cia UE duwa trén UL NAS COUNT. Trong trudng
hop nay, khéa trong ngir canh bao mét cia UE dugc tra vé béi AMF thtr hai
cho AMF thir nhét 14 khéa thit hai thu duoc bing cach thuc hién din xudt khoa
trén khoa thtr nhét. Theo phuong 4n thuc hién sang ché, ngit canh bao mat cua
UE bao gdm khéa thir hai dwoc tao qua din xudt khéa cé thé duoc goi 1a ngir
canh bao mat thir hai. N6i cach khac, nglt canh bao mat cia UE dugc gui boi
AMF thtt hai dén AMF thir nhit c6 thé khong thuc hién din xut khéa, c6 thé

13 ngit canh bao mat cia UE nim gitta AMF thit hai va UE va dugc luu trit
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nguyén gbc trong AMF thir hai, hogc c6 thé 1 ngit cinh bio mat thi hai khi
AMEF thir hai thuc hién, theo chinh sach cuc bd, din xuht khéa trén khéa trong
ngit canh bdo méat dugce luu trit nguyén gbc cta UE gitta AMF thi hai va UE,
dé tao khoa duoc din xuét.

Cu thé 13, khi khéa trong ngit canh bao mat ctia UE duoc ghi bdi AMF thir
hai @&n AMF thtr nhét 13 khéa thtr hai, AMF thir hai con cin giri thong tin chi
b4o din xuit khéa dén AMF thir nhét, d chi bao ring khéa thit hai 13 khéa thu
duoc qua din xuit khéa.

Cén hiéu réng thu tuc sau khi AMF thir nhat thu dugc ngit canh bdo mét cia
UE gibng nhu tha tuc sau khi AMF thir nhat thu dugc ngit canh bao mat ctia
UE trong thi tuc hién tai chuyén viing UE tir hé thdng truyén théng 4G sang hé
théng truyén thong 5G. D& biét chi tiét, tham khao tha tuc hién tai. Chi tiét
khong dugc mo ta lai ¢ day.

Chéng han, UE v AMF thir nhit 14n lugt théa hiép dé sir dung ngir canh
bao mat nguyén gbc. Cu thé 13, AMF thir nhét truyén thong diép NAS SMC
(non-access stratum secure mode command, NAS SMC) dén UE, va UE kiém
chirng tinh toan ven cia thong diép NAS SMC. Sau khi UE kiém ching thanh
cong thong diép NAS SMC, UE truyén thong diép hoan thanh ché d6 bao mat
tang khong truy nhép (non-access layer security mode complete) dén AMF thir
nhét.

Theo trién khai kha thi, khi AMF thir hai khong kiém chimg tinh todn ven
cta thong diép yéu cdu dang ky thtr hai, AMF thit hai truyén thong tin chi bao
su cb dén AMF thtr nhét, dé thong bao AMF tha nhat ring AMF thit hai khong
kiém chimg tinh toan ven ctia thong diép yéu cau dang ky thir hai.

Ngoai ra, sau khi AMF thtr nh4t nhén théng tin chi bao su ¢ chi bao ring
AMTF thir hai khong kiém ching tinh toan ven ctia thong diép yéu cau dang ky
thir hai, AMF tht nhit x4c dinh, theo chinh sach n6i bd, ring AMF thi nhit c6
thé tiép tuc str dung ngit canh bdo mat dugc anh xa, hodic AMF tht nhét xac
dinh khé1i tao xac thuce ban dau dén UE theo chinh sach ndi bg, va tao ngir canh
bao mat mai gitra AMF thir nhét va UE.

Can hiéu rang cac so thit tu cla céc tién trinh néu trén khéng phai 13 cac
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trinh tu thuc thi theo cac phuong an thuc hién phuong phép néu trén. Cac trinh
tu thuc thi cla cac tién trinh nén duge x4c dinh dua trén cac chirc ning va logic
bén trong ciia cac tién trinh, va khong nén dugc hiéu nhu 13 giéi han bat ky &
c4c tién trinh trién khai ctia cac phurong 4n thuc hién sang ché.

Phuong phap thu thip cac ngit canh bado mat theo cic phuong an thuc hién
sang ché duoc mé ta chi tiét néu trén dua vao Fig.3 va Fig.4. Phin sau mo ta
chi tiét cac thiét bi thu thap nglr canh bdo mat theo cac phuong an thuc hién
sang ché dya vao cac hinh v& tir Fig.5 dén Fig.10.

Fig.5 14 so db cia thiét bi thu thap ngit canh bao mat 50 theo sang ché. Nhu
duoc thé hién trén Fig.5, thiét bi 50 bao gém khéi giri 510, khéi xir 1y 520, va
khdi nhén 530.

Khdi giri 510 dugc tao ciu hinh @& giri théng diép yéu ciu dang ky thir nhét
dén AMF thtr nhét. |

Khdi xtr Iy 520 duge tao cAu hinh dé xac dinh théng diép yéu ciu dang ky
thir nhét.

Khéi nhén 530 dugc tao cAu hinh d nhan thong diép 1énh chuyén ving
dugc giri b6i MME.

Thiét bi 50 hoan toan twong tmg véi UE theo cac phuong 4n thuc hién
phurong phap. Thiét bi 50 c6 thé 1a UE theo cic phwong 4n thuc hién phuong
phap, hodc chip hodc modun chirc nang bén trong UE theo cac phuong an thuc
hién phuong phdp. Cac khdi twong tmg cta thiét bi 50 dugc tao ciu hinh dé
thuc hién cac budce tuong ing dugc thuc hién béi UE theo céc phuong én thuc
hién phuong phép duoc thé hién trén Fig.3 va Fig.4.

Khéi gti 510 cua thiét bi 50 thuc hién bude gt dugc thuc hién béi UE theo
cac phuong an thuc hién phuong phap. Ching han, khéi giri 510 thuc hién
budc S316 giri théng diép yéu ciu ding ky dén AMF thir nhat trén Fig.3 va
budc S420 giri thong diép yéu cau dang ky thir nhit dén AMF th nhét trén
Fig.4.

Khéi xtr Iy 520 thuc hién budc duoc trién khai hodc xir 1y bén trong UE
theo c4c phuong 4n thuc hién phuong phap. Ching han, khdi xir Iy 520 thuc
hién budc S315 xac dinh nglt canh bado mat dugc anh xa trén Fig.3 va buédc
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S410 x4c dinh thong diép yéu cau dang ky thir nhét trén Fig.4.

Khéi nhan 530 thuc hién budc nhin dugc thuc hién béi UE theo cac
phurong 4n thuc hién phuong phap. Ching han, khéi nhan 530 thuc hién buéc
S314 nhan théng diép 1énh chuyén viing duogc giri bdi MME trén Fig.3 va budc
S414 nhan théng diép 1énh chuyén ving dugc giri bdi MME trén Fig.4.

Khéi giri 510 va khbi nhan 530 dugc thé hién trén thiét bi 50 c6 thé tao khdi
thu phét déu c6 chtrc ning nhin va giri. Khéi xir Iy 520 c6 thé 12 bo xir 1y. Khéi
giri 510 c6 thé 12 bd truyén, va khdi nhan 530 c6 thé 13 bd nhan. B nhan va bd
truyén c6 thé dugc tich hop dé tao bd thu phat.

Fig.6 14 so dd cu triic ciia UE 60 c6 thé ap 'dl_mg cho phuong 4n thuc hién
sang ché. UE 60 ¢ thé duoc 4p dung cho hé théng duoc thé hién trén Fig.1. D&
d& mo ta, Fig.6 thé hién chi cic thanh phin chinh ctia UE. Nhu dugc thé hién
trén Fig.6, UE 60 bao gdm bd xir Iy (twong tmg v6i khdi xir Iy 520 trén Fig.5),
bd nhé, mach didu khién, anten, vi bd phin nhap/xuit (input/output, I/O)
(tuong tmg v6i khdi giri 510 va khéi nhan 530 trén Fig.5). B xit 1y duoc tao
cAu hinh @& diéu khién anten va bd phan I/O dé truyén va nhan tin hiéu. B6 nhé
duoc tao cAu hinh dé luu trix chuong trinh may tinh. B xtr 1y duoc tao cu hinh
dé goi chuong trinh may tinh tr b nhé va chay chuong trinh may tinh, dé thue
hién thi tuc va/hodc hoat dong twong ing dugc thuc hién bdi UE & cac phuong
phap thu thap ngit canh bao mat theo sang ché. Chi tiét khong dwoc mé ta lai &
day.

Nguoi ¢ hiéu biét trung binh trong linh vuc c6 thé hiéu rang, dé d& mo ta,
Fig.6 thé hién chi mot bd nhé va chi mot bd xir ly. UE thuc c6 thé c6 cac bd xtt
1§ va cic bd nhd. Bo nhd 6 thé ciing duge goi 1a phuong tién huu tri, thiét bi
Iwu trix, hodc turong tu. Piéu nay khéng bi gidi han & phurong 4n thuc hién sang
ché.

Fig.7 1a so d6 ctia thiét b thu thap ngit canh bao mat 70 theo sang ché. Nhu
duogc thé hién trén Fig.7, thiét bi 70 bao gdm khdi nhan 710, khdi xir 1y 720, va
khéi giri 730.

Khéi nhén 710 duge tao cAu hinh d& nhan thong diép yéu ciu ding ky thir
nhit dugc gti boi UE, trong d6 thong diép yéu cdu ding ky thir nhit mang
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thong diép yéu cau dang ky tha hai, thong diép yéu ciu dang ky thir hai dugc
béo vé tinh toan ven nho st dung ngit canh bao mat thir nhat, ngi¥ canh bao mat
thir nhét 13 ngir canh bao mat nguyén gdc gitta UE vA AMF thit hai, va AMF
thtr nhét 13 AMF cip dich vu quan 1y di dong va truy nhap cho UE sau khi UE
duoc chuyén ving tir hé théng truyén théng 4G sang hé thdng truyén théng 5G.

Khéi xir Iy 720 dugc tao cAu hinh dé xac dinh ngit cinh bao mét duoc anh
Xa.

Khéi gtri 730 duoc tao ciu hinh dé giri thong diép yéu cau dang ky thir hai
to AMF thir hai.

Thiét bi 70 hoan toan twong Gng véi AMF thir nhét theo cac phuong an thuc
hién phuong phép. Thiét bi 70 c6 thé 13 AMF thir nhét theo cac phuong an thuc
hién phuong phép, hoic chip hoic médun chirc ning bén trong AMF thit nhét
theo cac phuong an thuc hién phwong phap. Cac khdi twong tmg ciia thiét bi 70
duoc tao cdu hinh dé thuc hién cac budce twong tmg duoc thuc hién béi AMF
thir nhit theo c4c phuong 4n thuc hién phuong phéap duoc thé hién trén Fig.3 va
Fig.4. ‘

Khébi nhén 710 cta thiét bi 70 thuc hién budc nhin duge thuc hién béi AMF
thir nhat theo cac phwong 4n thyuc hién phuong phap. Ching han, khbi nhin 710
thuc hién budce S311 nhéan thong diép chuyén tiép yéu cau dinh vi lai duge faabs}
béi MME trén Fig.3, budc S411 nhén thong diép chuyén tiép yéu cau dinh vi
lai duoc giri bdi MME trén Fig.4, buc S316 nhan théng diép yéu cau ding ky
dugce gii boi UE trén Fig.3, bude S420 nhén thong diép yéu cau dang ky thir
nhét dugc giri bdi UE trén Fig.3, budc S330 nhan théng diép dap tmg thr hai
duoc gtri boi AMF tht hai trén Fig.3, va budc S460 nhan nglr canh bado mat cua
UE duogc gti bédi AMF thtr hai trén Fig.4.

Khéi xir Iy 720 thyc hién buéc duge trién khai hodc xtr 1y bén trong AMF
thir nhét theo cac phuong 4n thyuc hién phuong phap. Ching han, khdi xi 1y
720 thuc hién budc S312 x4c dinh nglt cdnh bao mat dugc anh xa trén Fig.3,
budc S412 xac dinh ngft cdnh bdo mat dugc anh xa trén Fig.4, budc S317 kiém
chimng UE trén Fig.3, va budc S430 kiém ching UE trén Fig.4.

Khéi giri 730 thuc hién budce giri duge thuc hién béi AMF thir nhét theo céc
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phurong 4n thuc hién phuong phap. Ching han, khéi giri 730 thuc hién budc
S313 giri théng diép chuyén tiép dap tng dinh vi lai dn MME trén Fig.3, budc
S413 giri thong diép chuyén tiép dap tng dinh vi lai d&n MME trén Fig.4, budc
S310 gtri thong diép yéu cau thit hai dén AMF thir hai trén Fig.3, va budc S440
giri thong diép yéu ciu ding ky thtr hai dén AMF thi hai trén Fig.4.

Khéi nhan 710 va khéi giri 730 c6 thé tao thanh khéi thu phét ¢ ca chic
nang thu va phat. Khéi xir Iy 720 c6 thé 13 bd xir 1y. Khédi giri 730 c6 thé 12 b
phat. Khéi nhan 710 c6 thé 1a bo thu. B6 thu va bd phat c6 thé duoc tich hop dé
tao bo thu phat.

Nhu dugc thé hién trén Fig.8, phuong an thuc hién sang ché con dé cap dén
AMF thi nhét 80. AMF thit nhét 80 bao gdm bd xir 1y 810, bd nhd 820, va bd
thu phéat 830. Bo nhé 820 luu trit 1€nh hodc chuong trinh, va bo x 1y 830 duoc
tao cdu hinh dé thuc thi 1énh hodc chwong trinh duoc luu trir trong bd nhé 820.
Khi I€nh hodc chuong trinh dugc luu trit trong bd nhé 820 dugce thuc thi, b
thu phat 830 dugc tao cAu hinh dé thuc hién cac hoat dong dugc thyc hién baéi
khéi nhan 710 va khéi giri 730 trong thiét bi 70 duoc thé hién trén Fig.7.

Fig.9 12 so dd cua thiét bj thu thap ngit canh bao mat 90 theo sang ché. Nhur
dugc thé hién trén Fig.9, thiét bi 90 bao gdm khdi nhan 910, khbi xir Iy 920, va
khéi giri 930.

Khéi nhan 910 duoc tao ciu hinh dé nhan thong diép yéu ciu ding ky thi
hai dugc giri béi AMF thi nhét, trong d6 thong diép yéu cau dang ky thir hai
dugc bado v¢ tinh toan ven nh¢ st dung ngit cdnh bao mat thi nhét, va ng{t canh
bao mat thir nhét 13 ngir canh bao mat nguyén gbc gitta UE vA AMF thir hai.

Khdi xtr Iy 920 duoc tao cu hinh dé kiém chirmg tinh toan ven cua thong
diép yéu cau dang ky thit hai.

Khéi gtri 930 dwoc tao cAu hinh dé: khi khéi xtr Iy 920 kiém chimg thanh
cong tinh toan ven ciia thong diép yéu cdu dang ky thi hai, truyén ngit canh
bao mat ctia UE dén AMF thir nhat.

Thiét bi 90 hoan toan tuong (g véi AMF thi hai theo cic phuong 4n thuc
hién phuong phap. Thiét bi 90 c6 thé 13 AMF thir hai theo cac phuong 4n thuc
hién phuong phép, hodc chip hodc mddun chirc ning bén trong AMF thi hai
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theo cac phwong 4n thuc hién phuong phap. Cac khéi trong tmg ciia thiét bi 90
dugc tao chu hinh @ thuc hién cc bude tuong tng dugc thuc hién béi AMF
thir hai theo c4c phuong 4n thuc hién phuong phap duoc thé hién trén Fig.3 va
Fig.4.

Khéi nhan 910 cita thiét bi 90 thuc hién budc nhan duge thuc hién béi AMF
thir hai theo c4c phuong 4n thuc hién phuwong phép. Chang han, khdi nhan 910
thwe hién buée S310 nhdn thong diép yéu cau thir hai duge giri boi AMF thir
nhat trén Fig.3 va budc S440 nhan thong diép yéu cau dang ky tht hai duoc
giri boi AMF thir nhit trén Fig.4.

Khéi xtr Iy 920 thuc hién bude duoc trién khai hogc xi 1y bén trong AMF
thir hai theo c4c phuong 4n thyc hién phuong phéap. Ching han, khéi xir 1y 920
thyre hién bude $320 x4c dinh ring UE khéng can dugc kiém ching trén Fig.3
va budc S450 kiém chimg tinh todn ven cia théng diép yéu cau dang ky thir hai
trén Fig.4.

Khéi gtri 930 thuc hién budc giri dugce thuc hién bdi AMF thir hai theo cac
phuong 4n thuc hién phuong phap. Ching han, khéi giri 930 thuc hién buéc
S330 giri thong diép dap tng thir hai dén AMF thtr nhit trén Fig.3 va buéde
S460 giri ngir canh bao mat ciia UE dén AMF thir nhit trén Fig.4.

Khéi nhan 910 va khéi giri 930 c6 thé tao khdi thu phét c6 ca chirc ning thu
va phat. Khdi xir Iy 920 c6 thé 13 bo xir Iy. Khdi giri 930 c6 thé 1a bo phat, va
khdi nhén 910 c6 thé 13 bd thu. BS thu va bd phat c6 thé duge tich hop dé tao
bd thu phat.

Nhu duoc thé hién trén Fig.10, phuong an thuc hién sang ché con dé cép
dén AMF thir hai 100. AMF tht hai 100 bao gém bd xir Iy 1010, bd nhé 1020,
va bo thu phat 1030. B6 nhd 1020 luu trit Iénh hodc chuong trinh, va bd xit 1y
1030 duoc tao cAu hinh dé thuc thi 1énh hoic chuong trinh dugc luu trit trong
bd nhé 1020. Khi 1énh hodc chuong trinh dugce luu trir trong bo nhé 1020 duge
thuc thi, bd thu phat 1030 duogc tao cAu hinh dé thuc hién cc hoat déng dugc
thyc hién béi khéi nhan 910 va khéi giri 930 trén thiét bi 90 duoc thé hién trén
Fig.9.

Phuong 4n thuc hién sang ché con dé cip dén phuong tién luu trir may tinh
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doc dugc. Phuong tién luu trit may tinh doc dugce luu trir 1€nh. Khi 1énh dugce
chay trén may tinh, may tinh cé thé thuc hién cac budc dugc thuc hién béi
AMF thtr nhét trong cac phuong phap dugc thé hién trén Fig.3 va Fig.4.

Phwong 4n thuc hién sang ché con dé cip dén phuong tién luu trir may tinh
doc dugc. Phuong tién luu trit mdy tinh doc dugc luu trir Iénh. Khi 1é€nh dugc
chay trén may tinh, méy tinh cé thé thuc hién cac buéc duge thuc hién boi
AMF thtr hai & cac phuong phap duoc thé hién trén Fig.3 va Fig.4.

Phwong 4n thuc hién sang ché con d& cap dén san pham chuong trinh may
tinh bao gdm lénh. Khi san phdm chwong trinh méy tinh chay trén may tinh,
may tinh c6 thé thuc hién cac budc duge thuc hién béi AMF thir nhét trong cac
phuong phap duge thé hién trén Fig.3 va Fig.4.

Phirong 4n thuc hién sang ché con dé cip dén san phidm chuong trinh méy
tinh bao gdm 1énh. Khi san phdm chuong trinh may tinh chay trén may tinh,
may tinh c6 thé thuc hién cac budc duoc thuc hién boi AMF thir hai trong cac
phuong phap dugc thé hién trén Fig.3 va Fig4.

Phuong 4n thuc hién sing ché con dé cép dén chip, bao gém bd xir 1y. Bd
xir 1y duoc tao cAu hinh @& doc chuong trinh may tinh duge luu trit trong b
nhé va chay chuong trinh may tinh, dé thuc hién hoat dong va/hoic thu tuc
trong tng dugc thuc hién béi AMF thir hai trong cac phuong phap thu thép
ngit canh bao mat theo sdng ché. Mot cach tuy chon, chip con bao gém bo nhé.
B0 nhd dugc két ndi voi bod xir 1y qua mach hodc cap. B xir Iy dugc tao cAu
hinh @ doc chuong trinh may tinh tir bd nhé va thuc thi chuong trinh méy tinh.
Mot cach tiy chon, chip con bao gbm giao dién truyén thong. Bo xir Iy duoc
két nbi véi giao dién truyén thong. Giao dién truyén thong dugc tao cAu hinh dé
nhan di li€u va/hodc thong tin can dugc xir Iy. B xr 1y thu dugc dir li€u
va/hodc thong tin tir giao dién truyén thong, va xir Iy dit liéu va/hoic thong tin.
Giao dién truyén théng c6 thé 12 giao dién I/O.

Sang ché con dé cap dén chip, bao gdm bd xir 1y. By x1r 1y dugce tao cu
hinh dé goi chuong trinh may tinh dugc luu tri trong bd nhé va chay chuong
trinh may tinh, dé thuc hién hoat dong va/hoic thi tuc twong tmg dugc thuc
hién bdi AMF thtr nhét trong cac phuong phap thu thip ngit canh bao mat theo
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sang ché. Mbt cach tiy chon, chip con bao gém b6 nhd. B nhé dugc két ndi
véi b xt 1y qua mach hodc cap. B xur 1y duogc tao cAu hinh @ doc chuong
trinh may tinh tir bd nhé va thuc thi chuong trinh may tinh. Mgt cach tiy chon,
chip con bao gdm giao dién truyén théng. Bo xir 1y duoc két ndi véi giao dién
truyén théng. Giao dién truyén thong duoc tao ciu hinh @ nhan dir liéu
va/hodc théng tin can duge xu ly. B xit ly thu dugc dit liu va/hodc thdng tin
tir giao dién truyén thong, va xtt 1y dir liéu va/hodc thong tin. Giao dién truyén
thong c6 thé 1a giao dién I/O.

Ngudi cé hidu biét trung binh trong linh vuc c6 thé hiéu ring, cing véi cac
vi du dugc mb ta theo cac phuong an thue hién dugc néu trong ban md ta, cac
khéi va cac blfé’c' thuat toan cé thé duoc trién khaivbﬁng cach phan cimg dién tir
hoic két hop ciia phin mém may tinh va phan cting dién tir. Lidu cAc chiic ning
c¢6 dugc thuc hién bang phan cimg hoiic phian mém tuy thudc vao cic tng dung
cu thé va céc rang budc thiét ké cua cac giai phap k¥ thuat. Nguoi c6 hiéu biét
trung binh trong linh vuc c6 thé st dung cac phuong phap khac nhau dé thyc
hién cac chic ning dugc mé ta cho mdi tmg dung cu thé, nhung khong nén
xem xét ring viéc trién khai vuot qua pham vi ciia sang ché.

Ngudi ¢ hiéu biét trung binh trong linh vuc ¢6 thé hidu 16 ring, & mé ta
ngén gon va thuén tién, dbi voi cac qua trinh 1am viée chi tiét ciia hé théng,
thiét bi, va khdi néu trén, tham khao cic qua trinh twong tng & cac phuong an
thuc hién phuong phap néu trén, va chi tiét khong duge mé ta lai & day.

Theo vai phuong an thuc hién sang ché, can hiéu ring hé théng, thiét bi, va
phuong phép dugc bdc 16 co thé duogc trién khai theo cac cach khac. Chéng han,
thiét bi dugc mo ta theo phuong an thuc hién chi 1a vi du. Chéng han, viéc phan
chia thanh c4c khéi chi 13 phan chia chirc nang ldgic va c6 thé 13 phan chia
khac khi trién khai thiue. Ching han, cac khéi va cac thanh phan cé thé dugc
Két hop hodc tich hgp vao hé théng khéc, hodc mot s6 dau hiéu c6 thé bi b qua
hoic khong duoc thuc hién. Ngoai ra, cac ghép ndi qua lai duge hién thi hoic
d& cap hodc cac ghép ndi truc tiép hodc cac két nbi truyén thong co thé duoc
trién khai nho st dung mot sb giao dién. Cac ghép ndi gian tiép hoic cac két

noi truyén thong gifra cac thi€t bi hodc cac khdi cé thé dugc trién khai & dang
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dién, co khi, hodc cac dang khac. ,

Céc khbi duoc md ta dudi dang cic phén riéng 18 c6 thé hodc khong thé
riéng ré& vé& mit vat 1y, va cac phan duoc hién thi dudi dang cac khdi c6 thé
hoic khong thé 13 cac khéi vat 1y, c6 thé duoc dit & mot vi tri, hodc 6 thé duoc
phan tan trén céc khdi mang. Mot s6 hodc tit ca cac khéi c6 thé dugc chon dua
trén cac yéu cau thuc dé dat dugc cac muc dich cta cic giai phéap cua céc
phuong &n thuc hién.

Ngoai ra, cic khdi chirc ning theo céc phuong 4n thuc hién sang ché c6 thé
duoc tich hop vao mét khéi xir 1y, hodc mdi khbi trong cac khdi c6 thé tdn tai
doc lap v& mit vat ly, hodc hai hozc nhiéu khéi duoc tich hop vao mot khéi.

Khi cic chirc ning dugc trién khai & dang khéi chirc ning phdn mém va
dugc ban hodc sir dung 1am san phim doc 14p, céc chirc ning c6 thé dugc luu
trit trong phuong tién luu trit may tinh doc duge. Dua trén hidu biét ndy, cac
giai phap k¥ thut ciia sang ché chi yéu, hoic mdt phin gép phin vao giai phéap
k¥ thuat da biét, hodc mot s giai phap k¥ thuat c6 thé duoc trién khai & dang
san phim phin mém. San phim phin mém duoc luu trit trong phuong tién luu
trit, va bao gdm vai 1énh dé ra 1énh may tinh (c6 thé 13 may tinh c4 nhin, may
chu, thiét bi mang, hoic tuong tr) thuc hién tit ca hodic mot sd budc cia cac
phuong phép dugc md ta theo cic phuong 4n thuc hién sang ché. Phuong tién
Iru trit néu trén bao gdm: phuong tién bt ki ¢ thé lwu trir ma chuong trinh,
ching han 6 nhé nhanh USB, dia cting thao dugc, bd nhé chi doc (Read-Only
Memory, ROM), bd nhé truy nhap ngiu nhién ((R)ANdom Access Memory,
RAM), dia tir, hodc dia quang.

Ngoai ra, cum tir “va/hoic” theo sang ché mé ta chi mdi quan hé lién két dé
md ta cac ddi tuong lién két va bidu difn viéc ba mdi quan hé c6 thé tdn tai.
Chéng han, A vi/hoic B c6 thé 1 ba truomg hop sau: Chi ¢ A, cé ca A lan B,
va chi c6 B. Ngoai ra, ky tu “/” trong ban md ta thuong chi bao mdi quan hé
“hodc” giita cac dbi tuong lién két. Cum tir “it nhit mot” theo sang ché c6 thé
1a “mot” va “hai hodc 16n hon”. Chéng han, it nhit mét trong A, B, va C co thé
1a: Chi c6 A, chic6 B, chicé C, c6ca Alain B, vacd ca A1an C, c¢6 C va B, va

co A, B,vaC.
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Céc phin md ta néu trén chi 13 c4c trién khai cu thé cia sang ché, ma khéng
nhim giéi han pham vi bao ho cia sang ché. Bién thé hodc thay thé bat ky dé
duge doan ra béi ngudi ¢ hidu biét trung binh trong linh vyc trong pham vi k¥
thuét dugc boc 16 theo séang ché s& nam trong pham vi bdo hd cua sang ché. Do
vay, pham vi bado hd clia sang ché s& phu thudc vao pham vi bao hd cia cac

di€m yéu cau bao hd.

-56-



41404

YEU CAU BAO HO

1. Phuong phap thu thip ngit canh bao mét bao gém cac buée:

nhén, béi chitc ning quan ly truy nhép va di dong (access and mobility
management function, AMF) thi nhit, théng diép yéu ciu ding ky thir nhét
duoc giri béi thiét bi ngudi dung (user equipment, UE);

kiém chimg, bdi AMF thir nhét, tinh toan ven cua thong diép yéu ciu ding
ky th nhét;

giri, boi AMF thir nhat, thong diép yéu ciu dang ky thir hai dén AMF tha
hai khi AMF thir nhét kiém chimg thanh c6ng tinh toan ven cia thong diép yéu
cau ding ky thir nhat, trong d6 thong diép yéu cu dang ky thir hai mang thong
tin chi bdo, va thong tin chi bao dugc st dung dé chi bao rf“mg UE dugc kiém
chimmg; va

nhén, bdi AMF thir nhét, ngl cadnh bdo mat cia UE dugc giri bdi AMF tht
hai dya trén thong diép yéu ciu dang ky thir hai.

2. Phuong phéap theo diém 1, trong d6 bdo vé bao mit duogc thuc hién trén
thong diép yéu cau dang ky thir nhét bing cach sir dung ngit cdnh bao méat dugc
anh xa.

3. Phuong phap theo diém 2, trong d6 bao vé bao mat bao g@)m bao vé mit ma

hoéa va/hoic bao vé tinh toan ven.
4. Phuong phép theo diém 2, trong d6 ngir canh bao mat dugc 4nh xa duoc din
xuit boi UE dua trén ngit canh bao mat gitta thuc thé quan ly di dong

(mobility management entity, MME) va UE.

5. Phuong phap theo diém 2, trong do:

ngft cinh bao mat dugc anh xa dugc din xuit bsi UE dua trén khoa KanF]-

6. Phuong phap theo diém 1, trong do:

ngit canh bao mat cuia UE 12 ngit canh bao mat nguyén gbc.

-57-



41404

7. Phuong phap theo diém 1, trong d6 thong diép yéu ciu dang ky thir nhit
duge giri sau khi UE hoan thanh thi tuc chuyén ving.

8. Phuong phap theo diém 1, trong d6 théng diép yéu cu dang ky tha nhat 13
thong diép yéu cu dang ky.

9. Phuong phép theo diém 1, trong d6 théng diép yéu ciu ding ky tht nhit bao
gbm dinh danh UE tam thoi duy nhét todn cuc (unique temporary user
equipment identity, GUTI) ctia UE.

10. Phuong phép theo diém 9, trong d6 5G GUTI dugc tao ciu hinh béi AMF
thir hai cho UE, va duogc st dung dé nhan dién UE va AMF thit hai.

11. Phwong phap theo diém 1, trong d6 thong diép yéu cau ding ky tht hai bao
gdm 5G GUTI hozc dinh danh thué bao 1au dai (subscriber permanent identity,
SUPI) cua UE.

12. Phuong phap theo diém 1, trong 6 AMF thir hai khong can kiém chimg
UE.

13. Phuong phap theo diém 1, trong d6 viéc thong tin chi bao dugc st dung dé
chi bao ring UE duoc kiém ching cu thé bao gdm viéc thong tin chi bdo dugc
sir dung dé chi bao rang tinh toan ven ctia thong diép yéu cau dang ky thtr nhét
dugce nhan béi AMF thir nhit tir UE duge kiém ching thanh cong.

14. Phuong phép theo diém 1, trong &6 AMF thir hai 14 AMF luu lai ngt cinh
bao mat ctia UE khac ngoai AMF thtr nhét trong hé thdng truyén théng 5G
trong qué trinh trong d6 UE duoc chuyén ving tir hé théng truyén théng 4G
dén hé théng truyén thong 5G.

15. Phuong phap theo diém 1, trong d6 AMF thr nhit 13 AMF duoc chon béi
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MME trong hé théng truyén théng 4G cho UE tir hé théng truyén thong 5G dé
cung cép dich vu mang 16i cho UE trong qué trinh trong d6 UE duogc chuyén
vang tir hé théng truyén thong 4G sang hé théng truyén thong 5G.

16. Phuong phap theo diém 1, trong d6 hoat dong nhé4n, béi AMF thi nhit, ngir
canh bao mat ciia UE duoc giri bdi AMF thir hai dia trén thong diép yéu ciu
dang ky thir hai cu thé bao gbm budc:

nhan, béi AMF thir nhét, ngit canh cua UE dugc guri béi AMF tht hai dua
trén théng diép yéu cau dang ky th hai, trong d6 ngit canh ciia UE bao gdm
ngit cdnh bado méat cia UE dugc x4c dinh qua thuong lugng gitta AMF thir hai
va UE, va ngir canh béo mét cia UE bao gdm khéa Kaur va sb dém ting

khong truy nhap (non-access stratum count, NAS COUNT).

17. Phuong phéap theo diém 9, trong d6 nguyén nhén tai sao ngir canh bao mat
va 5G GUTI ciia UE dugc luu trit gitta UE va AMF thit hai bao gom: trudc khi
UE duoc chuyén ving tir hé théng truyén théng 4G sang hé théng truyén théng
5G, UE duoc chuyén ving tir hé thng truyén thong mang 5G sang hé théng
truyén thong 4G; hoic UE hd tro két nbi kép (dual connectivity, DC) truy nhép
hé thdng truyén théng 5G qua két néi phi 3GPP, truy nhap hé thng truyén
thong 4G qua két nbi 3GPP, va duogc chuyén ving tir hé théng truyén thong 4G
sang hé théng truyén théng 5G trong ché dd duoc két ndi.

18. Phuong phéap theo diém 1, trong d6 phuong phap con bao gdm budc:

khi AMF thtr nh4t khéng kiém chimg tinh toan ven cta thong diép yéu ciu
dang ky thir nhét, tiép tuc, béi AMF thtr nhét, & st dung ngit canh bao mat
dugc anh xa dugc tao qua thuong luong gitta AMF tha nhét va UE, hodc khoi
tao, bodi AMF thir nhét, x4c thuc ban dau dén UE dé tao ngit canh bao mét giira
AMF thtr nhit va UE.

19. Phuong phép theo diém 1, trong d6 phuong phap con bao gdm céc budc:
khi AMF thir nhit khong kiém chimg tinh toan ven cia théng diép yéu ciu
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dang ky thir nhét, khong tiép nhan, béi AMF thir nhit, ngit canh bao mat cua
UE duoc gtri bdi AMF thir hai.

20. Phurong phap theo diém 1, trong d6 hoat dong nhan, béi AMF thir nhit, ngit
canh bao mat ciia UE duoc giri bdi AMF thit hai dia trén thong diép yéu ciu
dang ky thir hai cu thé bao gdm budc:

nhén, béi AMF thir nhét, ngit canh bao mat cia UE dugc xac dinh bdi
AMF thtr hai dua trén 5G GUTI trong thong diép yéu cau dang ky thit hai.

21. Phuong phép theo diém 2, trong d6 viéc ngit canh bao mat duoc 4nh xa
duoc din xuit béi UE dua tfén khoa KAMF1 cu thé bao gém:
UE dAn xuét khoa K dua trén khoa duge uu lai K gy, tham sb budce
nhay tiép theo NH, va cong thirc dinh trudc, trong d6 cong thirc dinh trudc 13:
Kavrt = HMAC-SHA-256 (Key, FC||PO||LO0), trong d6 FC = 0x76, PO = gia
tri NH, LO = chiéu dai cua gia tri NH, va KEY = Kque.

22. Phuong phép theo diém 1, trong d6 trudc khi nhan, bdi AMF thir nhét,
thong diép yéu ciu ding ky thir nhat duoc giri boi UE, phuong phép con bao
gdm budc:

nhan, bdi AMF thi nhit, yéu cau chuyén tiép dinh vi lai thir nhat tir MME,
trong d6 yéu cau chuyén tiép dinh vi lai thir nhat bao gbm ngit canh bao mat
gitra UE va MME;

x4c dinh, béi AMF thtr nht, ngit canh bao mat dugc 4nh xa dua trén ngi
canh bao mat gitta UE va MME;

giri, bdi AMF thir nhét, théng diép dap tmg chuyén tiép dinh vi lai dén
MME;

giri, béi MME, thong diép lénh chuyén ving dén UE; va

xac dinh, bdi UE, ngit cdnh bdo mat dugc anh xa.

23. Phuong phap theo diém 22, trong d6 phuong phép con bao gdm bude:

yéu cdu chuyén tiép dinh vi lai thir nhit bao gdm khoéa Kagye va tham s
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budce nhay tiép theo NH; va
dan xuét, béi AMF thir nhét, khoa Ky dua trén K agve va NH.

24. Phuong phap theo diém 23, trong d6 hoat dong din xuat, bdi AMF thir nhit,
khéa Kawr dua trén Kague va NH cu thé bao gém:

sau khi AMF thir nhit nhan Kagyve vA NH, din xuit, béi AMF thir nhit,
Kawmr1 dua trén cong thire dinh trude, trong d6 cong thire dinh trudce 1a:

Kamr = HMAC-SHA-256 (Key, FC|[PO||L0), trong d6 FC = 0x76, PO =
gia tri NH, LO = chiéu dai ctia gia tri NH, va KEY = K s\

25. Phwong phap theo diém 24, trong d6 phuong phép con bao gbm buéc:
tinh to4n, béi AMF thir nhét, khéa bao vé tinh todn ven Kyasinn va khoa
bao vé tinh riéng tur Kyasenc: dua trén Kagye va thuit toan bao mat duge thuong

lugng véi UE.

26. Phuong phép theo diém 24, trong G6 phuwong phap con bao gbm bude:

tao, béi UE dua trén khéa Ky va thudt todn bao vé tinh toan ven ting
khong truy nhép (non-access stratum, NAS) va thuit toan bao vé tinh riéng tu
dugc thuong luong gitta UE va AMF thtr nhit, khéa bao vé tinh toan ven
Knasing va khoa bao vé tinh riéng tu Kyasene; duoc st dung dé bao vé thong

digp NAS.

27. Phuong phap theo diém 26, trong d6 phuong phép con bao gdm:

cong thuc dé tinh toan khéa bao vé tinh toan ven Kyasmy bao gém:
Knasinn = HMAC-SHA-256 (KEY,S), trong d6 S = FC| |P0, | |LO; | |P14] |L1;4,
FC = 0x69, PO, = b0 phan loai thuét toan, L0,= chiéu dai cta bd phén loai thuit
toan, P1,= dinh danh thuat toan, L1; = chiéu dai cta dinh danh thuat toan, va
KEY = Kawmri-

28. Phuong phap theo diém 27, trong d6 phuong phép con bao gbm:
cong thirc dé tinh toén the khéa bao vé tinh riéng twr Kyasenc1 bao gdm:
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Knasenel = HMAC-SHA-256 (KEY, S), trong @6 S = FC| [PO| [LO| |P1| |L1, FC =
0x69, PO = bd phan loai thuét toan, LO = chidu dai clia bd phan loai thuat toén,
P1 = dinh danh thuat toan, L1 = chiéu dai ctia dinh danh thuét toén, va KEY =

Kamrr-

29. Phwong phép theo diém 22, trong d6 thong diép dép umg chuyén tiép dinh
vi lai duge sir dung dé thong bao MME ring AMF thir nhit 13 AMF cung cép
dich vu quén 1y truy nhip va di dong cho UE trong hé thdng truyén théng 5G
khi UE dugc chuyén ving tir hé théng truyén thong 4G sang hé thong truyén
thong 5G. |

30. Phuong phap thu thap nglt canh bdo méat bao gdm cac buéc:

nhan, béi AMF thtt hai, thong diép yéu cdu dang ky thtr hai dugc gti béi
AMF thér nhét, trong d6 thong diép yéu cau ding ky thit hai mang thong tin chi
bao, va thong tin chi bao dugc st dung dé chi bao rang UE duoc kiém ching;
va

sau khi AMF thir hai nhan thong diép dang ky thir hai, giri, b1 AMF thu
hai, ngit canh bao mat ciia UE dén AMF thtr nhét,

trong d6 thong diép yéu ciu ding ky tht hai duoc giri khi AMF tha nhét
kiém ching thanh cong tinh todn ven cua thong diép yéu ciu dang ky thtr nhét,
va thong diép dang ky thir nhét duoc giri boi UE dén AMF thi nhat.

31. Phuong phap theo diém 30, trong d6 thong diép yéu ciu dang ky tht hai
bao gbm 5G GUTI hodc SUPI ctia UE.

32. Phuong phap theo diém 30, trong d6 truéc khi AMF thir hai giri ngit canh
bao mat cia UE dén AMF thix nhit, AMF th hai x4c dinh ngit canh bao mét

ctia UE dya trén 5G GUTI trong théng diép yéu cdu ding ky thtr hai.

33. Phuong phép theo diém 30, trong d6 AMF thi hai khong can kiém chimg
UE.
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34. Phuong phap theo diém 31, trong d6 nguyén nhan tai sao ngit canh bao mat
va 5G GUTI cua UE duoc luu trit gitta UE va AMF thit hai bao gdm: truéc khi
UE dugc chuyén vimg tir hé théng truyén théng 4G dén hé théng truyén thong
5G, UE dugc chuyén ving tir hé théng truyén théng mang 5G dén hé théng
truyén théng 4G; hoic UE hd trg DC truy nhép hé thong truyén théng 5G qua
két ndi phi 3GPP, truy nhdp hé théng truyén théng 4G qua két ndi 3GPP, va
dugc chuyén ving tir hé théng truyén thong 4G sang hé théng truyén théng 5G

trong ché d6 duoc két ndi.

35. Hé théng truyén thong bao gdm AMF thir nhit va AMF tht hai, trong d6:
AMF thir nhét dugce tao ‘céu hinh dé:
nhan thong diép yéu ciu dang ky thir nhit dugc giri béi UE;
kiém chig tinh toan ven ctia thong diép yéu ciu dang ky thtr nhét;
khi AMF tht nhit kiém chimg thanh cong tinh toan ven cia thong diép
yéu ciu dang ky thir nhét, giri thong diép yéu cAu dang ky thit hai dén AMF thtr
hai, trong d6 thong diép yéu cdu ding ky tht hai mang thong tin chi bo, va
théng tin chi bao dugc st dung dé chi bao ring UE duoc kiém chimg; va
AMF thir hai dugc tao cdu hinh dé:
nhan thong diép yéu ciu dang ky thit hai; va
glri ngit canh bao mét ciia UE dén AMF thr nhat dua trén thong diép
yéu cau dang ky thit hai.

36. Hé théng theo diém 35, trong d6 trudc khi AMF thtr nhét nhén thong diép
yéu cdu ding ky thu nhét dugc giri boi UE, AMF thir nhit con dugc tao céu
hinh dé:

nhén yéu ciu chuyén tiép dinh vi lai thir nhit tir MME, trong d6 yéu ciu
chuyén tiép dinh vi lai thir nhit bao gdm ngir canh bao mat gitta UE va MME;

x4c dinh ngir canh bao mit dugc anh xa dua trén ngir canh bao mat gira
UE va MME; va

gtri thong diép déap tmg chuyén tiép dinh vi lai dén MME.
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37. Hé théng theo diém 36, trong d6 yéu cu chuyén tiép dinh vi lai thir nhit
bao gdm khéa Kagye va tham sd budce nhay tiép theo NH, v& AMF thir nhét
con duge tao ciu hinh dé:

38. Hé théng theo diém 37, trong 46 AMF thir nhit dugc tao cdu hinh cu thé
dé:

sau khi AMF thir nhat nhan Kagys va NH, din xuit K dua trén cong
thirc dinh trudce, trong d6 cong thire dinh trude la:

Kavr = HMAC-SHA-256 (Key, FC|[PO||L0), trong d6 FC = 0x76, PO = gia
tri NH, L0 = chiéu dai cta gi4 tri NH, vd KEY = K squE.

39. Hé théng theo diém 38, trong d6 AMF tha nhét con dugce tao ciu hinh dé:
tinh toan khoéa bdo v¢ tinh toan ven Kyasin va khda bao vé tinh riéng tu

Knasenct dua trén Kgve va thudt toan bao mat duge thuong luong véi UE.

40. Hé théng theo diém 36, trong d6 thong diép dap g chuyén tiép dinh vi lai
dugc sir dung dé thong bao MME rang AMF thir nhat 13 AMF cung cp dich vu
quan 1y truy nhap va di dong cho UE trong hé théng truyén thong 5G khi UE
dugc chuyén ving tir hé thdng truyén thong 4G dén hé thdng truyén thong 5G.

41. Hé théng theo diém 35, trong d6 théng diép yéu ciu ding ky the nhét 1a
thong diép yéu cau dang ky.

42. Hé thdng theo diém 35, trong d6 truéc khi AMF thir nhit nhén thong diép
yéu ciu dang ky thir nhat dugc giri béi UE, AMF thir nhét con duoc tao ciu
hinh dé:

nhan thong diép yéu cdu dang ky thir nhit duogc gtri bdi UE sau khi UE
hoan thanh thi tuc chuyén ving.

43. Heé théng theo diém 35, trong d6 théng diép yéu ciu dang ky thir nhit bao
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gbm 5G GUTI cua UE.

44. Hé thdng theo diém 43, trong d6 5G GUTI dugc tao ciu hinh bdi AMF thir
hai cho UE, va dugc sir dung dé nhén dién UE va AMF thir hai.

45. Hé théng theo diém 43, trong d6 nguyén nhan tai sao ngit canh bao mat va
5G GUTI cta UE dugc huu trit gitta UE va AMF thir hai bao gdm: truée khi
UE duoc chuyén ving tir hé thong truyén théng 4G dén hé théng truyén thong
5G, UE dugc chuyén ving tir hé thdng truyén thong mang 5G dén hé théng
truyén théng 4G; hoic UE hd tro DC truy nhap hé théng truyén théng 5G qua
két ndi phi 3GPP, truy nhdp hé théng truyén thong 4G qua két nbi 3GPP, va
duge chuyén ving tir hé théng truyén théng 4G dén hé théng truyén thong 5G

trong ché d6 dugc két nbi.

46. Hé théng theo diém 35, trong d6 thong diép yéu cau dang ky thir hai bao
gdbm 5G GUTI hoic SUPI ctia UE.

47. HE théng theo diém 35, trong d6 AMF thir hai con duogc tao cAu hinh dé:

xac dinh ngt canh bao mat cia UE dua trén 5G GUTI trong thong diép
yéu cau dang ky thtr hai khi AMF thir hai nhan thong diép yéu ciu ding ky tht
hai.

48. Hé théng theo dié_m 35, trong 46 AMF thir hai khong c4n kiém chimg UE.

49. Thiét bi thu thdp ngit cdnh bao mat, trong d6 thiét bi duge ap dung cho hé
théng mang, hé théng mang bao gém AMF thtr nhit va AMF thit hai, va thiét bi
bao gdm bd xir 1y, mach giao dién, bd nhd, va buyt hé thdng; va

bd nhé duge tao cAu hinh dé lwu trit cac 1énh may tinh thyc thi dugc, va
bd xir Iy thuc thi cac 1énh may tinh thuc thi dugc luu trit trong bd nhé dé thiét
bi c6 thé thuc hién phuong phap theo diém bat ky trong s6 cac diém tir 1 dén
- 34.
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50. Thiét bi mang thu thip ng cdnh bao mat, bao gSm bd xir Iy va bd nhg,
trong d6 bd nhé dugce tao cAu hinh dé luu trix chuong trinh may tinh, va bd xu
Iy thuc thi cac 1énh may tinh thyuc thi dugc lru trit trong bd nhs dé thiét bi
mang c6 thé thuc hién phuong phap theo diém bét ki trong sb cac diém tir 1
dén 29.

51. Thiét bi mang thu thap ngir canh bao mét, bao gdém bo xtr Iy va bd nhd,
trong d6 bd nhé duoc tao cu hinh dé luvu trix chuong trinh may tinh, va bd xu
1y thyc thi cAc 1énh may tinh thuc thi duge luu trit trong bo nhé dé thiét bi
mang c6 thé thuc hién phuong phép theo diém bat ky trong s6 cac diém tir 30

dén 34.
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