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(57) Sang ché dé xuét cac phuong phap va thiét bi dé xac thuc phu trong mang. Phuong
phap duogc thuc hién boi thiét bi ngudi dung (user equipment (UE)) bao gom thiét 1ap
phién hoic két ndi mit phang ngudi dung (user plane (UP)) véi thiét bi chtrc ning UP (UP
function (UPF)), nhan yéu ciu xac thuc dua trén giao thic xac thuc co thé mé rong
(extensible authentication protocol (EAP)) tir UPF va giri phan hoi x4c thuc dua trén EAP
dén UPF. Phuong phép duoc thuc hién boi thiét bi chirc ning mit phang ngudi ding (user
plane UP function (UPF)) bao gdm thiét 1ap phién hoic két ndi UP ddi voi thiét bi ngudi
dung (user equipment (UE)), gtri yéu cau xac thuc dya trén giao thirc xac thuc ¢ thé mo
rong (extensible authentication protocol (EAP)) dén UE, va nhan phan hdi xac thuc dua
trén EAP tu UE.
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Linh vue k¥ thuit dwgce dé cap
Sang cheé dé cap dén phuwong phap va thiét bi dé xac thwe phu trong mang.
Tinh trang k¥ thuat cua sang che

Du an d6i tac thé hé th ba (3rd Generation Partnership Project (3GPP)) hién
dang phat trién cac chuan cho 5G, ciing dugc biét dén nhu cac hé thong thé hé tiép
theo (next generation (NG)). C6 duy tinh 1a 5G s& ho tro nhiéu tinh huéng va truong
hop str dung moi va sé la phén tr tao ra kha nang cho Internet van vat (Internet of
things (IoT)). C6 du tinh 1a cac hé théng NG sé cung cap kha ning két ndi cho khoang
rdng cua cac thiét bi méi nhu cac cam bién. cac thiét bi mang duge thong minh,
phuong tién giao thong, may, v.v.. Tinh linh hoat theo d6 la dac tinh chinh trong céc
hé théng NG. Diéu nay duoc phan 4nh trong yéu cau an toan cho truy nhap mang ma
dang uy thac cho sw ho tro cua cac phwong phap xéc thue thay thé va cac loai khac
nhau cta cac gidy uy nhiém (credential), dwoc so sanh véi cac gidy iy nhiém thoa
thuan chinh va xdc thue (authentication and key agreement (AKA)) théng thwong
duoe cung cép trude boi nha didu hanh va duge luu trit theo cach an toan trong the
mach tich hop toan cau (universal integrated circuit card (UICC)). Biéu nay sé€ cho
phép cdc chi nha may hodc cic doanh nghiép tac dung don bay déi véi cac hé thong
quan 1y gidy iy nhiém va nhan dang cua chinh ho cho su an toan mang truy nhap va

xac thue.

Trong s6 cac déu hidu méi trong cac hé tlléllg NG c6 khai niém vé tao lat mang.
Lat mang (network slice (NS)) vé co ban 1a thue thé cua mang 181 duge danh riéng dé
cung cap dich vu riéng. Diéu nay s& cho phép cac nha diéu hanh thao tac su da dang
rong cua cac trwdng hop st dung mdi, méi truong hop véi cac yéu cau dich vu khac
nhau lién quan té1 Chat lwong cua dich vu (Quality of Service (QoS)). Vi du. nha diéu
hanh c6 thé dang chay NS cho céc dich vu bang rong di dong (mobile broadband

(MBB)) thong thwong. song song véi NS td1 han nhiém vu cho céc dich vu an toan
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cong cong (nhw an nut dé ndi t61 han nhiém vy (Mission-critical push-to-talk

(MCPTT))) véu cau dé cho rat thap, con song song vl [oT NS cho cac dong hd do

dién voi bang thong rat thap.

Trong so cac chu dé dang dugc nghién ctu lién quan dén Tao lat mang
(Network Shecing) ¢é sy tach cua cac thu tuc xac thye va cap phép dé truy nhap cac NS

khac nhau.
Ban chat ki thuat cia sang che

Muc dich cua cac phwong an dwge trinh bay o day nham lam cho co kha nang

tach su xac thure trong cac hé thong theé hé tiép theo.

Theo khia canh thir nhat, phwong phap dé xac thwe phu trong mang dwoe dé
xuat. Phuong phép dwoc thue hién bai thiét bi ngudi dung (user equipment (UE)), va
bao gom thiét lap phién hodc két ndi mit phing ngudi dung (user plane (UP)) v6i thiét
bi chire nang UP (UP function (UPF)), nhan yéu cau xéc thuc dua trén giao thic xac
thire ¢6 thé mé rong (extensible authentication protocol (EAP)) tir UPF va giri phan

héi xac thue dua trén EAP dén UPF.

Phuwong phap c6 thé con bao gom thiét 1ap sw xac thue chinh voi chire ndng neo

an toan (security anchor function (SEAF)).
Phuong phap ¢6 thé con bao gom nhan két qua xéc thye dwa trén EAP tir UPF.

UE con c6 thé 1a UE thé hé tiép theo (next generation (NG)). UPF con co thé 1a

NG UPF.

Theo khia canh thit hai, phwong phép dé xac thue phu trong mang duoc dé xuat.
Phurong phap dwge thire hién boi thiét bi chite nang mit phing ngudi ding (user plane
(UP) function (UPF)). va bao gom thiét lap phién hodc két ndi mit phang nguoi ding
(user plane (UP)) voi thiét bi nguoi dung (user equipment (UE)). gut yéu cau xéac thuce
dwa trén giao thire xac thuc cé thé mé rong (extensible authentication protocol (EAP))

dén UE, va nhéan phan hoi xac thye duva trén EAP tr UE.
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Phuong phap cé thé con bao gém gui yéu céu xac nhan cua phan hoéi xac thue
dua trén EAP dwoc nhdn dén may chu xac thuc, cdp phép, va tinh cude
(authentication, authorization, and accounting (AAA)), va nhan phan hoi xac nhan tr

may chu AAA.

Phuone phap co thé con bao gdm guri két qua xac thue dén UE, trong do sw xac
& 1 R, ~ . -~

thue dugce dua trén phan hoi xac nhan tir may chu AAA.

UE c¢on ¢6 thé 1a UE thé hé tiép theo (next generation (NG)). UPF con ¢o thé Ia

NG UPF.

Theo khia canh thit ba, thiét bi nguoi ding (user equipment (UE)) dé hoat dong
trong mang duge dé xuat. UE bao gom bd xtt Iy, va san phdm chuong trinh may tinh.
San pham chuong trinh may tinh lwu trit cac lénh ma. khi dwoe thue thi bai bd xi 13,
lam cho UE thiét l4p phién hodc két ndi mit phing ngudi ding (user plane (UP)) véi
thiét bi chire nang UP (UP function (UPF)), nhan yéu cau xéc thue dya trén giao thire
xac thwe cé thé mo rong (extensible authentication protocol (EAP)) tir UPF. va giri

phan hdi x4c thue dua trén EAP dén UPF.

UE co thé con dugce lam cho thiét 1dp sy xac thue chinh voi chitre nang neo an

toan (security anchor function (SEAF)).
UE ¢6 thé con dugce lam cho nhén két qua xac thue dua trén EAP tir UPF.

UE con ¢6 thé 1a UE thé hé tiép theo (next generation (NG)). UPF con c6 thé 1a

NG UPF.

Theo khia canh tht twr. thiét bi chirc nang mit phang nguoi ding (user plane
(UP) function (UPF)) hoat déng trong mang duoc dé xuat. UPF bao gom bd xit Iy, va
san pham chwong trinh may tinh. San pham chwong trinh méay tinh hru trit céc lénh
ma, khi duge thye thi boi bo xu 1y, lam cho UPF thiét lap phién hodc két ndi mat
phang ngudi dung (user plane (UP)) vé6i thiét bi ngudi ding (user equipment (UE)).

gui yéu cau xac thye dpa trén giao thirc xac thwc cé thé mo rong (extensible
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authentication protocol (EAP)) dén UE va nhan phan héi xac thue dua trén EAP tir

UE.

UPF c¢6 thé con duge lam cho gui yéu cau xac nhan cua phan hoi xac thye dwa
trén EAP dugc nhdn dén may chu xac thue, cap phép, va tinh cudc (authentication,

authorization, and accounting (AAA)). va nhan phan héi xdc nhan tir may chu AAA.

UPF c¢6 thé con dwge lam cho gt két qua xac thue dén UE, trong do sy xac

thue dugce dya trén phan hoi xac nhan tir may chu AAA.

UE cdn ¢6 thé 13 UE thé hé fié'p theo (next generation (NG)). UPF con co thé 1a

NG UPF.

Theo khia canh thit ndm. thiét bi nguoi dung (user equipment (UE)) dé hoat
dong trong mang dugc dé xuat. UE bao gSm phwong tién dé thiét lap phién hodc két
néi mit phing ngudi dung (user plane (UP)) vé6i thiét bi chire ning UP (UP function
(UPF)), phuong tién nhan yéu cau xéc thue dua trén giao thirc xac thue ¢ thé m& rong
(extensible authentication protocol (EAP)) tr UPF, va phuwong tién dé giti phan hoi xéc

thue dua trén EAP dén UPF.

UE c¢6 thé con bao géom phuwong tién dé thiét lap sy xac thuce chinh véi chue

ndng neo an toan (security anchor function (SEAF)).

UE c6 thé con bao gom phuwong tién dé nhan két qua xac thuc dya trén EAP tr

UPF.

UE con c6 thé 1a UE thé hé tiép theo (next generation (NG)). UPF con co thé 1a

NG UPF.

Theo khia canh thir sdu, thiét bi chitc ning mat phang ngudi ding (user plane
(UP) function (UPF)) hoat déng trong mang dwoc dé xuat. UPF bao gom phwong tién
dé thiét lap phién hodc két nbdi mit phing ngudi dung (user plane (UP)) v6i thiét bi
nguoi dung (user equipment (UE)), phwong tién dé giri yéu cau xac thue dwa trén giao
thite xéc thuc cé thé mo rong (extensible authentication protocol (EAP)) dén UE. va

phuong tién dé nhan phan hoi xéac thye dwa trén EAP tr UE.

-5
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UPF co thé con bao gom phuong tién dé girt yéu cau xac nhan cua phan hoi xac
thye dua trén EAP dugc nhan dén may chu xac thwe, cdp pheép, va tinh cude
(authentication, authorization, and accounting (AAA)): va phwong tién dé nhan phan

hoi xac nhan tr may chu AAA.

UPF c¢6 thé con bao gom phuong tién dé gui két qua xac thwe dén UE, trong dé

su xac thuwe duge dya trén phan hor xae nhan tir may chu AAA.

UE con ¢é thé 13 UE thé hé tiép theo (next generation (NG)). UPF con ¢o thé 1a

NG UPF.

Theo khia canh thir bay. chwong trinh may tinh dé xéc thue phu trong mang
dwoe dé xuét. Chwong trinh may tinh bao gom mé chwong trinh méay tinh ma, khi dwoc
chay trén thiét bi nguot dung (user equipment (UE)), lam cho UE thiét lap phién hodc
két nbéi mat phing ngudi ding (user plane (UP)) véi thiét bi chire ndng UP (UP
function (UPF)). nhan yéu cau xac thue dua trén giao thirc xac thue co thé mo réng
(extensible authentication protocol (EAP)) tir UPF, va giri phan héi x4c thue da trén

EAP dén UPF.

UE con ¢6 thé 1a UE thé hé tiép theo (next generation (NG)). UPF con c6 thé la
NG UPF.

Theo khia canh thét tam, chwong trinh may tinh dé xac thuc phu trong mang
dwoc dé xuat. Chwong trinh may tinh bao gom ma chwong trinh méay tinh ma, khi duoc
chay trén thiét bi chirc ning mat phing nguoi dung (user plane (UP) function (UPF)),
lam cho UPF thiét 1ap phién hodc két ndi mat phing nguwoi ding (user plane (UP)) véi
thiét bi nguoi dung (user equipment (UE)), gii yéu cau xac thue dwa trén giao thire
xéc thue c6 thé mé rong (extensible authentication protocol (EAP)) dén UE. va nhan

phan hoi xéc thue dua trén EAP tr UE.

UE con ¢6 thé 1a UE thé hé ’Eiép theo (next generation (NG)). UPF con ¢o thé la

NG UPF.
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Theo khia canh thit chin, san pham chuong trinh may tinh duge dé xuét. San
pham chuwong trinh may tinh bao gdm chwong trinh may tinh va phwong tién hru triv
doc duwoe boi may tinh ma trén d6 chwong trinh may tinh dwoe hru triv. N6i chung, tat
ca cac thuat ngtt duge su dung trong cac diém yéu cau bao ho la dé duoc dién dich
theo y nghia thong thwong cua chiing trong linh vire k¥ thuat, trir khi duge dinh nghia
16 rang theo cach khac & day. Tat ca cac tham chiéu dén "phan tr. thiét bi, thanh phan,
phuong tién, bude, v.v." la dé duoc dién dich theo cach mé nhu tham chiéu dén it nhat
mdt thue thé ctia phan tw, thiét bi, thanh phan, phwong tién. bude, v.v., trir khi duoe
néu ro rang theo cach khac. Cac bude ctia phwong phap bat ky duge boc 10 ¢ day
khong can phai dwoc thue hién theo thit ti chinh xac duge boc 10, trir khi dwoce néu ro

rang.
Mo ta van tat cac hinh vé kém theo

Khai niém sang ché sau ddy duwoc mo ta, theo cach vi du, co6 tham chiéu dén cac

hinh vé& kem theo, trong do:

Fig.1 la so d6 gian hrge minh hoa moai trwong trong do cac phwong an duoc

trinh bay ¢ day c6 thé duoc ap dung;
Fig 2 1a hinh v& thé hién gian lwoc tién trinh dé xac thue phu trong LTE;

Fig.3 Ia hinh vé thé hién gian lugc tién trinh dé xac thuc phu dya trén EAP

trong cac hé thong thé hé tiép theo:

Fig.4-Fig.5 la cac hinh vé thé hién gian lwoc cac kién tric giao thire dé xac thyce

phu dya trén EAP cho cac phuong an duoc trinh bay o day;

2

Fig.6A-F1g.6B la cac biéu d6 tién trinh minh hoa cac phwong phép cho cac

phuwong an duge trinh bay o day:

Fig.7-F1g.8 la cac so do gian Irge minh hoa mdt s6 thanh phan cua cac thiét bi

dwge trinh bay ¢ day: va
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F1g.9-Fig.10 la cac so do gian lugc thé hién cac modun chire nang cua cac thiét

bi duge trinh bay ¢ day.
MG ta chi tiet sang che

Khai niém sang ché sau day sé dwoc mo ta day du hon sau day cé tham chiéu
dén céc hinh v& kém theo. trong dé cac phuong an nhat dinh cia khai niém theo séng
ché duoc thé hién. Tuy nhién, khai niém theo sang ché nay co thé duwoc biéu hién trong
nhiéu dang khac nhau va khong dwoc hiéu 1a bi gidi han vao cac phuong an duoc dua
ra & ddy: ding hon la, cac phwong an nay dwoc cung cap theo cach vi du sao cho sang
ché sé& thau déo va toan dién. va sé& chuyén tai day du pham vi cua khai niém theo sang
ché dén nhitng ngudi ¢b hidu biét trung binh trong linh vire. Céc sé chi dan gidng nhau

tham chiéu dén céc phan fir gidng nhau trong toan bé phan mo ta.

Mt tinh hudng ¢6 thé cé dé tach cac thii tuc xac thwe va cap phép dé truy nhap
cac lat mang (network slice (NS)) khac nhau la nhw sau. Pé cho thiét bi nguot dung
thé hé tiép theo (NG-user equipment (UE)) truy nhap NS riéng, nha diéu hanh trde
tién sé chay sw xac thuc chinh (thong thwong) cho truy nhap mang ban dau duoc theo
sau boi s xac thue dac trung cho NS phu. Co thé 1a su xac thuc dic trung cho NS phu
c6 thé dudi sy diéu khién cia bén thi ba. O day dang gia dinh su tin cdy gitta nha cung
cé.p dich vu bén thu ba va nha van hanh mang di dong (mobile network operator
(MNO)) ma vi du dang dwa ra céc dich vu truy nhap va van chuyén cho bén thit ba nay

trong thire thé NS duwoe danh riéng.

Trong su cai tién dai han (long term evolution (LTE)), ¢6 co ché ma c6 thé co
lién quan dén tinh hudng dwgc md ta. Co ché nay dwoe mé ta trong didu khoan 5.3.2 tir
TS 23.401. N6 dwoce dua trén yéu cau duoge goi la yéu cau tuy chon dwoc mat ma hoa
va stt dung phan tr thong tin dwoc goi la cac tiy chon tao két cau giao thite (protocol

configuration option (PCO)).

PCO la mot trong cac phan tw thong tin trong céc tin nhan tang khong truy nhap
(non-access stratum (NAS)). PCO co thé dugce sw dung trong mot vai loai cua cac tin

nhan nhw yéu cau kha nang két né1 mang dir liéu gdi (packet mang dit liéu (PDN)) dé
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gl théng tin theo céch trong sudt qua Thuc thé quan Iy tinh di déng (Mobility
Management Entity (MME)) va cong ndi phuc vu (serving gateway (S-GW)) dén
PDN-GW. Vi du, PCO ¢6 thé bao gom su wu tién cap phét dia chi chi thi 1a UE wu tién
dé thu duwoc dia chi phién ban giao thire Internet 4 (Internet protocol version 4 (IPv4))
chi sau su kich hoat p11§11 to mang (bearer) mac dinh bé’ng phién ban giao thire tao két

cau may chu dong bon (dynamic host configuration protocol version four (DHCPv4)).

Mét treong hop st dung cua PCO 14 s chuyén tai ctia cac tén ngwdi ding va
mat khau cua giao thire xac thye mat khau ( password authentication protocol (PAP))
va giao thirc xac thwe bat tay thir thach (challenge handshake authentication protocol
(CHAP)) dén PDN-GW, ma tiép d6 chay ching qua may chu xéc thue, cap phép, va
tinh cwdc (authentication, authorization, and accounting (AAA)) dé xac thuc truy
nhap. May chi AAA c6 thé duge dat trong mién ngoai. Do cée tén ngudi ding va mat
khau la nhay cam va can duoc bao vé, néu UE du dinh gut PCO ma yéu cau mat ma
hoa (vi du, cac tén nguoi dung va mat khau PAP/CHAP), UE sé thiét dat co chuyén tal
cac tay chon dwge mat ma héa trong tin nhin yéu cau gan va givi PCO chi sau khi su

thiét dat an toan NAS va xac thuc da dwoc hoan thanh.

Fig.2 thé hién tién trinh tin nhin dwoc yéu cau dé chay thu tuc xéc thire bd sung
(nghia 1a phu) nhw viy qua PDN-GW trong LTE. Trong phan sau day, mé ta chi tiét

hon vé cac budce trong d6 dwoc cung cap.

UE nam trong mién UE. MME, S-GW, may chu thué bao gia dinh (home
subscriber server (HSS)), va PDN-GW nadm trong mién MNO. May chu AAA nam

trong mién bén th ba.

Trong bwde 1 UE gt tin nhan yéu cau gan véi tap hop co chuyén tai cac tuy

chon duoc mat ma héa dén MME.

Trong bude 2 thu tuc thoa thuédn chinh va xac thuc (authentication and key
agreement (AKA)) duogc chay gita UE va HSS. Vao lie xac thuc thanh cong cac bude

tiép theo duoc thue thi.
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Trong budc 3 sw an toan NAS dwgc cai dat, st dung lénh ché d6 an toan (secure
mode command (SMC)). Sau khi su an toan NAS da duoc cai dat, tat ca cac tin nhan

NAS duoc bao vé tinh bao mat va tinh toan ven.

Trong bude 4 MME gtri tin nhan yéu cau cac tuy chon dwge mat ma hoa dén

UE cho su lay lai cua PCO.

Trong bude 5 UE tra loi vdi tin nhan phan hoi cac tuy chon dwoe mat ma hoa
bao gom tén nguwoi dung va mat khau PAP/CHAP trong phan tw thong tin PCO. Trong
treong hop UE co cac sy thué bao doi vdi nhiéu PDN. thi UE cling bao gom tén diém

truy nhap (access poimt name (APN)) trong tin nhan.

Trong bude 6 MME giai mdt ma dit liéu duge nhan, st dung APN duogce cung
cap c6 thé ¢é dé nhan dang PDN-GW. va chuyén tiép PCO qua S-GW dén PDN-GW

dich trong tin nhan yéu cau tao ra phién (create session request message).

Trong budc 7 PDN-GW gtii thong tin PAP/CHAP duge nhéan trong tin nhan
yéu cau truy nhap dudng kinh/ban kinh dén may chu AAA ngoai. Vao luc thanh cong,

thu tuc tao ra phién tiép dién nhu thuong 1é.

Cac budce 4-7 trén theo do biéu dién sy xac thue phy, dwoc thue hién sau khi sy
xac thue thir nhat trong budce 2 da dwoc hoan thanh. Tuy nhién, dé stt dung co ché nay

trong hodc sy mo rong vao trong cac hé thong NG s€ cung cap mot s6 nhwoe diém.

Truae tién, co ché rat bi gidi han lién quan to1 cac phwong phap xac thue ¢o thé
c6. Hién thoi chi c6 sw ho tro cho PAP va CHAP. Nhung do PAP ngay nay da 161 thoi

tr quan diém veé tinh an toan, chi c6 CHAP vé co ban la c6 thé st dung.

Thi hai, dé ho tro cac phuong phap khac va sit dung phén tir thong tin PCO cho
sur van chuyén cua thong tin xac thue. co ché s& duoc yeu cau chi rd cac tin nhin dac
biét gitta MME va S-GW va S-GW va PDN-GW duoc danh riéng cho muc dich nay.
Nghia la dé thao tac cac phuong phap xac thwe ma yéu cau nhiéu hon chi mot chuyén

di va vé.

-10-
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Hon ntta, khé khan dé thay dwoce cach thire co ché nay s& khép véi kién trie
NG, ma sép duoc phan nho thém ntta. Trén thue té, xem xét dén cac dau hiéu kién triic
méi (TR 23.799), ¢é kha nang s& ¢6 nhidu bude nhay trong dudng gitta UE va PDN-
GW, vi du lién quan dén cong viée dang tién hanh vé tich MME thanh chirc ning quan
Iy tinh di dong (mobility management function (MMF) va chirc nang quan ly phién
(session management function SMF) (TR 23.799) va céng viéc tach riéng mat phéng
ngudi ding va diéu khién (control and user plane separation (CUPS)) cho sy tach mit
phing nguoi ding va diéu khién (TR 23.714). Diéu nay bao ham nhiéu sy qua tai va

bao hiéu hon trong mang 161 (core network (CN)).

Cuoi cung, co ché nay la giai phap thay thé boi vi khong ¢6 giao thire tryce tiép
gitta UE va PDN-GW. Viéc lam cho né du chung dé ho tro cac phwong phap xac thye
khéac sé la tht thach vé mat k¥ thuat, dac biét la do nhiéu plurong phap co cac khuyeén

nghi va yéu cau chat ché trén lop van chuyén.

Vige chay sy xac thwe phu trén mat phz-ing nguoi dung (user plane (UP)), mot
khi n6 dwoc cai dat duge trinh bay. Phién UP dugce gidi han ¢6 thé duoc chay cho thu
tuc xéac thwe phu, hon 1a cho phép truy nhap day du doi véi PDN. Mot khi sw xac thue
phu dwoc hoan thanh, phién UP duoc gidi han ¢6 thé dwoc nang cap thanh mot phién
¢6 truy nhdp ddy du déi v6i mang div lidu. Su s dung giao thirc xac thue cé thé md
rong (extensible authentication protocol (EAP)), nhu duwgce dinh nghia trong RFC3748,
ciing dwoc trinh bay. EAP duoc sit dung dé xéce thuc gitta UE va may chi AAA ngoai
¢ tiem nang, trong do thiét bi chire nang UP thé hé tiép theo (NG-UP function
(UPF)). ddéng vai tro twong tw nhu nd cua PDN-GW trong LTE, chirng thue (endorse)
vai tro cua bo xac thiwe EAP. Céc tai EAP sé dwoe mang bai giao thite dé mang sir xée
thwe cho truy nhdp mang (protocol for carryving authentication for network access
(PANA)), nhu dwoe dinh nghia trong RFC5191, giao thitc ma dwgce dua trén IP. Mot

phwong an thay thé khac la NG-UPF ching thue vai tro cua may chu EAP.

Giai phap dugce trinh bay st dung EAP ma dwoc s dung rong rai va cung cap
ho tro cho nhiéu phwong phap xac thire nhw EAP-sy an toan 16p van chuyén (transport

layer security (TLS)), EAP-thda thudn chinh va xac thue (authentication and key
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agreement (AKA)), EAP-TLS duwoc tao ham (tunneled TLS (TTLS)) va EAP-giao thirc
xéc thue ¢ thé mo rong dwoc bao vé (protected extensible authentication protocol
(PEAP)). Giai phép duoc trinh bay dua trén IP va theo d6 la khong thé biét ddi véi loai
cua mang truy nhdp (access network (AN)). Thém ntra. do né dwoe dua trén UP, sy
xac thue phu co thé duwoc thure hién theo cach doc lap trén co s& ddc trung cho NS
ngay ca déi vdi cée tinh hudng trong d6 NG-UE hé tro nhiu kha nang két néi NS
dong thoi cé thé. Nho sit dung EAP, giai phap cing ho trg cac loai khac nhau cta cac
gidy Uy nhiém va cac phwong phép xéc thwe. Sy trao doi EAP ¢é the ¢ loi tir sy bao

vé qua giao dién khong khi.

Su xac thue phu theo d6 la su chay cua cac phan tv mang UP mot khi NG-UE
dwge cap phat dia chi IP. EAP tiép dd dwoc s dung dé xac thue gitta NG-UE va may
chu AAA (ngoai ¢d tiém nang) trong d6 NG-UPF ching thue vai tro cua bd xac thuc

EAP.

Phuong an trong d6 NG-UPF hanh déng nhw bo xéc thye EAP duwoc trinh bay

voi tham chiéu dén Fig.3.

Fig.3 thé hién tién trinh trong do6 sy xac thue phu dua trén UP duoe chay véi
méy chit AAA ngoai. NG-UE & trong mién UE. Chirc ning quan 1y tinh di dong thé hé
tiép theo (NG mobility management function (MMF)), chitc ning quan 1y phién thé hé
tiép theo (NG session management function (SMF)), chirc ning neo an toan thé hé tiép
theo (NG security anchor function (SEAF)) va NG-UPF ¢ trong mien MNO. NG-UPF
la UPF twong tng véi PDN-GW trong LTE. May chi AAA & trong mién bén thi ba.
Céc yéu cau vé NG-UPF la dé bao gém hd tro cia PANA va EAP, ¢6 thé ngoai su ho
trg cla tat ca cac dau hiéu UP can thiét cua PDN-GW trong LTE nhw sy ho tro cua
giao dién SGi. N6i chung, tién t6-NG dwoc st dung cho chire ning hé thong NG tuong

ung voi cac khai niém LTE.

Trong bude 1 NG-UE gui yéu cau gan khoi dau thu tue gan. Giai phap dwoc
trinh bay ¢ day khong phu thude vao cach thire sy tao lat mang dwoc ho tro. vi du cach
thire cac thye thé NS duwoce lra chon va cach thire NG-UE dugce hudng dén nhitng cai

thich hop.
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Trong budce 2 NG-UE chay su xac thuce chinh véi NG SEAF. NG SEAF ¢6 the
con duoce két ndi véi chire nang may chu xac thue thé hé tiép theo (NG authentication
server function (AUSF)). Su xac thue phy, sau nay khong phu thude vao cach thire NG
SEAF va NG MMF duoc trién khai (nghia la dugce Sép xép vao cung mot chd hoac
tach) cling khong phu thude vao dia diém cua NG SEAF (mang di dong mat dat cong

cong (public land mobile network (PLMN)) gia dinh hodc duge tham).

Trong budce 3 sy an toan mat phang diéu khién duoc thiét lap gita NG-UE va
diém cudi cua NG NAS. Diém cuodi cua NG NAS ¢6 thé vi du la NG MMF hoac NG
SMF.

Trong budce 4 phién don vi dir Liu giao thire (protocol data unit (PDU)) sau doé
dwoc thiét lap cho sw van chuyén cua di liu UP gitta NG-UE va mang dit liéu thong
qua NG-UPF. Budc 4 ¢6 thé 1a phién duoe gidi han chi cho phép chay thi tuc xéc thue
phu. Sy xac thye phuy, sau nay phu thude vao UP duoc cai dat, do né thiét 1ap kha nang

két ndi IP gitra NG-UE va NG-UPF.

Trong budce 5 sy xac thuc dwa trén EAP phu duoc chay gitta NG-UE va NG-
UPF, ¢ day chitng thuc vai tro cua bo xac thue EAP va dwa vao may chu AAA ngoai
phia sau. NG-UE sau do dugc cap truy nhap trong mang dir liéu dya trén két qua cua

thu tue xac thue nay.

Giai phap dwoc trinh bay nay 1a khéng thé biét vé cach thirc truy nhap khéng
phai 3GPP sé& duoc tich hgp va lidu cac bude 1 dén 3 duoge thue thi theo cach chinh
xac nhu duge miéu ta & day hodc theo cach khac. Mién la kha nang két ndi IP duoc
thiet lap gitra NG-UE va NG-UPF, ma dat dugc trong budc 4, thi sy xac thue dya trén
EAP c6 thé duge chay trong bude 5. Trong trwdng hop sw an toan mang truy nhap
radio (radio access network (RAN)) dd duwoc thiét lap trude bude 5. thi sy trao doi

EAP ciing sé dugc bao vé trén giao dién khong khi.

Fig.4 thé hién kién tric giao thire cho sy xac thue phu dya trén EAP, gitta NG-
UPF va NG-UE vo1 NG-UPF nhu bd xac thuwe EAP. nhuw duwoc mo ta voi tham chiéu

dén Fig.3. Kién triuc duge thé hién trén Fig.4 twong tw véi kién tric cia LTE lién quan
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dén sy van chuyén cua lvu lwgng UP gitta UE va PDN-GW. Cac 6 dugc to mau xam
néu bat cac 1ép giao thire bé sung dwge yéu cau dé cung cap sy xac thue phu dya trén

EAP dugce mo ta trén day.

Phuong an vé1 kién tric giao thire dé xac thye phu dua trén EAP vdi NG-UPF

nhuw may chu EAP dugce trinh bay véi tham chiéu dén Fig.s.

Theo phuong an nay NG-UPF két thiic sy trao doi EAP va chung thue vai tro
cua may chu EAP hoan chinh. Tién trinh tin nhan cho phwong an nay theo do twong tw
vdi tién trinh tin nhan trén Fig.3, ngoai trir la trong bude 5 may chu AAA ngoai khong

dwgre tiép xuc.

Co ché dé xéac thue bd sung hode phu trong cac hé thong NG giita NG-UE va
NG-UPF két thiic lru lwong UP trong mang 181 va ¢é thé twong tac véi may chi AAA
ngoai da duge trinh bay. NG-UPF twong tmg v6i PDN-GW trong LTE. Co ché duoc
dua trén EAP qua IP qua luu lwong UP sao cho NG-UPF ching thue var tro bo xac

thire EAP hodc vai tro may chu EAP.

Mang truyén thong 4, trong dé cac phuong an dugc md ta ¢ day co thé duoc
thuc hién dugc trinh bay trén Fig.1. Thiét bi nguoi dung (user equipment (UE)) 1 co
thé két ndi dwoc theo cach khong day véi tram co s& (base station (BS)) 2. BS 2 duoc

két nodi véi mang 161 (core network (CN)) 3.

Phuong phép. theo phwong an, dé xac thwe phu trong mang duge trinh bay véi
tham chiéu dén Fig.6A. Phuong phap duoc thue hién bai thiét bi nguoi ding thé hé
tiép theo (next generation (NG) user equipment (UE)), va bao gom thiét lap 110 phién
hoac két ndi mat phing ngudi dung (user plane (UP)) véi thiét bi chire ndng UP thé hé
tiép theo (NG-UP function (UPF)). nhan 130 yéu cau xéc thwe dwa trén giao thite xac
thire ¢o thé mo rong (extensible authentication protocol (EAP)) fir NG-UPF, va gui

140 phan hoi xéc thue dua trén EAP dén NG-UPF.

Phwong phap cé thé con bao gom thiét lap 100 sy xac thue chinh vé1 NG

SEAF.
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Phuwong phap c6 thé con bao gom nhan két qua xac thyce dua trén EAP tvr UPE.

Phuong phéap, theo phuong an, dé xéc thue phu trong mang 161 dwoe trinh bay
vdi tham chiéu dén Fig.6B. Phuong phap duoc thye hién boi thiét bi chite nang mat
phang ngudi dung thé hé tiép theo (next generation (NG)-user plane (UP) function
(UPF)). va bao gdm thiét lap 110 phién hodc két ndi mét phing nguoi ding (user plane
(UP)) vdi thiét bi ngudi dung thé hé tiép theo (NG user equipment (UE)), giri 120 véu
cau xac thuc dua trén giao thire xac thue co thé mo rong (extensible authentication

protocol (EAP)) dén NG UE, va nhan 150 phan hoi xéc thue dua trén EAP tr NG UE.

Phwong phap c6 thé con bao gom guri 160 yéu cau xac nhan cua phan hoi xac
thye dya trén EAP duge nhéan dén may chu xac thuwe, cap phép, va tinh cude
(authentication, authorization, and accounting (AAA)), va nhan 170 phan hoi xac nhan

tor may chu AAA.

Phuwong phap c6 thé con bao gom gui két qua xac thue dén UE, trong do su xac

thire duge dua trén phan hoi xac nhan tr may chu AAA.

NG UE, theo phwong an, dé hoat dong trong mang dugc trinh bay véi tham
chiéu dén Fig.7. NG UE 1 bao gom bo x Iy 10, va san pham chwong trinh may tinh
12, 13. San phém chwong trinh may tinh lvu trit cac 1énh ma, khi dwoc thyue thi boi bo
xtt 1y, lam cho NG UE thiét lap 110 phién hoac két ndi UP véi NG-UPF, nhan 130 yeu
cau xac thue dya trén EAP tit NG-UPE, va gui 140 phan hoi xéac thuc dua trén EAP

dén NG-UPF.

NG-UPF theo phwong an, hoat dong trong mang 161 dugce trinh bay véi tham
chiéu dén Fig.8. NG-UPF bao gom bd xw Iy 10, va san pham chwong trinh may tinh
12, 13 heu trit cac lénh ma, khi dwoce thye thi bot bo xi 1y, lam cho NG-UPF thiét lap
110 phién hoac két néi UP ddi véi NG UE, giti 120 yéu cau xéac thue dua trén EAP

dén NG UE, va nhan 150 phan hoi xac thue dua trén EAP tt NG UE.

NG UE. theo phuong an, dé hoat dong trong mang. dugc trinh bay voi tham

chiéu dén Fig.9. NG UE bao gom bé quan Iy truyén thong 61 dé thiét lap 110 phién
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hodc két ndi UP véi NG-UPF, nhan 130 yeu cau xéc thue dua trén EAP tt NG-UPF,

va dé giri 140 phan héi xac thwe dua trén EAP dén NG-UPF.

NG-UPF, theo phwong an. hoat ddng trong mang duoe trinh bay véi tham chiéu
dén Fig.10. NG-UPF bao gom bd quan Iy truyén théng 71 dé thiét lap 110 phién hodc
két ndi UP v6i NG UE, giri 120 yéu cau xéc thue dua trén EAP dén NG UE, va dé

nhan 150 phan hoi xac thuc dua trén EAP tr NG UE.

Chwong trinh may tinh 14, 15, theo phwong an, dé xéc thuc phu trong mang
dwoc trinh bay. Chuwong trinh may tinh bao gom ma chwong trinh may tinh ma. khi
dwoc chay trén NG UE, lam cho NG UE thiét lap 110 phién hodc két ndi UP véi NG-
UPF, nhén 130 yéu cau xac thuc dua trén EAP tir NG-UPF, va gui 140 phan hdi xéc
thue dua trén EAP dén NG-UPE.

Chuong trinh may tinh 14, 15, theo phuwong én, dé xéac thue phu trong mang
dwoc trinh bay. Chuwong trinh may tinh bao gom ma chwong trinh may tinh ma, khi
dwgce chay trén NG-UPF, lam cho NG-UPF thiét lap 110 phién hoac két ndi UP véi
NG UE, gui 120 yéu cau xac thue dua trén EAP dén NG UE, va nhan 150 phan hoi

xac thue dwa trén EAP tt NG UE.

San pham chwong trinh may tinh 12, 13, theo phwong an, duoc trinh bay. San
pham chuwong trinh may tinh bao gom chwong trinh may tinh 14, 15 nhw dwgce trinh
bay trén day va phuong tién lvu it doc dwge boi may tinh ma trén do chwong trinh

may tinh 14, 15 duoc luu triv.

Fig.7 la so d6 gian lwoe thé hién mot sb thanh phan cia NG UE 1. Bé xt Iy 10
¢6 thé duwroc cung cap st dung sw két hop bat ky ctia mot hodc nhiéu trong bd phan xir
Iy trung tam (central processing unit (CPU)), bd da xir I, bo vi diéu khién, bo xit I5 tin
hiéu sé (digital signal processor (DSP)), mach tich hop déc trung cho tng dung thich
hop v.v.. c6 kha nang thwe thi cac lénh phan mém ctia chwong trinh may tinh 14 dwoc
lwu trilt trong b nhé. B nhd ¢o thé theo d6 duoc xem la hodc tao thanh mot phﬁn cua
san pham chwong trinh may tinh 12. Bo xir 1y 10 ¢6 thé duoe tao két cau dé thue thi

céc phuong phap duwoc mo ta ¢ day véi tham chiéu dén Fig.12 va Fig.13.
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B6 nhd ¢6 thé 1a sy két hop bat ky cua bd nhé doc va ghi va bo nhd chi doc
(read only memory (ROM)). Bo nhd ciing ¢é thé bao gom bé luvu trit bén vitng, ma. vi
du, ¢o thé la mot bd nhd don bat ky hodc sw két hop cua bo nhd tir tinh, bo nhd quang.

bo nhd thé ran hodc tham chi b nhd dugc lap tir xa.

San pham chwong trinh may tinh thir hai 13 dudi dang bé nhé dit lidu ciing c¢é
thé duwoc cung cépq vi du dé doc va/hodc luu trix di lidu trong khi thye thi cac lénh
phén mém trong bo xu ly 10. B nhd dir liéu co the 1a su két hop bat ky cua bo nhd
doc va ghi va bo nhé chi doc (read only memory (ROM)). va ciing ¢6 thé bao gom bo
lwu trit bén virng, ma. vi du, cé thé la mot bd nhé don bat ky hoac su két hop cua bo
nhd fir tinh. bo nhé quang, bo nho thé ran hodc thdm chi bd nhd duoce hfip tr xa. Bo
nhé dit lidu c6 thé vi du gitt céc 1énh phan mém 15 khéc, dé cai thién chire ning cho

NG UE L.

NG UE 1 ¢6 thé con bao gom giao dién dau vao/dau ra (input/output (I/O)) 11
bao gém vi du giao dién ngudi dung. NG UE 1 ¢6 thé con bao gém bd nhan duoc tao
két céu dé nhan bdo hiéu tir cac nut khac, va bd tmyén duoc tao két cau dé tmyén bao
hiéu dén céc nat khac (khéng dwoe minh hea). Cac thanh phﬁn khac cua NG UE 1

dugce bo qua dé khong lam roi cac khai niém dwgc trinh bay o day.

Fi1g.9 la so d6 gian lwge thé hién cac khoi chirc nang cia NG UE 1. Cac mdédun
c6 thé dugce thue hién nhwr chi cac 1énh phan mém nhw chwong trinh may tinh thye thi
trong may chu cache hodc chi phan cing, nhw cac mach tich hop dac trung cho tng

g, cac thanh phan logic roi rac, cac bo

(=&

dung, cac mang cong lap trinh dwoc theo trieon
truyén nhan. v.v. hodc nhw su két hop cua ching. Theo phwong 4n thay thé, mot s6
trong cac khoi chire ning c6 thé dwoc thwe hién boi phan mém va khéi khée béi phan
cirng. Cac modun twong tng voi cac bude trong phwong phap dwoc minh hoa trén
Fig.6A, bao gém bo phan bo quan ly truyén thong 61 va bd phan modun xac dinh 60.
Theo cac phwong an trong d6 mot hode nhiéu trong cdc modun dwoe thue hién boi
chwong trinh méy tinh, sé can hiéu la cdc modun nay khong nhat thiét twong tmg vdi

cac modun quy trinh, ma co6 thé dwoe ghi nhw cac lénh theo ngdn ngit lap trinh trong
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d6 chiing sé& duge thue hién, do mot s6 ngdn ngit 1ap trinh ddc trung la khong chira céc

modun quy trinh.

B¢ quan ly truyén thong 61 la dé hoat dong trong mang. Modun nay tuwong trng
véi bude thiet lap UP 110, bude nhan yéu cau 130 va bude gui phan hoi 140 trén
Fig.6A. Modun nay ¢6 thé vi du dugce thuc hién boi bo xu 1y 10 trén Fig.7, khi chay

chuwong trinh may tinh.

Bo quan 1y xac dinh 60 la dé hoat dong trong mang. Modun nay twong tng voi
bude xac thuce chinh 100 trén Fig.6A. Modun nay ¢ thé vi du dugc thye hién boi bo

xur Iy 10 trén Fig.7, khi chay chuwong trinh may tinh.

Fig.8 1a so d6 gian lwoc thé hién mét sé thanh phan cia NG-UPF 3. Bo xut Iy
10 ¢6 thé dwoe cung cap st dung su két hop bat ky cia mét hodc nhiéu trong bé phéan
xu 1y trung tam (central processing unit (CPU)). bo da xtt ly. b vi diéu khién. bd x ly
tin hiéu sd (digital signal processor (DSP)), mach tich hop dac trung cho tmg dung
thich hop v.v., ¢6 kha nang thue thi cac 1énh phan mém cua chwong trinh may tinh 14
duge lvu trt trong bo nhd. Bo nhd co thé theo d6 dugc xem 1a hodc tao thanh mot
phan cta san phdm chuwong trinh may tinh 12. B6 xit Iy 10 ¢6 thé duoc tao két cau dé

thue thi cac phwrong phép dwoc mé ta & ddy véi tham chiéu dén Fig 6B.

Bo nhé ¢6 thé 1a sy két hop bat ky cua bo nhd doc va ghi, RAM, va bo nhd chi
doc (read only memory (ROM)). B nhd ciing ¢o thé bao gom bo luu trit bén viing,
ma, vi du. ¢6 thé 1a mot boé nhd don bat ky hoac su két hop cua b nhd tr tinh, bo nhe

quang, bd nhd thé ran hoac tham chi bo nhad duge lap i xa.

San pham chwong trinh may tinh thi hai 13 duéi dang bd nhé dit liéu cling c6
thé duoc cung cftp., vi du dé doc va‘hodc luu trir dit lidu trong khi thuwe thi cac lénh
phan mém trong bé xir Iy 10. B6 nhé dir lidu ¢6 thé la s két hop bat ky ctia bo nhé
doc va ghi, RAM. va bd nhé chi doc (read only memory (ROM)). va ciing c6 thé bao
gém bo lwu trit bén virng, ma, vi duy, ¢o thé 1a mot bo nhd don bat ky hoac su két hop

cua bo nhd twr tinh, bo nhd quang, bé nhd thé ran hodc tham chi b nhd duge lap tir xa.
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4

Bo nhd dir liéu ¢6 thé vi du gitt cac 1énh phan mém 15 khac, dé cai thién chirc nang

cho NG-UPF 3.

NG-UPF 3 ¢6 thé con bao gom giao dién dau vao/dau ra (input/output (I/0)) 11
bao gém vi du giao dién nguoi dung. NG-UPF 3 ¢6 thé con bao gém bo nhan duoc tao
ket cau dé nhan bao hiéu tr cac nut khac, va bd truyén dwoc tao két cau dé m.iyén bao
hiéu dén céc nut khac (khong duge minh hoa). Cac thanh phé‘m khac cua NG-UPF 3

duge bo qua dé khong lam roi cac khai niém duoc trinh bay ¢ day.

Fig.10 1a so d6 gian lwoc thé hién céc khéi chite nang cia NG-UPF 3. Cac
modun c6 thé duoc thue hién nhu chi cac lénh phén mém nhu chwong trinh may tinh
thye thi trong may chi cache hodc chi phin cimg, nhw cc mach tich hop dic trung
cho tmg dung. cac mang cong lap trinh dwoc theo truong, cac thanh phan logic ri rac,
cac bo tmyén nhén, v.v. hodc nhu sy két hop cua ching. Theo phwong an thay thé. mot
s6 trong cac khoi chitc ndng ¢6 thé dwoc thue hién boi phan mém va khoi khac boi
phan cimg. Cac modun tirong ng véi cac bude trong cac phuong phip dwoe minh hoa
trén Fig.6B. bao gom bé phan bd quan Iy truyén théng 71 va bo phan bd quan 1y xéc
dinh 70. Theo cac phuong an trong d6 mot hoac nhiéu trong cac modun duge thuc
hién béi chwong trinh may tinh, s& can hidu 1a cic mddun nay khong nhat thiét twong
tng v&i cac moédun quy trinh, ma cd thé dwoc ghi nhu cac l1énh theo ngdn ngit 1dp trinh
trong d6 ching s& dwoc thue hién, do mot s6 ngon ngit 1ap trinh dic trung la khong

chira cac modun quy trinh.

Bé quan ly truyén théng 71 la dé hoat dong trong mang 161. Médun nay twrong
ung voi bude thiét lap UP 110, bude gui yvéu cau 120, va bude nhan phan hor 150 trén
Fig.6B. Médun nay c¢o thé vi du dwoc thye hién boi bd xu 1y 10 trén Fig.8, khi chay

chwong trinh may tinh.

Bo phan bd quan ly xac dinh 70 la dé hoat dong trong mang [61. Modun nay
twong tng voi bude yéu cau xac nhan 160 va bude phan hoi xac nhan 170 trén Fig.6B.
Moédun nay ¢é thé vi du dugce thue hién boi bo xuw ly 10 trén Fig.8, khi chay chwong

trinh may tinh.
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Khai niém sang ché da chu yéu dwoc mo ta trén day cé tham chiéu dén mot vai
phwong 4n. Tuy nhién, nhw ngudi c¢é hidu biét trung binh trong linh vire dé dang hiéu
18, cac phwong an khac véi cac phwong an dwoc boe 16 trén day 1a ¢ thé thue hién
dwoc ngang nhau ndm trong pham vi cua khai niém theo sang ché, nhu dwoc dinh

nghia boi cac diém yéu cau bao ho kem theo.

Sau day la cac phuong an dwge liét ké nhat dinh mmnh hoa thém ntra cac khia

canh khac nhau cua do1 twong dwoc boc 16.

1. Phuong phap dé xac thwe phu trong mang. dwoc thuc hién boi thiét bi nguol
dung the hé tiép theo (next generation (NG) user equipment (UE)), phuong phap nay

bao gom cac bwdc:

thiét lap (110) phién hodc két néi mat phing ngudi ding (user plane (UP)) véi

thiét bi chirc nang UP thé hé tiép theo (NG-UP function (UPF)):

nhan (130) yéu cau xac thuc dga trén giao thic xac thuc co thé mo rong

(extensible authentication protocol (EAP)) tv UP NG-UPF; va

gii (140) phan hoi xac thi_rc dwa trén EAP dén UP NG-UPF.

o

Phwong phap theo muc 1, con bao gom:

thiet lap (100) sy xac thwe chinh vé1 NG-chite nang neo an toan (security

anchor function (SEAF)).

3. Phwong phap dé xac thuc phu trong mang, duge thwe hién boi thiét bi chire
nang mat phang ngudi dung thé hé tiep theo (next generation (NG)-user plane UP

function (UPF)). phuwong phéap nay bao gom cac bude:

thiét lap (110) phién hoac két ndi UP doi véi thiét bi nguoi dung thé hé tiép

theo (NG-user equipment (UE)):

gui (120) yéu cau xac thye dwa trén giao thite xac thuc ¢6 thé mé rong

(extensible authentication protocol (EAP)) dén NG UE: va
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nhan (150) phan hoi xéc thue dua trén EAP tt NG UE.
4. Phuong phép theo muc 3. con bao gom:

guri (160) yéu cau xac nhan cua phan hoi xac thye dya trén EAP dwoce nhan dén
may chu xac thue, cap phép, va tinh cude (authentication, authorization, and

accounting (AAA)): va
nhdn (170) phan hoi xac nhan tr may chu AAA.

5. Thiét bi nguoi dung thé hé tiép theo (next generation (NG) user equipment

(UE)) dé hoat dong trong mang, NG UE bao gém:
bo xwr Iy (10); va

san pham chwong trinh may tinh (12, 13) lvu tr@ cac lénh ma, khi dwoce thye thi

bot bo xur ly, lam cho NG UE:

thiét 14p (110) phién hodc két ndi mit phang ngudi ding (user plane

(UP)) v6i thiét bi chire nang UP thé hé tiép theo (NG-UP function (UPF)):

nhéan (130) yéu cau xac thwe dua trén giao thire xac thuc ¢6 thé mo rong

(extensible authentication protocol (EAP)) tr NG-UPF: va
P
giri (140) phan hoi xéc thure dua trén EAP dén NG-UPF.

6. Thiét bi ngudi ding thé hé tiép theo (NG user equipment (UE)) theo muc 5. NG

UE con dugce lam cho:

thiet 1ap (100) sy xac thwe chinh véi NG chirc nang neo an toan (security

anchor function (SEAF)).

7. Thiét bi chire ndng mat phang ngudi dung thé hé tiép theo (next generation

(NG)-user plane (UP) function (UPF)) hoat dong trong mang, NG-UPF bao gém:

bo xw 1y (10): va
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san phdm chwong trinh may tinh (12, 13) lvu trit cac Iénh ma, khi dwoc thye thi

bai bo xtwr Iy, lam cho NG-UPF:

thiét lap (110) phién hodc két ndi UP véi thiét bi nguoi dung thé hé tiép

theo (NG-user equipment (UE)):

guri (120) yéu cau xac thye dua trén giao thire xac thue co thé mo rong

(extensible authentication protocol (EAP)) dén NG UE: va
nhan (150) phan hoi xac thue dua trén EAP i NG UE.

8. Thiét bi chitc nang mat phing ngudi dung thé hé tiép theo (NG user plane (UP)

function (UPF)) theo muc 7, NG-UPF con duoc lam cho:

guri (160) véu cau xac nhan cua phan hoi xac thye dya trén EAP duoc nhan dén
may chu xac thwe, cap phép, va tinh cude (authentication, authorization, and

accounting (AAA)); va
nhan (170) phan héi xac nhan tr may chit AAA.

9. Thiét bi nguoi dung thé hé tiép theo (next generation (NG) user equipment

(UE)) dé hoat déng trong mang, NG UE bao gom:

bo quan 1y truyén thong (61) dé thiét lap (110) phién hode két ndi mit phiang
ngudi ding (user plane (UP)) véi thiét bi chire niang UP thé hé tiép theo (NG-UP
function (UPF)), nhan (130) yéu cau xac thue dua trén giao thirc xac thyce co thé mo
réng (extensible authentication protocol (EAP)) tit NG-UPF, va guri (140) phan hoi xac

thuc dua trén EAP dén NG-UPF.

10, Thiét bi chitc nang mat phang nguoi dung thé hé tiép theo (next generation

(NG)-user plane (UP) function (UPF)) hoat dong trong mang, NG-UPF bao g5m:

bo quan 1y truyén thong (71) dé thiét lap (110) phién hodc két ndi mat phang
ngudi dung (user plane (UP)) vé6i thiét bi ngudi dung thé hé tiép theo (NG user

equipment (UE)). gui (120) yéu cau xac thuc dua trén giao thirc xac thue co thé mo
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rong (extensible authentication protocol (EAP)) dén NG UE. va nhan (150) phan hoi

xac thue dua trén EAP tr NG UE.

11.  Chuwong trinh may tinh (14, 15) dé xéc thuc phu trong mang, chwong trinh may
tinh bao gom ma chwong trinh may tinh ma, khi dugc chay trén thiét bi nguwoi dung the

hé tiép theo (next generation (NG) user equipment (UE)), lam cho NG UE:

thiét lap (110) phién hodc két ndi mat phang nguoi dung (user plane (UP)) véi

thiét bi chire nang UP thé hé tiép theo (NG-UP function (UPF)):

nhan (130) yéu cau xac thuc dpa trén giao thire xac thyc cé thé mo rong

(extensible authentication protocol (EAP)) tit NG-UPF; va
g1 (140) phan hoi xac thue dua trén EAP dén NG-UPF.

12, Chuong trinh may tinh (14, 15) dé xac thye phu trong mang, chwong trinh may
tinh bao gom mé chuong trinh may tinh ma, khi duge chay trén thiét bi chirc nang mat
phang nguoi dung thé hé tiép theo (next generation (NG)-user plane (UP) function

(UPF)), lam cho NG-UPF:

thiét lap (110) phién hoac két néi mat phang nguwdi dung (user plane (UP)) déi

v6i thiét bi ngudi dung thé hé tiép theo (NG user equipment (UE));

gii (120) yéu cau xac thuc dua trén giao thitc xac thuc c¢6 thé mo rong

(extensible authentication protocol (EAP)) dén NG UE: va
nhan (150) phan hoi xéc thue dwa trén EAP tir NG UE.

13, San pham chwong trinh may tinh (12, 13) bao gom chuong trinh may tinh (14.
15) theo mot muc bat ky trong sé cac muc 11 dén 12 va phwong tién lwu trit doc duoc

ba1 may tinh ma trén do chwong trinh may tinh (14, 15) dwoc lvu triv.
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YEU CAU BAO HO

1. Phuong phap dé xac thuc phu trong mang, dwoc thue hién boi thiét b ngwoi ding

(user equipment (UE)), phuwong phap nay bao gom cac budec:

thiét lap (100) su xac thwe chinh vdi chirc ndng neo an toan (security anchor

function (SEAF)):

thiét lap (110) phién hodc két néi mat phang ngwoi dung (user plane (UP)) véi

hodc thong qua thiét bi chite nang UP (UP function (UPF)):

nhan (130) yéu cau xac thwe dwa trén giao thire xéac thue co thé mo rong

(extensible authentication protocol (EAP)) thong qua UPF;
git1 (140) phan hoi xdc thue dua trén EAP dén UPF: va

nhdn két qua xac thuc dua trén EAP thong qua UPF, két qua xac thyc dya trén
EAP dya trén phan héi xac nhan tvr may chu xac thue, cap phép, va tinh cude

(authentication, authorization, and accounting (AAA)) trong mién bén thit ba.

2. Phwong phap theo diém 1, trong d6 thiét bi ngudi ding (user equipment (UE)) la

UE thé hé tiép theo (next generation (NG)).

3. Phwong phép theo diém 1, trong d6 thiét bi chirc nang mét phang nguoi dung (user

plane function (UPF)) la UPF thé hé tiép theo (next generation (NG)).

4. Phwong phap theo diém 1. trong d6 SEAF con dugc két noi vdi chitc nang may chu

xac thue (authentication server function (AUSF)).

5. Phuwong phap dé xac thwe phu trong mang. duge thue hién boi thiét bi chire nang
mat phang ngwoi dung (user plane UP function (UPF)), phwong phap nay bao gém céc

bwadc:

thiét lap (110) phién hodc két ndi UP ddi véi thiét bi ngudi dung (user

equipment (UE)):
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gii (120) yéu cau xac thue dwa trén giao thie xac thuc co thé md rong

(extensible authentication protocol (EAP)) dén UE:
nhan (150) phan hoi xéc thue dua trén EAP tt UE:

gri (160) yéu cau xac nhan cua phan hoi xac thye dya trén EAP duoce nhan dén
may chu xac thwe, cap phép, va tinh cwdce (authentication, authorization., and

accounting (AAA)) trong mién bén thi ba:
nhan (170) phan hoi xac nhan tr may chu AAA: va

g1 két qua xac thye dén UE, trong do6 sy xac thye duge dwa trén phan hoi xac

nhan tr may chu AAA.

6. Phuong phép theo diém 3. trong d6 thiét bi nguwdi ding (user equipment (UE)) 1a

thiét bi ngudi ding thé hé tiép theo (next generation (NG) user equipment (UE)).

7. Phuong phap theo diém 3, trong do thiét bi chlrc nang mat phang ngudoi dung (user

plane function (UPF)) la UPF thé hé tiép theo (next generation (NG)).

8. Thiét bi nguoi dung (user equipment (UE)) dé hoat dong trong mang, UE nay bao

gévm:
bo xt Iy (10); va

san pham chuong trinh may tinh (12, 12) lwu trit cac 1énh ma, khi dugce thue thi

bo1 bo xw Iy, lam cho UE:

thiét lap (100) sy xdc thue chinh vdi chirec nang neo an toan (security

anchor function (SEAF)):

thiet lap (110) phién hodc két no1 mat phang ngwoi dung (user plane

(UP)) v6i hodc thong qua thiét bi chirc nang UP (UP function (UPF)):

nhan (130) yéu cau xac thire dya trén giao thirc xéac thye ¢o thé mo rong

(extensible authentication protocol (EAP)) thong qua UPF:
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@i (140) phan hoéi xéc thire dua trén EAP dén UPF: va

nhan két qua xac thye dya trén EAP thong qua UPF, két qua xac thuc
dua trén EAP dua trén phan hoi xac nhén tr may chu xac thue, cap phép, va
tinh cwde (authentication. authorization, and accounting (AAA)) trong mién bén

thw ba.

9. Thiét bi ngudi ding (user equipment (UE)) theo diém 8. trong d6 UE la UE thé hé

tiép theo (next generation (NG)).

10. Thiét bi ngwdi ding (user equipment (UE)) theo diém 8. trong d6 UPF la UPF thé

hé tiép theo (next generation (NG)).

11. Thiét bi ngudi dung (user equipment (UE)) theo diém 8, trong d6 SEAF con duoce

két noi v&i chitc ndng may chu xac thye (authentication server function (AUSE)).

12. Thiét bi chttc nang mat phang ngudi dung (user plane (UP) function (UPF)) hoat

dong trong mang, UPF nay bao gom:
bo xu 1y (10): va

san pham chwong trinh may tinh (12, 13) lvu trit cac lénh ma, khi duoc thue thi

boi bé xtr Iy, lam cho UPE:

thiet 1ap (110) phién hodc két n6i UP véi thiét bi nguoi dung (user

equipment (UE));

guri (120) yéu cau xac thyce dua trén giao thire xac thue cd thé mo rong

(extensible authentication protocol (EAP)) dén UE;
nhan (150) phan hoi xéc thue dua trén EAP it UE:

gui (160) véu cau xac nhan cua phan hoi xac thwe dua trén EAP dugce
nhan dén may chu xac thyc. cap phép. va tinh cudc (authentication.

authorization, and accounting (AAA)) trong mién bén thir ba;

nhan (170) phan hoi xéc nhan tr may chu AAA: va
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guri két qua xac thue dén UE, trong dé su xac thuce duoc dwa trén phan

héi xac nhan tr may chu AAA.

13. Thiét bi chirc nang mat phang ngudi ding (user plane (UP) function (UPF)) theo

diém 12, trong dé UPF la UPF thé hé tiép theo (next generation (NG)).

14. Thiét bi chitc ning mat phiang ngudi ding (user plane (UP) function (UPF)) theo

diém 12. trong d6 UE la UE thé hé tiép theo (next generation (NG)).

15. Phuong tién lvu trit doc dwoe boi may tinh Ivu tri trong d6 chwong trinh may tinh
(14, 15) dé xéac thue phu trong mang, chuong trinh may tinh bao gom ma chwong trinh
may tinh ma, khi duge chay trén thiét bi nguoi dung (user equipment (UE)). lam cho

UE:

thiet 1ap (100) sy xac thuc chinh véi chire ndng neo an toan (security anchor

function (SEAF));

thiét 1ap (110) phién hodc két nbi mit phang ngudi dung (user plane (UP)) véi

hodc thong qua thiét bi chirc nang UP (UP function (UPF));

nhan (130) yéu cau x4c thuc dwa trén giao thic xéc thuc ¢ thé md rong

(extensible authentication protocol (EAP)) thong qua UPF:
gui (140) phan hoi x4e thue dwa trén EAP dén UPF;

va nhan két qua xac thue dua trén EAP thong qua UPF. két qua xéac thuc dwa
trén EAP dya trén phan hoéi xac nhdn tr may chu xac thye, cap phép. va tinh cwoc

(authentication. authorization, and accounting (AAA)) trong mién bén thit ba.

16. Phuong tién hru trit doc duge bai may tinh lwu trit trong do chwong trinh may tinh
(14, 15) dé xac thue phu trong mang, chwong trinh méy tinh bao gom ma chwong trinh
may tinh ma, khi duoge chay trén thiét bi chitc nang mat phang ngwoi dung (user plane

(UP) function (UPF)). lam cho UPF:

thiét 1ap (110) phién hodc két ndi mat phang ngudi ding (user plane (UP)) doi

vai thiét bi ngwot dung (user equipment (UE)):
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gui (120) yéu cau xac thuc dya twén giao thic xéc thwe co thé mo rong

(extensible authentication protocol (EAP)) dén UE:
nhan (150) phan hoi xac thue dya trén EAP t UE:

gui (160) yéu cau xac nhan cua phan hoi xac thire dwa trén EAP dwoc nhan dén
méay chu xac thuc, cap phép, va tinh cude (authentication, authorization, and

accounting (AAA)) trong mién bén thi ba:
nhan (170) phan hoi xac nhan tr may chu AAA: va

guri két qua xac thue dén UE, trong d6 su xac thuwe duoc dua trén phan hoi xac

nhan ttr may chu AAA.
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