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(54) PHUONG PHAP TIM KIEM TREN DU LIEU MA HOA THEO TU KHOA DUA TREN
MA TRAN GIA-NGHICH BDAO

(57) Sang ché dé cap dén Phuong phap tim kiém trén dir liéu ma hoa theo tur khoa dya trén
ma tran gia-nghich dao (quasi-inverse) nham cai thién tdc do tinh todn so voi cac phuong
phap dai s6 khac. Phuong phap bao gom: xay dung ham keyGen(2) dé nhan vao tham sd
biéu dién khoa cong khai Kpub va khoa riéng Kpriv; xdy dung ham PEKS(m,Kpub) dé
nhan vao tir khoa m va khoa cong khai Kpub; xdy dung ham trapdoor(m,Kpriv) dé nhan
vao tir khoéa m va khoéa riéng Kpriv; va xay dung ham test(P,T) dé nhan ban mi P va
trapdoor T=(T1,T2) néu H2(P.T2)=T1 thi tra vé 1 (hay true), nguoc lai tra vé 0 (hay false).
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Linh vire ky thuit dwoc dé cap

Giai phap hiru ich thudc linh vuc cong nghé thong tin, dé cap dén phuong phép
tim kiém trén dit liéu ma hoa theo tir khoa dua trén ma tran gid-nghich dao (quasi-
inverse), va mgt cai dat hiéu qua dua trén ma tran gia - nghich dao dé bao vé tinh riéng
tu, bi mat cia dit liéu trong co s¢ dit liéu dugce guri trén may chi nha cung cép dich vu.
Bing phuong phép ndy, ngay ca nha cung cp dich vu ciing khéng thé khai thac dugc
dir liéu. Gidi phap dac biét phu hop cho cac ng dung trong dién toan dam may.
Tinh trang ky thuét ciia siang ché

Hién nay, cic nghién ciru trén thé gii dua chinh vio giai phap ding gia thiét vé
do kho bai toan 16-ga-rit roi rac trén cac cAu tric dai s6 nhém. M6 hinh tim kiém di liéu
c6 ma hoéa béng tr khoa hién nay chu yéu dugc xay dung dua trén gia thiét vé d6 khé
bai toan 16-ga-rit ri rac, him song tuyén tinh. Uu diém cila cac phuong phap d6 1a tinh
an toan duoc xac dinh dura trén bai toan 16-ga-rit roi rac. Khuyét diérh chinh 1a thoi gian
tim kiém, ddc biét khi m& rong tim kiém lién tir khoa (tir khéa “and”, tir khéa “or”,...).
Ngodi ra, cic phuong phép tim kiém hién nay trén thé gidi dua trén tinh toan sb 1ém. Vi
thé, dé an toan (kich thudc khéa/dir liéu dai (1024 bit)), téc do6 tinh toan trén cac sb 1ém
clia cac phuong phap d6 cham hon nhiéu éo v6i phuong phap dai sé (phwong phéap dai
s6 & day bao gom nhung khong gi6i han & cic phép toan ma trin hay con goi 13 cac
phép tuyén tinh.
Ban chit k§ thuit ciia sang ché

Do d6, muc dich cua sang ché 12 cai thién tdc do tinh toan va c6 thé mo rong cho
phép tim kiém lién tir khoa theo phép “and” va “or” nhim khic phuc cic nhuge diém
cta céc giai phap k¥ thuat da néu & trén.

Dé dat duoc muc dich, giai phap hitu ich dé xuat phwong phap tim kiém trén dit
liéu ma hoéa theo tir khda dua trén ma tran gid-nghich ddo (quasi-inverse) sir dung céac

tinh toan tuyén tinh trén ma tran nhim cai thién téc do tinh toan.
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Mo ta vin tit hinh vé
Hinh 1 13 hinh v& thé hién qu4 trinh tim kiém theo tir khéa theo sang ché.
MG ta chi tiét sang ché

Dua trén md hinh hé thdng khéa cong khai cho phép tim kiém theo tir khéa ciia
nhém tac gia Boneh va cdng sy, st dung khai niém gia - nghich ddo (quasi-inverse),
chiing t61 phat trién mot mé hinh dé xay dung cu thé mé hinh khéa cong khai cho k tim
kiém theo tir khéa (PEKS) theo Hinh 1.Trong dé:

h 14 mot phan tir chon ngiu nhién trong tdp M, va f 12 gia nghich do (quasi-inverse)
cta h, nghia 1a f thoa: fh.f=f, vah.fh=h véi M 1a tap cac phan tir gia nghich dao véi
phép toan “.”;

H1, H2, H3 1a cic him dugc dinh nghia cu thé khithuc thi. H1, H3 1a ham bién déi
tir khéa thanh mét phan tir trong M, H2 14 ham bién d6i mot phan tir trong M thanh mgt
chudi.

Theo Hinh 1, phuong phap tim kiém trén dit liéu ma hoa dugc thyc hién nhu sau:

Budce 1: Alice O ngudi giri sinh cip khoa gdm khoéa cong khai Kpub va khoa
riéng Kpriv. Khoa cong khai Kpub duge cong bd cho Bob[Ingudi nhan biét, théng qua
x4y dung ham KeyGen()) dé nhéan vao tham sé biéu dién khéa cong khai Kpub va khéa
riéng Kpriv bao gom:

chon ngiu nhién-phin tir h trong tAp M cac phén tir gid-nghich dao;

tinh gid-nghich dao (quasi-inverse) f ctia h, nghia 1a f thoa: fh.f=f, vah.fh=h
v6i M 14 tap cac phan tir gia nghich dao vé6i phép toan “.”; va

tao khoa cong khai Kpub = f.h, khoa riéng Kpriv = f.

Budc 2: Bob —nguoi nhan dung khoa cong khai cua nguoi guri dé tao ban ma P
cho tir khéa m va gii ban ma dén lvu trit & may chu, thong qua xay dung ham
PEKS(m,Kpub) nhim nhan vao tir khéa m va khéa cong khai Kpub, bao gdm céc budc
sau:

bién dbi tir khéa m thanh mot phén tir z trong M bang mdt ham bim H3: z =
H3(m);

tinh gia tri ban ma P = z.Kpub; (H3 1a ham duoc dinh nghia cu thé khi thuc thi).
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Bude 3: khi Alice cin tim kiém dit liéu theo tir khéa m, Alice st dung khéa riéng
Kpriv dé tao thong tin cho phép tim ra tai liéu c6 tr khéa m théng qua ham
Trapdoor(m,Kpriv), ki hiéu 13 T, va guri trapdoor dén cho may chi. Trapdoor 13 13 mot
dang mi cho phép Alice chimg minh minh la chu cia khoa cong khai Kpub ma Bob da
dung dé ma héa tai lidu ciing nhu tir khéa m, nhung khong tiét 16 bat ctr théng tin gi vé
Kpriv. Budc nay bao gbm:

bién ddi tir khéa m thanh mot phan tir q trong tdp M bang ham bam H3: q =
H3(m);

ding ham bam H1, H2 dé tinh T1 = H2(H1(m).Kpriv.q), T2 = Kpriv.q; va

tra vé trapdoor T = (T1, T2) (H1, H2, H3 la cac ham dugc dinh nghia cu thé khi
thuc thi). -

Budc 4 : khi may chii nhén trapdoor T tir Alice giri dén, may chu sé& st dung
trapdoor T=(T1, T2) dé chay ham Test(P,T) nhim kiém tra tiru khoa trong trapdoor
T=(T1, T2) va tir khéa trong ban ma P luu & may chu c6 khdp nhau khdng. Nhu vay:
mic di may cha khong biét r5 tir khéa trong trapdoor T va tir khoa trong ban mi P,
thong qua ham Test, may chii vn tra 1oi khép ( true) hay khong khép (false), cu thé néu
H2(P.T2)=T1 thi tra vé 1 (hay true), nguoc lai tra vé 0 (hay false).

Céch thyc hién hidu qua cua phuong phép trinh bay trén 1a xdy dung M c6 cu
truc dac biét Ia tap cac ma-tran. Cu thé, cho trudc tham sb an toan A= (n,p), n la )
nguyén duong va p 12 s nguyén t, hé thong x4y dung mot ma tran A kich thudc nx1
va gia-nghich dao (pseudo-inverse matrix) cia A trong trudng Zp (voi ged(n,p)=1). Hay
v6i A=(m,n,p), xay dung ma trdn A kich thuéc m>n (m<n) va giad-nghich dao (pseudo-
inverse matrix) cia A trong truong Z, (v6i ged(n,p) = 1) véi cac bude cu thé nhu trinh
bay duéi. Giai phap dé xuat 2 cach cho phép xay dung cac ma-tran gia-nghich dao khac
nhau: (a) cho phép xay dung ma-tran kich thudc (nx1) va (b) cho phép xay dung ma-
tran tong quat. Cu thé:

(a) Xay dung ma tran A kich thudc nx1 va gid-nghich ddo (pseudo-inverse matrix) cua

A trong truong Z, (v6i ged(n,p) = 1) nhu sau:
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Budc 1. Sinh ngiu nhién gid tri cho (n-1) phan tr dau tién cia A:
A[i,1]=random(p) vé6i random(p) 12 ham tra v& gi4 tri nglu nhién thudc {1,2,...,p-1},
i=1,...,n-1

Buéc 2. Chon q sao cho (£ A[i,1]* + g%) mod p #0 véii=1,...,n-1

Buéc 3. Gan A[n,1]=q v

Buéc 4. Ma trin gid-nghich dao ctia A, ki hiéu A*: A*= (AT.A)1 AT, trong do AT
1a chuyén vi cia A, A! 1a phép nghich dao ma trin ca ma-trin A, A" 12 ma trdn gia-
nghich dao ctua A.

Buée 5. Tra vé (A,A™Y)

(b) Xay dung ma tran A kich thudéc mxn (m<n) va gia-nghich ddo (pseudo-inverse
matrix) cia A trong truong Z, (v6i ged(n,p)=1) nhu sau:

Buée 1. Sinh ngiu nhién ma trin kha nghich A' kich thuéc mxn trong trudng Z,, :

i. sinh ngu nhién ma trn tam giac trén U sao cho tich cc phan tir trén
duong chéo mod p khac 0.

ii. sinh ngAu nhién ma tran tam gidc dudi L sao cho tich cac phan tir trén
dudng chéo mod p khac 0.

iii. A'=L.U

Buéc 2. Sinh ngiu nhién ma tran A" kich thudc mx(n-m)

Buéc 3. Ghép hai ma tran A' va A" theo cot dé tao thanh ma trdn A: A=[A' || A"]

Budce 4. Néu det(A.AT) mod p = 0 thi quay vé buée (2); nguoc lai, qua bude (5).

Buée 5. Tinh A™=AT.(A.AT).

Budc 6. Tra vé (A,AY)

Vi du thire hién sang ché
Vidu 1: xay dung ma trén trong truong Zp:
n=5 1a s6 nguyén téc.
Buéc 1. Sinhngiu nhién gia st dwge A[1,1]=2, A[2,1]=6, A[3,1]=1, A[4,1]=2.
Buéc 2. Sinh ngau nhién q, gia sir q= 0,
Khi d6 X A[i,1]* + q*>= 0: khong théa, qay lai budc 2.
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Sinh nghu nhién lai g, gia st q=3
Khi d6 £ A[i,1]? + ¢2= 2: thoa, qua budc ké.
Buéc 3. Gan A[5,1]=2
Bugc 4. A*=(AT.A)LAT=[24525]
Buée 5. Tra vé (A,A™)
Vi du 2: xdy dung ma tran A kich thuéc mxn (m<n) va gid-nghich ddo (pseudo-inverse
matrix) ctia A trong truomg Zp:
Gia su, m=5,n=8, p=7.
Budce 1. Sinh ma tran kha nghich A' kich thudce 5% 5.

i. Sinh ma tran tam gidc dudi ngau nhién, gia su ta dugc:

[60000]
[02000]
L= [40600]
[41060]
[26001]
ii. Sinh ma trin tam gic trén ngau nhién, gia st ta duoc:
[65243]
[03532]
U= [00304]
[00044]
[00006]
iii. Sinh ma tran kha nghich 5x5:
[12534]
[06364]
A'=LU= [36521]
[3261 3]
[50653]

Buéc 2. Sinh ngiu nhién ma trn 5 x 3, gia sir la:
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[416]
[600]
A'= [450]
[160]
[144]
Buéc 3. Tao ma tran A”
[1253441 6]
[06364600]
A=[A'A"]= [36521450]
[32613160]
[S0653144]
Buéc 4. det(AAT)=1
Budce 5. Sinh ma trén gid nghich dao

[65056]
[6401 3]
[44315]
A=AT (A ATY!= [35252]
[01512]
[36614]
[45633]
[64130]
Vi du 3: minh hoa hé mi khéa cong khai cho phép tim kiém theo tir khoa str dung ma
tran gid nghich dao.
- KeyGen():
1. Sinh ma trdn G va ma tran gia-nghich dao cia G
G =
[1]
2]
G'= [3 6]
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2. Tao khoa cong khai Kpub va khoa riéng Kpriv
Kpub=G.F= '
[3 6]
[6 5]

- PEKS(m,Kpub):

1. Gid st z=H1(m)=[2 5]

2. Tinh gia tri ban ma P=z.Kpub=[1 2]
- Trapdoor(m,Kpriv):

1. Gia str: g=H3(m)=[3]

2. Gia st Hl(m)=[2 5]
T1=H2(H1(m).Kpriv.q)=H2(1)
T2=Kpriv.q=

[3]
[6]
3. Tra vé trapdoor T=(T1, T2)
- Test(P,T):
H2(P.T2)=H2(1)=T1 nén tra vé 1 (hay true).
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YEU CAU BAO HOQ
1. Phuong phap tim kiém trén dit liéu mé héa theo tir khoa dua trén ma tran
gid-nghich dao (quasi-inverse):
xdy dung ham keyGen()) dé nhan vio tham sé biéu dién khoa cong khai Kpub
va khoa riéng Kpriv bao gém:
éhon ngau nhién phan tir h trong tip M céc phan tir gia-nghich dao;
tinh gid-nghich ddo (quasi-inverse) f cia h, nghia 1a f thoa: fh.f=f, va h.fh=h
v6i M 1 tap cac phan tir gia nghich dao véi phép toan “.*; va |
tao khoa cong khai Kpub = f.h, khéa riéng Kpriv =1; -
xdy dung ham PEKS(m,Kpub) dé nhan vao tir khoa m va khéa cong khai Kpub
bao gdm:
bién dbi tir kh6a m thanh mét phdn tr z trong M bing mét ham bam H3: z=H3(m);
tinh gia tri ban ma P=z.Kpub v&i H3 1a ham dugc dinh nghia cu thé khi thyc thi;
xdy dung ham trapdoor(m,Kpriv) dé nhan vao tir khéa m va khoéa riéng Kpriv
bao gbém:
bién ddi tir khéa m thanh mét phén tir q trong M bang ham bam H3: g=H3(m);
dung ham bam H1, H2 dé tinh T1=H2(H1(m).Kpriv.q), va T2=Kpriv.q; va
tra vé trapdoor T=(T1, T2) v6i H1, H2, H3 1a cadc ham dugc dinh nghia cu thé khi
thuc thi; -
x4y dung ham test(P,T) d& nhan ban md P va trapdoor T=(T1,T2) néu
H2(P.T2)=T1 thi tra v& 1 (hay true), nguoc lai tra vé 0 (hay false).
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(1) Sinh khéa cong khai Ky s=f.h, khoa riéng Kg..=f

(3) T=Trapdoor(m K., )=(T1,72)
voi T1=H2(H1(nw),Kp{;;.HE(m)), T2=K >

{4) Test{P,T) voi T=(T71,72)
Néu Test(P,T) tra vé true néu H2{P.T2)=T1.
Nguoc lai, tra vé false.

Hinh 1
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