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(57) Sang ché dé xuat phuong phap tu dong cap phat dia chi IP cho khach hang & nhiéu vi
tri dia 1y khac nhau qua kénh truyén mang riéng 4o 16p 3 (Layer 3 Virtual Private Network
- L3VPN) bang cach sir dung mot mdy chu giao thirc cau hinh dong (Dynamic Host
Configuration Protocol -DHCP) duy nhat, bao gdm cac budc sau: 1) chinh stra ma ngudn dé
cho phép thiét bi bién (Provider Edge - PE) cua nha cung cdp dich vu (Internet Service
Provider - ISP) co thé nhan va xur ly cac ban tin DHCP dén tir cac may khach DHCP khac
nhau tir cac mién dinh tuyen ao (Virtual Routing and Forwarding - VRF) khac nhau, trong
d6 PE nay c6 thé phuc vu dong thoi tdi da 252 khach hang; ii) chinh stra ma ngudn dé cho
phép giri ban tin DHCP vira xtr Iy vao mién chuyén mach nhin da giao thtrc (Multiprotocol
Label Switching - MPLS) cua ISP nay; iii) chinh sira ma ngudn dé déng nhan cho goi tin
DHCP dén tir may khach va can duoc gui dén méay chu DHCP vi L3VPN st dung m6 hinh
chuyen mach nhan da giao thie MPLS; va iv) goi tin dugc gui tra vé tir may chu DHCP
dén PE tir cong thudc mién MPLS, do L3VPN sir dung mé hinh chuyén mach nhén da giao
thitc MPLS nén goi tin khong thé giri tra vé cho khach hang trong mién VRF.
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Linh vue ky thuit dwgc dé cap

Sang ché d& cap dén phuong phép tw dong cap phat dia chi mang (Internet Protocol
- IP) 16p 3 cho khéch hang & nhiéu vi tri dia 1y khac nhau qua kénh truyén mang riéng ao
16p 3 (Layer 3 Virtual Private Network — L3VPN) st dung mdt may chu giao thirc cau
hinh dong (Dynamic Host Configuration Protocol -DHCP) duy nhét.

Tinh trang k§ thuit céa sing ché

M5 hinh mang riéng ao (Virtual Private Networks - VPN) sit dung k§ thuat chuyén
mach nhan da giao thitc (Multi Protocol Label Switching - MPLS) dugc cac nha cung cép
dich vu mang (Internet Service Provider - ISP) sit dung rat réng réi cho nhiéu muc dich
khac nhau nhu: Cung cép dich vu mang riéng cho ngan hang, cac doanh nghiép & nhidu
vi tri dia 1y khac nhau nhung ¢6 nhu ciu xay dung mét hé théng mang ding riéng, hoic
phan chia cac dich vu chinh trong hé théng mang 181 cta ISP nhw 2G, 3G, 4G, v.v. Hién
nay, md hinh mang riéng 4o 16p L3VPN duoc cac nha cung cap dich vu ISP sir dung rat
rong rai dé trién khai, thiét lap mang riéng cho cac doanh nghiép. Véi mé hinh nay, cac
doanh nghiép c6 nhu cau xay dung mot hé théng mang riéng bao mat, két ndi toan bd cac
vi tri (sites) clia cac vin phong doanh nghiép ma khéng bi gidi han & vi tri dia ly qudc gia
hay quéc té. L3VPN sir dung ky thuat mién dinh tuyén ao (Virtual Routing and
Forwarding - VRF) dé phan chia cac khach hang khac nhau, mdi khach hang st dung mét
VRF khéc nhau. Khi st dung k§ thut nay, thiét bi bién cta ISP (Provider Edge - PE)
duwoc chia thanh nhiéu thiét bi dinh tuyén 40 khac nhau va méi khach hang st dung mot
thiét bi &o d6.

Giao thitc ciu hinh déng (Dynamic Host Configuration Protocol — DHCP) st dung
mot may chu (server) DHCP dé cép phat dia chi IP cho cac may khéch (clients) trong
cling mot mang may tinh cuc bd (Local Area Network - LAN). Viéc st dung giao thirc
DHCP lam giam thidu thoi gian trién khai, cAu hinh linh hoat cic dia chi IP cho timg may
tinh, thiét bi mang (vi duy, thiét bi dinh tuyén (Router), Camera, ...), déng thot tranh kha
ning trung 1ap, xung dot dia chi IP giita cac thiét bi trong mang LAN ma viéc cau hinh
bing tay c6 thé gay ra.

Qua trinh cép phat mot dia chi IP bao gbm bdn budce sau:

¢ May khach giri ban tin DHCP Discover dé do tim may chii trong mang. Dia
chi MAC (MAC Adress) 16p 2 va dia chi IP (IP address) 16p 3 1a dia chi
quang ba (Broadcast) cho toan b thiét bi trong mang.
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o May chii nhan dugc théng diép cita may khach, thue hién kiém tra tai nguyén
dia chi IP hop 1€ va thuc hién Cép phat dia chi IP cho may khach bfmg ban tin
DHCP Offer.

e Khi may khach nhan dwoc dia chi IP duoc cép phat, may khach nay phat tan
ban tin DHCP Request dé khing dinh n6 d4 chap nhén dia chi nay, déng thoi
thong bao cho céc may chit DHCP khéc thu hai lai dia chi vira cip phat bing
ban tin DHCP Request.

e May chu DHCP nhin dwoc ban tin DHCP request tra 161 xac nhéan lai cho
méy khach DHCP béng ban tin DHCP Acknowledge.

Céc ban tin cta giao thitc DHCP st dung cac dia chi IP phat da phwong (Multicast)
16p 3 nén chi c6 thé cap phat dia chi trong cing mot mang LAN hay mét mién quang ba
(Broadcast Domain). Chinh vi vay, phai thiét lap nhiéu may chi cap phat dia chi IP dong
(DHCP server) cho nhidu mang LAN khéc nhau, diéu nay dan dén lang phi tai nguyén,
va chi phi cho viéc trién khai va cai dit cac may chit DHCP.

Giao thitc chuyén tiép DHCP (DHCP Relay) da dugc phat trién va dé xuat nhim
giai quyét van dé néu trén. Hinh 1 mb ta md hinh két n6i may khach DHCP va may chi
DHCP khi hai thiét bj nay khéng cing mét mang LAN. Dé cho hai thiét bi nay c6 thé
giao tiép duwoc véi nhau, cin phai c6 mot thiét bi dinh tuyén & giita la thiét bi chuyén tiép
DHCP ¢6 thé hidu, xir Iy va chuyén tiép cac géi tin DHCP giita may khach nay va may
chi nay. M6 hinh nay bao gom:

Cac may khach DHCP <---> Thiét bi dinh tuyén chuyén tiéep DHCP <—> May chu
DHCP

May khach DCHP va may chi DHCP nim & hai mang LAN khac nhau. Thiét bi
dinh tuyén chuyén tiép DHCP (Relay Router) lam nhiém vu chuyén tiép cac ban tin
DHCP giita may khach va may chu. Giao thirc DHCP Relay cho phép tan dung mét hodc
nhiéu méay chi DHCP cho nhiéu may khach & cac mang LAN khac nhau.

Dé thiét lap duoc kénh truyén L3VPN, ISP bit budc phai tham gia vao qué trinh
dinh tuyén cing véi khach hang & cac vi tri khac nhau. Cac thiét bi bién cia ISP
(Provider Edge - PE) lam viéc & 16p 3 dé xir ly. Hién tai, cac bd dinh tuyén PE khong cé
kha ning chuyén tiép cac géi tin DHCP nén mdi vi tri khach hang phai dit mét may chi
DHCP dé cép phat dia chi cho vi tri 6. Vi du, mdt doanh nghiép ¢ ba vin phong & Ha
Néi, Da Ning va thanh phé H6 Chi Minh, doanh nghiép nay sé& phai trién khai ba may
chit DHCP cho mbi vin phong dé cép phat dia chi IP cho cic may tinh cua minh. Viéc
nay gy lang phi tai nguyén, chi phi va cong sirc trién khai.

Ban chit ky thuit caa séng ché

Do d6, muc dich cia sang ché 1a nghién ciru va cai tién thiét bi dinh tuyén PE c6 thé
chuyén tiép cac ban tin DHCP giita c4c vi tri khac nhau cia doanh nghiép trong mé hinh
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L3VPN. Nh&r d6, c6 thé tan dung mét (hodc nhiéu) may chi DHCP cho nhiéu vi tri khac
nhau. Theo sang ché, thiét bi dinh tuyén PE phai chuyén tiép dugc cac ban tin DHCP bao
gdm ban tin chiéu di va ban tin chiéu v& qua m6 hinh mang riéng a0 16p 3 ctia ISP,

Véi ban tin chiéu tir may khach giri di (Ban tin do tim — Discover va ban tin Yéu
cAu - Request), thiét bi dinh tuyén PE cin phai nhan biét dwroc ban tin DHCP di téi 14 tir
may khach cia VRF nao (khach hang nao), dia chi may chi phuc vu may khach dé. T
d6 xtt 1y, chinh sita géi tin DHCP va giri ra cong twong tng trong mang chuyén mach
nhan da giao thirc MPLS ciia ISP. Go1 tin nay sé dwroc cac thiét bi dinh tuyén cia ISP
dinh tuyén dén DHCP nim & mot vi tri khac ctia khach hang d6.

V6i ban tin chiu tir may chu giri vé (Ban tin cung cap — Offer va ban tin xac nhan -
Acknowledge), thiét bi dinh tuyén PE cin phai xit 1y, chinh stra ban tin DHCP tir may
chu giti vé, xac dinh ban tin thuéc vé& khach hang nao va giti tra vao cong twong tng
thuéc VRF cua khach hang dé.

Sang ché dé xuét phwong phap tw dong cap phat dia chi IP cho khach hang & nhiéu
vi tri dia Iy khac nhau qua kénh truyén mang riéng &o 16p 3 (Layer 3 Virtual Private
Network — L3VPN) béng cach sir dung mét may chit giao thirc cau hinh dong (Dynamic
Host Configuration Protocol -DHCP) duy nhét bao gom céc budc sau:

i) chinh sira ma ngudn dé cho phép thiét bi bién (Provider Edge - PE) cta nha cung
cép dich vu (Internet Service Provider - ISP) ¢6 thé nhan va xir 1y cac ban tin DHCP dén
tir c4c may khach DHCP khac nhau tir cic mién dinh tuyén 4o (Virtual Routing and
Forwarding - VRF) khac nhau, trong d6 PE nay c6 thé phuc vu ddng thoi téi da 252
khach hang;

ii) chinh sita ma ngudn dé cho phép giri ban tin DHCP vira xtt Iy vio mién chuyén
mach nhan da giao thitc (MultiProtocol Label Switching - MPLS) ctia ISP nay;

iii) chinh sita ma ngudn dé déng nhén cho gbi tin DHCP dén tir may khach va can
duoc g dén may chi DHCP vi L3VPN sit dung mé hinh chuyén mach nhan da giao
thitc MPLS; va

iv) goi tin dugc gii tra vé tir may chu DHCP d&n PE tir cdng thudc mién MPLS, do
L3VPN st dung mé hinh chuyén mach nhén da giao thitc MPLS nén géi tin khéng thé
giti tra vé& cho khach hang trong mién VRF.

M3 ta vén tit cdc hinh vé

Hinh 1 13 hinh v& mé ta mé hinh két nbi gitta may khach DHCP va méay chi DHCP
qua thiét bi dinh tuyén chuyén tiép DHCP.

" Hinh 2 12 hinh v& mé ta qua trinh thiét 1ap kénh truyén L3VPN giita hai vi tri khach
hang sit dung mé hinh chuyén mach nhan da giao thirc MPLS.
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Hinh 3 12 hinh v& mé ta cach thitc trién khai may chia DHCP trén cac vi tri khach
hang theo giai phap k§ thuat da biét.

Hinh 4 13 hinh v& mé ta cac thirc trién khai may chit DHCP trén céc vi tri khach
hang theo phwong phap ciia sang ché.

Hinh 5 13 hinh v& mé ta mét vi du thuc hién sang ché cho mdt khach hang la ngan
hang Vietinbank.

MBS ta chi tiét sang ché

Trudc tién, can thiét 1ap mé hinh két ndi L3VPN giita céc vi tri khach hang véi
nhau, dam bao viéc dinh tuyén théng sudt ciia khach hang qua mién MPLS. Hinh 2 mb ta
qua trinh thiét 1ap kénh truyén L3VPN giita hai vi tri khach hang sit dung mé hinh
chuyén mach nhan da giao thitce MPLS, bao gom:

o Thiét lap va cdu hinh mién MPLS cia ISP (PE1-P-PE2) c6 thé thuc hién
chuyén tiép géi tin dwa vao nhin. Cac giao thirc dwoc sir dung phd bién bao
gom:

o Giao thirc dinh tuyén: Giao thic dinh tuyén cong bién (Border
Gateway Protocol - BGP), giao thirc dinh tuyén thuat toan SPF (Open
Shortest Path First - OSPF), ...

o Giao thitc quang b4 nhin: Giao thitc phan phéi nhin (Label
Distribution Protocol - LDP), giao thitc danh riéng tai nguyén
(Resource Reservation Protocol), ...

e Vitri 1 quang ba cic mang (route) ciia n6 va nhan VPN duoc cap phét cho
cac mang d6 cho vi tri 2 va nguoc lai thong qua giao thitc mé réng BGP
(MultiProtocol BGP — MP-BGP) duoc thiét 1ap giita PE1 va PE2.

Sau qua trinh trén, kénh truyén L3VPN duoc thiét lap thong sudt, hai vi tri cta
khéach hang c6 thé giao tiép véi nhau.

Hinh 3 md ta cach thirc trién khai may chi DHCP trén céc vi tri khach hang theo
giai phéap ky thust da biét. Cac thiét bi dinh tuyén ving bién PE1 va PE2 khéng c6 chic
ning chuyén tiép cac ban tin DHCP qua mién MPLS nén tai mdi vi tri phai trién khai mot
may chi DHCP khéac nhau dé cép phat dia chi IP. Cac DHCP nay con phai d6ng bd véi
cac dai dia chi dwogc cap phat.

Hinh 4 mé ta viéc trién khai may chi DHCP theo phuong phap clia sang ché. Nhu
duogc thé hién trén Hinh 4, dé cép phat dia chi IP ddng cho cac vi tri khac nhau, chi can
mét may chi DHCP. May chi DHCP dwge dit & vi tri 2 van s& phuc vu cap phat dia chi
IP cho vi tri 2 nhu theo giai phap k§ thuat da biét.
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Lic nay, vi tri 1 khong con may chi DHCP nén PEI trong sang ché s& déng vai tro
1 thiét bi chuyén tiép DHCP, c6 nhiém vu chuyén tiép cac goi tin DHCP tir may khach &
vi tri 1 sang may chit DHCP & vi tri 2 va nguoc lai:

e Géi tin DHCP tir may khach dén may chi: Puoc PE1 déng hai nhan (VPN
label va tunnel label), sau d6 goi tin nay duoc cac thiét bi dinh tuyén trong
mién MPLS ciia ISP chuyén mach nhan 1én may cha DHCP .

e Goéi tin DHCP tir may chi xuéng may khach: Pwgc PE1 béc tach nhan, tinh
toan lai kiém tra tdng (checksum) cho géi tin va chuyén tiép ngugc trd lai
may khach.

Vi du thwe hién sing ché

Sang ché duge thue hién trén thiét bi dinh tuyén vi tri Site Router do Trung tim
VTTEK Viettel san xuét. Sang ché nhim gitp cac khach hang cia Viettel sit dung mang
riéng 40 L3VPN chéng han nhw cac ngan hang hodc cac cong ty c6 nhiéu chi nhénh trong
va ngoai nuée cb thé trién khai mét may chi DHCP duy nhét dé cap phat dia chi IP dong
cho toan bd cac may tinh trong chi nhanh ciia minh.

Hinh 5 13 hinh v& mé ta khach hang la ngan hang Vietinbank sit dung mé hinh
L3VPN. Vi dy, ngin hang Vietinbank gém 3 chi nhanh:

e Vietinbank Site HN: Vietinbank Ha Noi.
e Vietinbank Site HCM: Vietinbank H6 Chi Minh.
e Vietinbank Site DNA: Vietinbank Pa Néng.

Ap dung phuong phap theo sang ché, Vietinbank chi dit mét may chi DHCP duy
nhit & Pa Ning dé cap phat dia chi IP cho toan bd cac chi nhanh trong toan quédc:

e Cép phat dia chi IP cho chinh vi tri & Da Néng.

e Cép phat dia chi IP cho vi tri & Ha N6i: Ludng 1

e CAp phat dia chi IP cho vi tri  H5 Chi Minh: Ludng 2
Hiéu qué dat dwoc ctia sang ché

Bang 1 md ta su khac nhau giita phwong phéap cap dia chi IP theo giai phap k¥ thuat
da biét va phuong phap cép dia chi IP theo sang ché.

Bang 1
Phuong phap theo giai Phuong phap theo sang
phap k§ thuat da biét che
D4 phite tap ctia m6 hinh Pon gian Don gian
T6i wu tai nguyén Khong Cé
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S6 lwong vi tri dwgc céap 1 vi tri Khéng gidi han
phat dia chi IP
Chi phi Cao Thap

Phuong phéap theo giai phap k¥ thuét da biét c6 cau hinh don gian nhung phai trién
khai may chia DHCP trén timg vi tri khach hang, do d6 tén thoi gian va cong strc dé bao
tri, bao dudng va ddng bd thiét bi, chi phi trién khai 16n va khong tin dung duoc tai
nguyén. Phuong phap theo sang ché c6 cu hinh phirc tap hon, nhung chi phai trién khai
mdt may chi DHCP cho toan bd cac vi tri khach hang, do d6 khong tén thoi gian va cong
stre cho viéc bao tri, bao dudng va déng b thiét bi. Nho d6 ¢6 thé tiét kiém chi phi trién
khai va tan dung duoc tai nguyén hé thong. Dong thoi, kha ning mé rong hé thong linh
hoat hon, c6 thé thém nhidu vi tri khach hang ma khéng cén trién khai thém may chu
DHCP.
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YEU CAU BAO HO

1. Phuong phap tw déng cap phat dia chi mang (Internet Protocol - IP) cho khich hang &
nhidu vi tri dia Iy khac nhau qua kénh truyén mang riéng 4o 16p 3 (Layer 3 Virtual
Private Network — L3VPN) bing cach st dung mét may chi giao thirc chu hinh déng
(Dynamic Host Configuration Protocol -DHCP) duy nhit bao gém cac bude sau:

i) chinh sira ma ngudn dé cho phép thiét bi bién (Provider Edge - PE) clia nha cung
cép dich vu mang (Internet Service Provider - ISP) co thé nhan va xu 1y céc ban tin
DHCP dén tir cac may khach DHCP khéac nhau tir cac mién dinh tuyén 4o (Virtual
Routing and Forwarding - VRF) khac nhau, trong d6 PE nay c6 thé phuc vu ddng thoi toi
da 252 khéch hang;

ii) chinh stta m& ngudn dé cho phép giri ban tin DHCP vira xit Iy vao mién chuyén
mach nhan da giao thirc (MultiProtocol Label Switching - MPLS) ctia ISP nay;

iii) chinh sira ma ngudn dé déng nhan cho goi tin DHCP dén tir may khach va cén
duoc giti dén may chi DHCP vi L3VPN sit dung mé hinh chuyén mach nhin da giao
thire MPLS; va

iv) géi tin dwgc giti tra vé tir may chit DHCP dén PE tir cong thudc mién MPLS,
do L3VPN sir dung mé hinh chuyén mach nhin da giao thitc MPLS nén géi tin khong thé
giri tra vé cho khach hang trong mién VRF.
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