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Linh vie ky thuit dwoc dé cap

Sang ché dé cap chung dén linh vuc cong nghé may tinh va cu thé hon 1,

phuong phép va thiét bi thuc thi cdc hop ddng da hoan ddi 4n danh chudi chéo.
Tinh trang k§ thuit cia sang ché

Céc hé thdng chudi khéi, ciing duoc biét 12 cac hé théng s cai phan tin
(distributed ledger system - DLS) hodc cac hé théng ddng thudn, c6 thé cho phép su
tham gia cta cdc bén d8 luu tri dir liéu mot cach an toan va khong thay ddi. Cac hé
théng chudi khéi c6 thé bao gdm cac DLS bét ky, khong tham chiéu truong hop st
dung cu thé bat ky, va co thé duoc st dung cho céc mang chudi khoi cong cong, ca
nhan, va tap doan. Mang chudi khdi cong cong duge mé cho tat ca céac thuc thé dé
sit dung hé théng va tham gia trong quy trinh ddng thuan. Mang chudi khéi ca nhan
duoc d xuét cho thuc thé cu thé, diéu khién quyén doc va ghi mot cach tap trung.
Mang chudi khéi tap doan duge dé xuét cho nhom cac thuc thé chon loc, diéu khién

quy trinh ddng thuan, va bao g0m 16p diéu khién truy‘ cap.

Heé thdng chudi khdi duoc trién khai st dung mang ddng cép (peer-to-peer -
P2P), trong d6 céc nut truyén thong truc tiép v6i nhau, vi du, khong can may chu ch
dinh, trung tAm. Mdi nut trong mang P2P ¢6 thé khéi tao truyén thong véi nit khic
trong mang P2P. Hé théng chudi khdi duy tri mot hodc nhiéu chudi khdi. Chudi
khéi 13 chu trac dit liéu dé luu trir dir liéu, nhu céc giao dich, c6 thé ngin ngira gid

mao va thao tung dit li€u boi cac bén doc hai.

Ngudi dung cta hé théng chudi khdi co thé st dung hé théng chudi khoi dé
tién hanh céc loai giao dich khac nhau. Vi duy, hai bén, Bén A va Bén B, ¢o thé co
tai san s& hitu cua chinh ho dugc ghi trén chudi khdi dugc duy tri trong hé théng
chudi khéi. Cac bén A va B c6 thé tham gia vao thoda thudn trao ddi, hoac hoan dbi,
céc tai san cta ho trén chudi khdi. Cac théa thuan nay thuomg duoc tién hanh st
dung céc hop ddng thong minh, 1a céc giao thirc may tinh dugc thuc thi trong dang
ctia m3 may tinh dugc hop nhét trong chudi khdi, dé tao thuan loi, xdc minh, hodc

thuc thi dam phén hodc thyc hién céc hop dong.
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Trong khi viéc sir dung cic hop déng théng minh c6 thé 13 du dé tao thuén
loi hodn ddi céc tai san duge ghi trén cing chudi khdi, cac truong hop c6 thé phat
sinh trong d6 cac bén A va B ¢ thé mudn hoan ddi cac tai san dugc ghi trén cac
chudi khoi khac nhau. Vi dy, Bén A c6 thé mudn Chuyén tai san the nhat, vi du,
bitcoin, dugc ghi trén chudi khéi thu nhét dén Bén B trong viéc trao dbi dé Bén B
chuyén tai san tht hai, vi du, ete, dugc ghi trén chudi khéi thit hai dén Bén A. Céc

hoat dong nay cé thé duge goi 14 cac hodn doi chudi chéo.

Vi céc hodn ddi chudi chéo yéu cdu nhidu 1an chuyén duoc thuc hién trén
nhiu chudi khdi, cin l&p dit giao thirc hoan d6i nguyén tir dé ngin ngira cic bén
khoi tir chbi chiém gitt, hodc rat khoi, viéc thuc hién cac cong doan chuyén mot
cach don phuong. Vi du, néu Bén A da chuyén tai san cia bén nay dugc ghi trén
chudi khéi thtr nhat dén Bén B, viéc lap dat giao thirc hoan dbi nguyén tir co thé tro
giip ngan ngtra Bén B khai viée tur chdi chuyén tai san cua bén nay duoc ghi trén
chudi khdi thit hai dén Bén A.

Hop ddng khoa thoi gian dugc xay dung sin, hoic HTLC, 1a mot kiéu hop
ddng thong minh dé sir dung khéa bam va khoa hen gid dé yéu cau bén nhan cia tai
san duoc chuyén, vi du, thanh toan, hodc dé bdo nhan viéc tiép nhén cia 14n chuyén
truée thoi han bing cach tao ra bing chiing méit ma cta l4n chuyén, hodc lam mat
kha ning yéu ciu tai san dugc chuyén, nho d6 tra lai tai san nay cho bén chuyén.
Céc HTLC ¢6 thé duge st dung dé cai dat cac giao thirc hoan doi nguyén tir. Tuy
nhién, cac lap dat hién thoi ctia cic giao thirc hoan d6i nguyén tr dwa trén HTLC

yéu cau luong thoi gian thiét dat thuc té.
Ban chit ky thuit ciia sang ché

Theo mot khia canh, phuong phap dugc thuc hién bing may tinh dé thuc thi
hop ddng da hoan ddi 4n danh (anonymous multi-swap - AMS) giita nguoi dung
tht nhét va ngudi ding tht hai bao gbdm: phat hién ghi chép cac tham s6 thir nhét
cho hop déng AMS trén chudi khdi thir nhét, cac tham sb thtr nhit bao gém: gia tri
ban dau ctia khoa ham tht nhat trén chudi khéi thr nhat, it nhat mot thao tac dugc
thuc hién trén chudi khdi thi nhét khi hop ddng AMS dugc thuc thi, va sé 1an tdi da
hop déng AMS c6 thé dugce thue thi, sb 14n t6i da hop déng AMS c6 thé duge thue



32777

thi 16n hon mdt; ghi cac tham s tht hai cho hop ddng AMS trén chudi khdi thi
hai, cac tham sé thtt hai bao gdm: gia tri ban du ctia khoa ham thir hai trén chudi
khéi thir hai, it nhdt mot thao tac dugc thuc hién trén chudi khéi thtr hai khi hop
ddng AMS duge thyc thi, va s 1an t6i da hop dong AMS c6 thé duge thyc thi, gia
tri ban ddu ctia khéa ham tht hai khéc voi gia tri ban dAu clia khéa ham thir nhat;
phét hién su vién din yéu chu dé thuc thi hop ddng AMS trén chudi khéi thir hai;
truy hdi, tir yéu clu dé thuc thi hop ddng AMS trén chudi khdi thir hai, khoa dugce
truy hdi dugc sir dung d8 mé khoa khéa ham thir hai trén chudi khdi thi hai; tinh
toan, dua trén khoa duge truy hdi, khoa dugc tinh todn dé mé khoa khoa ham thi
nhét trén chudi khdi thir nhat; va vién din yéu cdu dé thuc thi hgp dong AMS trén

chudi khdi thir nhit véi khoa dugce tinh todn.

Theo khia canh khac, thiét bi thuc thi hop dong AMS giita nguoi dung thir
nhét va ngudi ding thi hai bao gém: mot hodc nhiéu bd xi Iy; va mot hoic nhidu
bd nhé doc duoc bing mdy tinh dugc ghép nbi véi mot hodc nhiéu bd xir Iy va c6
céc 1énh duoc Iuu trit trén d6 duoc chay boi mot hodc nhidu bd xt 1y dé: phat hién
viéc ghi cac tham sé thir nhat cho hgp ddng AMS trén chudi khdi thir nhat, cac
tham sb thtr nhét bao gom: gia tri ban dAu ciia khéa ham thir nhit trén chubdi khoi
tht nhét, it nhit mot thao tac duoc thyc hién trén chudi khéi thtr nhat khi hop dong
AMS duoc thuc thi, va sé 1an tbi da hop ddng AMS c6 thé dugc thuc thi; ghi cac
tham sb th hai cho hop ddng AMS trén chudi khéi thi hai, cac tham s6 thtr hai bao
odm: gié tri ban dAu cia khoa ham thi hai trén chui khéi thir hai, it nhat mot thao
tac dugc thuc hién trén chudi khdi thr hai khi hop déng AMS duoc thuc thi, va s6
14n t6i da hop ddng AMS c6 thé dugc thuc thi, gid tri ban dau ctia khoa ham thi hai
khac véi gia tri ban diu cia khoa ham thu nhét; phat hién su vién dan yéu cau dé
thuc thi hop ddng AMS trén chudi khdi thi hai; truy hdi, tir yéu cau dé thuc thi hop
ddng AMS trén chudi khéi tht hai, khoa duge truy hdi duge sit dung dé mo khoa
khoa ham tho hai trén chudi khdi thi hai; tinh toan, dua trén khoéa dugc truy hoi,
khéa duoc tinh toin dé mé khoa khéa ham thw nhét trén chudi khéi tht nhat; va
vién din yéu ciu d& thuc thi hop ddng AMS trén chudi khdi tht nhat v6i khoa dugce
tinh toan.
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Theo khia canh khac nita, vat ghi doc dugc béng may tinh khong tam thoi
luru trit cac lénh trong d6, khi dugc thue thi béi bo xir 1y cia thiét bi, khién thiét bi
thuc hién phuong phép dé thuc thi hop dong AMS giita ngudi dung thi nhat va
nguodi dung thr hai. Phuong phép nay bao gbdm cac budc: phat hién ghi chép cac
tham sb thtr nhat cho hop ddng AMS trén chudi khéi thir nhét, cdc tham s thir nhat
bao gdm: gia tri ban dAu cta khoa ham thir nhét trén chudi khéi thi nhat, it nhét
mdt thao tac dugc thue hién trén chudi khéi thir nhét khi hop déng AMS duge thuc
thi, va s6 13n téi da hop ddng AMS c6 thé dugc thuc thi; ghi céc tham sb tht hai
cho hop ddng AMS trén chudi khdi thtr hai, cac tham sé tht hai bao gdm: gié tri
ban dau ctia khéa ham tht hai trén chudi khéi thtr hai, it nhdt mot thao tac duoc
thuc hién trén chudi khéi tht hai khi hop ddng AMS dugc thyc thi, va s 1an téi da
hop déng AMS c6 thé dugc thuc thi, gia tri ban diu cia khoa ham thir hai khéc véi
gié tri ban dAu cta khoa ham thtr nhét; phat hién sy vién dan yéu cdu dé thuc thi
hop ddng AMS trén chudi khdi thtr hai; truy hdi, tir yéu cu dé thyc thi hop dong
AMS trén chudi khdi tht hai, khoa duge truy hdi dwoe st dung dé mé khoa khoa
ham tht hai trén chudi khdi thu hai; tinh toan, dua trén khéa dugc truy hdi, khoa
dugc tinh todn d8 m& khoa khoa ham thit nhét trén chudi khéi thtr nhat; va vién dan
yéu cdu dé thuc thi hop ddng AMS trén chudi khéi thir nhat véi khéa duge tinh

toan.
Mo ta van tat cac hinh vé

Céc hinh v& kém theo, dugc dua vao trong ban mo ta va cau thanh mot phan
clia ban md ta nay, minh hoa cdc phuong 4n. Trong mo ta sau day, tham chiéu dén
cac hinh V&, c4c sd tham chiéu giong nhau trong céc hinh v& khic nhau bi€u di€n

cac phan tir gidng hodc twong ty trir khi dugc thé hién khac.

Fig.1 1a so dd gian lugc ciia hé théng chudi khdi, theo mot phuong an.

Fig.2 1a so dd gian lugce cua thiét bi dién toan dé lép dat nut trong hé théng
chudi khdi, theo mdt phuwong én.

Fig.3 14 luu d6 cia phwong phap dé thiét 1ap hop ddng da hodn dbi 4n danh,

theo mot phuong an.
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Fig.4 12 luu dd cta phuong phép dé thuc thi hop ddng da hoan ddi 4n danh,

theo mgt phuong an.

Fig.5 1a luu dd ctia phwong phép dé thuc thi hop dong da hoan ddi 4n danh,

theo mot phuong an.

Fig.6 1a so dd khdi ctia thiét bi thuc thi hop ddng da hoan dbi 4n danh, theo

mot phuong an.

Fig.7 1a luu dd ctia phwong phéap dé thuc thi hop dong da hoan ddi 4n danh,

theo mdt phuong éan.

Fig.8 1a so dd khéi cta thiét bi thyc thi hop déng da hoan ddi 4n danh, theo
mot phuong an.
Mo ta chi tiét sang ché

Céc phuong 4n theo sang ché dé xuit phuwong phap va thiét bi dé thiét 1ap va
thyc thi cdc hop ddng da hoan dbi 4n danh (AMS) chudi chéo. Phwong phép va thiét
bi hd trg quy trinh dam phan ngodi chudi mot lan trong d6 hai bén, hodc ngudi
dung, ¢6 thé dam phan céc diéu khoan ctia hop dbéng AMS dé tao thuan loi cac hoan
dbi chudi chéo 1én dén N 14n. Theo mot sé phuong 4n, phuong phép va thiét b cling
hd tro quy trinh thiét 1ap trén chudi mot lan dé ghi céc diéu khoan duoc dam phén
duéi dang cac tham sd cia hop ddng AMS. Theo mét sé phuong 4n, quy trinh thiét
lap trén chudi c6 thé ghi cac tham sb trén cac chudi khdi duge vién dén trong cac
hoan déi chudi chéo. Theo phuong thirc nay, cac chudi khéi c6 thé dua vao hop
ddng AMS dé dam béo ring cac hodn d6i ¢6 thé dién ra néu tat ca ngudi dung tuan
theo hop ddng AMS va tt ca cac hoan ddi 1a thudc hoan dbi nguyén tir va hop 1y.
Néu mot ngudi ding khong tuin theo hop déng AMS, ngudi dung d6 sé tu dong
mét kha ning dé yéu ciu tai san dugc chuyén, do d6 ma tra lai tai san cho ngudi
dung chuyén. Hon nita, theo mot s& phuong 4n, phuong phép va thiét bi c6 thé lap
dat giao thirc dé gidu mdi twong quan gifta cac tham sb dugce ghi trén céc chudi khéi
dé ngan ngira bén thir ba khai lién két céc tham sd duge ghi trén cac chudi khdi voi
nhau. Theo phuong thtrc ndy, tinh bi mat ctia cac bén dbi véi hop dong AMS c6 thé

duoc bao vE.
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Cac phuong an dugc boc 10 trong ban mo6 ta nay c6 mot hoac nhiéu hiéu qua
ky thudt. Theo mdt sé phwong 4n, phuong phdp va thiét bi hd trg quy trinh dam
phén ngoai chudi mot 1an dé thiét 1ap hop ddng AMS sao cho c6 thé duge thuc thi
1én dén N 14n. Didu nay cho phép ngudi ding giam b6t nhu cdu dé dam phan lai
hop dong d6 1én dén N-1 14n. Theo mot sé phuwong an, phuong phép va thiét bi ciing
hd tro quy trinh thiét 1ap trén chudi mot lan dé ghi cac diéu khoan duoc dam phan
dudi dang cac tham sb trén cac chudi khdi. Piu nay cho phép céc chudi khéi ghi
cac tham s chinh x4c va hidu qua, va giam b6t nhu cdu lap lai quy trinh thiét lap
trén chudi 1én dén N-1 1an. Theo mot s§ phuong an, phuwong phéap va thiét bi s
dung céc chudi ham mdt chidu (vi dy, cic chudi bim) dé trién khai céc khéa ham
cho hop déng AMS. Piéu nay cho phép mdi ngudi dung chi duy tri mot khoa, c6
thé 1am viéc két hop v6i chudi ham mét chidu dé mo khoa hop dong AMS lén dén
N 14n. Theo mdt s6 phuong én, phuong phép va thiét bi lap dat giao thirc dé che ddu
mbi quan hé gitta cac khéa ham dugce st dung trén cac chudi khéi khac nhau. Diéu
nay cho phép cac chudi khdi sir dung cac khéa ham cho céac hop dong AMS ma
khong 1am 16 cac mbi quan hé gitta ngudi dung thiét 1ap cac hop ddng AMS, nhd d6
bao vé tinh bi mat ciia nguoi dung. Hon nfta, theo mot sb phuong an, phuong phép
va thiét bi c¢6 thé tu dong lam mAt hiéu luc hop ddng AMS sau N 1an thuc thi, hodc
sau khi hop ddng AMS hét hiéu lyc. Didu nay cho phép cac chudi khéi ngin ngira
ngudi dung khdi thuc thi cdc hodn dbi trai phép. Theo mot s phuong an, phuong
phap va thiét bi con hd tro sy sdp tha tu 1én dén N 1dn hoan doi trong hgp dong
AMS. biéu nay cho phép ngudi diung xac dinh khong nhitng s6 1an hoan d6i ma ho

dong y thuc hién, ma con xép thh tu cac hoan doi nay.

Chudi khéi 1a cAu trac dir lidu dé luu trir dir lidu, vi du, cac giao dich, theo
cach ma co6 thé ngan nglra 1am gid mao va thao ting dit liéu boi cac bén doc hai.
Céc giao dich dugc luu trlt theo phuong thirc nay ¢o6 thé 1a bat bién va sau do6 duge
xac minh. Chudi khéi bao gdm mot hosic nhidu khdi. M&i khéi dugc lién két véi
khéi trude ngay truée khi n6 & trong chudi khéi nay bang cach dua vao ham bim
mat ma cta khdi trude. Mbi khdi ciing c6 thé bao gdm nhan thdi gian, ham bam
mat méi cda chinh né, va mdt hodc nhiéu giao dich. Céc giao dich, thuong da dugc

x4ac minh bdi cac nut cia hé thong chudi khoi, ¢ thé dugc xdy dung san va dugc
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ma hoa trong ciu tric dit liéu, nhu cdy Merkle. Trong cdy Merkle, dit lidu tai céc
nut 14 cda cdy duge bam, va tAt ca cac ham bam trong mdi nhanh cua cdy co thé
duge moc ndi tai gbe cua nhanh. Quy trinh nay tiép tuc 1én dén cdy cho tGi gbc cla
toan by cdy, luu trif ham bam cé thé biéu dién tt ca dir liéu trong cdy nay. Ham
bam c6 y nghia la mot giao dich duge luu trit trong cly cé thé duge xac minh nhanh

chéng bang cach xac dinh lidu c6 phu hop véi cAu triic cta cdy hay khong.

Hé théng chudi khdi bao gdm mang ctia céc nit tinh toan dé quan ly, cap
nhat, va duy tri mot hodc nhidu chudi khdi. Mang nay c6 thé 1a mang chudi khdi
cong cong, mang chudi khéi c4 nhan, hodc mang chudi khdi tap doan. Vi du, cac
thuc thé khac nhau, nhu hang tram, hang nghin, hodc thdm chi hang triéu thyuc thé,
¢6 thé van hanh trong mang chudi khéi cong cong, va mdi trong s6 cac thuc thé van
hanh it nhat mot nut trong mang chudi khéi cong cong. Theo d6, mang chudi khdi
céng-ccf)ng 6 thé duge xem xét mang cong cdng tuong Gmg véi cac thuc thé tham
gia. Doi khi, phin 16n cac thuc thé (cac nit) phai danh ddu mdi khéi déi voi khéi 1a
hop 1& va duoc thém vao chudi khdi cia mang chudi khéi. Cac vi du vé cac mang
chudi khdi cong cong bao gdm cic mang thanh toan dong cip cu thé dé tac dung

don bay 1én so cai phéan tan, dugc goi l1a chuoi khoi.

No6i chung, mang chudi khéi cong cong cb thé hd tro cac giao dich cong
céng. Giao dich cong cdng dugc chia sé véi tit ca céc nut trong mang chudi khdi
cong cdng, va duoc luu trit trong chudi khdi toan ciu. Chudi khdi toan cu 1a chudi
khdi dugc nhan rong trén tAt c4 cac nat, va tit ca cac nit & trang thai déng thuén
hoan h&o twong thich véi chudi khdi toan cau. Dé dat duge dong thuan (vi du, thoa
thuan thém mdt khdi vao chudi khéi), giao thirc dong thuan duoc thuc hién trong
mang chudi khdi cong cong. Cac vi du cta céc giao thirc ddng thuan bao gdm bing
chtrng cong viéc (proof-of-work - POW) (vi dy, duoc thuc hién trong mot $6 mang
tién ma hoa), bing chimg cb phan (proof-of-stake - POS), va bing chung Gy quyén
(proof-of-authority - POA).

No6i chung, mang chudi khédi c4 nhan c6 thé duoc dé xuit cho thuc té cu thé,
didu khién quyén doc va ghi mot cach tap trung. Thuc thé nay diéu khién cac nut

nao c6 thé tham gia vao mang chudi khoi. Do d6, cdc mang chudi khoi ¢4 nhén
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thuong dugc goi 1a cac mang duoc cép phép dé dat cac gi6i han cho ai dugce phép
tham gia trong mang, va d6i véi cac cap do tham gia cta ho (vi du, chi trong céc
giao dich nhét dinh). Cac kiéu co ché diéu khién truy cdp khéc nhau c6 thé duge st
dung (vi du, nhitng nguoi tham gia hién c¢6 binh chon viéc thém vao cac thyc thé

méi, co quan diéu hanh c6 thé didu chinh quyén quan 1y).

Noi chung, mang chudi khdi tap doan c6 thé 1a ca nhan trong s6 céc thuc thé
tham gia. Trong mang chudi khéi tap doan, quy trinh ddng thuan dugc didu khién
bdi tdp hop cac nat duge cép phép, mot hodc nhiéu nat duoc van hanh béi thuc thé
twong tng (vi dy, to chirc tai chinh, cong ty bao hiém). Vi du, sy lién két ctia muoi
(10) thuc thé (vi du, cac td chirc tai chinh, cong ty bao hiém) cé thé van hanh mang
chudi khéi tdp doan, mdi trong s6 céc thuc thé nay véan hanh it nhét mot ndt trong
mang chudi khéi tdp doan. Theo d6, mang chudi khéi tap doan co thé dugc xem xét
mang ca nhan twong tng véi cic thuc thé tham gia. Theo mot s6 vi du, mbi thuc thé
(nit) phai danh déu mdi khdi dé cho khdi nay hop 1€, va duge thém vao chudi khoi.
Theo mdt sb vi du, it nhét tap con cua céc thuc thé (cac nut) (vi du, it nhét 7 thuc
thé) phai danh ddu mdi khdi dé cho khéi nay 14 hop 18, va duge thém vao chudi
khi.

Fig.1 minh hoa so dd gian luoc cla hé thdng chudi khéi 100, theo mot
phuong 4n. Tham chiéu dén Fig.1, hé thdng chudi khéi 100 c6 thé bao gdbm nhiéu
nat, vi du, cac ntt 102-110, duoc tao cAu hinh dé van hanh trén chudi khdi 120. Cac
nat 102-110 ¢6 thé tao ra mang 112, nhu mang ddng cip (P2P). Mdi trong s6 cac
nat 102-110 ¢6 thé 1a thiét bi dién toan, nhu may tinh hodc hé thdng may tinh, dugc
tao cAu hinh dé luu trit ban sao cia chudi khdi 120, hodc é(’) thé 1a phan mém chay
trén thiét bi dién toan, nhu quy trinh hogc Gng dung. MBOi trong sb céc nit 102-110

¢6 thé c6 ma nhén dang duy nhit.

Chudi khédi 120 c6 thé bao gébm danh sich ban ghi ngay cang nhiéu & dang
ctia cac khdi dit liéu, nhu cac khdi B1-B5 trén Fig.1. Mdi trong s6 cac khdi B1-B5
c6 thé bao gdm nhan thoi gian, hAm bdm mat ma cuia khéi trude, va dir lidu cua
khdi hién co, ¢ thé 14 cac giao dich nhu cac giao dich tién té. Vi du, nhu duoc

minh hoa trén Fig.1, khdi B5 ¢6 thé bao gém nhan thoi gian, ham bam mat mé cua
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khoi B4, va dir liéu giao dich cua khoi B5. Ngoai ra, vi du, hoat dong bam cé thé
dugc thuc hién trén khoi trude dé tao ra ham bam mat ma cua khoi trude. Hoat
dong bam c6 thé chuyén doi cac dau vao cod cac do dai khac nhau thanh cac dau ra

mat ma c6 do dai c¢b dinh thong qua thuat todn bam, nhu SHA-256.

Céac nit 102-110 ¢6 thé duoc tao cdu hinh dé thuc hién hoat dong trén chudi
khéi 120. Vi du, khi nat, vi dy, nat 102, mudn hru trit dit liéu méi trén chudi khoi
120, ntit d6 ¢6 thé tao ra khéi méi duoc thém vao chudi khdi 120 va quang ba khoi
méi cho céc nut khic, vi du, cac nat 104-110, trong mang 112. Duya trén tinh hop
phép cua khdi mdi, vi du, tinh hop 1& clia chit ky va céc giao dich, cdc nut khac co
thé xac dinh dé chép nhén khdi méi, sao cho nut 102 va cac nut khac co thé thém
khéi méi vao céc ban sao twong mg cia ching ctia chudi khéi 120. Khi quy trinh

nay 1ap lai, ngdy cang nhidu khéi dit liéu ¢6 thé dugc thém vao chudi khéi 120.

Fig.2 minh hoa so dd gian lugce cua thiét bi dién toan 200 dé lap dat nat, vi
du, nut 102 (Fig.1), trong hé thdng chudi khéi, theo mdt phuwong 4n. Tham chiéu
dén Fig.2, thiét bi dién toan 200 c6 thé bao gdm giao dién truyén thong 202, bd xur
ly 204, va bo nhé 206.

Giao dién truyén théng 202 c6 thé tao thuan lgi cho truyén thong gitta thiét
bi dién toan 200 va cac thiét bi ldp dit cdc nat khéc, vi dy, cac nat 104-110 (Fig.1),
trong mang. Theo mot sb phuong 4n, giao dién truyén théng 202 duge tao cAu hinh
dé hd trg mdt hodc nhidu tiéu chuén truyén théng, nhu tiéu chuén hoic giao thirc
internet, tiéu chudn mang k¥ thuét sb dich vu tich hop (Integrated Services Digital
Network - ISDN), v.v. Theo mdt sé phuong 4n, giao dién truyén thong 202 c6 thé
bao gém mot hodc nhiéu trong sb thé mang cuc by (Local Area Network - LAN),
modem cap, médem vé tinh, bus dit liéu, cap, kénh truyén thong khong day, kénh
truyén thong dua vao vo tuyén, kénh truyén thong chia 6, thiét bi truyén thong dua
vao giao thtc internet (Internet Protocol - IP), hodc cac thiét bi truyén théng khac
cho truyén thong c6 didy va/hodc khong day. Theo mot s6 phuong 4n, giao dién
truyén thong 202 c6 thé dua trén co s& ha tAng ddm may cong cong, co s& ha tang

d4m mAy c4 nhan, co s& ha tAng ddm may cong cong/ca nhén lai hoa.

B& xtt Iy 204 ¢6 thé bao gdbm mét hogc nhiéu don vi xt Iy danh riéng, mach
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tich hop chuyén dung (application-specific integrated circuit- ASIC), mang cong
lap trinh dugc dang truong (field-programmable gate array - FPGA), hodc céc kiéu
bd xr Iy khéac nhau hodc cac don vi xtr ly. Bo xur ly 204 dugc ghép ndi véi bd nho

206 va duoc tao cAu hinh dé thuc thi cac 1énh duoc luu trit trong bd nhé 206.

Bo nhd 206 ¢6 thé luu trir cac 1énh va dir liéu thuc thi duoc béng bo xur ly,
nhur ban sao cta chudi khéi 120 (Fig.1). Bd nhé 206 ¢ thé bao gdm loai thiét bi bd
nhé kha bién hodc khong kha bién bt ky, hodc két hop ctia chiing, nhu by nh¢ truy
cap ngau nhién dang tinh (Static Random Access Memory - SRAM), bd nh¢ chi
doc 1@p trinh dugc xd6a duoc bang dién (Electrically Erasable Programmable Read-
only Memory - EEPROM), by nh¢ chi doc ldp trinh dugc x6a duoc (Erasable
Programmable Read-only Memory - EEPROM), b nh¢ chi doc lap trinh dugc
(Programmable Read-only Memory — EEPROM), bd nh¢ chi doc (Read-Only
Memory - ROM), bd nhé tir tinh, bd nhd chdp, dia tir tinh hodc quang hoc. Khi cac
1énh trong bd nhé 206 duge chay bdi bd xir 1y 204, thiét bi dién ton 200 c6 thé
thuc hién hoat dong trén chudi khéi 120.

Fig.3 minh hoa luu dd ciia phwong phap 300 dé thiét 1ap hop dong da hoan
d6i nguyén tir chudi chéo (AMS) theo mdt phuong an. Theo phuong 4n nay, hop
déng AMS duoc thiét 1ap boi phuong phép 300 c6 thé duoc thuc thi 1én dén N lan.

Tham chiéu dén Fig.3, ngudi dung tht nhét va thi hai, ngudi ding 1 va
ngudi dung 2, ¢ thé co céc tai khoan lan luot trén cac chudi khéi riéng biét thir
nhat va tht hai, chudi khdi A va chudi khdi B. Cac chudi khdi A va B c6 thé dugc
l&p dit trén mot hodc nhidu hé théng chudi khdi, vi du, hé théng chudi khdi 100
(Fig.1) va tuong tu, nhu dugc mo ta ¢ trén. Cac chudi khdi A va B ¢6 thé duge lip
dat dé hd tro cac kiéu nguoi dung khéac nhau, hodc céac bén, bao gém, vi du, cac ca
nhan, doanh nghi¢p, ngan hang, td chirc tai chinh, bénh vién ciing nhu céc kiéu
cong ty, t chirc khac, va tuong tu.

Déi voi muc dich minh hoa, gia st ring nguoi ding 1 mudn hoan dbi tai san
X duge s& hitu béi ngudi ding 1 va duge ghi trén chudi khéi A véi tai san Y dugc
s& hitu boi ngudi ding 2 va dugc ghi trén chudi khdi B. Tai san X c6 thé bao gdm

mot hodc nhiéu don vi clia kiéu tai san nhat dinh, vi du, bitcoin, hodc chum cua cac
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kiéu tai san khac nhau, dugc ghi trén chudi khdi A. Tai san Y ¢6 thé bao gdbm mot
hodc nhiéu don vi cta loai tai san nhét dinh, vi dy, ete, hodc chum cta cac kiéu tai
san khac nhau, dugc ghi trén chudi khéi B. Ciing gia st ring ngudi dung 1 mubn
hoén ddi v6i ngudi ding 2 véi cling cac didu khoan trong mot sb 1an, nhu 1én dén N
l4n, trong twong lai. Nguoi dung 1 ¢6 thé yéu ciu su gitp d& clia nguoi ding 2 st
dung kénh truyén thong va bt dau quy trinh dam phén véi nguoi dung 2. Nguoi
dung 1 va 2 ¢6 thé dam phén cac diu khoan hoan ddi cu thé, bao gom, vi du, ty gia
héi doai giira tai sén X va tai san Y, sb 1dn hoan ddi t&i da (hodc céc 1an hop dong
AMS c6 thé duoc thuc thi), N, ngudi dung 1 duge cho phép dé vién dan hoat dong
hoan ddi, thoi diém hét hidu luc T, khi thoa thuén hét hiéu luc trén chudi khdi A, va
thoi diém hét hieu luc T, khi thoa thuan hét hiéu lyc trén chudi khéi B. Hop dong

AMS ¢6 thé duoc thiét 1ap sau khi ngudi ding 1 va 2 dat dugc thoa thuén.

Tai bude 302, ngudi ding 1 ¢6 thé tao ra mot hoic nhidu tham sé cho hop
déng AMS dua trén thoa thuin dat dugc boi nguoi dung 1 va 2. Theo mot sb
phuong &n, cac tham s6 c6 thé bao gdm céc gid tri clia s6 luong tdi da N, thoi diém
hét hiéu luc T, khi thoa thudn hét hidu luc trén chudi khéi A, va thoi diém hét hiéu

lyc T, khi thoa thuan nay hét hiéu luc trén chudi khdi B.

Theo mdt sé phuong 4n, cac tham 36 ¢6 thé ciing bao gdm gia tri ham mot
chidu thtt nhit Hy va gia tri ham mot chiéu thtr hai Ay dugc tinh todn bdi ngudi
dung 1. Hy ¢c0 thé duge sit dung dé dong vai trd lam khoa ham ban dau cta hop
déng AMS trén chudi khéi A va Hy + Ay ¢6 thé duge str dung dé dong vai tro 1am
khéa ham ban dau ctia hop dong AMS trén chudi khéi B. Theo cach khéc, Hy ¢6
thé duoc sir dung dé déng vai tro 1am khoa ham ban dau ctia hop déng AMS trén
chudi khdi B va Hy + Ay c6 thé duge st dung dé dong vai tro lam khoa ham ban

dAu cua hop ddng AMS trén chudi khdi A.

Khéa ham c6 thé dé cap dén khoa, L, c6 thé duge md khéa chi khi phim hiéu
chinh, Key, dugc dua vao cho ham g(), co thé sinh ra gia tri g(Key) dé tuong
thich gié tri ctia L. Néu ham g() 1a ham bam, thi khéa ham c6 thé duge goi la khoa
bam. Mot trong sb céc 1y do dé sir dung cdc khoa ham khac trén cac chudi khéi A

va B dé ngan ngira bén tht ba lién két hai khoa ham v6i nhau. Néu bén thir ba ¢6
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thé lién két hai khoa ham véi nhau, vi du, bdng cach nhan dang hai khoa ham gidng
nhau, bén tht ba c¢6 thé dugc cho phép dé nhan dang cac 1an chuyén duoc tién hanh
d6i v6i ca hai bén cia hop ddng AMS, c6 thé 1am 1§ thong tin 1a bi mat voi nguoi
ding 1 va 2. Vi du, gia st ring chudi khéi A ghi nhan sé hitu bat dong san va chudi
khdi B ghi thong tin thanh toan. Néu ngudi ding 1 va 2 tién hanh hoan dbi chudi
chéo dé chuyén bt dong san duoc ghi trén chudi khéi A tir nguoi ding 1 dén nguoi
dung 2 va chuyén thanh ton dugc ghi trén khdi B tir nguoi dung 2 dén ngudi dung
1, bang céach lién két hai 1an chuyén véi nhau, bén thir ba c6 thé c¢6 kha ning xéc
dinh gid c4 ma ngudi ding 2 dugc thanh toan cho bét dong san. Theo vi du khac,
néu chudi khéi A sir dung nhan dang cdng khai dbi voi nguoi ding cia chudi nay
trong khi chudi khdi B bét budc 4n danh, lién két hai lan chuyén v6i nhau ¢6 thé
cho phép bén thir ba xac dinh cdc nhan dang ciia nguoi dung vén hanh trén chudi
khéi B, nho d6 théa hiép tinh trang 4n danh dwgc bit budc bsi chudi khéi B. Theo
do, béng cach yéu cAu cac chudi khéi A va B dé st dung cac khdéa ham khéac nhau,
vi du, Hy trén chudi khdi A va Hy + Ay trén chudi khdi B, mdi quan hé gitra cac
14n chuyén dugc tién hanh dbi v6i ca hai phia ciia hgp dong AMS c6 thé duge che

du, nhd d6 bao vé tinh bi mat ctia Nguoi dung 1 va 2.

Theo mdt sb phuong 4n, ca Hy va Ay c6 thé duoc tinh toan stir dung ham mot
chiéu g(). Nguoi c6 hiéu biét trung binh trong linh vuc k§ thuét nay s& hiéu ring
ham g: D — R 1a mot chiéu néu, da cho phan tir ngiu nhién x € R, s& kho tinh
toan y € D sao cho g(y) = x. Néi cach khac, s& kho d8 tinh toan gia tri clia bién
doc lap cua ham mot chiéu tir gia tri cla bién phu thudc ctia ham mot chiéu, lam
cho ham thuc su khong ddi chiéu duoc va, do d6, ham dugc goi 1 “mot chiéu”. Cac

ham biam mat ma, nhu SHA 256 va tuong ty, 1a cac vi du ctda cdc ham mot chiéu.

Theo mdt sd phuwong 4n, ham mot chidu g() ¢6 thé ciling l1a ddng ciu, cb
nghia 1a néu D va R x4c dinh hai nhom abel, thi dbi véi mdi cdp (a, b) € D?, duge
cho 1a g(a @ b) = g(a) @ g(b), trong do &P chi phép toadn nhoém, bao gdm, vi du,
cong hodc nhan. Néu g() 1a ddng ciu cong, vi du, céc tinh chét cua g() s& dé xuét
1a g(a + b) = g(a) + g(b). D¢ d& minh hoa, va khong mét tinh tdng quat, cdc md

ta sau ddy va cac hinh v& kém theo c6 thé sir dung “+” d€ chirala “®.”
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Theo mét sd phuong an, Hy c6 thé duoc tinh toan dua trén chudi ham mot
chidu, 13 ung dung ké tiép cta g() dén gié tri ban diu H,. Theo mot s6 phuong én,
gid tri Hy ¢6 thé duge chon ngiu nhién. Hy sau d6 c6 thé dugc tinh toan 1a H, =
g(Hy), H, co thé duoc tinh toan 1a H, = g(H,), va v.v. Ung dung ké tiép cna g()
c6 thé tiép tuc cho dén khi Hy dugc tinh todn 1a Hy = g(Hy_;). Ay c6 thé duge
tinh toan theo céach thirc gidng hodc twong tu. Nghia 13, gia tri Ay ¢6 thé duoc chon
ngau nhién. A, sau d6 c6 thé dugc tinh toan 1a A;= g(Ag), A, €6 thé duoc tinh todn
la A,= g(Ay), va v.v. Ung dung ké tiép cta g() 6 thé tiép tuc cho dén khi Ay
dugc tinh toan 12 Ay= g(Ay-4).

Tai budc 304, ngudi dung 1 c6 thé gii cac tham sd, bao gom, vi du, Hy,
Hy + Ay, Dy, sb luong t6i da N, thoi diém hét hiéu lue Ty khi thda thuan hét hiéu
Iy trén chudi khdi A, va thoi diém hét hidu luc T, khi thoa thuan hét hiéu luc trén
chudi khéi B, dén ngudi ding 2. Tuy nhién, nguoi dung 1 c6 thé khong chia sé gid
tri ciia Hy v6i nguoi dung 2. Theo mot s6 phuong 4n, ngu(‘)i dung 2 c6 thé c6 lua
chon dé xac minh liéu cac gi4 tri ciia N, Ty, va T, ¢6 phu hop véi cac diéu khoan
cta thoa thuin dat duoc gilta nguoi dung 1 va 2 hay khong. Néu cac gia tri ctia N,
T,, va T, khong phu hgp v6i cac diéu khoan duogc thoa thuan, ngudi dung 2 ¢6 thé
giri thong bao 16i dén ngudi ding 1 chi ra sy khong pht hop. Mic khac, néu cac gia
tri ctia N, T;, va T, phu hgp vé1 cac diéu khoan dugc thoa thuin, ngudi dung 2 ¢

thé giri thong bao xac nhan dén nguoi dung 1.

Theo mdt s6 phuong 4an, ngudi dung 2 ciing c6 thé tién hanh budc 306 dé
x4c minh tinh hop 1€ cta cac gia tri 1a Hy, Hy + Ay, va Ag. Vi du, nguoi dung 2 ¢6
thé tinh toan doc 1ap A;= g(Ay), A= g(Ay),... Ay= g(Ay-1). Nguoi dung 2 sau
d6 c6 thé tinh toan gid tri cia (Hy)+(Ay), trong d6 (Hy) biéu dién gia tri 1a Hy khi
duoc nhan tir nguoi dung 1 va (Ay) biéu dién gia tri ctia Ay dugc tinh todn ddc 1ap
bdi nguoi dung 2. Nguoi dung 2 ¢o thé so sanh gié tri ctia (Hy)+(Ay) v6i gid tri
cia Hy + Ay dugce nhén tr nguoi dong 1. Néu Hy + Ay# (Hy)+(Ay), nguoi dung
2 ¢6 thé gui thong bdo 10i dén nguoi dung 1 chi ra sy khong phu hop. Mic khac,
néu Hy + Ay= (Hy)+(Ay), nguoi dung 2 ¢6 thé giri thong bao x4c nhan dén nguoi

dung 1. Theo mot s6 phuong 4n, ngudi dung 2 ¢ thé bo qua budc 306 néu Nguoi
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dung 1 duogc tin tudng bdi ngudi dung 2. Theo mot s6 phuong 4n, nguoi dung 2 ¢6

thé ludn tién hanh budc 306 dé xac minh tinh hop 18 ctia Hy, Hy + Ay, va A,.

Theo mot sb phuong 4&n, cac budc tu 302 dén 306 c6 thé duge thuc hién
ngoai chudi. Vi dy, nguoi dung 1 va 2 khong can st dung cac chudi khdi A va B dé
tao thuén loi cac cudc dam phan cta ho lién quan dén cac didu khoan cia hop dong
AMS. Theo phuong thirc nay, cac diéu khoan cta hop ddng AMS c6 thé duoc ghi
trén cdc chudi khdi A va B, sau khi nguoi dung 1 va 2 dat dugce thoa thuan. Theo
mdt sb phuong an, cac budce tir 302 dén 306 c6 thé chi can duge thuc hién mot 1an

cho hop déng AMS.

Sau khi ngudi dung 1 va 2 dat dugc thda thudn va nguoi dung 1 tao ra va gui
céc tham s dén ngudi ding 2, hop ddng AMS c6 thé duoc thiét 14p. Tai bude 308,
ngudi dung 1 ¢6 thé thiét 1ap hop ddng AMS bing cach yéu cdu viéc ghi trén chudi
khédi A cua cac tham sb bao gdm, vi du, Hy, dong vai trd 1a khoa ham ban dau cua
hop ddng AMS trén chudi khéi A, sé luong t6i da N, thoi diém hét higu lyc T, khi
théa thuan hét hiéu luc trén chudi khéi A, va thao tic ngudi dung 1 d@)ng y thuc
hién, tc 13, chuyén tai san X dén ngudi dung 2. Theo mot sd phuong an, nguoi
dung 1 ¢6 thé yéu ciu sy ghi cac tham s6 trén chudi khéi A bang cach vién din
ham, vi du, setupAMS(Contract ID A, Object), trd thanh kha dung trén chudi khéi
A thong qua giao dién hop dong thong minh. Tai budc 310, chudi khéi A co thé
tién hanh céc lénh dugc quy uéc & setupAMS(Contract ID A, Object) va ghi céac
tham s& duoc quy ude bdi ngudi ding 1 trén chudi khéi A. Nguoi c6 hiéu biét trung
binh trong linh vuc k¥ thuat nay s€ hidu duge dbi twong c6 thé 1a bién, cdu trac dir

liéu, ham, hodc phuong phéap trong linh vuc cong nghé mady tinh.

Theo mdt sé phuong 4n, gia tri cia Contract ID A dugc quy udc ¢
setupAMS(Contract ID A, Object) c6 thé biéu dién ma nhan dang duy nhét, vi du,
ma nhan dang duy nhét phé bién, duoc chi dinh hodc duoc tao ra dé nhan dang hop
ddng AMS trén chudi khéi A. Theo mot s& phuong én, gid tri cua khoa ham ban
dAu cta hop ddng AMS trén chudi khéi A, vi du, Hy, c6 thé duoc sir dung lam ma
nhan dang duy nhit dé nhan dang hop déng AMS trén chudi khdi A. Gia tri cta ddi

tuong co6 thé biéu dién doi twgng chira cac tham sd, bao gdm Hy, N, Ty, va thao tic
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ma ngudi dung 1 ddng y thuc hién, duge ghi trén chudi khéi A. Theo mdt phuong
4n, doi tuong co thé dugc xac dinh nhu sau:

Object
{

N; // maximum number of swaps agreed by both parties
L; // function lock of the contract, with initial value set to Hy
T; // contract expiration time, which is set to T; for Blockchain

A
Action; // action to be performed on Blockchain A

}

Theo phuong thiic nay, nguodi dung 1 ¢6 thé quy ude, st dung dbi tuong
duoc ghi trén chudi khéi A, trong d6 Ngudi dung 1 déng ¥ thao téc chuyén tai san
X dén ngudi dung 2 trén chudi khdi A (nhu duoc quy uéc trong Object.Action) néu
nguoi dung 2 ¢6 thé md khoa khoa ham (nhu dugce quy udce trong Object.L) trude
khi hop ddng AMS hét higu luc trén chudi khbéi A (nhu dugc quy udc trong
Object.T). Nguoi dung 1 cling ¢ thé quy udc ring ngudi ding 1 dong y cho phép

thao tac nay dugc thuc hién lén dén N 1an (nhu dugc quy udce trong Object.N).

Ngudi ding 2 ¢6 thé thiét 1ap hop dong AMS trén chudi khéi B theo céch
thire twong tw. Vi du, tai bude 312, ngudi dung 2 c6 thé thiét 1ap hop dong AMS
bing cach yéu cdu viéc ghi trén chudi khéi B cua cac tham sé bao gom, vi du, Hy +
Ay, dong vai tro 1a khoa ham ban ddu cta hop déng AMS trén chudi khéi B, s6
luong t6i da N, thoi didm hét hiéu luc T, khi théa thuan hét hi¢u luc trén chudi khoi
B, va thao tdic ma nguoi dung 2 ddng y thuc hién, tirc 13, chuyén tai san Y dén
nguoi dung 1. Theo mot s6 phuong 4n, nguoi dung 2 ¢ thé thuc hién bude 312 sau
bude 310. Vi nguoi dung 2 c6 tai khoan trén chudi khéi A, nguoi dung 2 c6 kha
nang nhan dang céc tham s6 hop ddng AMS ma ngudi dung 1 dugce ghi trén chudi
khéi A, bao gdbm ngudi dung 1 cua Contract ID_A da st dung dé nhan dang hop
déng AMS. Theo céch khéc hodc ngoai ra, nguoi dung 1 co thé cung cép
Contract ID_A cho nguoi dung 2 thong qua kénh truyén thong khac.

Theo mdt sb phuong 4n, nguoi dung 2 ¢6 thé yéu cau viéc ghi nhan c4c tham
s6 trén chudi khdi B bang cach vién dan ham, vi du, setupAMS(Contract_ID B,
Object), trd thanh kha dung trén chudi khéi B théng qua giao dién hop dong thong

minh. Tai buéc 314, chudi khdi B co thé tién hanh cac 1énh dugc quy uée trong
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setupAMS(Contract ID B, Object) va ghi cdc tham s& duge quy wée boi ngudi

dung 2 trén chudi khéi B.

Theo mdt sb phuong 4n, gia tri cia Contract ID B dugc quy uéc trong
setupAMS(Contract ID B, Object) c6 thé khac vé6i gia tri ctia Contract ID A dé
ngdn ngura bén thr ba khoi lién két cdc ma nhan dang hop dong duoc ghi trén cac
chudi khdi A va B cung nhau. Vi du, gia tri ctia Contract ID B dugc quy udc trong
setupAMS(Contract_ID B, Object) c6 thé biéu dién ma nhén dang duy nhat khac,
vi du, ma nhan dang duy nhét phé bién, dugc chi dinh hodc dugc tao ra dé nhan
dang hop dong AMS trén chudi khdi B. Theo mot s6 phuong an, gia tri cia khoa
ham ban diu cta hop ddng AMS trén chudi khéi B, vi du, Hy + Ay, c6 thé dugc st
dung lam ma nhén dang duy nhit d& nhan dang hop ddng AMS trén chudi khdi B.
Gia tri cta ddi tugng co thé biéu dién ddi tuong chira cac tham sd, bao gdm Hy +
Ay, N, T,, va thao tdc ma ngudi dung 2 ddng ¥ thuc hién trén chudi khdi B. Theo
mot phuong 4n, dbi tuong co thé dugc xac dinh nhu sau:

Object
{

N; // maximum number of swaps agreed by both parties

L; // function lock of the contract, with initial value set to Hy +
Ay

T; // contract expiration time, which is set to T, for Blockchain
B

Action; // action to be performed on Blockchain B

J

Theo phuong thirc nay, nguodi dung 2 co thé quy ude, sir dung ddi tugng
duoc ghi trén chudi khéi B, nguoi dung 2 dong ¥ thao tic chuyén tai san Y dén
ngudi dung 1 trén chudi khéi B (nhu dugc quy ude trong Object.Action) néu nguoi
ding 1 ¢6 thé md khoa khéa ham (nhu duoc quy ude trong Object.L) trude khi hop
ddng AMS hét hiéu luc trén chudi khéi B (nhu dugc quy uée trong Object.T).
Nguoi dung 2 cling ¢ thé quy udc ring ngudi ding 2 ddng y cho phép thao tdc nay

dugc thue hién 1én dén N 1an (nhu duge quy uée trong Object.N).

Theo mét s phuong an, ngudi ding 1 va 2 ¢6 thé chi can tién hanh cac budc
308 dén 314 mot 1an dé thiét 1ap hop ddng AMS. Sau khi hop déng AMS dugc thiét
lap, ngudi dung 1 va 2 ¢6 thé thyc thi hop déng AMS dé tao thuan loi hodn ddi céc
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tai san X va Y 1én dén N lan.

Fig.4 minh hoa Iuu dd cia phuong phap 400 dé thuc thi hop dong AMS, vi
du, hop ddng AMS thiét 1ap boi ngudi dung 1 va 2, theo mdt phuong 4n. Tai bude
402, ngudi dung 1 ¢6 thé khéi tao hoan ddi thir nhat bing cach vién din ham trén
chudi khdi B, vi du, callAMS(Contract ID B, Key), dé yéu cau chuyén tai san Y tir
ngudi ding 2 dén ngudi ding 1 trén chudi khéi B. Nguc‘)i dung 1 ¢6 thé sir dung
Contract ID B dé nhan dang hop ddng AMS dugc thiét 1ap boi nguoi ding 1 va 2,
va str dung khoa (key) dé quy wéc khéa co thé duge st dung dé mé khoa khoa ham
dugc 4p dit boi hop ddng AMS trén chudi khdi B. Theo mot sé phuong an, khoa
ham dugc ap dat boi hop ddng AMS trén chudi khéi B dugce thiét 1ap cho Hy + Ay
ban dau, c6 thé duoc mé khéa str dung Hy_q + Ay_1.

Tai budc 404, chudi khdi B c6 thé tién hanh céc lénh dugc quy udc trong
callAMS(Contract_ ID B, Key). Céc 1énh nay co thé dugc minh hoa str dung ma gia
duoc xac dinh sau day: '

callAMS(Contract ID B, Key)

{
Retrieve recorded Object from Blockchain B using Contract 1D B;
IF g(Key) == Object.L. AND time < Object.T AND Object.N >0
{
Perform Object.Action on Blockchain B;
Set Object.L to Key;
Reduce Object.N by 1;
}
¥

Luu ¥ riang vi khéa ham dugc 4p dit boi hop ddng AMS trén chudi khéi B
duoc thiét dat cho Hy + Ay ban dau, vién dan call AMS(Contract ID_B, Key) va
thiét 14p khoa (Key) cho Hy_; + Ay_q s& cho phép nguoi ding 1 mé khoa khoa
ham ban dau. Vi nguoi ding 1 duoc tinh toan Hy va Ay dua trén chudi ham (budc
302, Fig.3), nguoi dung 1 cé cac gia tri cua toan bo chudi, bao gdm Hy_; =
g(Hy=3), Hy—2 = g(Hy-3), ... Hyvady 1= g(Ay_3), Ay—2= g(By-3), ... Bo.
Do d6, mién 12 nguoi ding 1 vién din callAMS(Contract ID_B, Key) trude khi
Object.T (1a T, vi ham duogc vién din trén chudi khéi B), ngudi dung 1 c6 thé s&

théa man ca khéa ham va khoa hen gid duge dp dat boi hop ddng AMS. Chudi khdi
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B ¢6 thé sau do tiép tuc thuc hién thao tic dwgc ghi (tic 1, Object.Action, dé
chuyén tai sdn Y tir ngudi dung 2 dén nguoi dung 1 trén chudi khdi B), cap nhat
khéa ham béng cach thiét 14p Object.L cho khoa (Key) (ttc 1a, thiét 1ap Object.L,
cho Hy_; + Ay_4, c6 thé duoc m& khéa st dung gié tri trude do trong chudi ham,

Hy_, + Ay_5), va lam gidm gid tri cia Object.N di mot.

Tai budc 406, ngudi dung 2 c6 thé phan hdi hoat dong hoan ddi dugc khoi
tao boi nguodi ding 1 bing cich vién din ham trén chudi khdi A, vi du,
callAMS(Contract ID A, Key), dé yéu cdu chuyén tai san X tir ngudi ding 1 dén
ngudi ding 2 trén chudi khéi A. Nguoi ding 2 ¢6 thé st dung Contract ID A dé
nhan dang hop ddng AMS duoc thiét 1ap bdi nguoi dung 1 va 2, va st dung khoa
(Key) dé chi rd khéa nay co thé duoc str dung dé mé khoa khoa ham dugc ap dat
boi hop ddng AMS. Theo mdt sé phuong 4n, khoa ham nay dugce ap dat béi hop
ddng AMS trén chudi khéi A dugc thiét dat Hy ban dau, ¢ thé duge md khoa su

dung Hy_1.

Ngudi dung 2 ¢6 kha nang tinh todn gia tri cia Hy_4 sau budc 404 vi nguoi
ding 2 ¢6 tai khoan trén chudi khéi B va c6 thé truy hdi céc ban ghi tir chudi khoi
B, chira ban ghi vé sy vién dan ctia ngudi dung 1 cua callAMS(Contract ID_B,
Key) duoc thuc hién tai budc 404. Hon nita, vi ngudi ding 1 dd vién dan
callAMS(Contract ID B, Key) tai budc 404 bing cach thiét 1ap khéa (Key) cho
Hy_, + Ay_4, nguoi dung 2 ¢ thé truy hoi gia tri ctia Hy_, + Ay_q, ¢6 thé duoc sir
dung dé tinh to4n gi4 tri cia Hy_, bing cach trir di Ay_4 tt Hy_y + Ay_,. Gid tri
ctia Ay_, 6 thé kha dung véi nguoi dung 2 dya trén céc tinh todn ma ngudi ding 2
da thuc hién tai budce 306 (Fig.3). Theo cach khac, ngudi dung 2 ¢o thé tinh toan
gid tri cia Ay_ trong thoi gian thuc st dung chudi ham nhu dugc xdc dinh tai budce
306 (Fig.3). Trong ca hai truong hop, nguoi dung 2 ¢ thé tinh toan Hy_, =
(Hy_q1 + Ay_1) — Ay_; va st dung gia tri cia Hy_; dé md khoa hop dong AMS

trén chudi khdi A.

Tai budc 408, chudi khéi A co thé tién hanh cic 1énh dugc quy ude trong
callAMS(Contract ID_A, Key). Céc 1énh nay co thé duoc minh hoa st dung ma gia

duoc x4c dinh sau day:
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callAMS(Contract ID_A, Key)

{
Retrieve recorded Object from Blockchain A using Contract ID_A;
If g(Key) == Object.L and time < Object.T and Object.N > 0
{
Perform Object.Action on Blockchain A;
Set Object.L to Key;
Reduce Object.N by 1;
}
}

Luu v ring vi khoa ham dugc 4p dit boi hop dong AMS trén chudi khéi A
duoge thiét dit cho Hy ban diu, vién din callAMS(Contract ID_A, Key) va thiét lap
khoa (Key) cho Hy_; s€ cho phép nguoi dung 2 mé khoa khoa ham ban dau. Do do,
mién 13 ngudi ding 2 vién dan callAMS(Contract ID_A, Key) trude khi Object. T
(1a T, vi ham duoc vién din trén chudi khdi A), nguoi ding 2 s& c6 thé dap tmg ca
khéa ham va khéa hen gid duoc ap dat bi hop dong AMS. Chudi khdi A sau d6 ¢6
thé tiép tuc thuc hién thao tac dugc ghi (tirc 13, Object.Action, dé chuyén tai san X
tr ngudi dung 1 dén nguoi dung 2 trén chudi khéi A), cap nhat khéa ham bang cach
thiét 1ap Object.L cho khoa (Key) (ttc 1a, thiét 1ap Object.H dén Hy_4, ¢6 thé dugc
m& khoéa st dung Hy_,), va lam giam gié tri cia Object.N di mot. Tai diém nay,
nguoi dung 1 s& hitu tai san Y trén chudi khdi B va ngudi ding 2 so hitu tai san X
trén chudi khoéi A. Hoat dong hoén ddi thtr nhét dugce xem 1a hoan thanh.

Hop déng AMS ¢6 thé duoc thuc thi lai dé tién hanh cac hoat dong hoan dbi
bd sung. Vi du, ngudi ding 1 ¢6 thé khoi tao hoan déi thir hai bang cach vién dén
ham callAMS(Contract ID B, Key) tai budc 410, ¢6 thé 1am cho chudi khéi B tién
hanh cdc Iénh dugc quy udce trong callAMS(Contract ID B, Key) tai budc 412.
Luu y ring khi ngudi dung 1 vién din callAMS(Contract ID_B, Key) cho lan thu
hai, ngudi ding 1 c6 thé thiét dit khoa (Key) cho Hy_, + Ay_,, duge biét véi
ngudi dung 1 (dugc tinh todn bdi nguoi dung 1 tai bude 302, Fig.3) va ¢ thé duogc
stt dung béi nguoi dung 1 d8 m& khoa khoa ham duoc cip nhat, Object.L trén chudi
khéi B, vi Object.L trén chudi khéi B dugc thiét dit cho Hy_; + Ay_; sau hoan doi
thir nhat. Nguoi ding 2 ¢ thé truy hdi ban ghi clia viéc vién dan tht hai cia nguoi
dung 1 ctia callAMS(Contract ID B, Key) dugc thuc hién tai budc 412 va dat dugc
gia tri cua khoa (Key), dugc thiét dat cho Hy_, + Ay_, béi ngudi dung 1. Theo
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phuong thirc nay, nguoi dung 2 ¢o thé tinh toan Hy_, = (Hy_, + Ay_3) — Ay_;
dudi dang khoa dé mé khoa hop ddng AMS trén chudi khdi A cho lan thir hai, cho
phép ngudi ding 2 phan hdi bing cach vién din ham call AMS(Contract ID_A,
Key) tai budc 414, c6 thé 1am cho chudi khbi A tién hanh cac 1énh duge quy ude

trong callAMS(Contract ID A, Key) tai budc 416.

Theo mdt sb phuong 4n, ngudi ding 1 va 2 c6 thé vién dan ham callAMS()
1én dén N 1dn dé thuc hién 1én dén N hoan ddi. Nguoi ding 1 c6 thé thiét dit khoa
(Key) cho Hy_n,+Ay_, mdi lan ma ngudi dung 1 vién dén
callAMS(Contract ID B, Key), trong d6 n la s6 lan callAMS(Contract ID B,
Key) dugc vién din. Vi du, lan th@ nhit nguoi ding 1 vién dan
callAMS(Contract ID B, Key), nguoi ding 1 c6 thé thiét dit khoa (Key) cho
Hy_; + Ay_4, 14n thi hai ngudi ding 1 vién dan callAMS(Contract ID_B, Key),
ngudi dung 1 ¢6 thé thiét dit khoa (Key) cho Hy_, + Ay_», 1an thir ba ma nguoi
dung 1 vién din callAMS(Contract ID B, Key), ngudi dung 1 ¢6 thé thiét dit khoa
(Key) cho Hy_5 + Ay_3, va v.v. Theo phuong thirc nay, nguoi dung 1 ¢ thé sir
dung cac gia tri trong chudi ham Hy_, = g(Hy_) ., Hy_, = g(Hy-3) . ...
Hova Ay_1= g(Ay—2), Ay_= g(Ay_3), ... Ay dé mé khoa hop dong AMS trén
chudi khdi B khi ngudi ding 1 tiép tuc vién din callAMS(Contract ID B, Key)
trén chudi khéi B. Ngudi dung 2 c6 thé tinh todn céc gia tri cia Hy_, = (Hy_1 +
Ay_1) =Dy—y , Hy—p = (Hy_2 + Ay_3) = Dy—z, ... Ho = (Ho+Bp) — Ay va su
dung céc gia tri dugce tinh toan dé m¢& khoa hop ddng AMS trén chudi khdi A khi
ngudi dung 2 tiép tuc vién din callAMS(Contract_ID_A, Key) trén chudi khéi A.

Luu y rang vi chudi khdi A st dung cac khéa ham dugc biéu dién 1a Hy,
Hy_1, Hy_o.... Hy va chudi khéi B st dung céc khoa ham dugc biéu dién 1a Hy +
Ay, Hy_q + Ay_1, Hy_5 + Ay_5,... Hy + Ay, bén thir ba s& khong c6 kha nang lién
két ching v6i nhau vi céc gié tri ciia Ay, Ay_1, Ay—s.... Ao khdng dugc biét doi véi
bén tht ba. Theo do, cac giao dich dugc tién hanh trén cic chudi khdi A va B phan
hdi callAMS() ¢6 thé duge che dau, nhd d6 bao vé tinh bi mét cua nguoi ding 1 va

2.

Ciing dugc luu y rang viéc st dung cac khéa ham duogc bi€u dien 1a Hy,
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Hy_1, Hy—o.... Hy trén chudi khdi A va st dung cac khéa ham dugc biéu dién la
Hy + Ay, Hy_1 + Ay_q, Hy_p + Ay_z,... Hy + Ag trén chudi khédi B chi duge thé
hién 1a cac vi du va khong c6 nghia 1a bi gi¢i han. Pugc du tinh ring cac khoa ham
duoc biéu dién 12 Hy, Hy_1, Hy—s.... Hy c6 thé dugce st dung trén chudi khoi B
(thay cho chudi khéi A) va cac khoa ham duoc biéu dién 1a Hy + Ay, Hy_1 + Ay_1,
Hy_y + Ay_p,... Hy + Ag c6 thé duge st dung trén chudi khdi A (thay cho chudi
khéi B) ma khong 1am anh huéng dén kha ning ctia chung dé bao vé bi mat cua
nguoi dung 1 va 2. Vi dy, theo mot sb phuong 4n, ngudi dung 1 ¢6 thé thiét dat
Hy + Ay 12 khéa ham ban ddu ctia hop dong AMS trén chudi khdi A tai buéc 308
(Fig.3) va nguoi dung 2 c6 thé thiét dat Hy 1a khoa ham ban dau cta hop dong
AMS trén chudi khéi B tai bude 312 (Fig.3). Tiép theo, tai budc 402 (Fig.2), nguoi
ding 1 ¢6 thé sir dung Hy_; 1a khéa (Key) khi vién dan call AMS(Contract ID B,
Key) dé mé khoa khoa ham Hy trén chudi khéi B, va tai bude 406, ngudi ding 2 ¢6
thé truy hdi gid tri cia Hy_, tr vién dan cua nguoi dung 1 cua
callAMS(Contract ID A, Key) va tinh toén gid tri cua Hy_1 + Ay_q, O thé dugc
st dung béi ngudi dung 2 dé mé khoa khoa ham Hy + Ay trén chudi khdi A. Nguoi
dung 1 va 2 ¢6 thé vién din ham callAMS() 1én dén N 1an dé thuc hién I1én dén N

lan hoan do6i, nhu dugc mo ta & trén.

Theo mdt s& phuong an, céc chudi khéi A va B ¢ thé theo doi sé 1an ma
nguoi dung 1 va 2 dugc cho phép dé thuc thi hoat dong hoan ddi dugc quy udc
trong hop ddng AMS béng céch giam di gia tri ctia N (dugc ghi trén céc chudi khéi
1a Object.N) mdi lan hoat dong hoan ddi duge thuc hién. Theo phuong thirc nay,
cac chudi khdi A va B ¢6 thé ngan ngilra viéc thuc thi trai phép clia hoat dong hodn
dbi ngay khi gid tri ctia N dat dén 0. Theo mot sé phuong 4n, cac chudi khdi A va B

6 thé x6a dbi twong ngay khi gia tri N dat dén 0.

Theo mdt s& phuong an, chudi khdi B ¢6 thé chi cho phép ngudi dung 1 thuc
hién hoat dong hoan ddi trude khi hgp ddng AMS hét hiéu luc trén chudi khéi B tai
thoi diém T,. Tuong tu, chudi khdi A c6 thé chi cho phép ngudi dung 2 thuc hién
hoat dong hodn ddi true khi hop ddng AMS hét hidu luc trén chudi khdi A tai thoi

diém T;. Theo phuong thirc ndy, cic chudi khéi A va B c6 thé ngan ngira viéc thuc
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thi trai phép clia céc hoat dong hoan dbi sau khi hgp ddng AMS dugc thiét dit 1a
hét hiéu luc. Theo mdt s6 phwong 4n trong d6 ngudi ding 2 14 ngudi dung phan hoi
hoat dong hoan d6i duge khoi tao boi ngudi dung 1, nguoi dung 2 ¢6 thé yéu cau
thiét 14p hop ddng AMS 12 hét hiéu luc trén chudi khéi A tai thoi diém T, sau T,
tac 13, T, < Ty. Theo mdt sb phuong an, ngudi dung 2 ¢6 thé x4c minh liéu T, ¢
that su dugc thiét dit 1a nhé hon T, hay khong khi ngudi dung 2 nhan céc tham s6
tr nguoi dung 1 (Fig.3 tai bude 304). Néu T, 16n hon hoic bing Ty, ngudi ding 2
c6 thé giri thong bao 18i dén ngudi dung 1.

Theo mdt sé phuong 4n, ngudi dung 1 va 2 ciing ¢6 thé chi ra su sip thi tu
[én dén N 14n hoan ddi trong hop ddng AMS. Néi cach khac, ngudi dung 1 va 2
khong nhitng c6 thé chi ro s6 14n hoan ddi ma ho da dong y thuc hién, ma con xép
thir tu céc hodn ddi nay. Vi du, ngudi dung 1 va 2 ¢ thé dong ¥ hoan ddi tai san X1
v0i tai san Y1 trude tién, dugc theo sau boi hodn dbi tai san X2 voi tai san Y2, va
v.v. Theo mdt sb phuong an, su sap thi tu c6 thé duoc chi ra dudi dang danh sach
theo thu tu trong dbi tuong dugc xac dinh nhu sau:

Object
{

N; // maximum number of swaps agreed by both parties
L; // function lock of the contract

T; // contract expiration time

ActionArray; / an ordered list of actions to be performed

}

Cén hiéu réng danh sach theo tha tu cia cac thao tac co thé duoc thuc thi
theo cac cach twong tu v6i ndi dung duge mo ta & trén. Tuy nhién, thay cho viéc ldp
lai céc 1an thuc thi Object.Action 1én dén N 14n, chudi khdi dé hd trg viée thyuc thi
danh sach tht tu cta céc thao tac c¢6 thé sir dung hop dong thong minh dé thyc thi
cac lénh tuong ty voi ma gid dugce xdc dinh nhu sau:

callAMS(Contract_ID, Key)
{

Retrieve recorded Object from Blockchain using Contract_ID;

IF g(Key) == Object.L. AND time < Object. T AND Object.N >0
{

Perform Object.ActionArray[N-Object.N];

Set Object.L to Key;

Reduce Object.N by 1;
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}
}

Nhu dugc minh hoa trong ma gid néu trén, chi s6 dbdi vei
Object.ActionArray, [N-Object.N], ¢6 thé chi ra phan t&r thtt nhit ctia mang khi
callAMS() duoc vién dan cho 1an thr nhét, cho phép chudi khéi thuc hién thao tac
dugc quy udce trong Object.ActionArray[0]. Tiép theo, chi s6 [N-Object.N] c6 thé
ting 1én khi gié tri cia Object.N giam xubng, cho phép chudi khdi thurc hién cic

thao tac lién tiép duoc quy udc trong Obj ect. ActionArray theo cach ¢ thi tu.

Cén hiéu réng cac dbi tuong dugc x4c dinh & trén dugc thé hién 1a cac vi du
va khong c6 nghia gidi han. Cén hiéu ring cac tham sd duoc chira trong cac déi
tuong nay co6 thé duge luu trit trén céc chudi khdi theo céc cach thirc khac nhau. Vi
du, theo mdot sb phuong é4n, cdc tham s khac nhau dugc mo ta & trén cd thé duogc
luu trit trong cdc dinh dang nhu cac cdp gid tri chinh hodc tuong tu. Theo mot sb
phuong 4n, cac tién & c6 thé ciing duge st dung dé gitip phan biét cac cip gia tri
chinh lién quan dén cac hop ddng AMS khéc nhau. Ciing dugc hiéu rang céac khai
bdo cia cidc ham va ma gia dugc md td ¢ trén dugce thé hién 1a cac vi du va khong
¢6 nghia la gidi han.

Fig.5 minh hoa luu d6 cua phwong phap 500 dé thuc thi hop dong AMS,
theo mdt phuong 4n. Phuong phap 500 ¢6 thé dugce thuc hién bing mot hogc nhiéu
nut trong h¢ théng chudi khéi, vi dy, cac nat 102-110 trong hé théng chudi khéi 100
(Fig.1). Céc nit 102-110 trong hé thdng chudi khéi 100 c6 thé thuc hién céc hoat
dong trén chudi khdi, vi du, chudi khéi 120 (Fig.1). Chudi khéi 120 c6 thé dugc

trién khai dudi dang chudi khdi A hoidc B trong céc vi du duge mo ta & trén.

Tai budc 502, nuat, vi duy, nat 102, co thé ghi cac tham s& cho AMS trén
chudi khoi 120. Tiép tuc vdi cac vi du dugc mo td & trén, nut 102 ¢d thé nhan cac
tham sb tir ngudi dung tht nhat, vi du, nguoi dung 1 (Fig.3). Cac tham sb c6 thé
bao gém khoa ham, thoi diém hét hiéu luc, it nhat mét thao tac dugc thuc hién trén
chudi khéi 120 khi hop déng AMS dugc thyuc thi, va sé 1dn t6i da hop dong AMS
c6 thé duge thuc thi, cling 1a sb luong tdi da cta cac hoan ddi dugc thoa thuan,
trude thoi diém hét hidu luc. Theo phuong thirc nay, ngudi dung 1 ¢6 thé quy udc,

st dung céc tham s duogc ghi trén chudi khéi 120, nguoi ding 1 dong ¥ dé cho it
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nhit mot thao tac dugc thuc hién trén chudi khéi 120 néu ngudi dung thi hai c6 thé
mé khoa khéa ham truée thoi diém hét hidu luc. Nguoi ding 1 ¢6 thé ciing chi 18

ring ngudi dung 1 déng ¥ cho phép hop ddng AMS dugc thuc thi 1én dén N lan.

Tai budc 504, ntt 102 ¢6 thé nhan, tir ngudi ding thit hai, vi dy, ngudi dung
2 (Fig.4), yéu cdu tht nhat dé thuc thi hop ddng AMS va khéa thtr nhat dé mé khoa
khoa ham ctia hop dong AMS. Theo mot s6 phuong an, nguoi ding 2 ¢6 thé dua ra
yéu cdu thu nhét thong qua ham call. Vi dy, ngudi ding 2 c6 thé goi ham

callAMS(Contract ID A, Key) dugc mo ta & trén (budc 406 cua Fig.4).

Tai budc 506, nit 102 ¢6 thé xac dinh lidu ¢6 xtr Iy yéu cau thi nhét hay
khong dua trén mot hodc nhidu trong s6 khoa tht nhét, thoi diém hét hiéu lue, va sé
1in t5i da hop ddng AMS c6 thé dugc thuc thi. Theo mot s6 phuong én, nut 102 ¢6
thé 4p dung ham mot chiu cho khoa thir nhit dé thu dugc gia tri ham tht nhét va
xac dinh li€u gia tri ham thu nhét c6 twong thich v6i khda ham hay khong. Néu gia
tri ham thir nhét khong tuong thich véi khoa ham, nit 102 ¢4 thé xac dinh 13 khong
Xt ly yéu cau thi nhit. Theo mot sé phuong an, nit 102 ¢6 thé x4c dinh liéu hop
ddng AMS c6 hét hiéu lyc hay khong dua trén thoi diém hét hiéu lyc. Néu hop
ddng AMS hét hiéu luc, nat 102 ¢6 thé xac dinh 1a khéng xr Iy yéu céu thtr nhat.
Theo mot sb phuong &n, nut 102 ¢cé thé x4c dinh liéu hop déng AMS c6 duoc thuc
thi vi 6 14n téi da hay khong. Néu hop dong AMS dugc thuc thi v6i sé 1an tdi da,
nit 102 ¢6 thé xéc dinh 1a khong x Iy yéu cdu thir nhat. Theo mot s6 phuong én,
nuat 102 ¢6 thé xac dinh dé xit 1y yéu cdu tht nhit chi khi duge xac dinh rang gid tri
ham th& nhét twong thich véi khéa ham, hop dong AMS chua hét hiéu luc, va hop
ddng AMS khong dugc thuc thi véi sb 1an tdi da.

Néu nit 102 xéc dinh dé x Iy yéu cdu thir nhat, nit 102 ¢6 thé tiép tuc dén
budc 508. Tai bude 508, nit 102 ¢o thé thuc thi it nhdt mot thao tdc duge xéc dinh
trong hop ddng AMS trén chudi khéi 120. Nt 102 cling c6 thé cép nhat khoa ham
ctia hop ddng AMS v6i khoa thi nhét sao cho khoa thir nhat s& ding lam khoa ham
déi voi yéu cau thtr hai dé thuc thi hop dong AMS. Theo phuong thirc nay, nit 102
c6 thé lap lai cc bude 504-508 khi nit 102 nhan yéu cau thi hai tir nguoi dung 2.
Nt 102 ¢6 thé 1ap lai céc bude 504-508 1én dén s 14n t6i da dé hop dong AMS c6
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thé duogc thuc thi.

Theo mdt s& phuong 4n, it nhat mot thao téc dugc thuc hién trén chudi khdi
120 ¢6 thé bao gdm it nhat mot thao tac dé chuyén tai san dugc ghi trén chudi khoi
120 tr nguoi dung thu nhét, vi du, nguoi dung 1, dén nguoi dung th hai, vi du,

nguodi dung 2.

Theo mot sb phuong an, it nhét mot thao tac dugc thuc hién trén chudi khéi
c6 thé bao gdm danh sach thir tu ciia cac thao tic dugce thuc hién trén chudi khoi
120. Nat 102 ¢6 thé thuc thi thao tac thi nhét duoc liét ké trong danh sach thu tu
ctia céc thao tac trén chudi khéi 120 khi nit 102 x4c dinh dé xtr Iy yéu cau thi nhat
dé thuc thi hop ddng AMS. Nut 102 c6 thé thyc thi thao téc thir hai dugc liét ké
trong danh sach tht ty cta céc thao tac trén chudi khdi 120 khi nit 102 xé4c dinh dé
xtt Iy yéu cdu thir hai dé thuc thi hop ddng AMS. Theo phuong thirc nay, nit 102 ¢
thé cho phép ngudi diung khong nhitng chi rd s6 14n téi da hop dong AMS dugc cho

phép dé thyc thi, ma con viée sip xép cac thao tac dugc thuc thi.

Fig.6 1a so dd khéi cua thiét bi thuc thi hgp dong AMS 600, theo mot
phuong an. Thiét bi 600 c6 thé 1a phwong an thyc hién cta viée xir Iy phan mém, va
c6 thé twong Gng v6i phuong phép 500 (Fig.5). Tham chiéu dén Fig.6, thiét bi 600
¢6 thé bao gém modun nhin 602, mddun ghi 604, mdédun xac dinh 606, va mddun

thuc thi 608.

Modun nhan 602 c6 thé thu thong tin tir nguoi dung cua chudi khéi. Theo
mot sb phuong an, mddun nhin 602 ¢6 thé nhan, tir nguoi dung thr nhét, cac tham
s6 dbi v6i hop déng AMS. Cac tham s6 ¢ thé bao gom khoa ham, thoi diém hét
hiéu luc, it nhat mot thao tac duogc thuc hién trén chudi khéi khi hop déng AMS
duoc thuc thi, va sé 1an t5i da hop ddng AMS c6 thé duge thyc thi trude thoi diém
hét hiéu luc. Mddun nhéan 602 .cc') thé cung cép cac tham s dugce nhan cho modun
ghi 604.

Modbdun ghi 604 c6 thé ghi céc tham sd duoc nhéan trén chudi khdi. Mddun
ghi 604 c6 thé ghi c4ac tham s6 dugc nhéan & cac dinh dang khac nhau. Vi dy, médun
ghi 604 co thé tao ra dbi tuong ma chtra cic tham sd duogc nhan duéi dang céc tinh

chat ctia d6i tuong va ghi dbi twong nay trén chudi khéi. Mddun ghi 604 c6 thé
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ciing ghi c4c tham sé dugc nhan trong céc dinh dang khac, bao gdm cac cip gia tri

chinh va tuong tu.

Theo mot sé phuong 4n, mddun nhan 602 ¢6 thé cling nhan cic yéu cau tir
ngudi dung cia chudi khéi. Theo mét s6 phuong an, médun nhan 602 c6 thé nhan,
tr ngudi dung tht hai, yéu cu thir nhat dé thuc thi hgp ddng AMS va khéa thtr nhat
dé m& khoa khoa ham cta hop dong AMS. Mbdun nhén 602 c6 thé dua ra yéu cau

duoc nhan dén modun xac dinh 606.

Mbdun xac dinh 606 c6 thé xac dinh lidu c6 xir Iy yéu cau thr nhét hay
khong dua trén khéa thu nhét, thoi diém hét hiéu luc, va sb 1an toi da hop déng
AMS ¢6 thé duoc thuc thi. Theo mdot sb phuong an, modun xéac dinh 606 co thé ap
dung ham mQt chiéu cho khoa tht nhat dé thu duoc gia tri ham th nhét va xac dinh
liéu gia tri ham thu nhét c6 trong thich véi khéa ham hay khong. Néu gia tri ham
thtr nhit khong twong thich véi khéa ham, modun xéc dinh 606 c6 thé xéc dinh 1a
khong xt Iy yéu cdu thi nht. Theo mot s phuong an, modun xéc dinh 606 c6 thé
xéc dinh xem lidu hop ddng AMS da hét hiéu luc hay chua dya trén thoi diém hét
hiéu luc. Néu hop ddng AMS da hét hidu luc, mddun xac dinh 606 ¢6 thé x4c dinh
la khong xr 1y yéu cu thir nhit. Theo mot sd phuong an, modun xac dinh 606 co
thé xac dinh liéu hgp dong AMS dugc thuc thi véi s6 14n tbi da hay khong. Néu hop
ddng AMS duoc thyc thi voi sé 1an t6i da, modun xac dinh 606 c6 thé xéc dinh 1a
khong xt Iy yéu cau tha nhét. Theo mdt sd phuong 4n, modun x4c dinh 606 co thé
xéc dinh dé xtt Iy yéu cAu thit nhét chi khi dugc xéc dinh rang gid tri ham tht nhat
tuong thich véi khoéa ham, hop déng AMS chua hét hiéu luc, va hop dong AMS
khong dugc thuc thi véi s6 14n tdi da. Modun xac dinh 606 sau d6 c6 thé dua ra yéu

ciu thi nhit cho médun thuc thi 608.

Modun thuc thi 608 cé thé thuc thi it nhit mét thao tac duoc xac dinh trong
hop ddng AMS trén chudi khbi. Mddun thyc thi 608 c6 thé cling cip nhét khoa ham
ctia hop dong AMS véi khéa thi nhit sao cho khoa thir nhét s& ding 1am khéa ham
d6i v6i yéu ciu thtr hai dé thuc thi hop déng AMS. Theo phuong thirc nay, néu
ngudi ding thit hai dua ra yéu cu thir hai cho modun nhan 602 dé thyc thi lai hop

dong AMS, modun nhan 602 c6 thé dua ra yéu cau thw hai cho modun x4c dinh
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606, c6 thé xac dinh lidu c6 dua ra yéu cdu thtr hai cho mddun thuc thi 608 dé thuc

thi hay khong.

Fig.7 minh hoa luu d6 cua phuong phap 700 dé thuc thi hop dong AMS,
theo mot phuong an. Phuong phap 700 co thé duoc thuc hién bdi nguoi dung sur
dung mot hodc nhiéu thiét bi dién toan, vi du, thiét bi dién toan 200 (Fig.2). Cac
thiét bi dién toan nay co thé bao gbm cac nit trong mot hodc nhiu hé théng chudi
khéi, nhung c6 thé ciing bao gdm céc thiét bi ngoai cic mang tao thanh céc hé

théng chudi khbi.

Tai bude 702, ngudi dung thir nhét, vi du, nguoi ding 1 (Fig.3), ¢6 thé yéu
cdu viéc ghi cac tham s6 tht nhét cho hop ddng AMS trén chudi khéi thu nhét, vi
du, chudi khéi A (Fig.3). Cac tham sb thir nhat c6 thé bao gdm gid tri ban dau cia
khoa ham thtr nhét trén chudi khéi tha nhét, it nhat mot thao tac duge thuc hién trén
chudi khdi thir nhat khi AMS duoc thuc thi, va sé 1an t6i da hop ddong AMS c6 thé
duge thuc thi. Viéc ghi cac tham s thir nhét c¢6 thé duge phat hién bdi ngudi ding

thir hai, vi dy, nguoi dung 2 (Fig.3).

Tai budce 704, nguoi dung tht hai ¢ thé yéu cau viéc ghi cac tham s6 thr hai
cho hop ddng AMS trén chudi khéi thir hai, vi du, chudi khéi B (Fig.3). Cac tham
s6 thir hai c6 thé bao gdm gid tri ban dau cua khoa ham thir hai trén chudi khoi tha
hai, it nhét mot thao tac dugc thuc hién trén chudi khéi thir hai khi hop dong AMS
duoc thuc thi, va sb 1an tdi da hop ddng AMS c6 thé duge thyc thi.

Theo mét sd phuong 4n, gié tri ban dau cua khoa ham thir hai khéc véi gié tri
ban dau cia khéa ham tht nhit. Theo mot sd phuong én, gid tri ban dau cua khoa
ham thtr nhat c6 thé duoc thiét dit cho Hy, c6 thé dugc tinh todn béi ngudi dung
thir nhét dua trén tng dung ké tiép tha nhét ctia ham mdt chiéu g() cho gia tri dugc
chon thtr nhét, H,. Ngudi dung tht nhét c6 thé, vi du, 4p dung ham mot chiéu g()
N 1in dé tinh toan H, = g(H,), H, = g(Hy),... Hy = g(Hy_1), trong d6 N 1a sb
lan t5i da hop ddng AMS ¢6 thé dugc thyc thi. Gié tri ban dau cta khoa ham thi
hai c6 thé dugc thiét dat cho Hy + Ay, ¢6 thé duoc tinh toan béi ngudi dung thir
nhit dua trén Hy va tmng dung ké tiép th( hai ciia ham mot chiéu g() cho gia tri

dugc chon tht hai, A. Ngudi ding thir nhét ¢6 thé, vi du, dp dung ham mot chiéu
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g() N lan dé tinh todn A;= g(4g), A= g(Ay),... Ay= g(Ay_y), va tinh toan gia
tri ctia Hy + Ay theo d6. Theo mdt s6 phuong an, gia tri ban dau cua khéa ham thi
nhét c6 thé duoc thiét dat cho Hy + Ay thay cho Hy, va gia tri ban dau cta khoa

ham thtt hai c6 thé dugc thiét dit cho Hy thay cho Hy + Ay, nhu dugc md té & trén.

Tai budc 706, ngudi ding thir nhét cd thé yéu cdu dé thuc thi hop dong AMS
trén chudi khéi thtr hai (Fig.4, bude 402). Nguoi dung thir nhit c6 thé vién ddn ham
trén chudi khéi thir hai, vi du, callAMS(Contract ID_B, Key), nhu dugc mo ta &
trén. Nguoi dung thi nhét c6 thé st dung Contract ID B dé nhan dang hop dong
AMS va st dung khéa (Key) dé chi ro khoa c6 thé dugc sir dung dé mé khoa khoa
ham thi hai trén chudi khdi thir hai. Néu gia tri ban dau cta khoa ham tha hai duoc
thiét dit cho Hy + Ay, vi du, nguoi ding tht nhit c6 thé st dung Hy_; + Ay_4
duéi dang khoa dé mé khoa khoa ham thir hai. Néu gia tri ban dau cta khoa ham
tht hai duoc thiét dat cho Hy, nguoi dung tha nhét c6 thé sit dung Hy_, dudi dang
khéa dé mé khoa khoa ham thtt hai. Vién din cta yéu cdu dé thuc thi hop dong

AMS trén chudi khdi tha hai c6 thé duoc phat hién béi ngudi dung thir hai.

Tai budc 708, nguoi dung thir hai ¢ thé truy hdi, tir yéu cau dé thuc thi hop
déng AMS trén chudi khdi thir hai, khoa dugc st dung béi ngudi dung thir nhat dé
mé& khéa khoa ham thir hai trén chudi khéi thir hai. Tai buéc 710, nguoi dung thir
hai ¢6 thé tinh toén, dua trén khoa duoc truy hodi, khéa ma nguoi dung thi hai c6
thé st dung dé m& khoa khoa ham thir nhét trén chudi khdi thtr nhat (Fig.4, bude
406). Vi du, néu gié tri ban dau ciia khoa ham tht nhat dugc thiét dit cho Hy va gia
tri ban ddu cta khéa ham thtr hai dugc thiét dat cho Hy+Ay, thi nguoi dung thu
nhét str dung Hy_; + Ay, dudi dang khoa dé vién dan callAMS(Contract ID B,
Key) trén chudi khdi thir hai, c6 nghia 1a nguoi dung thir hai c6 thé truy hoi gia tri
14 Hy_y + Ay_q va trir di Ay_q tit Hy_q + Ay_y d€ tinh toan gia tri Hy_,. Theo
phuong thirc nay, nguoi ding thit hai c6 thé tinh toan khéa can thiét dé mo khoa
khoéa ham thir nhét trén chudi khdi thir nhit (dwgc thiét dit cho Hy theo vi du nay).
Tuong tu, néu gid tri ban dAu cia khoa ham tha nhit duogc thiét dit cho Hy+Ay va
gia tri ban ddu ciia khoa ham thir hai dugc thiét dit cho Hy, thi ngudi dung thit nhét

st dung Hy_; dudi dang khoa dé vién dan callAMS(Contract ID B, Key) trén
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chudi khdi thtr hai, c¢6 nghia 12 ngudi dung thit hai ¢6 thé truy hoi gia tri Hy_, va
tinh toan gia tri Hy_, + Ay_1 theo d6. Theo phuong thirc nay, nguoi dung thir hai
c6 thé tinh toan khoa can thiét && mo khoa khoa ham thir nhat trén chudi khoi thir

nhat (duoc thiét dit cho Hy+Ay theo vi du nay).

Tai budc 712, ngudi ding thir hai c¢6 thé vién din yéu cau dé thyc thi hop
déng AMS trén chudi khéi ther nhét, vi du, callAMS(Contract ID_A, Key), nhu
duge md ta & trén. Nguoi dung thtr hai c6 thé tao ra khoa duge tinh todn & trén cling
v6i yéu ciu dé thuc thi hop ddng AMS trén chudi khdi thir nhit, va dua trén cdc mo
ta & trén, khoa nay dugc tinh toan bdi nguodi dung thir hai s€ cho phép nguoi dung

thtr hai mé khéa thanh cong khoa ham thir nhat trén chudi khéi thir nhét.

Theo mot sé phuong én, céc bude 702 dén 712 ¢6 thé duoc lap lai 1én dén N
lan (Fig.4, c4c hoan ddi 2 dén N). Vi du, ngudi dung thtt nhit c6 thé vién dén yéu
cAu thir hai dé thuc thi hop ddng AMS trén chudi khéi thir hai. Nguoi dung thtt hai
c6 thé phat hién vién din nay va truy hdi, tir yéu ciu thir hai, khéa thi hai dugc sir
dung boi ngudi ding tht nhit dé mé khoa khéa ham thir hai trén chudi khéi thi hai.
Ngudi dung tht hai sau d6 c6 thé tinh todn khéa can thiét cho ngudi dung tht hai
d& m& khoa khéa ham tht nhét trén chudi khdi thir nhit va vién dan yéu cau thi hai

dé thuc thi hop ddong AMS trén chudi khdi thi nhét.

Theo mot sb phuong an, it nhét mot thao tac duoc thuc hién trén chudi khéi
thir nhat c6 thé bao gdm it nhit mot thao tac dé chuyén tai san tht nhat duoc ghi
trén chudi khdi thtr nhat tir nguoi ding thir nhat dén nguoi ding thit hai. It nhat mot
thao tac duoc thuc hién trén chudi khéi thi hai c6 thé bao gdm it nhat mot thao téc
dé chuyén tai san thu hai dwoc ghi trén chudi khdi thi hai tir nguoi dung thir hai
dén nguoi dung thi nhit. Theo mdt sb phuong én, it nhit mot thao tac duge thuc
hién trén chudi khdi thir nhat ¢ thé con bao gdm danh sich cic thao téc dugc xép
tht tu ther nhit dugc thuc hién trén chudi khéi tha nhat va it nhat mot thao tac dugc
thuc hién trén chudi khdi thtr hai ¢6 thé con bao gdm danh sach cta céc thao tac

duge xép tht tu tht hai duge thuc hién trén chudi khéi thir hai.

Fig.8 1a so dd khéi cta thiét bi thuc thi hop déng AMS 800, theo mot

phuong 4an. Thiét bj 800 c6 thé 1a phuong 4n thyc thi clia viéc xir Iy phan mém, va
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c6 thé twong tng v&i phuong phap 700 (Fig.7). Tham chiéu dén Fig.8, thiét bi 800
¢6 thé bao gdm modun phat hién 802, modun ghi 804, modun truy hdi 806, modun

tinh todn 808, va mddun thuc thi 810.

Mbdun phét hién 802 ¢6 thé phat hién viéc ghi cac tham sé thi nhét cho hop
ddng AMS trén chudi khéi thir nhat. Cac tham s6 thir nhat c6 thé bao gom gid tri
ban diu ctia khéa ham th(r nhét trén chudi khéi thir nhét, it nhit mot thao tac duoc
thuc hién trén chudi khdi thi nhét khi AMS duoc thuc thi, va s6 1an tbi da hop dong
AMS c¢6 thé duoc thuce thi.

Mbdun ghi 804 ¢6 thé ghi cac tham s thir hai cho hop dong AMS trén chudi
khéi thi hai. Céc tham sb thi hai c6 thé bao gdm gia tri ban dau ctia khéa ham thir
hai trén chudi khéi tht hai, it nht mot thao tac dugc thuc hién trén chudi khoi thi
hai khi hop dong AMS dugc thuc thi, va s6 14n téi da hop dong AMS c6 thé dugc
thure thi.

Theo mot sé phuong an, mddun phét hién 802 cling ¢6 thé phat hién su vién
d&n yéu cu dé thyc thi hop ddng AMS trén chudi khdi thir hai. Modun truy hoi 806
sau d6 c6 thé truy hoi, tir yéu cu dé thuc thi hop ddong AMS trén chudi khéi tht
hai, khoa duogc truy hdi duoc st dung dé mo khoa khoa ham thi hai trén chudi khoi
thtr hai. Mddun tinh toan 808 c6 thé tinh toan, dua trén khoa duoc truy hdi, khoa
dugc tinh toan dé mé& khoa khoéa ham thir nht trén chudi khdi thir nhat. Médun thuc
thi 810 ¢6 thé vién dan yéu cdu dé thyc thi hop ddng AMS trén chudi khéi thir nhat

vo1 khoa duogc tinh todn.

MBOi trong sd cac mddun duge md ta & trén co thé duoc lap dat dudi dang
phin mém, hodc phan cimg, hodc két hop ctia phan mém va phan cing. Vi du, mdi
trong 6 cac modun duge md ta ¢ trén cb thé duoc lép dat st dung bo xt ly thuc thi
c4c 1énh dugc Iuvu trit trong b nhd. Ngoai ra, vi du, mdi trong s6 cac mddun duoc
md t& & trén co thé duoc lép dat voi mot hodc nhiéu mach tich hop chuyén dung
(application specific integrated circuit - ASIC), cdc b0 xtr 1y tin higu s6 (digital
signal processor - DSP), céac thiét bi xu ly tin hiéu sb (digital signal processing
device - DSPD), cac thiét bi logic lap trinh dugc (programmable logic device -

PLD), mang cdng lap trinh duge dang truong (field programmable gate array -
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FPGA), cac bd didu khién, cac bo vi diéu khién, cac bd vi xtt 1y, hodc cac linh kién
dién ttr khac, dé thuc hién cac phuong phap duge mo ta. Theo vi du khéc, mdi trong
s6 cac mddun duoc md ta & trén ¢6 thé duoc lip dat biang cach st dung chip may
tinh hoac thuc thé, hodc dugc lép dat béng cach sir dung sén phém c6 chuc ning
nhét dinh. Theo mot phwong dn, cc thiét bi 600 va 800 c6 thé la may tinh, va may
tinh nay c6 thé 13 may tinh c4 nhan, may tinh xé4ch tay, dién thoai di dong, dién
thoai camera, dién thoai thong minh, thiét bi hd trg ky thuat sb c4 nhan, may phat
phuong tién, thiét bi dinh vi, thiét bi gl va nhan email, ban giao tiép tro choi, may

tinh bang, thiét bi deo vao duge, hodc két hop bit ky clia céc thiét bi nay.

D&i v6i quy trinh thue hién ctia cdc chirc ndng va céc vai trd cla mdi modun
trong cac thiét bi 600 va 800, cac tham chiéu c6 thé duoc tao ra véi cac budce tuong
Ung trong cac phuong phap duge mo ta ¢ trén. Cac chi tiét dugc luge bo trong ban
md ta dé 1am don gian.

Theo mdt s6 phuong 4n, san phdm chuong trinh méy tinh c6 thé bao gém V'&t
ghi luu trlr doc dugc bang may tinh khong tam thoi c6 céc 1énh chuong trinh doc
dugce bang mdy tinh trén d6 lam cho bd xur Iy tién hanh cac phuong phap duge mo
ta ¢ trén.

Vat ghi luu trit doc duge bing may tinh c6 thé 1a thiét bi hitu hinh ¢6 thé luu
trit cAc 1énh dé st dung boi thiét bi thyc thi 1énh. VAt ghi luu trit doc dugc bing
may tinh nay c6 thé 13, vi du, nhung khong bi gi¢i han véi, thiét bi luu trir dién tur,
thiét bi luwu trit tir tinh, thiét bi luu trit quang hoc, thiét bi luu trit dién tir, thiét bi luu
trt ban dan, hodc bat ky két hop thich hop nao cua céac thiét bi da néu. Danh sach
khong toan dién cua cac vi du cu thé hon cua vat ghi luu trit doc duge bing mdy
tinh bao gdm nhu sau: dia may tinh di dong, dia cing, by nhd truy cép ngau nhién
(random access memory - RAM), bd nhd chi doc (read-only memory - ROM), bo
nhé chi doc 14p trinh dugc x6a dugc (erasable programmable read-only memory -
EPROM), bd nhé truy cap ngau nhién tinh (static random access memory - SRAM),
bd nhé chi doc bing dia nén di dong (portable compact disc read-only memory -
CD-ROM), dia da ning sé (digital versatile disk - DVD), thé nhé, dia mém, thiét bi

dugc ma hoéa co hoc nhu thé duc 16 hodc cac cu tric néng 1én trong ranh c6 cic
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lénh duge ghi trén d6, va bat ky két hop thich hgp nao clia cac thiét bi néu trén.

Céc lénh chuong trinh doc dugc bing may tinh dé tién hanh cac phuong
phép dugc mo ta & trén co thé 1a cac 1énh hop ngit, cdc 1énh kién tric tap lénh
(instruction-set-architecture - ISA), cac 1énh cuia may, cdc lénh phu thudc vao may,
vi mé, cac Iénh ph?ln sun, dir liéu trang thai thiét 1ap, hodc ma nguén hodc ma dbi
tuong duge viét trong két hop bat ky cia mot hoic nhiéu ngdn ngit 1ap trinh, bao
gbdm ngdn ngit 14p trinh huéng dbi twong, va céc ngdn ngit lap trinh thi tuc thong
thuong. Cac 1énh chuong trinh doc dugc bing méy tinh c6 thé thuc thi hoan toan
trén thit bi dién toan dudi dang gbi phin mém doc 1ap, hodc mdt phan trén thiét b
dién toan thir nhit va mot phan trén thidt bi dién toan thir hai & cch xa véi thiét b
dién toan thr nhit. Trong truong hop sau, thiét bi dién toan tir xa thit hai c6 thé
duoc két ndi voi thiét bi dién toan thar nhét thong qua loai mang bét ky, bao gém
mang cuc bd (local area network - LAN) hodc mang toan cuc (wide area network -

WAN).

Céc 1énh chuong trinh doc duoc bing mdy tinh c thé dugc dua vao bd xir ly
cua may tinh da nang hodc chuyén dung, hoac thiét bi xr ly dit liéu 1ap trinh duge
khac dé ché tao mdy, sao cho cdc 1énh, thyc thi thong qua bo xir ly ctia may tinh
hodc thiét bi xur ly dit liéu 1ap trinh dugc khéc, tao ra cic phuong tig¢n dé thuc hién

cac phuong phap duge md ta ¢ trén.

Céc luu dd va cac so dd trén cac hinh v& minh hoa ciu truc, chtc ning, va
hoat ddng clia cac phuong an thuc hién kha di cta cac thiét bi, cac phuong phéap, va
c4c san phdm chuong trinh may tinh theo cdc phuwong an khic nhau cta séng ché.
V& van d& nay, khdi trong céc luu dd hoiic cdc so dd co thé biéu dién chuong trinh
ph'?m mém, doan, hodc mot phén cua ma, bao gém mot hodc nhiéu 1énh chay dugc
dé thuc thi céc chire ning cu thé. Cling luu y rang, theo mot s6 phuong 4n thue hién
thay thé, cac chtrc ning dugc luu y trong céac khéi c6 thé xay ra khac véi thir tu
dugc luu ¥ trén cac hinh vé. Vi du, hai khéi dugce thé hién theo trinh twr c6 thé, thuc
té, duoc thyc thi gin nhu ddng thoi, hodc doi khi cac khdi c6 thé duge thuc thi theo
tht tu nguoc lai, phu thudc vao chirc ning duge vién dan. Ciing dugc luu ¥ ring

mdi khdi cta cac so d6 va/hodc cac luu do, va cac két hgp cia cac khoi trong cac so
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b va cac luu dd, c6 thé duoc 1p dat trong céc hé théng dua vao phan ctimg chuyén
dung dé thuc hién cic chuic ning hoic thao tdc dugc chi dinh, hodc cac két hop cua

han cine chuyén dung va cic 1énh may tinh.
{=] ¥ Y

Céan hiéu rﬁng cac diu hiéu nhit dinh cta ban md ta, dé 1am 15, dugc md ta
trong ngtt canh cta cac phuong an riéng biét, co thé ciing duoc dua vao trong két
hop cua mdt phuong an. Nguoc lai, cac déu hiéu khac nhau cta ban mo ta, dé ngan
gon, dugc md ta trong nglt canh cia mdt phuong an, ¢o thé cling duoc tao ra tach
biét hodc theo két hop phu thich hop bét ky hodc thich hgp theo phuong an dugc
mo ta bét ky khac nao ctia ban mo ta. Cac dAu hiéu nhét dinh duoc mo ta trong ngit
canh cua cic phuong an khac nhau khong phai la cac ddu hiéu can thiét cta cac
phuong an do, trir khi dugc luu y nhu vay.

Mic di ban md ta duge mo ta két hop v6i cac phuong én cu thé, nguoi co
hiéu biét trung binh trong linh vyc k§ thuét nay s& hidu duogc cac thay thé, sira doi
va cai bién. Theo do, cac diém yéu céu bao ho sau day bao quat tAt ca cac thay thé,

stra doi va cai bién nay nam trong pham vi yéu cau bdo ho.
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YEU CAU BAO HO
1. Phuong phap dugc thuc hién bing méy tinh dé thuc thi hop ddng da hoan ddi 4n
danh (anonymous multi-swap - AMS) gifta nguoi dung th nhét va ngudi dung thi

hai, phuong phép nay bao gdm céc budc:

phét hién viéc ghi cac tham sb thir nhét cho hgp dong AMS trén chudi khéi
thir nhit, cac tham sb tht nhat bao gdm: gid tri ban ddu ctia khéa ham tht nhét trén
chudi khéi thtr nht, it nhAt mot thao tac duoc thuc hién trén chudi khéi thir nhat khi
hop ddng AMS dugc thuc thi, va sb 14n t&i da hop dong AMS ¢6 thé duge thuc thi,

s6 1an tdi da hop déng AMS ¢6 thé duoc thuc thi 1én hon mot;

ghi cac tham s6 thir hai cho hgp ddong AMS trén chudi khéi th hai, cac tham
sb thit hai bao gdm: gia tri ban ddu cta khoa ham thi hai trén chudi khdi thir hai, it
nhét mot thao téc duge thue hién trén chudi khdi thir hai khi hop déng AMS duge
thuc thi, va sb 14n tbi da hop déng AMS c¢6 thé duge thuc thi, gia tri ban dau cua
khéa ham thtr hai khéc v6i gia tri ban diu cta khoa ham th nhét;

phét hién su vién dan yéu ciu dé thuc thi hgp dong AMS trén chudi khoi thir
hai;

truy hdi, tir yéu cau dé thuc thi hop ddng AMS trén chudi khdi tht hai, khoa
duoc truy hdi duoc sir dung dé m& khoa khoa ham thi hai trén chudi khdi tht hai;

tinh todn, dua trén khéa duoc truy hdi, khoa dugc tinh toan dé mé khoa khoa
ham tht nht trén chudi khdi thir nhét; va

vién dan yéu ciu dé thuc thi hop dbng AMS trén chudi khéi thir nhit véi
khéa dugc tinh toén.
2. Phuong phap dugc thuc hién bing may tinh dé thuc thi hop ddng da hoan doi an
danh (AMS) gitra nguoi dung thr nhét va ngudi ding thtr hai, phwong phép nay bao
gdm cac budc:

ghi, bdi ngudi ding thir nht, cdc tham sé thir nhat cho hop déng AMS trén
chudi khéi thir nhit, cac tham sb thir nht bao gdm: gi4 tri ban diu ctia khéa ham

th@ nhét trén chudi khdi th nhét, it nhat mot thao tac duoc thuc hién trén chudi
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khéi thtr nhit khi hop ddng AMS duge thyc thi, va s6 1an t&i da hop dong AMS c6
thé duoc thuc thi, sb 1an téi da hop ddng AMS c6 thé dugc thuc thi 1én hon mot;

ghi, bdi ngudi dung thir hai, cic tham s6 thi hai cho hop ddng AMS trén
chudi khdi thit hai, cac tham sé thi hai bao gdm: gia tri ban du cia khoa ham tht
hai trén chudi khdi thtr hai, it nhit mot thao tac dugc thuc hién trén chudi khéi thi
hai khi hop déng AMS duoc thyc thi, va s6 1an t5i da hgp dong AMS c6 thé duge
thue thi, gi4 tri ban dAu ctia khoa ham tht hai khac véi gid tri ban déu ciia khéa ham
thr nhat;

vién dan, bdi ngudi dung thir nhit, vé yéu cau dé thuc thi hop dong AMS
trén chudi khéi thi hai;

truy hdi, boi ngudi ding th hai, khoa dugc sir dung béi ngudi dung thi nhat
d8 m& khoa khoa ham th hai trén chudi khdi thr hai;

tinh toan, bdi ngudi dung thir hai, khoéa duge st dung béi ngudi dung thtr hai

dé m& khoa khoa ham th nhét trén chudi khéi thi nhat; va

vién dn, boi ngudi dung tha hai, yéu cdu dé thuc thi hop ddng AMS trén

chudi khdi thit nhit véi khoa dugce tinh toan.

3. Phuong phép theo didm bét ky trong sb cac diém néu trén, trong do it nhit mot
thao tac duoc thuc hién trén chudi khdi tht nhat bao gém it nhdt mot thao tac dé
chuyén tai san thir nhét dugc ghi trén chudi khdi thtr nhit tir nguoi dung thi nhét
dén ngudi ding tht hai, va it nhit mot thao tac duge thuc hién trén chudi khéi thir
hai bao gdm it nhat mdt thao tac d& chuyén tai san tht hai duge ghi trén chudi khoi

th hai tir ngudi dung tht hai dén ngudi ding thi nhat.

4. Phuong phép theo diém bét ky trong sb céc didm néu trén, trong d6 it nhat mot
thao tac dugc thuc hién trén chudi khdi th nhit con bao gém danh sach cac thao
thc duge xép thtr tu thtr nhét duge thuc hién trén chudi khdi thir nhét va it nhat mot
thao tac duoc thuc hién trén chudi khéi thir hai con bao gém danh sach cac thao téac

duoc xép thtr tu thtr hai dugc thuc hién trén chudi khéi thtr hai.

5. Phuong phép theo diém bat ky trong s cac diém néu trén, trong d6 gia tri ban

diu ctia khoa ham thir nhét, Hy, duoc tinh toan dua trén tmg dung ké tiép thtr nhat
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cia ham mot chiéu g0 dén gia tri dugc chon thur nhét, H,, ung dung ké tiép thi
nhit dugc 4p dung N 14n dé tinh toan H, = g(H,), H, = g(Hy),... Hy = g(Hy-1),
trong d6 N 1a s6 14n t6i da hop ddng AMS c6 thé dugc thyc thi.
6. Phuong phap theo diém 5, trong d6 gid tri ban dau ctia khoa ham tht hai, Hy +
Ay, dugc tinh todn dua trén Hy va ing dung ké tiép thtr hai ctia ham mot chiéu g()
cho gia tri dugc chon tht hai, Ay, ng dung ké tiép thir hai duoc ap dung N lan dé
tinh todn A= g(4¢), Az= g(A1).... Ay= g(By-1)-
7. Phuong phap theo diém 6, phwong phéap nay con bao gdm céc budc:

nhén gia tri dugc chon thir hai, Ag;

4p dung lién tiép ham mot chidu g() cho gi4 tri duge chon thir hai, A, dé
tinh toan ddc 1ap A= g(4o), A= g(A1),... Ay= g(An-1).
8. Phuong phép theo diém 7, trong d6 khéa dugc truy hdi duogc st dung dé mé khoa
khoa ham thr hai trén chudi khéi tht hai c¢6 gid tri 1a Hy_; + Ay_4, va trong do
budec tinh toan, dua trén khoa dugc truy hdi, khoa duge tinh toan dé mo khoa khoa
ham thtr nhat trén chudi khéi thir nhat con bao gdm:

tinh toan khoa dugc tinh toan béng cach trir di gié tri dugc tinh todn doc lap
Ay_q tir gid tri khoa dugc truy hoi 1a Hy_y + Ay_y.
9. Phuong phép theo diém 8, phuong phap nay con bao gdm céc budc:

phét hién vién din ctia yéu cAu tht hai dé thuc thi hop ddng AMS trén chudi
khéi tht hai;

truy hdi, tir yéu cAu tht hai dé thyc thi hop dong AMS trén chudi khéi thu
hai, khoa thtt hai dugc truy hdi duoc sir dung dé md khoa khéa ham thtr hai trén
chudi khdi thi hai, khéa thir hai duoc truy hdi c6 gid tri 1a Hy_, + Ay_s;

tinh to4n khoa tht hai dugc tinh toan bang céach trir di gid tri dugc tinh toan
doc 1ap Ay_, tir gid tri clia khoa thir hai dugc truy hdila Hy_, + Ay_p; va

vién din yéu cau thit hai dé thuc thi hop déng AMS trén chudi khéi thir nhét

v4i khoa th(r hai dugc tinh toan.
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10. Phuong phap theo diém bat ky trong cac diém tr 1 dén 4, trong d6 gia tri ban
dau ctia khéa ham tht hai, Hy, duoc tinh toan dya trén tng dung ké tiép thu nhat
ctia ham mdt chidu g() cho gi4 tri dugc chon thir nhit, H,, tng dung ké tiép tha
nhat duoc ap dung N 1dn dé tinh todn H, = g(Hy), H, = g(H,),... Hy = g(Hy_1),
trong d6 N 1a sb 14n i da hop ddng AMS c6 thé duge thyc thi.
11. Phuong phép theo diém 10, trong d6 gia tri ban ddu cia khoéa ham thir nhét,
Hy + Ay, dugc tinh toan dua trén Hy va Uimg dung ké tiép thir hai ciia ham mot
chidu g() cho gié tri dwgc chon thir hai, Ay, tng dung ké tiép thw hai duoc 4p dung
N lén dé tinh tOén Alz g(Ao), A2= g(Al), .. AN= g(AN—l)
12. Phuong phép theo diém 11, phuong phip nay con bao gdm cac budc:

nhén gia tri dugc chon thu hai, Ay;

ap dung lién tiép ham mot chidu g() cho gi4 tri duge chon thi hai, Ay, dé
tinh toan doc 1ap A= g(Ao), A= g(A1),... Ay= g(Bn-1)-
13. Phuong phép theo diém 12, trong d6 khoa dugce truy hdi duoc st dung dé mo
khoa khéa ham thtt hai trén chudi khdi tht hai c6 gié tri 1a Hy_,, va trong d6 budc
tinh toéan, dua trén khoa duogc truy hdi, khoa dugc tinh toan dé m¢& khoa khoa ham
th nhét trén chudi khéi thir nhét con bao gom:

tinh toan khéa duogc tinh toan béng cach thém gia tri dugc tinh toan doc lap
1a Ay_4 cho gié tri khoa dugc truy hdi 1a Hy_;.
14. Phuong phép theo diém 13, phuong phap nay con bao gdm cac budc:

phét hién vién din ciia yéu cdu thtr hai dé thue thi hop déng AMS trén chudi
khoi thir hai;

truy hoi, tir yéu cau thir hai dé thuc thi hop dong AMS trén chudi khéi thir
hai, khoa tha hai duoc truy hodi duge st dung dé mo khoa khoa ham thir hai trén
chudi khéi thit hai, khoa tht hai duge truy hdi ¢ gid tri 1a Hy_;

tinh todn khoa th hai duoc tinh toan béng cach thém gia tri dugc tinh toan

doc 1ap 1a Ay _, vao gié tri khéa thir hai dugc truy hoi 1a Hy_,; va
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vién din yéu cdu tht hai dé thuc thi hop déng AMS trén chudi khéi thir nhat
v6i khoéa thir hai dugc tinh toén.
15. Thiét bi thuc thi hop ddng da hoan ddi in danh (AMS), bao gom:

mot hodc nhiéu bd xr ly; va

mot hodc nhiéu bd nhé doc duge béng may tinh duoc ghép ndi véi mot hodc
nhiéu bd xtr ly va c6 céc 1énh duge luu trit trén d6 dugc chay boi mot hodc nhiéu b
xtr Iy dé thuc hién phuong phéap theo diém bat k¥ trong s6 cac diém tir 1 dén 14.
16. Thiét bi thuc thi hop ddng da hoén ddi 4n danh (AMS), thiét bi nay bao gdom
nhiéu modun dé thuc hién phwong phép theo diém bét ky trong s6 cac diém tir 1
dén 14.
17. Vat ghi doc dugc b?mg mdy tinh khong tam thoi c6 céc 1énh dugce luu tri trong
d6, khi duogc thuc thi bdi bd xu ly cua thiét bi, lam cho thiét bi nay thuc hién

phuong phép theo diém bat ky trong sé cac diém tir 1 dén 14,
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