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(54) PHUONG PHAP, THIET BI VA HE THONG XU LY CAC MA VACH HAI
CHIEU

(57) Sang ché dé cap dén phuong phap, thiét bi, va hé thong xur Iy cic ma vach hai chiéu,
lién quan dén linh vuc cong nghé xur Iy thong tin, va chu yéu nham giam bét van dé cong
nghé hién c6 1a ching thu dién tir duoc tao dua vao ma ngau nhién tinh, va khi chiung thu
dién tir bj sao chép hodc bj danh cip thong qua chup anh, tinh bao mat cta chimg thu dién
tir khong thé dugc dam bao. Céac giai phap k¥ thuat cta sang ché gébm cac budc sau: nhan,
boi may chi, yéu cau tiép nhan chimg thu dién tir duwoc gui boi phan mém may khach,
trong d6 yéu cau tiép nhan ching nhin dién tir gdm ma nhin dang ngudi dung; nhin duoc
ching thu dién tir twong ing v6i mé nhén dang nguoi dung, va ky chimg thu dién tir va ma
khoa cong khai ctia ngudi dung tir phin mém may khach bang cach st dung ma khoéa riéng
ctia may chu dé nhin dugc théng tin chit ky ctia may chi; va giri thong tin chit ky cia may
cha va chung thu dién tir t6i phdn mém may khach, dé phﬁn mém may khach xac minh
thong tin chit ky cua may chu, va tao ma vach hai chiéu dya vao chung thu dién tir dé thiét
bi d4u cubi xac minh chimg thu thuc hién xac minh chtng thu dién tir bao gdm trong ma
vach hai chiéu, trong do thiét bi dau cudi xac minh chting thu duogc tao cAu hinh dé tao
chung thu dién tir dua vao ma nhan dang nguoi dung.



My chii nhin yéu ciu tiép nhin chimg thu dién tir duoe giri béi phin mém méy 101
khich v

Miy chi thu duge chimg thu di¢n tir tweng (mg véi mi nhin dang ngudi ding,
vil ky chimg thir dién tir ndy vi md khéa cong khai ciia nguini ding tir phin mém 102
miy khich biing cich sir dyng ma khoa riéng tu cia méy chi dé thu duge thong |

tin chit ky cia may chi

[ 3

Miy chit giri théng tin chi¥ ky cta mdy chit vi chimg thy dién tir dén phin mém 103
miy khich Vv
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Linh vue k§ thuit dwoc dé cap

Sang ché lién quan dén linh vuc céng nghé xtr 1y théng tin, va cu thé, dén

phuong phép, thiét bi, va hé thdng xtr Iy cdc ma vach hai chiéu.
Tinh trang ky thuit cia sang ché

Hién tai, c6 mot sb trudng hop ap dung xac minh ching thu trong cong viée va
cudc séng hang ngay, vi dy, thé can cudc, thé ngan hang, vé xe buyt, vé budi hoa nhac,
va thé kiém soat truy cdp. Trong mdt sb trudng hop ap dung, viéc xdc minh chimg thu
chi cn dugc hoan thanh bang céch st dung céc thuc thé x4c dinh, vi du, vé xe buyt, vé
budi hoa nhac, va thé kiém soat truy cap. Di v6i mét sb tinh hudng xac minh ching
thu véi yéu cAu bao mat tuong d6i cao, thuc thé xac dinh va thong tin cd nhan can
duge st dung cing nhau dé hoan tit xac minh, vi du, thé ngan hang va truy cp véan

tay ¢ nha/cong ty.

Trén thyuc té, trong trudng hop dp dung véi viée x4c minh ching thu chi can
dugc hoan thanh bing cach sir dung mdt thure thé xac dinh, xdc minh chtng thu ¢6 thé
duoc hoan thanh bing cach nhan duge thuc thé x4c dinh trong Gng. Vi du, ngudi dung
6 thé mua vé gidy xe buyt hogic vé gidy budi hoa nhac tir cira s6 vé, va ¢6 thé 1én xe
buyt hodc di dén budi hoa nhac sau khi hoan tit xac minh tai noi soat vé. Ché do xdc
minh nay phu thudc vao thuc thé xac dinh (vé xe buyt hodc vé budi hoa nhac), va yéu
ciu nguoi dung mang theo thuc thé xac dinh. Tuy nhién, néu thuc thé x4c dinh bi mét

hodc bi hu héng, qua trinh hiy déng ky hodc déng ki lai thuc thé x4c dinh 14 phuc tap.

Déi v6i truong hop ap dung c6 yéu cau bao mat tuong dbi cao, bio mat co thé
duoc dam bao béng mot thiét bi phu trg xac nhén bdo mat bd sung, vi du, ban phim
b4do mat hodc don vi nhin dang véan tay. Nhu vay, chi phi st dung tang lén. Mic du
phuong phap nay co thé ngan chan ro ri thong tin c4 nhan, mbi de doa ro ri théng tin

c4 nhan van ton tai.

Trong ca hai truong hop ap dung da néu, c6 mot van dé la viéc xdc minh ching

thu it thuan tién v6i sy bao mat twong ddi thép, va chi phi ciia bén xuit ban ching thu
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tuong dbi cao. D& giam bét van dé da néu, ngudi dung trong cdng nghé hién nay co
thé mua chimg thu dién tir truc tuyén. Mot chudi ma nglu nhién duoc ghi lai trong
chimg thu dién tir, va trong qua trinh x4c minh ching thu, ¢6 thé hoan tit xac minh
bing cach x4c minh mi ngiu nhién trong chimg thu dién tir, do d6 ning cao su thun
tién va bao mat clia viéc xac minh chting thu va giam chi phi xuét ban ctia bén xuét
ban ching thu. Tuy nhién, mi ngiu nhién tinh duge st dung trong ching thu dién tt,
va néu chung thu dién tt bi sao chép hodc danh cép théng qua chup anh, sy bdo mat

ctia chtng thu dién tir khong thé duge dam bao.
Ban chit ky thuit ciia sang ché

Theo khéc phuc van dé nay, sang ché dé xuat phuong phap, thiét bi, va hé théng
Xt Iy cac ma vach hai chiéu, va chu yéu nhim giam b6t vn dé céng nghé hién c6 ma
chirng thu dién tir duoc tao ra dya trén ma ngau nhién tinh, va khi ching thu dién tr bi
sao chép hodc danh cip thong qua chup anh, sy bao mét ctia chung thu dién tir khong

thé duge dam bao.

Theo khia canh th nhit cta sang ché, sang ché dé xuét phuong phap xir Iy céc
ma vach hai chiéu, bao gdm budc: nhén, béi may chi, yéu cdu tiép nhan ching thu
dién tir duge giri boi phdn mém may khéch, & ddy yéu cu tiép nhan ching thu dién ti
bao gébm ma nhan dang nguoi ding; nhan dugce ching thu dién t twong Gng v6i ma
nhén dang nguodi dung, va ky ching thu dién t&r va ma khéa cong khai ctia nguoi dung
tir phdn mém may khach bang cach str dung ma khéa riéng cia may chu dé nhan duoc
thong tin chit ky cila may chu; va gii thong tin chit ky ctia may chi va ching thu dién
tlr t6i phan mém may khach, @& phian mém may khach x4c minh théng tin chit ky cua
may cht, va tao ma vach hai chiéu dua trén chiing thu di¢n tir dé thiét bi dau cudi xac
minh ching thu thuc hién x4c minh ching thu dién tr bao gdm trong mi vach hai
chiéu, ¢ day thiét bi diu cudi x4c minh chimg thu duoc tao cdu hinh dé tao ching thu

dién tir dua vao ma nhan dang ngudi dung.

Theo khia canh th hai ctia sang ché, sang ché dé xuit phuong phap xir ly cac
ma vach hai chiéu, bao gém budce: nhan, bdi phén mém mady khach, thong tin chit ky
clia may chu va ching thu dién tir duge gii bdi may chd, & day thong tin chit ky cia
may cht nhin dugc béi may chii bang cach ky chung thu dién tir va ma khéa cong

khai ctia nguoi dung tir phan mém may khach bang cidch st dung ma khoéa riéng cia
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may chi; xac minh thong tin chit ky cia méy chu dé nhan duoc chting thu dién ti;
nhan dugc ma khoa cong khai cia ngudi dung twong ung véi ma khoa cong khai cua
ngudi ding, va ky chimg thu dién tir bing cach st dung ma khoa cong khai ctia ngudi
ding dé nhan dugc théng tin chit ky cia phdn mém may khach; va tao ma vach hai
chidu dya trén thong tin bao méat dinh trudc, théng tin chit ky ciia phin mém may
khéch, thong tin chit ky ctia may chu, ching thu dién tr, va ma khoda cong khai cua
ngudi dung, dé thiét bi ddu cudi xac minh ching thu thuc hién xdc minh chimg thu
dién tir bao gdm trong ma vach hai chiéu dua vao thong tin bao mat dinh truéc va ma
khoa cong khai cia nguoi dung, & day thdng tin bao méat dinh trudc c6 thoi han hiéu
luc, va thiét bi ddu cubi x4c minh ching thu dugc tao ciu hinh dé tao ching thu dién

tir dua vao ma nhén dang nguoi dung.

Theo khia canh thir ba cta sang ché, sang ché dé xuat phuong phap xir Iy cac
ma vach hai chiéu, bao g@)m céc budce sau: nhan duoc, bsi thiét bi ddu cudi x4c minh
ching thu, méd vach hai chiéu trong phan mém may khach, & ddy ma vach hai chiéu
duogc tao bdi phén mém may khach dua trén thong tin bdo mat dinh trudce, thong tin
chit ky ctia phan mém may khach, théng tin chit ky cia mdy chii, chimg thu dién ti, va
ma khoa cong khai ctia ngudi ding, théng tin chit ky ctia phan mém méy khach nhén
dugc boi phan mém méy khach bang cach ky chimg thu dién tir, va thong tin chit ky
ctia may cht nhan dugc bdi may chil bang cach ky ching thu dién tir va ma khoa cong
khai clia nguoi dung; xac minh khoang thoi gian hiéu luc cua thong tin bdo mat dinh
trude, va xac minh thong tin chit ky ctia phdn mém méy khéch va thong tin chit ky cta
mAy chi; néu viéc xac minh mdi thong tin trong s§ thong tin bao mat dinh trude, thong
tin chit ky ctia phin mém may khach, va thong tin chit ky clia may chu thanh cong,
nhin dugc thoi gian hiéu lgc cda dich vu bao gém trong chirng thu dién tu dé xac
minh; va néu viéc xac minh thoi gian hiéu lwe cia dich vu bao gdm trong chimg thu

dién ttr thanh cong, xé4c dinh ring sy x4c minh ching thu dién tir thanh cong.

Theo khia canh thi tu cta sang ché, sang ché dé xudt may chu, bao gdm: don vi
nhén, dugc tao cdu hinh dé nhéan yéu cau tiép nhan ching thu dién t& duge g bdi
phin mém maéy khéch, & day yéu cdu tiép nhén chimg thu dién t&r gdm ma nhan dang
nguoi dung; don vi tiép nhan th nhét, duoc tao cAu hinh dé nhan duoc ching thu dién
tlr trong tng v6i ma nhén dang ctia ngudi dung nhan dugce bdi don vi nhan; don vi ky,

dugc tao cAu hinh dé ky ching thu dién tr va ma khoa cong khai ctia nguoi ding tir
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phin mém may khach bang cach st dung ma khoa riéng cia may chu dé c6 duoc
thong tin chit ky cta may chi; va don vi giri, dwoc tao cAu hinh dé& giri thong tin chit
ky ctia may chu c6 duogc bdi don vi ky va ching thu dién tir nhan duoc boi don vi tiép
nhén thir nhit t6i phin mém may khach, dé phdn mém méy khach xac minh thong tin
chit ky cia méy chud trong thoi gian c6 hi€u luc cua ma khéa cdng khai cia nguodi
dung, va tao ma vach hai chiéu dua vao ching thu dién tu dé thiét bi dau cudi xac
minh chtng thu thuc hién x4c minh ching thu dién tir bao gdm trong mi vach hai
chidu, & day thiét bj ddu cubi x4c minh chimg thu duoc tao cdu hinh d tao chimg thu

dién tir dwa vao ma nhan dang nguoi dung.

Theo khia canh thir ndm ctia sang ché, sang ché dé xut phan mém méy khach,
bao gdm céc phan sau: don vi nhan thr nhit, dwoc tao cdu hinh dé nhan thong tin chit
ky ciia may chu va ching thu dién t& dugc gui bdi may chu, ¢ day thong tin chir ky
ctia may chii nhan duogc boi may cha bang cach ky chimg thu dién tir va ma khoa cong
khai cta ngudi ding tir phdn mém mdy khach bang cach st dung ma khoa riéng ctia
may chu; don vi xdc minh chit ky, dugc tao cAu hinh dé x4c minh thong tin chit ky ctua
may chi dé thu dugc ching thu dién tir; don vi tiép nhén, duge tao cdu hinh dé nhan
duoc ma khoa ctia nguoi dung tuong ing véi ma khéa cong khai ciia ngudi dung; don
vi k¥, dugc tao cdu hinh dé ky chung thu dién tir bang cach st dung ma khoa ctia
ngudi dung thu dugc béi don vi tiép nhan dé c6 duoc thong tin chit ky cia phin mém
may khéach; va don vi kién tao, dugc tao cAu hinh dé tao ma vach hai chiéu dua vao
thong tin bao mat dinh trudc, théng tin chit ky cia phan mém may khéach, théng tin
chit ky ciia may chu, chung thu dién ttr, va ma khoa cong khai ciia nguoi dung, dé thiét
bi dau cubi xac minh ching thu thuc hién xac minh ching thu dién ti bao gém trong
ma vach hai chidu dua vao thong tin bao mat dinh truéc va mi khoa cong khai cla
ngudi ding, & ddy thong tin bao mat dinh trudc c6 thoi han hidu luc, va thiét bi dau
cudi x4c minh chting thu duge tao c4u hinh dé tao ching thu dién t&r dya vao ma nhéan

dang ngudi dung.

Theo khia canh thir sdu cua sang ché, sang ché d& xuét thiét bi dau cudi xac
minh ching thu, gém cac phén sau: don vi tiép nhan th nhét, dugc tao cAu hinh dé
nhén dugc ma vach hai chidu trong phdn mém may khach, & ddy ma vach hai chiéu
duoc tao boi phidn mém may khach dua vao thong tin bao mat dinh trude, thong tin

chit ky ctia phdn mém may khach, théng tin chit ky ctia may chi, ching thu dién ti, va

-5



31024

ma khoa cong khai cta ngudi ding, thong tin chit ky ctia phan mém may khach c6
duge boi phdn mém may khach bang cach ky chtng thu dién tir, va thong tin chit ky
cia may chi ¢6 duge boi may chi bing cach ky ching thw dién tir va ma khoa cong
khai ctia nguoi dung; don vi xac minh thir nhét, duoc tao cAu hinh dé xac minh khoang
thoi gian hiéu luc ctia thong tin bao mét dinh trude nhan duge béi don vi tiép nhan tha
nhét; don vi x4c minh tht hai, dugc tao cAu hinh dé x4c minh thong tin chit ky cia
phan mém may khach va thong tin chit ky ctia may chu; don vi xdc minh thit ba, duge
tao cdu hinh dé c6 duogc thoi gian hiéu lyc cia dich vu bao gbm trong chung thu dién
tr d x4c minh khi viéc x4c minh ciia don vi x4c minh thir nhat vé mdi thong tin trong
s6 thong tin chit ky ctia phian mém may khach va thong tin chit ky ctia may chu thanh
cdng; va don vi x4c dinh, dugc tao c4u hinh dé x4c dinh réng su xac minh ching thu
dién tir thanh céng khi viéc xdc minh cia don vi xac minh th ba vé thoi gian hi¢u luc

cua dich vu bao gbém trong chimg thur dién tir thanh cong.

Theo khia canh thi bay cua sang ché, sang ché dé xuit hé théng xtt Iy cac ma
vach hai chiéu, va hé théng bao gdm cic phin sau: phan mém may khach, dugc tao
cAu hinh dé guri yéu cdu tiép nhan ching thu dién tir dén may chu, trong d6 yéu céu
tiép nhan ching thu dién tir bao gdbm ma nhan dang ngudi ding; may chu, duge tao
cAu hinh d& nhan yéu ciu tiép nhan chimg thu dién tr dugc gli boi phin mém may
khach, va nhan ching thu dién tir tir thiét bi déu cudi xdc minh chimg thu dya vao ma
nhan dang nguoi dung; va thiét bi ddu cudi x4c minh chung thu, duoc tao cau hinh dé
nhén va tra 101 théng tin yéu cdu tiép nhan chting thu dién tir duge gri béi may chu, va
gri chimg thu dién t& dén méy chi, & ddy may chi con duge tao chu hinh dé nhén
ching thu dién tr duoc gii boi thiét bi ddu cudi xac minh ching thu, ky chimg thu
dién tir va ma khda cong khai cua nguodi dung tur phin mém méy khach dé c6 duge
thong tin chit ky ciia may chu, va giri thong tin chit ky cia may chu va ching thu dién
tir t6i phdn mém mdy khach; phin mém may khach dugc dinh cau hinh dé nhan thong
tin chit ky cua may chi va ching thu dién tir duoc glri bdi may chu, xdc minh thong
tin chit ky ctia may chu dé thu dugc ching thu dién t, thu duge ma khoa cia nguoi
dung twong ung véi md khoa cong khai ctia nguoi dung, ky ching thu dién tir bang
cach st dung ma khoa cta ngudi ding dé c6 dugc thong tin chit ky cla phan mém
may khach, va tao ma vach hai chiéu dua vao thong tin bao mat dinh truéc, thong tin

chit ky ctia phin mém méy khéch, thong tin chit ky clia mdy chi, chung thu dién ti, va
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ma khoa cong khai cua ngudi dung; va thiét bi ddu cudi xac minh chimg thu dugc tao
cu hinh d& nhan dwgc ma vach hai chiéu trong ph?m mém may khach, x4dc minh
khoang thoi gian hi€u luc cua thong tin bao mat dinh trudce, va xac minh thong tin chit
ky ctia phan mém may khach va thong tin chit ky ciia may chu; va néu viéc xdc minh
mdi thong tin trong s théng tin bao mét dinh trudc, thong tin chit ky clia phan mém
may khéach, va thong tin chit ky ctia may chd thanh cdng, nhan dugc thoi gian hiéu luc
cua dich vu bao gém trong ching thu dién tu dé xac minh, va néu viéc xac minh thoi
gian hi¢u lyc cta dich vu bao gdm trong chimg thu dién tir thanh cong, xac dinh rang

su xac minh ching thu dién tir thanh cong.

Theo cac giai phap k¥ thuat trude, va theo phuong phép, thiét bi, va hé théng
XU Iy cdc ma vach hai chidu dugc dé xuit theo sang ché, sau khi nhan duge yéu cau
tiép nhan chimg thu dién tir duoc giri boi phdn mém may khach, mdy chi ky ching
thu dién tir va ma khoa cdng khai cia nguodi dung tur phan mém mdy khach bang cach
sir dung ma khoéa riéng cia may chu dé c6 dugc thong tin chit ky ctia mdy cha va gui
thong tin chit ky ctia may chi va ching thu dién tor dén phdn mém may khach. Phan
mém mdy khach nhan thong tin chit ky ctia may chu va ching thu dién tir dugce giri boi
may chi, xac minh thong tin chit ky ctia may chu, sau khi x4c minh thong tin chit ky
thanh céng, ky ching thu dién tlr, va tao ma vach hai chiéu dua vao thong tin bao mat
dinh trude, thong tin chit ky cia phan mém may khach, thong tin chit ky clia may chu,
ching thu dién tr, va ma khoa cong khai ciia ngudi dung. Sau khi c¢6 duge ma vach
hai chiéu, thiét bi ddu cudi x4c minh ching thu c6 thé x4c minh thong tin chit ky cta
may chi, thong tin chit ky ciia phdn mém may khach, va thdng tin bdo mat dinh trude
trong ma vach hai chiéu dé x4c dinh xem chimg thu dién t&r ¢6 bi gia mao trong qua
trinh truyén hay khong, dé dam bao tinh bao mat ctia chiing thu dién tir trong qué trinh

st dung.

Phin mé ta chi don thuin 12 tdng quan céc giai phdp k¥ thuit ctia sdng ché. Pé
hiéu rd hon cac phuong tién k§ thuét ctia sang ché dé thuc hién ndi dung cia ban mo ta
k§ thuét va dé 1am cho, cac muc dich d3 néu va cac muc dich khac, c4c tinh ning, va
céc thuan loi cta sang ché d& hiéu hon, sau day liét ké cdc phuong 4n cu thé ctia sang

7
N

ché.
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Bing cach doc céac phin md ta chi tiét vé cac phuong an wu tién sau ddy, ngudi
¢6 hiéu biét trung binh v& linh vuc k§ thuat nay hiéu dugc céc hidu qua va loi ich khac.
Céc hinh vé& kém theo chi don thudn dugc st dung dé thé hién cdc muc dich cta cac
phuong an uu tién, nhung khong duoc coi la gi6i han d6i v6i sang ché. Ngoai ra, sb
chi dan gidng nhau dugc st dung dé biéu thi phén twong tu trén tit ca c4c hinh vé& kém
theo. Trong cac hinh v& kém theo:

Fig.1 1a so d6 khung minh hoa sy tuong tac gitra phan mém may khach, may
chu, va thiét bi ddu cubi xac minh ching thu, theo mot phwong 4n cua sdng ché;

Fig.2 12 Ivu dd minh hoa phuong phap thtt nhét dé xt ly cac ma vach hai chiéu,
theo mQt phuong 4n cua sang ché;

Fig.3 13 luu dd minh hoa phuong phép tht hai @& xr Iy cac ma vach hai chiéu,
theo mdt phuong &n cua sang ché;

Fig.4 13 luu d6 minh hoa phuong phap tht ba dé xtr Iy cac ma vach hai chiéu,
theo mot phuong &n cua sang ché;

Fig.5 12 gian 6 minh hoa budc ky va xac minh chir ky, theo mot phuong 4n cua
sang ché; ’

Fig.6 12 luu dd minh hoa phuong phép tht tu @8 xtt 1y cac ma vach hai chiéu,

theo mot phwong 4n ciia sang ché;

Fig.7 1a luu d6 minh hoa phwong phap tht nim d8 xir 1y cac ma vach hai chiéu,
theo mot phuong an cla sang ché;

Fig.8 1a so dd khdi minh hoa méy cht, theo mdt phuong én cla sdng ché;

Fig.9 12 so dd khéi minh hoa méy chi khéc, theo mdt phuong an clia sang ché;

Fig.10 1a so d khéi minh hoa phin mém may khéch, theo mot phuong an cta
sang ché;

Fig.11 14 so 6 khdi minh hoa phan mém mdy khich khic, theo mot phwong 4n
ctia sang ché;

Fig.12 1a so dd khbi minh hoa thiét bi diu cudi xac minh chung thu, theo mot

phuong an cua sang ché;
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Fig.13 1a so d khdi minh hoa thiét bi ddu cubi xac minh ching thu khac, theo

modt phuong 4n cda sang che; va

Fig.14 12 mot so dd khéi minh hoa hé thdng xit Iy cdc mi vach hai chiéu, theo
mdt phuong 4n cta sang ché.
MO ta chi tiét sang ché

Phén sau ddy mé ta chi tiét hon cac phwong an vi du cta sang ché ¢6 tham
chiéu dén céc hinh v& kém theo. Miic du cac hinh v& kém theo thé hién cic phuong 4n
vi du cua sang ché, can hiéu réng sang ché c6 thé duoc thuc hién theo nhiéu hinh thirc
khac nhau va khong bi giéi han bdi cac phuong 4n dugc md tad & day. Thay vao do,
nhitng phuong 4an nay duoc dua ra dé ngudi c6 hiéu biét trung binh vé linh vuc ky

thudt nay hi€u rd hon vé sang ché va pham vi ctia sang che.

Pé giam b6t vin dé cong nghé hién c6 ma thong tin ching thu dién t trong ma
vach hai chiéu c¢6 thé dé dang bi 10 i, cic phuong 4n clia sang ché dé xuét phuong
phap xr Iy cdc ma vach hai chiéu. Phuong phap dugc thuc hién nhd sy van hanh cua
méy cht, phin mém may khach va thiét bi diu cudi xdc minh chimg thu. Thiét bi diu
cudi xac minh chting thu it nhét ¢6 thé tao va truyén dit lidu, dé truyén ching thu dién
tir da tao dén may chu, va c6 thé nhan dugc dit lidu, va xac minh dit liéu, dé nhan dugc
chimg thu dién tir tir ma vach hai chiéu trong phan mém méy khach va xac minh xem
liéu chimg thu dién tir c¢6 ding hay khong. May chu it nhét c6 thé truyén va nhan dir
liéu, dé nhan chtng thu dién tir dugc gui boi thiét bi ddu cudi xac minh chimg thu, va
gti chtng thu dién tr dén phdn mém may khach, thuc hién truyén dit liéu. Phdn mém
maéy khéch it nhit c6 thé trao ddi dit liéu v6i may chu, dé nhan ching thu dién tir duoc
glri béi méay chu va c6 thé tao hinh anh, dé tao ma vach hai chiéu, v.v. dva trén thong

tin chiing thu dién tu.

TruGc khi phuong phap trong céc phuong an dugc mo ta, dé d& hiéu, so dd
khung minh hoa sy tuong tac giita phan mém may khach, may chu, va thiét bi ddu cudi
xac minh chirng thu, theo mdt phuong 4n cua sang ché dugc cung cép trude tién, nhu
duoc thé hién trén Fig.1. Theo phuong 4n cia sang ché, sau khi tao chung thu dién tir
dua trén ma nhén dang nguoi dung (nhu s6 thé can cude, sb dién thoai di dong, hodc
dia chi email), thiét bi ddu cudi x4c minh ching thu gl ching thu dién t& dén may

cht va may chi ¢6 quyén truy cap vao chimg thu dién tir duge tao boi thiét bi ddu cudi
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x4c minh ching thw. Sau khi nhan dwgc yéu ciu tiép nhan ching thu dién tir tr phén
mém may khach, may cha giri chting thu dién t& cho phin mém may khach dé phan
mém may khéch tao ma vach hai chidu duya trén chimg thu dién tr dé thiét bi dau cubi

xac minh chirng thu thyc hi¢n xac minh.

Cén luu ¥ 13, theo phuong 4n nay cua sang ché, mo ta duge thuc hién bang
cach st dung vi du rang chimg thu dién tir dugc mang trong trong ma vach hai chiéu.
Tuy nhién, vé& mit ly thuyét, ching thu dién ti cling c6 thé phu thudc vao mdt phuong
tién khac, vi du, phidn mém may khach c6 kha ning NFC vi du nhu kha ning SE hoic
kha nang HCE. Theo phuong 4n cua sing ché, md ta dugc thuc hién bing cach su
dung mot vi du 1a chiing thu di¢n tr dugc mang trong ma vach hai chidu, boi vi dbi
v&i nguoi dung chung thu dién tir va thiét bi dau cudi xac minh ching thu, mi vach
hai chiéu c¢6 cac yéu ciu tuong dbi thap vé cac thiét bi phan cting dugc st dung va cic
thiét bi phan cung twong d6i phd bién. Tuy nhién, can phai rd rang ring phuong phap
mo ta nhu vay khong nhdm ap dat mot gidi han rang chung thu dién tir chi c6 thé dugc

mang bang cach st dung ma vach hai chiéu.

Phén sau day truéc hét dé cap dén phuong phdp xtr Iy cidc ma vach hai chiéu
duoc thuce hién & phia may cht dua trén gian dd duge thé hiéni trén Fig.1. Nhu dugc

thé hién trén Fig.2, phuong phép bao gdm cac bude sau.

101. M4y cht nhan yéu cu tiép nhén chimg thu dién tir dwoc gii boi phan

méeém may khéch.

Sau khi dang nhép thanh cdng vao may chd, phin mém may khach giri yéu cau
tiép nhan chtng thu dién tir #n may chi, trong d6 yéu cdu tiép nhén ching thu dién ti
bao gdbm ma nhan dang nguoi ding, dé may chu tim kiém thong tin chimg thu dién tir
twong ing dua trén ma nhan dang ngudi dung. Trong quy trinh thyc hién cu thé, ching
thu dién tir c¢6 thé bao gdm nhung khong gi6i han cac ndi dung sau: chung thu dién tir
twong Ung v6i vé may bay, vé xe buyt, vé tau, vé hoa nhac, thé ngan hang, thé kiém
S04t truy cp, vé vao cdng cong vién, thé cin cudc, phiéu giam gia cia thuong gia, thé

thanh vién, bing lai xe, thé kiém soat truy cap gidy phép 14i xe, hodc thé xe buyt.

Trong quy trinh thuc hién cu thé, phan mém may khach 1a mot ing dung (APP)
dugc cai dat trong mat thiét bi dién t& hodc trang web. Trudc khi phén mém may

khach tuong tac véi méy chu, phin mém may khach c6 thé ding ky v6i mdy chi dua
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trén ma nhan dang ngudi ding va mi nhan dang nguoi ding c6 thé bao gdm nhung
khong gi6i han & thé cin cudce, tén that phu hop véi thé can cude, sd dién thoai di
dong, dia chi email, tén tai khoan, v.v. Trong qud trinh dang ky, c6 thé d3t mat khu
ding nhap dé ding nhap vao may chu, va sau khi ding ky va ding nhép thanh cong,

phan mém may khach cé thé dugc két ndi va giao tiép véi may chu.

102. May chti nhan dugc ching thu dién tir twong (rng v6i ma nhan dang nguoi
dung, va ky chung thu dién tr va ma khoéa cong khai cua phan mém méy khach bing

cach st dung ma khoéa riéng cia mdy chu dé c6 dugc thong tin chit ky ctia mdy chua.

May chi dugc mo ta theo phuong an nay khong tao ra chiing thu dién tur. Sau
khi nhan yéu ciu tiép nhin chung thu dién tr duoc gitri bsi phan mém may khach, may
cht nhén dugc chimg thu dién tr twong ng véi ma nhan dang nguoi dung tir thiét bi
dau cudi x4c minh ching thu ma tao ching thu dién tr. May chii déng vai trod 13 cau
nbi gitta bén st dung ching thu dién tir (phan mém may khéach) va thiét bi dau cudi
xé4c minh ching thu dién tir (thiét bj dau cubi xac minh ching thu) va chiu trach nhiém
chuyén tiép ching thu dién tir dugc tao boi thiét bi dau cudi xac minh chimg thu dén
bén st dung chtng thu dién t. Didu can luu ¥ 13, gia thuyét rang may chii duoc md ta
theo phuwong &n nay cua sang ché dap tmg cac yéu cau quy dinh qudc gia, may chi cén
phai duge cp phép boi thiét bi ddu cudi xdc minh ching thu dé truy cép thiét bi dau

cuodi xac minh chung thu.

Dé ngan chin ching thu dién tir bi gid mao trong qua trinh truyén ctia may chu
va phdn mém mday khéch, trude khi mdy chi phan hodi yéu cau tiép nhan ching thu
dién t dwge gui béi phan mém maéy khach, may chi cin phai ky ma khoa cong khai
ctia ngudi ding tir phin mém may khach bing cich str dung ma khéa riéng ctia may
chu dé co thong tin chit ky ctia may chi. Theo phuong 4n ndy ctia sang ché, ma khoa
cong khai ctia ngudi ding tir phan mém may khach duogc ky dé phin mém may khach
va mdy chu c¢6 thé x4c minh céc tinh ddng nhat ciia nhau, thuc hién xac thuc bio mat
trén théng tin nhén dang, va dam bao ring thong tin trong qué trinh truyén dit lidu
khong bi gia mao. May chu ky ching thu dién ti bing cach sir dung ma khoéa riéng

ctia may chu dé tinh toan ven cta ching thu dién tir ban dau c6 thé duoc xac dinh.

Ngoai ra, khi ky ma khéa cong khai cua nguodi dung va ching thu dién tr, may

chti ¢6 thé st dung thém thong tin chit ky ctia may chii thu dugc khi médy chu ky chimg
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thu dién tir va ma khéa cong khai ciia nguoi dung la thong tin thudc tinh ctia ma vach
hai chiéu dugc tao khi phan mém may khéch tao ma vach hai chiéu sau d6, dé dam bao
ring ching thu dién tir dugc truyén boi phin mém may khach dugc giri boi may chu,
dugce xac minh bdi phdn mém may khach, va duge cip quyén va déng tin cdy. Nhu

vay, chimg thu dién tir khong thé bi gia mao hodc tir chéi.

103. May chu gti thong tin chit ky cia may cha va chimg thu dién tu té1 phan

mém may khéch.

Nhu véy, phdn mém mday khach xac minh ching thu dién ti da dugc ky, va tao
ma vach hai chiéu dua trén ching thu dién t, dé thiét bi dau cudi xac minh chung thu
thuc hién xac minh ching thu dién tir bao gdm trong ma vach hai chiéu. Thiét bi dau
cudi x4c minh chirg thu duoc tao céu hinh dé tao ra chting thu dién tr dya trén ma

nhédn dang nguoi dung.

Theo phwong phap xr Iy ma vach hai chidu dugc dé xut theo phuong an nay
cla sang ché, sau khi nhan dugc yéu ciu tiép nhan ching thu dién ti dugc gl boi
phan mém may khach, may chi ky ching thu dién ti va ma khoa cong khai cia ngudi
dung tr phin mém maéy khach bing cach sir dung ma khéa riéng clia may chu dé c6
duoc thong tin chit ky ciia may chu, va giri thong tin chit ky cua may chu va chimg thu
dién tr dén phdn mém may khach. Phan mém may khéach nhan thong tin chit ky cta
may chi va ching thu dién t& duge gui bdi may chu, xdc minh thong tin chit ky cua
may chu, sau khi xadc minh vé thong tin chit ky thanh cong, ky chtng thu dién t&r, va
tao ma vach hai chiu dya vao thdng tin bao mat dinh trude, thong tin chit ky cta phén
mém may khéch, thong tin chit ky clia mdy chu, ching thu dién tir va ma khoa cong
khai ctia nguoi dung. Sau khi c¢6 dugec ma vach hai chiéu, thiét bi ddu cudi xac minh
chung thu ¢6 thé xac minh thong tin chit ky ctia médy chu, thong tin chit ky cia phan
mém may khach, va thong tin bao mat dinh truéc trong ma vach hai chiéu dé xac dinh
xem ching thu dién t& c¢6 bi gia mao trong qua trinh truyén hay khong, dé dam bao
tinh bado mat cta ching thu dién tr trong qua trinh st dung.

M ta thém vé phuong phap dugc thé hién trén Fig.1, ¢ dam bao tinh hop 18
cia md nhan dang ngudi dung cla phan mém mAay khach va dam bao ring ma nhan
dang nguoi dung cla phin mém may khich khong bi gia mao trong qué trinh truyén

ndi dung, trong budc 102, chirng thu dién tr va ma khoa cong khai cua ngudi dung tir
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phan mém may khach co6 thé dugc ky bang cach stt dung ma khoa riéng cua may chu

trong cac phuong phéap sau, v.v.. Vi du:

Phuong phap 1: May chu gan ma khéa chit ky nguoi dung vao ching thu dién
tir, va ky ching thu dién tir va ma khoa cong khai thir nhit ctia ngudi dung bang cach
st dung ma khoa riéng cua may chu, trong d6 ma khéa chit ky nguoi dung duoc gan

bao gdm ma khoa cong khai thtr nhét ctia ngudi ding.

Khi may chu nhan duoc yéu cau tiép nhan ching thu dién tr dugc glti béi phén
mém may khéch, néu khong c6 ma khoa cong khai clia nguoi dung tur phan mém may
khach thu duogc tir yéu cau tiép nhan ching thu dién tr, méy chu sé& tam thoi gdn mot
cdp ma khoa chit ky nguoi dung cho chung thu dién tir dé x4c thuc ma nhan dang
ngudi ding cta phin mém may khach va do d6 dam bao rang chimg thu dién tir khong
bi gid mao, trong d6 cdc ma khoda chit ky nguoi dung dugc gan bao gdm mot ma khoa
cong khai thir nhat ctia ngudi diing va mot ma khéa riéng cia ngudi dung tha nhat; va
ky ma khoéa riéng cta nguoi dung thir nhét bang cach sit dung ma khoa riéng ctia mdy
chi dé thuc hién xac thuc bao mét trén thong tin chit ky cia may chi sau khi nhén

duoc thong tin chit ky cua may chu.

Vi cac ma khda chit ky ngudi dung duge may chu gén tam thoi cho chimg thu
dién tir, néu cdc ma khoa chit ky nguoi dung khong thu duge boi phin mém may
khach, thong tin chit ky cua mdy cha trong may chu khong thé duoc xac minh. Dé
giam b6t van d& da néu, néu may chu ky chtng thu dién tir va ma khoa cong khai thir
nhit cia ngudi ding ctia phin mém may khach bang cach st dung phuong phép 1, khi
may chi g thdng tin chit ky ctia may chu va ching thu dién tir dén phan mém méy
khéch, may chu cin giri ddng bd cdc ma khéa chit ky ngudi dung duge gan cho ching
thu dién tt t6i phdn mém may khach dé phan mém mdy khach c6 thé xac minh thong

tin chit ky ctia may chii dya trén cdc ma khoa chit ky nguoi dung.

Theo mot quy trinh thuc hién cu thé, sau khi nhan dugc ma khoa chit ky nguoi
dung dugc mdy chu gan tam thoi cho chting thu dién tit, va xdc minh thong tin chit ky
ctia may chu dua vao cdc ma khoéa chit ky nguoi dung, phin mém may khach c6 thé
truc tiép loai bd cac mi khoa chit ky ngudi dung, hodc c6 thé str dung ma khoa chit ky

ngudi dung nhu mi khéa cia nguoi dung thong thuong va ma khoa cong khai cia
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ngudi ding tir phin mém may khach. Céc phuong an khong bi gi6i han & phuong an

nay cua sang ché.

Phuong phap 2: May chi nhdn dugc mé khda cong khai thr hai cia nguoi dung
duoc giri boi phdn mém maéy khach, va ky ma khoa cong khai thtt hai ctia ngudi ding

va ching thu dién tir bang cach sir dung ma khda riéng cua may chu.

Theo phuong 4n ndy, dé nhan biét danh tinh cua phin mém may khéch, khi gui
yéu cau tiép nhan chimg thu dién tir dén may chu, phin mém may khéch s& giri dong
bd ma khoa cong khai thtr hai ctia ngudi ding ctia phan mém may khach dén may chu,
dé may chu thuc hién xac thuc danh tinh trén phin mém may khach, va may chu ky
ma khoa cong khai thir hai ctia ngudi ding va chimg thu dién t cia phan mém méy
khéch bang cach st dung ma khéa riéng ctia may chii. Sau khi nhan ma khoéa cong
khai thtt hai cua ngudi ding va chimg thu dién tr d3 duoc ky, phan mém may khach
chi c6 thé nhan duoc thong tin ching thu dién tir sau khi x4c minh chit ky thanh cong

dé dam bao rang chtng thu dién tir khong bi gia mao.

Can luu ¥ 13, ma khoa cong khai thr nht ctia ngudi ding va ma khéa cong
khai th hai cua nguoi dung dugc mo ta theo phuong &4n nay cua sang ché duoc st
dung dé phan biét cac ma khoa cong khai ctia ngudi dung khac nhau cua phan mém
may khach. "Tht nhat" va "tht hai" khong c6 cic y nghia khac va khong nhim muc
dich giéi han sb luong, mic do wu tién, v.v. clia cdc mi khoa cdng khai cua ngudi
dung. Phuong phép dit tén ma khoa cong khai cia nguoi dung trong phan mém may

khach khong bi gidi han & phuong an nay cua sang ché.

Dé d& mo ta, trong phin md ta sau theo phuong 4n ciia séng ché, mé ta duoc
thuc hién bang cach sit dung mdt vi du 1a ma khoa cong khai clia nguoi dung va ma
khoa riéng cua nguoi dung la cac khdéa ma bét d6i xung. Tuy nhién, cin phai ro rang
ring ma khoa cong khai ctia ngudi diing va ma khoa riéng ciia ngudi dung khong bi
giéi han & céc khéa ma bit dbi xtirmg, ma c6 thé 1a cac khéa ma d6i xtng. Céac phuong
an khong bi gidi han ¢ phuong &4n nay cua sang ché.

D& hd tro viéc hiu vé qua trinh ky cia mdy chu, sau day st dung mot vi du 1a
may chu ky ma khoa cong khai cua nguodi dung va ching thu dién tu dé mo ta. Quy
trinh cu thé bao gdm cac bude sau: sau khi thu dugc ma khoa cong khai ctia ngudi

dung va ching thu dién t&r, may chu cd thé thuc hién hoat dong bam trén ma khoa
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cong khai cia nguoi dung va chung thu dién tur bang cach sir dung giai thuat bam aé
liy gia tri bam, va sau d6 ky gid tri bdm bang cach st dung ma khoéa riéng ciia médy
cht @& c6 duoc thong tin chit ky ctia mdy chu. Mot giai thuat (nhu hoat dong bam)

duoc st dung trong qua trinh ky khong bi giéi han & phuong 4n nay cua sang ché.

Sau khi ky chimg thu dién tr va ma khoa cong khai ctia nguoi dung, may chu
glri chimg thu dién tr, ma khéa cong khai cua nguoi dung da ky, va chimg thu dién tr
da ky cho phdn mém may khach, dé phan mé&m may khach xac minh thong tin chit ky
ciia may chd va dadm bao rang chimg thu dién tir khong bi gid mao béi nguoi ding cb
tinh 1am hai trong qua trinh truyén dit liéu. Ngoai ra, may chi can phét di thém ma
khoa cong khai twong g v6i ma khoa riéng cia may chi ma duoc st dung khi may
chii ¢6 duge thong tin chit ky, dé phin mém may khach va thiét bi diu cudi xac minh
chirng thu nhin ma khéa cong khai dugc phét di boéi mdy chi, va st dung ma khoa

cong khai cia may chit dé x4c minh thong tin chit ky.

Hon nita, may chu dugc md ta theo phwong 4n nay cua sang ché dong vai tro 1a
cu ndi mang phin mém may khach va bén x4c minh thong tin chung thu. May chi
chiu trach nhiém xac thuc tinh hop 1€ ctia ngudi dung, va ngoai ra, may chu ¢ thé xac
minh thém tinh hop 1€ cta viée st dung ching thu dién tir. Trong cac quy trinh st
dung cu thé, cac chung thu dién tir twong Gng v6i cdc loai dich vu khac nhau, va céac
loai dich vu khéac nhau dugc giéi han béng cach st dung céc tiéu chuin dich vu khac
nhau. Vi du, khi chtng thu dién t&r 12 vé may bay, dich vu vé may bay bao gdm thoi
gian khéi hanh ciia may bay (truong hop 4p dung nay chi ¢ thé 14 tinh hubng v6i mot
may bay cét canh ding gid ma khong bi chdm tré). Ngoai ra, khi chirng thu dién ti 1a
vé budi hoa nhac, dich vu vé ciing bao gdm thoi gian bt dau, thoi gian vio cira, v.v.
ctia budi hoa nhac. Do d6, theo phuong an nay cla sang ché, trude khi thu duoc ching
thu dién tr twong Ung dya trén mi nhén dang nguoi dung, may chu can phan tich ct
phap yéu céu tiép nhan ching thu dién tr, c6 dugc thoi gian hiéu luc ciia dich vu bao
gbm trong yéu ciu tiép nhan chimg thu dién ti, va xac minh xem thoi gian hiéu luc
cua dich vu c¢6 tuan thud véi tiéu chuén dich vu hay khong. Khi thoi gian hiéu lyc cua
dich vu tuén thu tiéu chudn dich vy, may chu thu dugc chirng thu dién tir trong Ung
v6i ma nhan dang ngudi dung. Khi thoi gian hiéu lyc cia dich vu khong tuén thu ti€u
chudn dich vy, may chu s& tra vé phan mém may khach, thong tin nhéc nhé cho biét

rang khong c6 ching thu dién tt twong tng.
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Dé hiéu r5 hon, phan sau ddy mb ta thoi gian hiéu luc ctia dich vu va tiéu chuin
dich vu véi céc vi du. Vi dy, gia su réng ching thu dién tr 1a dich vu vé xe buyt, thoi
gian dé thiét bi ddu cudi x4c minh ching thu dé ban céc vé xe buyt trudc 7 ngay, va
ngay hién tai la ngay 1 thang 11, ndm 2016. Nguoi dung gt yéu ciu tiép nhan chimg
thu dién tor dén may cha bang cach str dung phdn mém mdy khach vao ngay 1 thang
11, nam 2016, thoi gian hidu luc cua dich vu bao gdm trong yéu ciu 1a dén ngay 20
thang 11, ndm 2016, va thoi gian hiéu luc t6i da cua chung thu dién tr duoc tao béi
thiét bi dau cubi x4c minh chtng thu 13 dén ngay 8 thang 11, nim 2016. Do d6, may
chi ¢6 thé xac dinh ring thoi gian hidu luc cta dich vu khong tuan thu véi tidu chuin
dich vu. Mo ta da néu chi 1a mot vi du. Phuong dn nay cla sang ché khong dit giéi han
vé loai dich vu cua ching thu dién ti, thoi gian hi€u luc cua dich vy, ti€u chudn dich

vu, V.V.

Hon nita, trong budc 102, chiing thu dién tr twvong tng véi mé nhén dang nguoi
ding ¢6 thé thu duge theo cac phwong phép sau nhung khong gi6i han & cic phuong

phép nay. Vi du:

Phuong phap 1: Sau khi thiét bi dau cudi xdc minh ching thu tao chimg thu
dién tt dya trén ma nhin dang ngudi dung, ching thu dién tir duoc ddng bd hoa boi

thiét bi diu cudi xac minh chimg thu dugc nhén.

Theo phuong 4n ndy, sau khi tao chung thu dién ti, thiét bi diu cudi xdc minh
chiing thu chu dong gtri chiing thu dién tr da tao dén may chu. Trong mdt quy trinh
thuc hién cu thé, dé gitp quan ly sb lwong chimg thu dién tir, may chi c6 thé tao cuc
bd danh sach dinh trude, & ddy danh sach dinh trude duge st dung dé ghi lai mbi quan
hé anh xa gitta ma nhdn dang nguoi dung va ching thu dién tir. Sau khi nhan dugc
chimg thu dién tir duoc ddng bd hoa boi thiét bi diu cudi xdc minh ching thu, may
chu s€ ghi lai mbi quan h¢ 4nh xa mdi nhén dugce gitta chirng thu dién tr va ma nhén
dang nguoi dung trong danh sach dinh trude. Sau khi gui ching thu dién tu dén phén
mém may khéch, méay chu ¢6 thé x6a ching thu dién tir dd dugc giri thanh cong ra
khoi danh séach dinh trude, dé giam tai nguyén bi chiém gitt bdi may chu.

Phuong phép 2: théng tin yéu cdu dé thu dugc chung thu dién tir duge gii dén
thiét bi ddu cudi x4c minh ching thu duge dua trén ma nhan dang ngudi dung, dé thu

dugc ching thu dién tur.
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Theo phuong 4n nay, may chu dugc st dung dé chuyén tiép. May chi yéu cau
ching thu dién tir tir thiét bi ddu cudi xac minh ching thu dwa trén ma nhan dang
ngudi ding trong yéu cau tiép nhan chimg thu dién tir chi khi nhan dugc yéu cau tiép
nhén ching thu dién ti duoc giri boi phin mém may khach, va sau d6 chuyén tiép
chiing thu dién tr c6 dugce cho phdn mém may khach. Phwong phap dé thu dugc ching

thu dién tr cia may chu khong bi gi6i han & phuong an nay cia sang ché.

Hon nita, nhuy mot phan md ta thém va mot phin m& rong cia phuong phép da
néu, phuong 4n cua sang ché con dé xult phuong phép xir Iy ma vach hai chiéu. Theo
phuong phap nay, & dé mé ta, mo ta chi yéu dugc thuc hién bang cach st dung vi du
rdng phin mém maéy khach 1a ALIPAY va ching thu dién tir 1a vé xem hoa nhac dién
t&r. Can phai r3 rang rang mot phuong phdp mo ta nhu vy khong nham ap dat mot gici
han ma phan mém méy khach dugc md ta theo phuong dn nay clua sang ché chi ¢6 thé

1a ALIPAY. Nhu dugc thé hién trén Fig.3, phwong phap nay bao gdm cac budc sau:

. 201. May chu nhan dugc yéu cau tiép nhéin vé xem hoa nhac dién t& duogc gui
bdi ALIPAY, trong d6 yéu cau tiép nhin vé xem hoa nhac dién tir bao gdbm s6 dién

thoai di ddng va thoi gian hiéu lyc cua dich vu.

Trong thuc té, thoi gian hi¢u luyc cua dich vu co thé 1a thoi gian dat vé xem hoa
nhac dién tir hodc c6 thé 1a thoi gian bt diu cta vé xem hoa nhac dién tir hogic c6 thé
1a bét k¥ lac nao khong lién quan dén vé xem hoa nhac dién t&r. Thoi gian hiéu luc cua
dich vu khong bi gidi han & phuong 4n nay cua sing ché.

202a. May chu phan tich ci phép yéu cdu tiép nhan vé xem hoa nhac dién t& va
¢ dugc thoi gian hi€u lyc cia dich vu bao gém trong yéu cau tiép nhan vé xem hoa
nhac dién tu.

Vi du, thoi gian hiéu Iyc cua dich vu trong yéu cau 1a thoi gian bit diu budi hoa
nhac: 16:00 ngay 20 thang 9, ndm 2016, va ngay hién tai la ngay 1 thang 9, nam 2016.

203a. X4ac minh xem thoi gian hi€u lyc cta dich vu ¢6 tuan thu ti€u chuin dich
vu hay khong.

Néu thoi gian hi¢u luc cua dich vu tudn thu tiéu chudn dich vy, budc 204 duoc

thuc hién. Néu thoi gian hiu luc cta dich vu khong tuan thu tiéu chudn dich vy, bude

205 duogc thuc hién.
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Theo phwong 4n nay cua sang ché, vé xem hoa nhac dién tir duoc nhan theo
kich béan sau: khi vé gidy cho bubi hoa nhac bi mat hodc bi hong, ¢6 thé vao budi hoa
nhac bing cich xac minh vé xem hoa nhac dién tir, ma khong can dang ki lai vé xem
hoa nhac bang gidy. N6 1am giam qu4 trinh diing ki lai vé mét méi. Trong vi du nay, c6
thé chi dinh réng tiéu chuén dich vu 1a c6 thé léy vé xem hoa nhac dién tr trong vong
30 ngay trudc khi mé budi hoa nhac, hoic ¢ thé 14y vé xem hoa nhac dién tr trong
vong ntra gio sau khi bat diu budi hoa nhac. Budc 202b c6 thé duge thuc hién mién 1a
thoi gian hi€u lyc cta dich vu tuén thu tiéu chuén dich vu. Thoi gian hiéu luc dugc mo
t4 trong budc 201 12 thoi gian bit ddu budi hoa nhac vao ngay 20 thang 9, nim 2016 1a

tuén thu quy cach dich vy, vi vay budc 202b dugc thuc hién.

202b. Méy chi phan tich ct phap yéu cdu tiép nhan vé xem hoa nhac dién t, va

nhan duoc sb dién thoai trong yéu cau tiép nhan vé xem hoa nhac dién tu.
203b. X4c nhan tinh hop 1& ctia s6 dién thoai di dong.

Néu s6 dién thoai di dong hop 18, bude 204 duoc thuc hién. Néu sé dién thoai

di dong khong hop 1€, bude 205 duge thuc hién.

Trong budc hién tai, x4c minh xem sO dién thoai di ddng trong y€u cau c6 phu

hop v6i s6 dién thoai di dong trong may chd hay khong.

Can luu y 13, khi budc 202a va bude 202b dugce thuc hién, khong c6 trinh tu
gitta hai budc. Ngoai ra, cic budce tiép theo chi tiép tuc dugce thuc hién sau khi viéc
x4c minh thoi gian hidu lyc cta dich vu va xdc minh mi nhin dang ngudi dung (s6

dién thoai di dong) thanh cong.

204. May chu c6 duge vé xem hoa nhac dién tr twong Ung véi s6 dién thoai di
dong, va ky ma khoa cong khai cua nguoi dung cuia ALIPAY va ching thu dién tur
bang cach st dung ma khoa riéng ctia may chi dé thu dugc thong tin chit ky ctia may
chu.

Dua vao céc loai dich vu khac nhau, ching thu dién t& cé céc chi tiét twong
ng. V¢ xem hoa nhac dién t& dugc st dung 1a mot vi du. Vé xem hoa nhac dién tur
bao gdm dia didm t6 chirc budi hoa nhac, chd dimg, sb chd ngdi cu thé, tén budi hoa

nhac, gia ca, v.v. Cac phuong an khong bi giéi han & phuong 4n nay cua sang ché.
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205. Chin yéu cau tiép nhin vé xem hoa nhac dién tlr, va gl 101 nhic 16i yéu

ciu téi ALIPAY.

206. Gui thong tin chit ky cia may chu va vé xem hoa nhac dién tir t6i

ALIPAY.

207. Phat di ma khéa cong khai twong (rng v6i ma khoa riéng ctia may chu, dé

ALIPAY x4c minh thong tin chit ky dua trén ma khéa cong khai ciia mdy chu.

Nhu phin mé rong cho phuong phép dugc thé hién trén Fig.3, sau khi thiét bi
dién tr (vi du, dién thoai di dong) dugc cai dat ALIPAY bi mét, nguoi dung co thé
chuyén déi dién thoai di dong va sau khi dang nhp thanh cong vao ALIPAY, tiép tuc
st dung ching thu dién tir, ngdn chan viéc huy dang ky, ding ky lai, v.v. sau khi
chirng thu gidy bi mat. Trudng hop ap dung nhu vay chi cé thé dugc 4p dung sau khi
ALIPAY thuc hién x4c minh chit ky thanh céng bang cach sir dung ma khoa riéng cta
nguoi diung, mi khéa cong khai cia may chui, va chimg thu dién tu. Néu ALIPAY
chua x4ac minh thong tin chit ky cua may chu, ALIPAY can x4c minh thong tin chit ky
cta may chu dya trén ma khoéa cong khai cia méy chu va thu duge chimg thu dién tir
sau khi xac minh thanh céng. Theo phuong an tuy chon cua sang ché, dé xac dinh
thém rang chimg thu dién t& khong bi ro i, sau khi may chu gui thong tin chit ky ctia
may chd va chung thu dién tu dén phin mém méy khach, khoang thoi gian hiéu luc
x4c minh ddi véi ma khoa cdng khai cua may chu co thé dugc cai dit. Nhu vay, phén
mém méy khach phai hoan tAt x4c minh thong tin chit ky cia mdy chu trong mot thoi
gian nhét dinh. Néu khoang thoi gian higu luc x4c minh d6i véi ma khoa cong khai ciia

may ch hét han, théng tin chit ky ctia mdy cht khong thé dugc x4c minh.

Hon nira, phuong &n cua sang ché con d& xuét phuong phap xir Iy cic ma vach
hai chiéu. Phuong phép duoc 4p dung cho phia phan mém may khich dugc thé hién
trén Fig.1. Nhu dugc thé hién trén Fig.4, phuong phép bao gdm céc budce sau.

301. Phdn mém may khach nhan thong tin chit ky cua may chi va ching thu
dién tir dugc gri bdi may chu.

Sau khi phan mém may khich ding nhap thanh cong vao may chu bang cach str
dung tén tai khoan ngudi ding va mat khdu ding nhap, phan mém méy khach gui yéu
cdu tiép nhan chimg thu dién tr dén may chi. M4y chu tra 10 yéu cau tiép nhan chitng

thu dién tr. Dé ngin chimg thu dién t& bi gia mao trong qua trinh truyén, may chu gt
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thong tin chit ky cua may chd va thong tin dién tu dén phan mém may khach, dé xac
minh tinh hop 1é cia danh tinh ctia phdn mém mday khach. Thong tin chit ky ctia may
cht duge may cha ¢6 dwoc bing cach ky ching thu dién tir va ma khéa cong khai cta
ngudi dung tir phidn mém may khach bing cach st dung mi khoa riéng ctia mdy chu.
Dbi voi cac md ta lién quan vé viée 14y thong tin chit ky ctia mdy chi, co thé tham
khao cac phin mé ta chi tiét theo phuong 4n dd néu. Céc chi tiét duoc bod qua dé don

gian theo phuong 4n nay cta sang che.

302. Phdn mém may khach xac minh thong tin chit ky ctia may chu dé thu dugc

chirng thu dién tur.

Vi du, thong tin chit ky cua may chi c¢6 dugce bang cach ky mi khéa cong khai
cda nguoi dung va ching thu dién t& bdi may chi, va viéc xac minh thong tin chir ky
ciia may chi dugce thyc hién boi phﬁn mém may khéach dugce str dung lam vi du cho
phan mé t& chi tiét. Fig.5 12 gian db minh hoa qué trinh ky va x4c minh chit ky, theo
mot phuong an clia sang ché. Sau khi nhan dugc mi khéa cong khai ctia ngudi dung
va ching thu dién t&, may chi thuc hién thao tdc bam trén ma khoa cong khai cia
ngudi ding va chimg thu dién tir bang cach st dung thuét todn bam dé 14y gia tri bam
th(t nhit, va ma hoa gi4 tri bam thir nhit bang cach st dung ma khoda riéng clia may
cht dé c6 duge thong tin chit ky ctia may chii. Mdy chu gt thong tin chit ky ciia may
cha va chtng thu dién tr dén phan mém maéy khéach. Sau khi nhan théng tin chit ky
ciia may chu va ching thu dién tu, phan mém maéy khach trich xuat chimg thu dién tu,
va thuc hién thao tdc bam trén chimg thu dién tr dé c6 duge gia tri bam thir hai. Ngoai
ra, phdn mém mdy khach st dung ma khoéa cong khai clia méy chu dé giai ma thong
tin chit ky ctia may cha dé c6 dugc gia tri bam thi nhét, va so sanh gia tri bam thw
nhét thu duoc thong qua viée giai ma voi gia tri bam thit hai ¢6 dugc thong qua tinh
todn. Néu gid tri bdm tht nhét gidng v6i gid tri bam tht hai, diéu d6 cho thdy ring
chimg thu dién tir khong bi gid mao trong qua trinh truyén, va chimg thu dién tir c6 thé
duoc st dung truc tiép sau khi thu duoc chimg thu dién tir. Néu gi4 tri bam tht nhat
khéc v6i gid tri bam thir hai, didu d6 cho thdy rang thong tin dién tir bi gia mao trong
qua trinh truyén dit liéu va c6 thé ¢6 nguy co ro ri théng tin. Can luu y 1a Fig.5 chi la

mot vi du, va ndi dung cu thé ctia thong tin chit ky ctia mdy chi khong bi gidi han.
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303. Phdn mém may khach thu dugec mi khéa ciia ngudi dung twong ting véi
ma khoa cong khai cua nguoi dung, va ky ching thu dién tw bang cach sir dung ma

khoa ctia nguoi ding dé ¢ duge thong tin chit ky cla phan m&m may khéch.

Phin mém méy khach tao chimg thu dién t¢ dugc mang trong ma vach hai
chidu. P& ngin chin ching thu dién tir bi gia mao bét hop phap va dé ngin khong cho
thong tin ching thu dién ti bi rd ri, phdn mém may khéch can phai ky ching thu dién
ttr bang cach sir dung ma khéa riéng cla nguoi dung, dé c6 duoc thong tin chit ky ctia
phin mém méy khach. Khi phin mém méy khach st dung thong tin chit ky cla phén
mém may khach lam thong tin thudc tinh cua ma vach hai chiéu dugc tao ra, thiét bi
ddu cudi x4c minh chimg thu ¢6 thé x4c minh thong tin chit ky cua phin mém may

khach, va xac thuc thém tinh hop 18 ctia phan mém may khach.

V& phuong phap trién khai chit ky cu thé, c6 thé tham chiéu dén mé ta chi tiét

trén Fig.5. Cac chi tiét dugce bo qua dé don gian hoa theo phuong 4n nay ciia sang ché.

304. Phin mém may khach tao ma vach hai chiéu dya trén thong tin bdo mat
dinh trude, thong tin chit ky ctia phan mém mdy khach, thong tin chit ky cua méy chu,

chirng thu dién tir, va ma khda cong khai ciia nguoi dung.

Khi phin mém mday khach va bén xac minh chimg thu dién tir thyc hién truyén
dir liéu (ching thu dién tr) khoang cach ngin, d¢ dam bao an toan cia viéc truyén
chirng thu dién tir, thong tin xac thyc ¢ thé dugc thém vao mi vach hai chiéu dugc
tao ra, va thong tin xac thuc co thé bao gdbm nhung khong gi¢i han & thong tin chit ky
ctia phin mém mdy khach, thong tin chit ky ctia may chu, va thong tin bao mat dinh
truée. Thiét bi dau cudi xac minh chimg thu c6 thé xdc minh thong tin chit ky cua
phin mém may khéch, dé x4c dinh rang chting thu dién tir can x4c minh duoc gl bsi
phin mém may khach. Ngoai ra, thiét bi diu cudi x4c minh chung thu ¢6 thé xac minh
thong tin chit ky cua may chu dé x4c dinh rang ching thu dién ti trong ma vach hai

chidu duge giri béi may chu, dé dam bao ring chimg thu dién tir khong bi gia mao.

Theo phuong 4n nay cua sang ché, thong tin bao mat dinh truéc duge st dung
lam cai dit dong cua ma vach hai chidu, va duoc sir dung 1am ching thu dé thiét lap su
truyén dit liéu "ddng tin cay" gitta phin mém may khach va thiét bi diu cudi xdc minh
ching thu. Trudc khi nhdn dugc ma vach hai chidu dugc giri boi phan mém may

Kkhéch, thiét bi dau cudi xac minh chtng thu thyc hién xdc minh tinh hop 1€ va bao mat
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cta thong tin bdo mat dinh trudc dé dam bao tinh bao mat cia ching thu dién tr dugce
giri béi phdn mém may khach. Thong tin bao mat dinh trude c6 thé bao gdm nhung
khéng gi6i han & cac ndi dung sau: thong tin mat khu dong, thong tin thoi gian, thong
tin ma ngau nhién, v.v. Cc' phuong 4n khong bi giéi han & phwong 4n niy cia sang

7
A

che.

Vi dy, nhu dugc mo ta ¢ day, thoi gian hé théng hién tai dugc sir dung d6i voi
thong tin bdo mat dinh trude. Néu phén mém mdy khach tao ma vach hai chiéu lac
08:00, c6 thé x4c dinh ring thong tin bao mat dinh trude 14 08/00. Néu phan mém méy
khach tao ma vach hai chiéu lac 10:21, ¢6 thé x4c dinh ring thong tin bao mat dinh
trude 1a 10/21. Vi du da néu dugc mo ta béng cach st dung thong tin bdo mat dinh
truée dudi dang thoi gian hé thdng hién tai. Tuy nhién, rd rang 1a phuong phap mo ta
nhu vady khong nham ap dat gidi han rang thoéng tin bao mat dinh trudc duoc md ta
theo phuong 4n ndy cua sang ché chi co thé 1a thoi gian hé thdng hién tai ciia phan

mém may khach.

Can luu v 13, khi ma vach hai chiéu duoc tao ra, ma khoa cong khai ctia ngudi
ding tir phan mém may khach khong dugc phat rong, va thay vao d6, ma khoa cong
khai ctia ngudi dung duge sir dung truc tiép 1am thong tin thudc tinh ciia ma vach hai
chidu dugc tao ra. Didu nay c6 thé c6 hidu qua giam téng chi phi thém va chi phi cua

phan mém may khéch.

Theo phwong phap x& Iy ma vach hai chidu duge dé xuét theo phuong 4n nay
cua sang ché, sau khi nhan duoc yéu cau tiép nhan chung thu dién tb dugc gii boi
phan mém méy khach, may cha ky chting thu dién tir va ma khoa cdng khai cta ngudi
ding tir phdn mém mdy khach bing cach st dung mi khoa riéng clia may chi dé c6
dugc thong tin chit ky cia may chu, va giri thong tin chit ky ciia may chu va chimg thu
dién tor dén phin mém mday khach. Phan mém mdy khéach nhan thong tin chit ky cla
may chi va ching thu dién tir duge glri boi may chu, xac minh thong tin chit ky cia
may chu, sau khi xac minh théng tin chit ky thanh cdng, ky ching thu dién tir, va tao
ma vach hai chiéu dwa vao thong tin bdo mét dinh trude, théng tin chit ky ctia phan
mém may khach, théng tin chit ky ctia may chii, chimg thu dién t&, va ma kh(’)a cong
khai ctia ngudi dung. Sau khi c¢6 dwgc ma vach hai chidu, thiét bi diu cubi xac minh
chtng thu ¢6 thé xac minh thong tin chit ky ctia may chii, thong tin chit ky cia phan

mém may khach, va thong tin bao mat dinh trudce trong ma vach hai chiéu dé xac dinh
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xem chimg thu dién tir ¢6 bi gia mao trong qua trinh truyén hay khong, dé dam bao

tinh bao mat cua ching thu dién tir trong qua trinh st dung.

Theo phuong 4n nay cua sang ché, khi dat duge ma khéa ciia ngudi ding twong
g v6éi ma khéa cong khai ctia ngudi ding, phin mém may khach nhan ma khoa chit
ky ngudi ding ma dugc gii bdi may chu va duge gan cho ching thu dién tr, & ddy ma
khoéa chit ky ngudi dung bao g0m ma khéa cong khai thir nhat clia nguoi ding va ma
khoa thir nhit cia ngudi ding, ma khéa ctia ngudi dung va ma khoa cong khai cta
ngudi dung 14 cac khoa ma bat dbi xtng, va phan mém may khach nhan duge ma khéa
codng khai thir nhdt cia ngudi ding trong ma khoa chit ky ngudi ding ma dwgc may
cht gan cho ching thu dién tir. Trong mdt phuong &n khéc cia sang ché, khi thu dugc
ma khoa ctia nguoi dung tuong tng voi ma khoa cong khai cia nguodi dung, phan mém
may khéch c6 thé thu duge ma khéa thtr hai ctia nguoi dung duge tao ra boi phan mém
may khach va tuong ung vdi ma khoa cdng khai cua ngudi dung. Phuong phép dé
phin mém may khach thu duoc ma khéa ciia ngudi dung khong bi gi6i han & phuong

an nay cua sang che.

Hon nita, khi xa4c minh théng tin chit ky ciia may chi, phuong phéap bao gbm
c4c budce sau: nhin va luu trit ma khoa cong khai cia may chu dugce phat quang ba béi
may chu, va xac minh thong tin chit ky ciia may chd dua trén ma khoa cong khai cua

may chu va ching thu dién tu.

Khi x4c dinh ring méy cht ky ma khéa cong khai thit hai ctia ngudi dung duge
tao bdi phin mém méy khach, phan mém méy khach xac minh théng tin chit ky cta
may chu dua trén ma khoa cong khai ciia may chd, chung thu dién tr, va ma khoa

cong khai thtr nhit cia ngudi ding.

Khi xé4c dinh ring méy chi ky ma khoa cong khai thir nhit cia nguoi ding
dugc gan boi may chu cho ching thu dién tu, phan mém may khich xdc minh thong
tin chir ky ciia may chu dya vao ma khoa cong khai ctia mdy chu, ching thu dién tir va
ma khoa cong khai thr hai ciia nguoi dung. Péi voi quy trinh ma phdn mém méy
khach x4c minh thong tin chit ky ctia may chi, c6 thé tham chiéu dén mo ta chi tiét

trén Fig.5. Cac phuong an khong bi gi6i han & phuong 4n nay cta sang ché.

Can luu ¥ 14, khi gti chimg thu dién tr dén phdn mém may khach, mdy chu

can ky chung thu dién tir va ma khéa cdng khai ctia ngudi dung dé c6 duge thong tin
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chit ky ctia may cha, dé khi phin mém may khach tao ra mi vach hai chiéu sau do,
thong tin chit ky ctia may chi ¢ thé dugc st dung lam thong tin thude tinh cua ma
vach hai chidu dugc tao ra. Nguoi ding st dung ma khoéa riéng cua ngudi dung dé
dang ky thong tin dugc glri boéi may chu, d& dam bao tinh chinh x4c cia thong tin gde
cia ching thu dién tr, va ddm bao ring mi khoa cong khai ctia nguoi dung 13 hop 1&

va dang tin cay khi dugc xdc minh va khong thé bi gid mao hodc tr chi.

Hon nita, ¢6 thé c6 nhidu ma khoa chir ky ngudi diung (bao gdm ma khoa thir
nhit cia ngudi dung dwgc tao béi phan mém may khach, va mi khoa thtr hai cla
nguoi dung duge may chi gan cho ching thu dién tir) trong phan mém may khach. Do
d6, phdn mém méy khach c6 thé ky chung thu dién ti bang cach st dung bat ky ma
khoéa riéng nao cua nguodi dung ma khép véi phin mém mdy khéach. Vi dy, phan mém
méy khéch ¢6 thé ky chimg thu dién tir bang cach st dung ma khoa thir nhat ctia ngudi
dung, hodc c¢6 thé ky chimg thu dién tir bang cach str dung mi khoa thit hai clia ngudi

dung. Céac phuong an khong bi gidi han & phuwong 4n nay cua sang ché.

Pé dam bao hon tinh bao mat ctia ching thu dién tir, khi phan mém may khach
tao ma vach hai chiéu, phin mém may khach ciing st dung thong tin chit ky cta phan
mém méy khach trong quy trinh. Do do, thiét bi diu cudi xac minh chtng thu thuc
hién x4c minh thong tin chit ky ctia phin mém may khach, && dam bao rang ching thu
dién t& dugc tao bdi phan mém may khach va phin mém may khach dugc cép quyén
va dang tin cady dé str dung chimg thu dién tir, va ching thu dién tir khong thé bi gia
mao hodc bi tir chdi. Ma vach hai chiéu co thé duoc tao dua vao thong tin bao mat
dinh trude, thong tin chit ky cta phan mém may khéch, thdng tin chit ky ctia mdy chu,
chimg thu dién tr, va ma khoa cong khai ctia nguoi dung theo phuong phép sau: cai
dat khoang thoi gian hiéu lyc cia thong tin bao mat dinh trude, va tao ra ma vach hai
chiéu dya vao thong tin bao mat dinh trudc, thong tin chit ky cia phin mém may
khéch, thong tin chit ky ctia may chu, ching thu dién tir, ma khoa cong khai ciia nguoi
dung, thoi gian ¢6 hiéu lyc cla thong tin bao mét dinh truéc, va mi nhén dang nguoi
dung.

Can luu vy 13, theo phuong 4n ndy cla sang ché, khi tao ma vach hai chiéu,
phin mém méy khach can st dung ma nhan dang nguoi dung 1am thong tin thude tinh
ctia mi vach hai chidu duoc tao ra. Pidu nay c¢6 thé duoc 4p dung cho trudng hop ap

dung vai thiét bi dAu cudi xac minh ching thu yéu cdu hé thdng tén that cia ngudi
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dung. Vi du, khi chiing thu dién tr 14 ching thu twong ing v6i vé mdy bay, vé xe buyt,
vé tau, thé ngan hang, v.v., khi thiét bi diu cudi xac minh ching thu thuc hién xac
minh ching thu dién tr nhu vdy, thé nhan dang nguoi dung co thé dugc str dung dé
kiém tra diéu kién hé théng tén that, dé hd tro hoan thanh x4c minh, théa méan yéu cau

trong mot s6 trudng hop p dung yéu cau hé thdng tén that.

Vi giai phap tuy chon theo phwong 4n nay ctia sing ché, trong mot s§ truong
hop bao mat cao, khi ma vach hai chiéu dugce tao ra, dé ngdn khong cho ma vach hai
chiéu bi str dung boi ngudi dung cé da tAm khi dién thoai di dong hodc may tinh bang
bi mét hodc trong mot khoang thoi gian ngan khi ma vach hai chiéu bi bé khoa, ddu
hiéu sinh tric hoc ctia nguoi sir dung chtmg thu dién tir co thé dugc thém vao ma vach
hai chiéu. Vi du, mot d4u hiéu sinh tric hoc nhu ddu van tay cua nguoi st dung chiing
thu dién t bao gdm trong ma vach hai chiéu. Khi thiét bi d4u cudi xdc minh ching
thu thuc hién xdc minh ma vach hai chidu, viéc x4c minh trén ddu hiéu sinh triic hoc

ctia ngudi d6 1a can thiét @& dam bao hon tinh bao mat cia chtng thu dién ti.

Hon nita, theo phwong 4n da néu, cic chirc ning cu thé va cic phuong an cuy thé
cta may chu va phdn mém may khach dé xir Iy ma vach hai chiéu da duoc md ta chi
tiét. Thiét bi ddu cubi xac minh ch&ng thu duoc thé hién trén Fig.1 can thuc hién su
x4c minh trén chirng thu dién t&r dugc tao ra phu thudc vao ma vach hai chiéu. Phan
sau ddy d& cap dén phuong phép xir Iy cdc ma vach hai chiéu. Phuong phép duoc &p
dung cho thiét bi ddu cudi xac minh ching thu. Nhu dugc thé hién trén Fig.6, phuong

phéap bao géom cdc budc sau.

401. Thiét bi dau cudi x4c minh ching thu c¢6 dugc mi vach hai chiéu trong

phin mém may khach.

M4 vach hai chiéu duoc tao boi phén mém may khach dua trén thong tin bao
mat dinh trude, thong tin chit ky ciia phadn mém may khéch, thong tin chit ky cia may
chd, ching thu dién t, va ma khoa cong khai cia nguodi dung, thong tin chir ky cia
phan m&m may khach ¢6 dugc bi phin mém may khach biang cach ky ching thu dién
ttr, va thong tin chit ky ctia may chu c6 dugc bdi may chu bang cach ky ching thu dién
tr va ma khoa cong khai cua ngudi dung.

Thiét bi diu cudi x4c minh ching thu cé thé nhan dugc ma vach hai chiéu trong

phan mém may khach theo phuong phép sau, v.v. Vi du, ma vach hai chidu c6 dugc

-25-



31024

bang cach sir dung chi dan thu thap dit liéu dinh trude. Céc phuong phap lién quan dén
chi dan thu thap dir liéu dinh trude bao gdm phuong phép quét, phwong phép dao dong
dau truyén dit liéu, phuong phap kich hoat khéa, phurong phép kich hoat giong néi,va
phwong phap truot doc theo déu.

Theo phuong phép chi dan thu thap dit liéu dinh truéc theo phuong én nay cla
sang ché, cac phuong phap chi dan thu thap dit liéu dinh truéc khac véi phuong phép
quét cin duoc thiét dat trude khi truyén dit liéu. Vi du, phuwong phép lic dau truyén dit
lidu dugc thiét dit nhu sau: l4c hai 14n theo cung mdt huéng, l4c trai va phai hai lan, va
lic 1én xubng ba 1in. Phuong phap kich hoat khéa ma bao gdm céc cach sau: thiét bi
ddu cubi xac minh ching thu gidm sét trang thai kich hoat ciia khéa ma dinh trude va
khoa ma dinh truée c6 thé 12 khéa ma vat 1y, hodc ¢ thé 1a khéa ma do. Khi phin
mém may khéch kich hoat khoa ma dinh trude, thiét bi ddu cudi xac minh ching thu
¢6 thé thu duge ma vach hai chidu dugc hién thi trong phin mém méy khach. Néu
phin mém may khach 14 phdn mém may khach man hinh cam @mg, sau khi thiét bi dau
cudi x4c minh chting thu x4c dinh trudc phwong phép trugt doc theo dAu, thiét bi dau
cudi xéc minh chtng thu s& theo ddi trang théi truot ciia man hinh cam ting trong phén
mém may khéach va khi ngudi ding phén mém may khach kich hoat hoat dong truot
trén man hinh, ¢6 dugc ma vach hai chidu. Chi dan thu thap dit liéu dinh truée duoc
mé ta & trén, va loai chi din thu thap dit lidu dinh trude trong thuc té khong bi gigi han

& phuong an nay cua sang ché.

402. Thiét bi dau cudi xac minh chimg thu thuc hién xdc minh khoang thoi gian
hiéu luc cia thong tin bao mat dinh trude, va xac minh thong tin chit ky cua phﬁn mém

may khach va thong tin chit ky cua may chu.

Thiét bi ddu cudi xdc minh ching thu phan tich ¢ phdp ma vach hai chidu nhan
duoc, ¢6 dugce thong tin bao mat dinh trudc va chung thu dién tr bao gém trong ma
vach hai chiéu, va x4c minh khoang thoi gian hi¢u lyc cda thong tin bao mit dinh
trrde va tinh hop 1€ cia khoang thoi gian hi¢u luc cua dich vu trong ching thu dién tur.
Vi dy, gia st ré“mg thong tin bao mat dinh trude 1a thoi gian hé théng hién tai cua ph?m
mém may khach, thong tin bio mat dinh trude 12 10/21, va khodng thdi gian hiéu luc
cta thong tin bao mat dinh trude 12 60 gidy. Thiét bi dau cubi xac minh chimg thu c6
dugc su khac biét thoi gian gitta thoi gian hé théng hién tai va thong tin bdo mat dinh

truée, va xac dinh xem khoang thoi gian hiéu luc ¢6 1én hon 60 gidy hay khong. Néu
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xé4c dinh duoc ring khoang thoi gian hiéu luc 16n hon 60 gidy, thiét bi ddu cudi xdc
minh ching thu x4c dinh réng ma vach hai chiu khong hop 1€. M6 ta da néu 1a mot vi
du. Ngoai ra, khoang thoi gian hi¢u luc cla thong tin bdo mét dinh trudce co thé duoc
dit thanh hai phut, v.v. Khoang thoi gian hiéu luc cia thong tin bdo mét dinh trude

khong bi gidi han & phuong 4n nay cia sang ché.

Céc phuong an vé thiét bi du cubi xdc minh ching thu dé xac minh thong tin
chir ky ctia phdn mém may khach va thong tin chit ky clia may chu, cac tham chiéu c6
thé duoc thuc hién theo phuong phap dugce thé hién trén Fig.5. Céac chi tiét dugc bod

qua dé don gian theo phuong 4n nay ctia sang ché.

403. Néu viéc x4c minh mdi thong tin trong sb thdng tin bio mat dinh trudc,
thong tin chir ky cta phdn mém may khéch, va thong tin chit ky clia mdy chd thanh
cébng, nhan duoc thoi gian hi¢u lyc cua dich vu bao gém trong ching thu dién tr dé

xac minh.

V& viéc x4c minh thoi gian hi¢u lyc cta dich vu, co thé tham khao céc phén mo
ta lién quan trong cac phuong an da néu. Céc chi tiét duoc bo qua dé don gian theo

phuong 4n nay cda sang ché.

404. Néu viéc xac minh v& thoi gian hidu lyc cta dich vu bao gdm trong chimg

thu dién tr thanh céng, x4c dinh ring sy xdc minh chtng thu dién tit thanh cong.

Theo phuong phap xir Iy ma vach hai chiéu dugc dé xuét theo phuong 4n nay
ctia sang ché, sau khi nhan yéu cdu tiép nhan ching thu dién t duge gui boi phan
mém mady khach, mdy chu ky chimg thu dién t& va ma khoa cong khai cia ngudi dung
tir phan mém may khach bang cach st dung ma khoa riéng ctia mdy chi dé co duoc
thong tin chit ky clia may chu, va giri thong tin chit ky cia mdy chu va ching thu dién
tr dén phdn mém may khach. Phin mém may khéch nhan thong tin chit ky ctia mdy
chu va ching thu dién tir duge gri boi may chi, xdc minh thong tin chit ky ctia may
chu, sau khi x4¢c minh thong tin chit ky thanh cong, ky ching thu dién tir, va tao ma
vach hai chiéu dua trén thong tin bao mat dinh trudc, thong tin chit ky cua phin mém
may khach, thong tin chit ky cia méay chu, ching thu dién t&r, va ma khéa cong khai
ctia ngudi dung. Sau khi nhan dugc ma vach hai chiéu, thiét bi déu cudi xac minh
chitng thu ¢6 thé x4c minh thong tin chit ky ctia méay chu, thong tin chit ky cta phén

mém mady khach, va thong tin bao mat dinh trudc trong ma vach hai chi¢u dé xac dinh
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xem chtng thu dién ti ¢6 bi gid mao trong qué trinh truyén hay khéng, dé dam bao

tinh bdo mat cda chirng thu dién tir trong qua trinh st dung.

Hon nita, nhu mdt phan mé rong cho phuong phap duge thé hién trén Fig.6,
theo phuong 4n ndy ciia sing ché, tat ca cc budc ciia phuong phap déu duoc thyc hién
dua trén ching thu dién tr dugc tao bai thiét bi diu cubi xac minh chimg thu. Do do,
theo phuong 4n nay cua sang ché, trudc khi ma vach hai chiéu trong phin mém may
khach c6 duge, thiét bi diu cudi xac minh ching thu dién tr tao ra chimg thu dién ta
dwa trén ma nhan dang ngudi ding, va nhu cau tao ra ching thu dién tir ¢6 thé bao
gdm nhung khong gi6i han & noi dung sau. Vi du, sau khi nguoi dung mua vé tir ctra
s6 vé, hé théng vé tao ra thong tin chung thu dién tir bén canh viée tao chtng thu gidy,
va phan hdi thong tin ching thu dién tir dén may chi. Nhu vdy, mdy chi c6 thé giri
ching thu dién tir &én phin mém mAay khach. Ngoai ra, sau khi nguol dung mua vé
dién ttr trén trang web ban vé, chung thu dién ti tuong Gng véi vé dién tr duoc tao va
sau d6 dugc giri dén may chil. Theo phuong 4n nay cla sang ché, khong c6 han ché vé
viéc liéu thiét bi dau cudi xac minh chimg thu ¢6 cung cip vé gidy sau khi tao chimg
thu dién tir hay khong. Theo phuong 4n ndy cua sang ché, chung thu dién tir nhim
ngin chin cac hoat dong dang ki lai phire tap ddi voi chimg thu gidy sau khi ching thu
gidy bi mat hodc bi hong. Ngoai ra, tinh bao mat cua ching thu dién tr co thé duoc
dam bao khi thiét bi dau cudi xac minh chung thu thu duoc ching thu dién tir duoc

mang theo trong mi vach hai chiéu dong.

Sau khi thiét bi dau cudi x4c minh chimg thu tao ching thu dién tir, chung thu
dién tir trong tng c6 thé duoc déng bd héa véi may chi dwa trén thong tin nhan dang
ngudi ding dé phdn mém mdy khach c¢6 thé thu dwoc ching thu dién tir tir may chu.
Theo mot phuong 4n khéc ciia sang ché, sau khi nhan duoc thong tin yéu ciu 14y
ching thu dién tir dugc giri boi médy chi, thiét bi dau cudi xdc minh chung thu g
ching thu dién tir dén méy chi, trong d6 thong tin yéu ciu dé thu duoc ching thu dién

t& bao gdbm ma nhén dang nguoi dung.

Ngoai ra, thiét bi ddu cudi xac minh chimg thu c6 thé x4c minh thong tin chit ky
clia phan mém may khéach va thong tin chit ky ctia mdy chi theo phuong phép sau,
v.v.. Vi du, thiét bi dau cubi xdc minh ching thu nhan dugc ma khoa cong khai cua
ngudi ding trong méi vach hai chidu, va xdc minh théng tin chit ky cia phan mém may

khéach dua trén ma khoa cong khai ctia nguoi dung va chimg thu dién tir. Thiét bi dau
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cudi xac minh chirng thu nhan va luu trt ma khéa cong khai cia mdy chu tuong tng
vGi ma khoa riéng ciia may chi va dugce phat bdi may chi; va xac minh thong tin chiv

ky ctia may chi dya trén ma khoa cong khai cia mdy cha va ching thu dién tu.

Ngoai ra, trong mdt sd trudng hop ap dung c6 yéu cau bao mat twong ddi cao,
phan mém méy khéch str dung théng tin ma nhan dang ngudi ding lam théng tin thudc
tinh ctia ma vach hai chiéu dugc tao, dé thiét bi dau cudi xac minh ching thu x&c nhan
thong tin nhan dang nguoi ding. Vi du, phan mém may khach st dung thé cin cude
nguoi dung lam thong tin thudc tinh cia ma vach hai chiéu dugc tao. Thiét bi dau cudi
x4c minh ching thu phéan tich ct phdp ma vach hai chidu, c6 dugec ma nhén dang
ngudi ding bao gdm trong thiét bi dau cubi xdc minh chiing thu. va xac minh ma nhan
dang ngudi dung. Néu thiét bi dau cubi xac minh ching thu x4c dinh rang viéc xac
minh mé nhan dang nguoi dung thanh cong, thiét bi ddu cudi xdc minh ching thu xac
dinh réng su xac minh ching thu dién t& thanh cong. Vi du, khi ching thu dién to
trong mé vach hai chidu 1a vé tau, khi ngudi ding st dung vé tau dién ti dé di qua cra
quay cua nha ga, thé cdn cudc nguoi dung cd thé dugc x4c minh cing luc, dé hoan

thanh viéc x4c minh chiing thu dién tir.

Hon nita, khi thiét bi dau cudi x4c minh ching thu thue hién xdc minh ndi dung
trong ma vach hai chiéu, bat ké sb lwong nodi dung c6 trong ma vach hai chidu, mién 12
ndi dung bao gdm trong mi vach hai chiéu dugc xac minh thanh cong béi thiét bi dau
cudi x4c minh chtng thu, né chi ra rang xac minh ching thu di¢n t& thanh cong. Néu
mot muc hodc mdt s6 muc ¢6 trong ma vach hai chiéu khong duge x4c minh, diéu do
cho thiy rang xac minh chtng thu dién tir khong thanh cdng. Vi du, gia st rang khi ma
vach hai chiéu bao gém thong tin bao mat dinh trudc, thong tin chit ky cta phin mém
may khach, thong tin chi ky cua may chu, va ma nhan dang ngudi dung, ¢6 thé xac
dinh réng chirng thu dién tir chi dugc xac minh thanh cong sau khi viéc xac minh mdi
thong tin trong sd thong tin bao mat dinh trudc, thong tin chit ky cua phan mém may

khach, thong tin chit ky clia may chi, va ma nhan dang nguoi dung thanh cong.

Nhu duwoc md ta & trén, thiét bi dau cudi xac minh ching thu thuc hién xé4c
minh chirng thu dién t dugc mang theo ma vach hai chiéu, va c6 thé théy su thuin
tién va bao méit cda ching thu dién tr trong cdng viéc va cudc séng hang ngay. Mo ta
dd néu dugc md ta bang cach st dung mot vi du 1a phin mém may khach bao gdm mot

loai chimg thu dién tir. Trong thyc té, phan mém may khach c6 thé bao gdm nhiéu loai
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chung thu dién tir. Céc ching thu dién tir ¢6 thé duoc ghi riéng trong cdc ma vach hai
chidu dong khac nhau, hodc c6 thé dugc ghi trong cing ma vach hai chiéu. Céc
phuong 4n khong bi giéi han & phwong 4n nay ctia séng ché. Chimg thu dién tir c6 thé
thay thé thong tin ching nhan thyuc thé trong céng nghé hién ¢, ngan chin ro ri thong
tin trong chimg nhan thuc thé, va giam bdt cac bude ding ki lai hodc hay ding ky
rudm ra khi ching nhén thuc thé bi mét. Theo phuong phap trong phuong 4n nay cta
sang ché, nguoi dung chi cin mang theo mot thiét bi dau cubi (dién thoai di dong)
duge cai dat voi phan mém may khach khi di ra ngoai, va khong can mang theo bat ky

ching nhén thuc thé nao.

Vi du, nguoi dung A chi mang theo mdt dién thoai di dong duoc cai dat phén
mém may khach, va di xe buyt tir nha dén cong ty luc 8:00 sang. Nguoi ding c6 thé di
chuyén thu4n tién v6i ma vach hai chidu cia ching thu dién tir xe buyt trong phan
mém mdy khéach. Sau khi dén, ngudi ding c6 thé vao cong ty véi ching thu dién tir
kiém soat truy cap, va c6 thé ghi ddu vao bang cach sir dung chimg thur dién tir. Vao
lac 11:00 sang, ngudi dung A cin dén ngan hang dé xur Iy dich vu ngan hang, va thé
can cude dién tir va thé ngan hang dién t ¢6 thé duge st dung dé x 1y dich vu. Luc
17:00, nguoi ding A cin di dén ga xe lira dé di cong tac. Khi ngudi ding A di qua ctia
quay, viéc xac minh tén that cé thé duoc thuc hién béng cach st dung thé cdn cudc
dién t&r va vé tau dién tir. Sau khi x4c minh thanh céng, nguoi dung c6 thé di tau.
Phuong phap bao mat trude d& xir Iy ma vach hai chiéu dugc st dung sau khi ching
thu dién t& duoc xac minh. Vi du d3 néu nhdm minh hoa sy tién loi va an toan ma
chirng thu dién t& mang lai cho cudc séng va cong vi€c, va khong nham muc dich gidi

han mdt truong hgp dp dung cu thé cta ching thu dién tur.

Trong cac phuong an da néu, cac quy trinh ma may chu, phan mém mdy khach,
va thiét bi ddu cudi x4c minh ching thu xt Iy ma vach hai chiéu duge mé ta chi tiét
riéng bi¢t. Tuy nhién, trén thuc té, may chu, phdn mém mady khéch, va thiét bi dau cudi
x4c minh chung thu 1 khong thé thidu trong viéc xdc minh ma vach hai chiéu. Trong
céc phuong 4n sau ddy, méy chi, phan mém may khach, va thiét bi dau cudi xac minh
chung thu duoc tém tit va mo ta. Nhu duge thé hién trén Fig.7, phwong phap bao gdbm

céc budc sau:

501. Thiét bi dau cudi x4c minh chtiing thu tao chting thu dién t dua trén ma

nhén dang ngudi ding, va ddng bd héa chirmg thu dién tit twong ng v6i méay chi dua
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trén ma nhan dang ngudi ding, dé may chi giri ching thu dién tr ¢én phin mém may

khéch.

502. Phdn mém méy khach giri yéu cau tiép nhan chimg thu dién ttr dén may
chu, trong d6 yéu céu tiép nhan ching thu dién tr bao gdm ma nhén dang ngudi dung

va thoi gian hi¢u lyc cta dich vu.

503. M4y cht nhén yéu cau tiép nhan ching thu dién t duwgc glri boi phan
mém maéy khéach, phan tich ¢t phap yéu ciu tiép nhan ching thu dién t, va c6 duge

thoi gian hiéu luc ciia dich vu c6 trong yéu cdu tiép nhan ching thu dién tor.

504. M4y cha x4c minh xem thoi gian hiéu luc ctia dich vu ¢6 tuan thu thong sd

k¥ thudt cda dich vu hay khong.

Néu thoi gian hi€u lyc cda dich vu tuan thd thong ) k¥ thuat cua dich vu, budc
505 dugc thuc hién. Néu thoi gian hiéu luc cia dich vy khong tuan thi tiéu chuan dich

vu, yéu cau tiép nhan chting thu dién tir s& bi bd qua.

505. LAy chung thu dién tir tvong Gmg v6i ma nhan dang ngudi diung va ma hoa

ching thu dién tu.

Théng tin yéu cdu dé nhan dugc ching thu dién ti c6 thé duoc guri thém dén
thiét bi dau cubi xac minh chung thu dya trén ma nhan dang ngudi dung dé thu duge

ching thu dién tur.

506. May chu ky ma khoa cong khai ctia nguoi dung tu phan mém may khach
va chimg thu dién tir bang cach st dung ma khoa riéng ciia may chu dé c6 duge thong
tin chir ky clia may chu, va giri thdng tin chit ky cua mdy chu va ching thu dién tur dén
phin mém may khach.

507. May chu phat di mdt ma khoa cong khai tuong tng véi ma khoa riéng cta
méy chi, dé phan mém may khach va thiét bi ddu cudi xac minh chirng thu thuc hién
xac minh thoéng tin chit ky dya trén ma khoa cong khai cia may chu.

508. Phan mém méy khach nhan va luu trit ma khéa cong khai duge phat di béi
may chu.

509. Phin mém mdy khéach nhén thong tin chit ky ctia may chu va ching thu

dién tir dugc gri bdi may chu.
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510. Phin mém may khach xac minh thong tin chit ky cia may chd dwa trén ma

khoa cong khai duoc phat béi may chi, dé thu dugce ching thur dién tir.

Néu x4c minh thong tin chit ky cia may chu thanh cong, budc 511 duoc thuc
hién. Néu x4c minh thong tin chit ky ctia may chu khéng thanh cong, c6 thé khong thu

dugc dugce ching thu dién ti do may chd cung cép.

511. Phdn mém may khach ky ching thu dién tir bang cach st dung ma khéa
cdng khai ctia ngudi ding dé 14y thong tin chit ky cia phan mém may khach va tao ma
vach hai chiéu dua trén thong tin bao mét dinh trudce, thong tin chit ky cua ph?m mém
may khach, thong tin chit ky cua mdy chu, ching thu dién tir, va ma khoa cong khai
cla ngudi dung.

512. Thiét bi diu cudi x4c minh ching thu ¢6 dwgc ma vach hai chidu trong
phan mém méy khach, xac minh khoang thdi gian hiéu lyc cta thong tin bao mat dinh
trude, va xac minh thong tin chit ky ctia phan mém may khach va thong tin chit ky ctia

may chu.

513. Néu viéc xac minh mdi thong tin trong s6 théng tin bio mat dinh trude,
thong tin chit ky ciia phan mém may khach, va thdng tin chit ky clia may chu thanh
cong, ¢6 dugc thoi gian higu luc cda dich vu c6 trong ching thu dién tir dé xac minh;
va néu viéc xdc minh thoi gian hiéu luc ctia dich vu bao gdm trong ching thu dién ti

thanh cdng, x4c dinh rang viéc xac minh chirng thu dién t&r thanh cong.

Cén luu y 1a dbi v6i cac phdn mo ta chi tiét ctia bude tir 501 dén bude 513, ¢b
thé tham chiéu dén cac phdn md ta lién quan trude d6. Céc chi tiét duge bo qua dé don

gian theo phuong 4n nady cua sang che.

Hon nita, vé phuong 4n thuc hién phuwong phép duge thé hién trén Fig.1, mot
phuong an khéc cua sang ché con d& xuédt may cha. Phuong 4n vé thiét bi ndy tuwong
ung véi phuong an ctia phuong phdp da néu. DPé d& doc, cac chi tiét theo phuong an
ctia phuong phap dd néu dugc bd qua theo phuong an vé thiét bi nay. Tuy nhién, cin
phai rd rang rang thiét bi theo phuong 4n nay c6 thé thuc hién twong Gng tit ca ndi

dung trong phuong an thyc hién phuong phap da néu.

Hon nita, phuong an cua sang ché dé xuat may chd. Nhu duoc thé hién trén

Fig.8, thiét bi gém cac phén sau: don vi nhan 61, duoc tao cAu hinh dé nhan yéu ciu
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tiép nhan ching thu dién tir dugc giri boi phdn mém may khéch, trong d6 yéu ciu tiép
nhén ching thu dién tir bao gdm ma nhan dang ngudi ding; don vi tiép nhén tht nhit
62, dugc tao ciu hinh dé thu duoc ching thu dién t& tuong Umg v&i ma nhédn dang
nguoi dung nhén dugce boi don vi nhan; don vi ky 63, dugce tao cdu hinh dé ky ching
thu dién tr va ma khoa cong khai ctia nguoi ding tir phan mém méy khach bang cach
sir dung ma khoa riéng ctia may chu dé c¢6 thong tin chit ky ctia méy chu; va don vi giri
64, dugc tao cdu hinh dé guri thong tin chir ky cta may chu ¢6 duge boi don vi ky 63
va chung thu dién tir ¢6 duge boi don vi tiép nhan thtr nhit téi phin mém may khach,
dé phan mém mady khach xac minh théng tin chir ky cia may chi trong thoi gian c6
hiéu luc ciia ma khoa cong khai cia nguoi dung, va tao ma vach hai chiéu dua trén
ching thu dién tir, dé thiét bi dau cubi xac minh chimg thu thuc hién xac minh chimg
thu dién ttr ¢ trong ma vach hai chidu, trong d6 thiét bi ddu cudi xdc minh chtng thu

duogc tao cdu hinh dé tao ching thu dién tir dya trén ma nhin dang ngudi ding.

Hon nita, nhu duoc thé hién trén Fig.9, don vi ky 63 bao gém cac phﬁn sau:
mddun gan 631, dugc tao cdu hinh dé gan ma khéa chit ky ngudi ding cho chimg thu
dién tir; mdédun ky thir nhit 632, duogc tao cdu hinh dé ky, bang céch st dung ma khéa
riéng ctia may chi, chimg thu dién tir va ma khoa cbng khai thi nhét ctia ngudi dung
dugce gan béi mddun gan, trong d6 ma khéa chit ky ngudi ding duge gén bao gdm ma
khéa cong khai thir nhit cia ngudi ding; mddun tiép nhén 633, duge tao cdu hinh dé
thu dugc ma khoa cong khai thtr hai ctia ngudi ding dwugc gii boi phan mém méy
khéch; va modun ky tht hai 634, dugc tao cAu hinh dé ky, béng cach st dung ma khoéa
riéng clla may chu, chung thu dién tr va ma khoa cong khai thir hai cda ngudi dung c6

duogc tr modun ti€p nhén.

Ngoai ra, néu ma khoa cong khai th nhét ciia nguoi dung duge ky bang cach
st dung ma khoa riéng ctia may cha, don vi giri 64 con duge tao cdu hinh dé giri ma
khoéa chit ky nguodi dung da gan, thong tin chit ky ciia may chu va chirng thu dién ti

tG1 phidn mém may khach.

Hon nita, nhu duoc thé hién trén Fig.9, may chu con bao gdm céc phan sau: don
vi phan tich 65, dugc tao céu hinh dé: trude khi don vi tiép nhan thi nhit 62 nhan
duogc ching thu dién tr twong ng véi ma nhan dang ngudoi dung, phan tich ci phép
yéu cau tiép nhan chtng thu dién tir; don vi tiép nhén thir hai 66, dwgc tao ciu hinh dé:

sau khi don vi phan tich 65 phan tich cti phap yéu cau tiép nhan ching thu dién ti, ¢6
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duoc thoi gian hiéu luc cia dich vu ¢6 trong yéu ciu tiép nhan ching thu dién t; va
don vi xdc minh 67, dugc tao cu hinh dé x4c minh xem thoi gian hiéu luc cta dich vu
c¢6 duoc bdi don vi tiép nhan thi hai 66 ¢6 tuan thi véi tiéu chuan dich vu hay khong,
trong d6 don vi tiép nhan th nhit 62 con dugce tao cu hinh dé: khi don vi x4c minh
67 x4c minh rang thoi gian hidu lyc cta dich vu tudn thi véi tiéu chuin dich vu, c6

duogc ching thu dién tir twong ng véi ma nhan dang nguodi dung.

Hon nita, nhu duoc thé hién trén Fig.9, don vi tiép nhéan thi nhat 62 bao gbm:
mo6dun nhan 621, dugce tao cdu hinh dé: sau khi thiét bi dau cudi xac minh ching thu
x4c tao ching thu dién tir dua trén ma nhén dang ngudi dung, nhin ching thu dién tur
dugce ddng bd hoa boi thiét bi diu cudi xac minh ching thu; va mddun xi ly 622, duge
tao cAu hinh dé guri thong tin yéu ciu dé thu dugc chimg thu dién tir dén thiét bi dau
cudi xac minh ching thu dua trén mi nhan dang nguoi dung, dé thu dugc ching thu
dién ttr.

Hon nita, ma khoa chit ky ngudi ding 1a khéa ma bat ddi ximeg.

Hon nita, nhu duge thé hién trén Fig.9, may chii con bao gdm phan sau: don vi
phat 68, dugc tao cAu hinh dé phat ma khoa cong khai twong ing v6i ma khoéa riéng
ciia may chu, dé phan mém may khach va don vi xac minh ching thu thyc hién xéc

minh thong tin chit ky dua trén ma khoa cong khai ctia mdy chu.

Mot phuong 4n cua séng ché con dé xuét phin mém may khach. Nhu dugc thé
hién trén Fig.10, phdn mém mdy khéach bao gdm céc phan sau: don vi nhan thtr nhét
71, duoc tao cAu hinh dé nhan thong tin chit ky ctia may chii va chung thu dién t
dugc glri bdi may chu, & day thong tin chit ky cia may chi c6 dugc boi may chu bang
cach ky chimng thu dién tir va ma khoa cong khai cua nguoi dung tur phan mé&m may
khach bing cach st dung mi khoa riéng ctia mdy chi; don vi x4c minh chit ky 72,
duoc tao cdu hinh dé xdc minh thong tin chit ky ctia mdy chu dé thu dugc ching thu
dién tr; don vi tiép nhéin 73, duoc tao cAu hinh dé thu dugc mé khoa ciia ngudi ding
twong ing véi ma khoa cong khai ciia nguoi dung; don vi ky 74, dugc tao cAu hinh dé
ky ching thu dién tu bang cach sir dung ma khéa cong khai ctia nguoi ding c6 duoc
b&i don vi tiép nhan 73 dé c6 duge thong tin chit ky cia phan mém may khach; va don
vi kién tao 75, dugc tao cAu hinh dé tao ma vach hai chiéu dua trén thong tin bdo mat

dinh trudc, thong tin chit ky ciia phan mém may khéch, thong tin chit ky ctia méy chu,
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ching thu dién tir, va ma khéa coéng khai ctia ngudi dung, dé thiét bi ddu cubi xac
minh ching thu thuc hién xac minh ching thu dién tir bao gdm trong ma vach hai
chiéu dua trén thong tin bdo mat dinh trudc va ma khoa cong khai cia nguoi ding, &
day thong tin bao mat dinh trudc c¢6 thoi han hi¢u luc, va thiét bi dau cudi xac minh
ching thu duoc tao cdu hinh dé tao ching thu dién tor dua vao ma nhan dang ngudi

dung.

Hon nita, nhu dugc thé hién trén Fig.11, phin mém méy khach con bao gém
cac phan sau: don vi nhén thtr hai 76, dugc tao cau hinh de: truée khi thu duge ma
khoéa cua nguoi dung tuong ting véi ma khoéa cong khai ciia nguoi dung, nhdn ma khoa

chir ky nguoi dung dugc gan cho ching thu dién tir va dugce gii bdi mdy chu.

Don vi tiép nhan 73 con duogc tao cAu hinh dé nhan duoc ma khoa tht nhét cua
ngudi ding bao gdm trong ma khéa chit ky ngudi ding ma dwgc méy chii gan cho

chirng thu dién tr va dugc nhdn bdi don vi nhan tht hai.

Don vi tiép nhan 73 con dugc tao cdu hinh dé 1dy ma khoa thir hai ctia ngudi
ding duoc tao bdi phin mém méy khach va twong ung véi ma khéa cong khai cia
nguoi dung.

Hon nita, nhu duge thé hién trén Fig.11, don vi ky 74 bao gdm céc phan sau:
mddun ky thtr nhét 741, dwoc tao ciu hinh dé ky chimg thu dién tir bing cach sir dung
ma khoa cong khai thu nhét cla nguoi dung; va mddun ky tht hai 742, dugc tao cAu
hinh dé ky chimg thu dién tir bang cach st dung ma khéa cong khai thit hai ctia ngudi

dung.

Hon nira, nhu dugc thé hién trén Fig.11, don vi x4c minh chit ky 72 bao gém
cac phén sau: mddun nhan 721, duoc tao ciu hinh dé nhan ma khoa cong khai cia may
chu dugc phat quang ba béi may chid; mddun luu trit 722, dugc tao cAu hinh dé luu trix
ma khéa cong khai clia may chu nhan dugc boi mddun nhdn; va modun xdc minh chit
ky thur nhét 723, duoc tao cdu hinh dé x4c minh thong tin chit ky ctia may chi dua trén
ma khoa céng khai cia may chu dugce luu trit bdi modun Iuu trit, ma khoa cong khai
ctia phdn mém méy khach, va chimg thu dién ti.

Hon nita, ma khoa cong khai ctia nguoi dung va ma khoa cia ngudi dung la cac

khéa ma bat doi xting.
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Hon nita, nhu duogc thé hién trén Fig.11, don vi kién tao 75 bao gém cac phé”m
sau: modun thiét dat 751, duoc tao cAu hinh dé dat khoang thoi gian hiéu luc cua thong
tin bao mat dinh trudc; va mddun kién tao 752, duogc tao cAu hinh dé tao ma vach hai
chiu dua trén théng tin bio mat dinh truéc, thong tin chit ky cua phan mém may
khéch, thong tin chit ky cia mdy chi, ching thu dién tir, ma khoa cong khai ctia nguoi
dung, khoang thoi gian hiéu luc cta thong tin bao mat dinh trudc, va md nhén dang

nguodi dung. -

Phuong 4n cta sang ché con dé xuét thiét bi dau cudi x4c minh chting thu. Nhu
duoc thé hién trén Fig.12, thiét bi dau cudi x4c minh ching thu bao gém: don vi tiép
nhan thtt nhit 81, dugc tao ciu hinh dé 14y ma vach hai chiéu trong phan mém mdy
khach, & ddy ma vach hai chiéu dugc tao béi phin mém may khach duva trén thong tin
bao mat dinh trude, thong tin chit ky ctia phan mém may khach, thong tin chit ky ctia
mdy chi, chirmg thu dién tr va ma khoa cong khai clia ngudi dung, thong tin chit ky
ctia phdn mém may khéch c6 dugc bédi phin mém may khach bang cach ky chimg thu
dién tlr, va thong tin chit ky cia may chi cé duge bdi may chu bang cach ky ching thu
dién t&r va ma khda cong khai cia nguoi dung; don vi xdc minh thir nhét 82, duoc tao
cdu hinh dé xac minh khoang thoi gian hiéu luc ctia thong tin bao mat dinh trude co
duoc boi don vi tiép nhan thir nhét; don vi x4c minh tht hai 83, duoc tao cu hinh dé
x4c minh thong tin chit ky ctia phidn mém mdy khach va thong tin chit ky cia may chu;
don vi xac minh thir ba 84, dugc tao cAu hinh dé c6 thoi gian hi¢u luyc cta dich vu bao
gdm trong chimg thu dién tir dé x4c minh khi viéc xdc minh ctia don vi x4c minh tht
nhét trén thong tin bao mat dinh trude thanh cong, viéc xdc minh cta don vi x4c minh
tht hai trén mdi trong sd thong tin chit ky phin mém mdy khach va thong tin chit ky
ctia may chu thanh cdng; va don vi x4c dinh 85, duoc tao cAu hinh dé xac dinh réng
viéc x4c minh ching thu dién t thanh céng khi viéc xac minh ctia don vi xac minh

tht ba vé thoi gian hiéu luc ctia dich vu bao gdm trong ching thur dién tr thanh cong.

Hon nita, nhu duoc thé hién trén Fig.13, thiét bi dau cudi xdc minh chimg thu
bao gém cac thanh phén sau: don vi kién tao 86, dugc tao cAu hinh dé tao chting thu
dién tr dua trén ma nhén dang nguoi dung trudce khi don vi tiép nhén tht nhét 81 ¢6
duogc ma vach hai chiéu trong phé”m mém may khach; don vi déng bd hoa 87, duoc tao
cAu hinh dé ddng bd hoa ching thu dién t twong Gng v6i may chil dya trén ma nhén

dang nguoi dung, dé mdy chii glti chimg thu dién tir dén phan mém may khach; don vi
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nhan 88, dugc tao cdu hinh dé nhan thong tin yéu cau lay chang thu dién tir duge giri
b&i may chi; va don vi giri 89, duoc tao cdu hinh dé giri ching thu dién tir dén may
chu, trong d6 thong tin yéu cdu thu dugc ching thu dién tr bao gdm ma nhan dang
nguoi dung.

Hdn nita, nhu duoc thé hién trén Fig.13, don Vi‘XéC minh thir hai 83 bao gém:
mddun tiép nhan 831, duoc tao cau hinh dé 14y ma khoéa cong khai ctia ngudi ding bao
gdm trong ma vach hai chidu; médun x4c minh chit ky thir nhat 832, duoc tao cau hinh
dé x4c minh théng tin chit ky ciia phin mém mday khéach dua trén ma khéa cong khai
ctua nguoi dung cd duge bdi modun tiép nhan va ching thu dién tr; mddun nhén 833,
duoc tao cdu hinh dé nhan ma khéa cdng khai ctia mdy chu twong tng véi ma khéa
riéng ctia may chu va dugc phat bdi may chi; mdt modun luu trit 834, duge tao chu
hinh dé luu trir ma khoa cong khai ciia may cht nhéan dugc béi moédun nhan; va modun
x4c minh tht hai 835, dugc tao cdu hinh dé xac minh thong tin chit ky ctia may chi
dua trén ma khoa cong khai cua may chd dugce luu trit bdi mddun luu trit, ma khoa

cong khai ctia phan mém may khach, va chimg thu dién ti.

Hon nita, nhu duge thé hién trén F ig.13, thiét bi dau cudi xac minh ching thu
bao gém cac thanh ph?m sau: don vi tiép nhan tht hai 810, duoc tao céu hinh dé: truge
khi don vi x4c dinh 85 xé4c dinh ring viéc xac minh trén ching thu dién tir thanh cong,
14y dugc ma nhan dang ngudi ding c6 trong ma vach hai chidu; va don vi xac minh
tht tu 811, duge tao ciu hinh dé x4c minh ma nhén dang nguoi ding c6 duoc boi don

vi tiép nhan tht hai 810.

Pon vi xac dinh 85 con duogc tao cu hinh dé: khi don vi x4c minh tht tu 811
xac dinh réng viéc x4dc minh mi nhén dang nguoi dung thanh cong, xac dinh réng viéc

xac minh ching thu dién tr thanh cong.

Hon nita, nhu duge thé hién trén Fig.14, phuong 4n clia sang ché con dé xuét hé
théng xir Iy ma vach hai chiéu, va hé théng nay bao gdm céc phin sau: phan mém may
khéch 91, duoc tao cAu hinh dé giri yéu cau tiép nhan ching thu dién ti dén may cha
92, & day yéu cau tiép nhan chimg thu dién tir gdbm ma nhan dang ngudi dung; miy
cht 92, dugc tao cAu hinh d& nhén yéu cdu tiép nhan ching thu dién tir duge gii boi
phin mém may khach 91, va thu dugc chimg thu dién tr tir thiét bj diu cudi xéc minh

chiing thu 93 dya trén ma nhan dang ngudi dung; va thiét bi dau cudi xac minh ching
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thu 93, duoc tao cAu hinh dé nhan va tra 1i thong tin yéu cau thu duoc ching thu dién

tor dugc gri boi may chi 92, va giri ching thu dién tu dén may cha 92.

May chid 92 con duge tao c4u hinh dé nhan ching thu dién t& dugce gui boi thiét
bi ddu cudi xac minh chimg thu 93, ky ching thu dién tr va md khéa cong khai cta
ngudi dung tir phan mém mdy khach 91 dé 14y thong tin chir ky ctia may chu 92 va gti

thong tin chit ky ctia may chu 92 va ching thu dién tir té1 phin mém may khach 91.

Phan mém may khach 91 dugc tao cdu hinh dé nhan thong tin chit ky ctia may
chu 92 va ching thu dién t& dugce gui bdi may chu 92, xac minh thong tin chit ky cuia
may chud 92 dé nhan duoc ching thu dién tr, thu dugc ma khoa cua nguodi dung tuong
tng v6i ma khoa cong khai cua nguoi dung, ky chimg thu dién t bang céach st dung
ma khéa ctia ngudi ding dé c6 duoc thong tin chit ky clia phan mém may khach 91 va
tao ma vach hai chiéu dua trén théng tin bdo mat dinh trudc, thong tin chit ky cta phan
mém mdy khach 91, thong tin chit ky ctia may chu 92, chiing thu dién tt, va ma khoa

cdng khai cua nguoi dung.

Thiét bi dau cubi xac minh ching thu 93 dugc tao cAu hinh d& nhén dugc ma
vach hai chiéu trong phdn mém may khach 91, xac minh khoang thoi gian hiéu lyc ctia
thong tin bao méat dinh trude, va x4c minh thong tin chit ky cua phan mém méy khach
91 va thong tin chit ky cda méy chu 92; va néu viéc xac minh mot trong sé thong tin
bao mat dinh trudc, théng tin chit ky ctia phan mém may khach 91, va thong tin chit ky
cla may cha 92 thanh cong, c¢6 duge thoi gian hiéu lyc cua dich vu bao gdm trong
ching thu dién tir dé xac minh, va néu viéc xdc minh thoi gian hiéu lyc cta dich vu
bao gdm trong chimg thu dién tit thanh cong, xac dinh ring viéc xac minh ching thu
dién tr thanh cong.

Theo may chi, phdn mém may khach, thiét bi dau cudi xdc minh ching thu, hé
théng xtr Iy ma vach hai chiéu dugc dé xuét theo sang ché, sau khi nhan dugc yéu cau
tiép nhan ching thu dién t& duoc giri boi phin mém maéy khach, may chu ky chimg
thu dién tr va ma khoa cong khai cia nguoi dung tir phin mém may khach bang cach
stt dung ma khoa riéng ctia may chii d c6 duge thong tin chit ky ctia méay chu, va gui
thong tin chit ky ctia may chi va ching thu dién t& dén phin mém mdy khach. Phin
mém may khach nhén thdng tin chit ky ctia may chu va ching thu dién ttr dugc giri boi

mdy chu, xdc minh thong tin chit ky cia may chu, sau khi x4c minh thong tin chit ky
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thanh cong, ky ching thu dién tir va tao ma vach hai chiéu dya trén thong tin bdo mat
dinh truée, thong tin chit ky ctia phdn mém may khéach, thong tin chit ky cia may chu,
chiing thu dién tir va ma khoa cong khai cua ngudi dung. Sau khi ¢6 duge ma vach hai
chiéu, thiét bi dau cudi xac minh ching thu ¢ thé xac minh thong tin chit ky ctia may
chi, thong tin chit ky ctia phan mém may khéach, va thong tin bao mat dinh trude trong
ma vach hai chidu dé xac dinh xem chtng thu dién tir ¢6 bi gid mao trong qua trinh
truyén hay khong, dé dam bao tinh bao mat ctia chtng thu dién tir trong qué trinh st

dung.

Trong cdc phwong 4n dd néu, phdn md ta ciia mdi phuong 4n cé trong tdm
twong ung. D6i v6i phin khong dwoc mé ta chi tiét theo phuwong an nay, c6 thé tham

khao dén cac phan mo ta lién quan trong cdc phuong an khéc.

C6 thé hidu ring cac d4u hiéu lién quan theo phuong phap va thiét bi da néu co
thé duoc tham chiéu 13n nhau. Ngoai ra, "thtr nhit", "tht hai", v.v. theo phuong 4n da
néu dugc st dung dé phan biét gitta cac phuong 4n, va khong thé hién vu diém va

nhuogc dieém ctia moi phuong én.

Ngudi ¢6 hiéu biét trung binh vé linh vuc k¥ thuét twong tng c6 thé hiéu ro
ring d& mé ta thuan tién va ngan gon, ddi véi quy trinh lam viée cu thé ctia hé thong,
thiét bi, va thiét bi duoc mé ta & trén, c6 thé tham chiéu dén quy trinh twong ting trong
cac phuong an thuc hi¢n phuong phép da néu, va céc chi tiét duge bo qua dé don gian

hoa theo phwong &n cia sang ché.

Thuét todn va hién thi duoc dwa ra & day vén khong lién quan dén bat ky may
tinh, hé théng 40, hoic thiét bi cu thé nao khac. Cac hé théng da nang khac nhau cling
c¢6 thé duoc st dung cling véi chi din trong ban md ta ndy. Dwa vao mo ta & trén, chu
trac can thiét dé xay dung mot hé thdng nhu vay 1a rd rang. Hon nita, sang ché khong
ap dung cho bat ky ngdn ngit 1ap trinh cu thé nao. Can hiéu ring nodi dung cua sang ché
duoc mo ta & ddy c6 thé duge thuc hién bing cach st dung cic ngodn ngit lap trinh
khac nhau, va md ta d& néu cua ngdn ngi chi tiét duoc str dung dé boc 16 phuong an

toi wu cua séng cheé.

Mot s6 lugng 16n céc ndi dung chi tiet dugc dua ra trong ban mo ta nay. Tuy
nhién, ¢6 thé hi€u rang cac phuong an cta sang ché c6 thé dugce thuc hién ma khong

cdn cac ndi dung chi tiét nay. Trong mot s6 truong hop dic biét, cac phuong phap, chu
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trac, va cong nghé phd bién khong duge thé hién chi tiét, & khong lam cho ban mo ta
bi kho hiéu.

Tuong tu, can hidu ring, d& don gian hoa phin bdc 16 nay va gitip hidu mot
hodc nhiéu khia canh sang tao khac nhau, céac ddu hiéu cua sdng ché d6i khi duge
nhom lai thanh mot phwong 4n, hinh v& hodc md ta cia sang ché. Tuy nhién, khong
nén hiéu phuong phép duoc boc 16 dudi dang phan 4nh y dinh sau: tirc 14, phan boc 16
yéu ciu bao ho cin nhidu déu hiéu hon céc déu hiéu dugc chi ra trong mdi diém yéu
cAu bao ho. Chinh x4c hon 13, nhu duoc phan 4nh trong céc diém yéu cau bao ho dudi
day, cac khia canh sang tao it hon tAt ca cac déu hiéu ciia mot phuong an da dugc bde
16. Do d6, cac diém yéu ciu bao ho theo mdt phuong 4n chi tiét theo cach x4c dinh bao
gdm phuong 4n chi tiét. Mdi diém yéu cau bao ho déng vai trd 12 mot phuong 4n riéng

cta sang che.

Ngudi ¢6 hiéu biét trung binh vé linh vuc k¥ thuét twong tng c¢6 thé hiéu ring
cdc mddun & céc thiét bi trong cac phwong 4n c6 thé dwoc thay ddi va sip xép mot
cach thich hop trong mét hodc nhidu thiét bi khac véi cac phuong 4n nay. Cac mddun
hodc don vi hodc thanh phdn trong cic phuong 4n c6 thé dugc két hop thanh mot
modun hodc don vi hoic thanh phan, va ngoai ra c6 thé duoc chia thanh mot sd luong
16n cac mddun phy hodic don vi phu hodc thanh phin phu. Ngoai trir thuc té 1a it nhat
mot sb ddu hiéu va/hoic quy trinh hodac don vi nay la riéng biét vdi nhau, tit ca céc
du hiéu duogc boc 16 va tit ca cac quy trinh hodic don vi ctia phuong phép bat ky hoic
thiét bi bit ky duoc bdc 16 theo phuong phap trong ban md ta nay (bao gbm céac diém
yéu cau bao ho kém theo, ban tém t4t, va cac hinh vé& kém theo) cé thé duoc két hop
theo hinh thtrc két hop bét ky. Trir khi dugce trinh chi 15 theo cach khac, mdi ddu hi¢u
dugce bdce 10 trong ban mo ta nay (bao gdm cac diém yéu cdu bao ho kém theo, ban tém
tét, va cac hinh vé kém theo) ¢6 thé dugc thay thé bang mot d4u hiéu khéc, nham dat

dugc muc dich gibng, trong duong, hodc twong tu.

Ngoai ra, ngudi ¢6 hidu biét trung binh vé linh vuc k§ thuat twong tng c6 thé
hiéu ring, mic di mot s6 phuong 4n duge mo ta & day bao gdbm mot sb ddu hiéu gdm
trong mot phuong an khéc thay vi bao gdbm mét dau hidu khéc, su két hop cac ddu hidu
cia cac phuong an khac nhau c6 nghia 1a ndm trong pham vi cta sang ché va hinh

thanh cdc phuong an khéac nhau. Vi du, trong cac diém yéu ciu bao ho sau day, bat ky
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mot trong nhitng phuong an duge du tinh c6 thé dwoc st dung theo hinh thirc két hop

bat ky.

Céac phuong an vé cdc phan khic nhau trong sang ché c6 thé duoc thuc hién
bing phin cting, hodc cac mddun phan mém chay trén mot hoic nhiéu bd xir 1y, hoic
két hop ctia chung. Ngudi ¢6 hiéu biét trung binh vé linh vuc k§ thuat tuong tmg nén
hiéu rang bd vi xtr ly hodc bd xir Iy tin hiéu s& (DSP) ¢6 thé duoc st dung trong thuc
té dé thyuc hién mot sb hoic tit ca cac chuc nang cia mot sb hoidc tAt ca cac thanh phén
¢6 tén boc 16 (vi du, thiét bi dé xtr Iy ma vach hai chiéu) dya trén phuong 4n clia séng
ché. Séng ché cling co thé duoc thuc hién dudi dang mot thiét bi hodc chuong trinh
may moéc (vi du, chuong trinh may tinh va san phidm chuong trinh may tinh) dé thuc
hién mét phin hodc tat ca cic phuwong phdp duge mo ta & diy. Mot chuong trinh nhu
vy dé thuc hién séng ché c6 thé duge luu trir trong mot phuong tién doc duoc bang
mady tinh hodc ¢o thé ¢6 hinh thitc mot hodc nhidu tin hiéu. Mot tin hiéu nhu vy c6 thé
dugc tai xubng tir mot trang web Internet, hodc dugc cung chp trén tin hiéu séng

mang, hodc dugc cung cép theo bét ky hinh thirc nao khac.

Cén luuy 1 cac phuong 4n da néu nham muc dich mo ta sang ché, thay vi gi6i
han sang ché, va ngudi ¢ hiéu biét trung binh vé linh vuc k§ thut nay c6 thé thiét ké
mot phuong 4n thay thé ma khong nim ngoai pham vi cla céc diém yéu cau bao hd
kém theo. Trong céc diém yéu cdu bao hg, ky hiéu tham chiéu bit ky gitra cac déu
ngodc khong nén dugc hidu dudi dang gi¢i han v& cac yéu cdu bao hd. Tir "bao gdm"
khong loai trur sy tdn tai cua cac phén tr hodc cac budc khong dugce liét ké trong cac
diém yéu cdu bao ho. Tir “mdt” hodc “chi mot/ duy chi mot” trude phan tir khong loai
trir sy hién dién cia nhiéu phén t& nhu vdy. Séng ché ¢o thé dugc thuc hién béng phén
ctng bao gdm cac phan tir khac nhau va may tinh dugc 18p trinh phu hgp. Trong cac
diém yéu cdu bao ho thiét bi 1iét ké mot sb thidt bi, mot s6 thiét bi nay c6 thé duge thé
hién bang cach st dung cling mot muc phén cting. Viée str dung cac tir "thi nhat", "thir
hai", va "th( ba" khong biéu thi bt ky trinh tw ndo. Nhiitng tir ndy c6 thé duge hiéu

duéi dang céc tén goi.

-41-



31024

jid A

Yeéu cau bao hg

1. Phuong phép xtt 1y cdc mé vach hai chiéu bao gdm céc bude:

nhan, béi may chu, yéu cau tiép nhan chimg thu dién t duge gui boi phin mém
may khach, trong d6 yéu cau tiép nhan chimg thu dién ti bao gdbm ma nhéan dang
nguodi dung;

thu dugc ching thu dién ti twong Ung voi md nhédn dang nguoi dung, va ky
ching thu dién tir va ma khéa cong khai clia nguoi dung tir phin mém may khach
bang cach st dung mi khéa riéng tu ctia mdy chu dé thu duoc thong tin chit ky cia

may chu; va

gtri thong tin chit ky cua may chu va ching thu dién ti dén phdn mém may
khéch, dé cho phdn mém may khach thuc hién xdc minh thong tin chit ky ctiia may chu,
va tao ra ma vach hai chiéu trén co s& ching thu dién t& nay dé cho thiét bi dau cubi
x4c minh chirmg thu thyc hién x4c minh chimg thu dién tir bao gbm trong ma vach hai
chidu, trong d6 thiét bi dau cudi xac minh ching thu dugc tao céu hinh dé tao ra chimg

thu dién tir trén co s& ma nhan dang nguoi dung.

2. Phuong phép theo diém 1, trong d6 bude ky chung thu dién tr va ma khoa cong
khai ctia ngudi ding tir phan mém méy khach bang cach st dung ma khoéa riéng tu cla

may chu bao gom viéc:

gan ma khoa chit ky nguoi ding cho ching thu dién tir, va ky ching thu dién t
va ma khoa cong khai thir nhit ciia ngudi ding bang cach str dung ma khoa riéng tu
cta may chu, trong d6 ma khéa chit ky nguoi dung bao gdm mi khoa cong khai tht

nhat clia nguoi dung; hodc

thu duoc ma khoa cong khai thir hai cua nguoi dung duge gui béi phin mém may
khach, va ky chitng thu dién t&r va ma khoa cong khai thir hai cua nguoi dung béng
cach st dung ma khoa riéng tu cia mday chu.
3. Phuong phép theo diém 2, trong d6 néu ma khoa cong khai thir nhét ciia ngudi ding
duoc ky bing cach sir dung ma khéa riéng tu ciia may chu, thi bude gui thong tin chit

ky ctia may chi va ching thu dién tir dén phan mém may khach bao gom vigc:

glri ma khoa chit ky ngudi dung, thong tin chit ky ctia mdy chu, va ching thu
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dién tir dén phan mém may khach.
4. Phuong phép theo diém bét ky trong s6 cac diém tir 1 dén 3, trong do6 trude budce thu
duoc chirg thu dién t twong ung véi ma nhén dang nguodi dung, phuong phép nay
con bao gém budc:

phan tich ¢ phap yéu ciu tiép nhan chimg thu dién t, va thu dugc thoi gian hiéu
luc ctia dich vu bao gdm trong yéu cau tiép nhan ching thu dién tir; va

xac minh xem liéu thoi gian hi¢u lyc cua dich vu c6 tun theo tiéu chuén dich vu
hay khong; va

thu dugce chiing thu dién t twong Gng v6i ma nhén dang nguoi dung bao gom:

néu thoi gian hiéu lyc cta dich vu tudn theo tiéu chuin dich vy, thi thu dugc
chirng thu dién tir trong ing v6i ma nhan dang nguoi dung.
5. Phuong phép theo diém 4, trong d6 budc thu duge chimg thu dién ti twong Gng véi
ma nhan dang nguodi dung bao gbm viéc:

sau khi thiét bi ddu cubi x4c minh chimg thu tao ra ching thu dién ti trén co s&
m3 nhan dang ngudi ding, nhan ching thu dién tir duge ddng bd boi thiét bi dau cudi
xac minh ching thu; hodc

otti thong tin yéu cdu thu duge chimg thu dién tir dén thiét bi diu cudi xdc minh
ching thu trén co s ma nhan dang nguoi dung dé thu dugc ching thu dién tur.
6. Phuong phap theo diém 2, trong d6 ma khoa chit ky ngudi dung 1& ma khoa bét d6i
xung.
7. Phuong phép theo diém 4, trong 6 phuong phép ndy con bao gdm budc:

phat quang ba ma khoa cong khai twong ing véi ma khoa riéng tu ciia may chu,
dé cho phin mém may khéch va thiét bi dau cudi x4c minh ching thu thuc hién xac
minh thong tin chit ky trén co s& ma khoa cong khai ciia may chu.
8. Phuong phap xtt ly cdc ma vach hai chidu bao gdm cac bude:

nhan, boi phin mém may khach, thong tin chit ky cua may chi va chimg thu dién
tir dugc ghi boi may chi, trong d6 théng tin chit ky cia may chd thu duoc bdi may chi
bing cach ky ching thu dién tir va ma khoa cong khai cia ngudi ding tur phan mém

may khach bang cach st dung ma khda riéng tu ciia may chu;
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x4c minh thong tin chit ky ctia may chu dé thu duge chimg thu dién ti;

thu duoc ma khoa cua nguoi dung twong g véi ma khoa cong khai ctiia nguoi
dung, va ky chung thu dién tir bang cach sir dung ma khéa clia nguoi dung dé thu dugc

thong tin chit ky cia phan mém may khach; va

tao ra ma vach hai chiéu trén co s& thong tin bao mét dinh trude, thong tin chit ky
cta phdn mém may khéch, théng tin chit ky cta may chu, chiung thu dién ti, va ma
khoa cong khai ctia ngudi ding, dé cho thiét bi dau cudi xdc minh ching thu thuc hién
x4c minh ching thu dién tir bao gdm trong ma vach hai chiéu trén co s thong tin bao
mat dinh trude va ma khoa cong khai ciia nguoi dung, trong d6 thong tin bdo mat dinh
trude cd khoang thoi gian hiéu luc, va thiét bi diu cudi x4ac minh chting thu dugc tao

cau hinh dé tao ra ching thu dién ti trén co s ma nhan dang ngudi dung.

9. Phuong phap theo diém 8, trong d6 trude khi thu dugc ma khéa cia ngudi ding
twong ing voi ma khoa cong khai ctia nguoi dung, phuong phdp nay con bao gdm
budec:

nhan ma khoa chit ky nguoi dung duge gan cho chimg thu dién tr va dugc guri
bdi may chu; va

thu duoc ma khoa clia nguoi dung teong tng véi ma khoa cong khai ciia nguoi
ding bao gdm:

thu duoc ma khoa thi nhit cua ngudi ding bao gdm trong ma khéa chit ky nguoi

dung dugc gan bdi may chu cho ching thu dién tr; hodc

thu dugc ma khoa tht hai ctia nguoi dung duge tao ra boi phan mém méy khach

va tuong tng vdi ma khoa cong khai ciia nguoi dung.
10. Phuong phap theo didm 9, trong d6 budc ky ching thu dién t bang cach st dung
ma khoa ctia ngudi ding bao gdm viéc:
ky chting thu dién tir bang cach sir dung mi khoa thir nhét ctia ngudi ding; hodc
ky ching thu dién tir bang cach sir dung ma khéa thir hai cia nguoi dung.

11. Phuong phap theo diém 8, trong d6 budc xac minh thong tin chit ky ctia may chu

bao gom viéc:

nhan va luu ma khda cong khai ctia may chu dugc phat quang b4 boi mdy chi; va
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xac minh thong tin chit ky cda may chud trén co s& ma khoa cong khai cua may

chu, mi khoa cong khai cia phan mém may khach, va chimg thu dién tu.

12. Phuong phap theo diém bét ky trong sb cac diém tir 8 dén 11, trong d6 ma khoa
cong khai cua nguoi dung va ma khda cuia nguoi dung la cdc ma khoa bat dbi xtng.
13. Phuong phap theo diém 12, trong d6 budc tao ra ma vach hai chiéu trén co s&
thong tin bdo mat dinh trude, thong tin chit ky cua phan mém may khach, théng tin
chit ky ciia may chu, ching thu dién tr, va ma khda cong khai ctia nguoi dung bao
gbm viéc:

thiét dit khoang thoi gian hidu luc clia thong tin bao mat dinh trudc; va

tao ra ma vach hai chiéu trén co sé thong tin bdo mat dinh trude, thong tin chit ky
ctia phan mém may khéch, thong tin chit ky cia mdy chu, ching thu dién ttr, ma khoa
cdng khai cta nguoi dung, khodng thoi gian hi¢u luc ctia thong tin bao mat dinh trudc,

va ma nhan dang nguoi dung.
14. Phuong phép xir Iy cac ma vach hai chiéu bao gdom cac buéc:

thu duogc, béi thiét bi diu cudi xdc minh chting thu, ma vach hai chiéu trong phén
mém may khéch, trong d6 ma vach hai chidu dugc tao ra béi phan mém méy khach
trén co s¢ thong tin bdo mat dinh trude, thong tin chit ky cua phan mém may khach,
thong tin chit ky ctia may chu, chimg thu dién tir, va ma khoa cong khai cia nguoi
ding, thong tin chit ky ctia phan mém may khach thu dugc bdi phan mém may khéch
bang cach ky ching thu dién tir, va thong tin chit ky cta may chu thu duge béi may

chu bang cach ky chimg thir dién ttr va ma khoa cong khai ctia nguoi dung;

x4c minh khoang thoi gian hiéu lyc cua thong tin bao mat dinh trudce, va xac minh
thong tin chit ky cua phin m&m may khéch va thong tin chit ky ctia may chu;

néu viéc x4c minh tirng thong tin trong s6 thong tin bao mat dinh truée, thong tin
chir ky ctia phan mém méy khach, va thong tin chit ky ctia mdy chu thanh cong, thu
dugc thoi gian hiéu luc cia dich vu bao gdm trong ching thu dién tr dung cho xéc
minh; va

néu viéc xdc minh thoi gian hiéu lyc cia dich vu bao gdm trong ching thu dién tir

thanh cong, xac dinh ring viéc xac minh ching thu dién tr thanh cong.

15. Phuong phap theo diém 14, trong d6 trude khi thu duge ma vach hai chiéu trong

-45-



31024

phin mém may khach, phuong phéap nay con bao gdm céc budc:

tao ching thu dién tr trén co s& ma nhan dang nguodi dung; va

ddng bd chung thu dién tir véi méy chii trén co s& ma nhan dang ngudi dung, dé
cho may chu giri ching thu dién tir &én phin mém may khach; hodc

nhén thong tin yéu cdu thu dugc ching thu dién tir dugce giri béi méy chu, va gii
ching thu dién tir dén may chu, trong d6 thong tin yéu cau thu dugc chimg thu dién tir
bao gdm mi nhén dang ngudi ding.
16. Phuong phéap theo diém 15, trong d6 budc xac minh thong tin chit ky cta phéan
mém méy khach va thong tin chit ky ctia may chi bao gbm viéc:

thu duoc ma khéa cong khai ciia ngudi ding bao gdm trong ma vach hai chiéu, va
xé4c minh thong tin chit ky cia phan mém méy khéach trén co s ma khoa cong khai ctia
nguoi dung va chung thu dién ti;

nhéan va Iuvu ma khoa cong khai cia may chu twong Gng véi ma khoa riéng tu cua
mady chu va phat quang b bdi may chu; va

xdc minh thong tin chit ky cia may chd trén co s& ma khoa cong khai cua may
cht, ma khoa cong khai cia phan mém mdy khéch, va ching thu dién t.
17. Phuong phap theo diém 16, trong d6 trudc budc xac dinh ring viéc xac minh
chirg thu dién ti thanh cdng, phuong phap nay con bao gbm budc:

thu dugc ma nhan dang ngudi dung bao gdm trong ma vach hai chiéu, va xic
minh ma nhan dang ngudi dung; va

budce xé4c dinh rang viéc xac minh ching thu dién t thanh cong bao gdm viéc:

néu x4c dinh duge ring viéc xac minh ma nhan dang ngudi dung thanh cong, xac
dinh ring viéc xdc minh ching thu dién tit thanh cong.
18. M4y cht bao gdm:

don vi nhan, dugc tao ciu hinh dé nhan yéu cau tiép nhan ching thu dién ti duoc
gri bai phan mém méy khéch, trong d6 yéu cau tiép nhan chtng thu dién tir bao gdm
ma nhan dang nguoi dung;

don vi tiép nhén tht nhit, duoc tao cdu hinh dé thu duge ching thu dién ti twong

ung vGi ma nhén dang nguoi dung nhan dugce bdi don vi nhén;
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don vi ky, duoc tao cdu hinh dé ky ching thu dién tir va ma khéa cong khai clia
ngudi ding tir phan mém may khéch bang cach st dung ma khéa riéng tu ctia mdy chu

dé thu duoc théng tin chit ky ctia may chu; va

don vi gtri, dugc tao céu hinh dé giri thong tin chit ky ctia may chi thu dugc béi
don vi ky va chiing thu dién tr thu dugc béi don vi tiép nhén thi nhit dén phin mém
méy khéch, dé cho phan mém mdy khach thuc hién xéc minh thong tin chit ky cta
may chu trong thoi gian hiéu lyc cia ma khoa ciia nguodi dung, va tao ra mi vach hai
chilu trén co s& chimg thu dién tir nay dé cho thiét bi dau cubi x4c minh ching thu
thuc hién xdc minh ching thu dién tir bao gdm trong ma vach hai chidu, trong d6 thiét
bi dau cudi x4c minh ching thu dugc tao cAu hinh dé tao ra ching thu dién ti trén co

s& ma nhan dang nguoi dung.
19. May chu theo diém 18, trong d6 don vi ky bao gdm:

modun gan, duge tao cdu hinh dé gan ma khoa chit ky ngudi ding cho ching thu
dién tr;

mddun ky thir nhét, duge tao cdu hinh dé ky, bang cach st dung ma khéa riéng tu
cua may chd, chirg thu dién tr va ma khoéa cong khai thi nhét cua ngudi ding duoc
gan boi mddun gan, trong d6 ma khoa chit ky nguoi dung bao g6m ma khoa coéng khai
thtr nhit ciia ngudi dung;

modun tiép nhan, duoc tao ciu hinh dé nhan duge ma khoa cong khai thit hai cta
ngudi ding duge giri béi phan mém may khach; va

modun ky tht hai, duoc tao cAu hinh dé ky, bang cach st dung ma khoéa riéng tu
clia mdy chu, ching thu dién t&r va ma khoa cdng khai thir hai cua nguoi dung thu
duoc béi mddun tiép nhan.
20. May chu theo diém 19, trong d6 néu ma khoa cong khai thir nhit ctia nguoi ding
duoc ky bang cach st dung mi khoa riéng tu ciia may chu, don vi giri con dugce tao
chu hinh dé gtri ma khoéa chit ky nguoi dung, thong tin chit ky ciia may chu, va ching
thu dién tt dén phin mém may khach.
21. May chu theo diém bit k¥ trong s6 cac diém tir 18 dén 20, trong d6 may chu nay
con bao gom:

don vi phén tich cu phéap, dugc tao cAu hinh dé: tru6e khi don vi tiép nhan thtr

-47-



31024

nhit thu dugc ching thu dién tir twong ng v6i ma nhan dang nguoi dung, phén tich

¢t phap yéu cdu tiép nhan ching thu dién tir;

don vi tiép nhan thtr hai, duge tao cdu hinh dé: sau khi don vi phén tich ct phap
thyc hién phan tich ¢ phap yéu ciu tiép nhan ching thu dién tir, thu dwgc thoi gian

hiéu luc cta dich vu bao gdm trong yéu cau ti€ép nhén chiing thu dién tir; va

don vi xac minh, duogc tao cAu hinh dé x4c minh xem liéu thoi gian hiéu lyc cua
dich vu thu dugc bdi don vi tiép nhan th hai ¢6 tuan theo ti€u chuin dich vu hay

khéng, trong doé:

don vi tiép nhén thir nhét con duoc tao cdu hinh dé: khi don vi x4c minh thuc hién
x4c minh réng thoi gian hi¢u lgc cua dich vu tudn theo tiéu chuén dich vu, thu duoc
chirng thu dién t& tuong rng v6i ma nhan dang nguoi dung.

22. Méy chu theo diém 21, trong d6 don vi tiép nhan thit nhit bao gom:

modun nhén, dugc tao cAu hinh dé: sau khi thiét bi ddu cudi xac minh chung thu
tao ra ching thu dién t trén co s& ma nhan dang nguodi dung, nhan chirg thu dién ti
dugc ddng bd boi thiét bi dau cubi xac minh chimg thu; va

mddun xtr ly, dugce tao cAu hinh dé gui thong tin yéu cau thu dugc ching thu dién
ttr dén thiét bi ddu cudi xac minh ching thu trén co s& ma nhin dang nguoi ding dé
thu dugc ching thu dién tu.
23. Méy chu theo diém 19, trong d6 ma khoa chit ky ngudi dung 12 ma khoa bit ddi
xung.
24. M4y cha theo diém 21, trong d6 may chil ndy con bao gdm:

don vi phat quang b4, dugc tao cu hinh dé phat quang ba ma khoéa coéng khai
tuong ing voi ma khoa riéng tu clia may chu, dé cho phﬁn mém may khach va thiét bi
d4u cudi x4c minh ching thu thuc hién xdc minh thong tin chit ky trén co s& ma khoa
cong khai ciia méy chu.
25. Phin mém may khéach bao gém:

don vi nhan tht nhit, dugc tao c4u hinh dé nhan thong tin chit ky ciia may chu va
ching thu dién tr dugc glri boi may chu, trong dé thong tin chit ky cia mdy chu thu

duoc bdi may chu bang cach ky ching thu dién tr va ma khoa cong khai cia nguoi
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dung tir phan mém may khach bang céch sir dung ma khoa riéng tu ciia may chu;

don vi xac minh chit ky, dugc tao cau hinh dé x4c minh théng tin chit ky cia may

cht dé thu dugc ching thu dién tir;

don vi tiép nhén, duoc tao cdu hinh dé nhan duoc ma khoa cua nguoi dung tuong
ng voi ma khda cong khai ciia ngudi dung;

don vi ky, duoc tao cdu hinh dé ky ching thu dién tir bang cach st dung mi khoa
ctia ngudi ding thu duge béi don vi tiép nhan dé thu dugc thong tin chit ky ctia phan

mém may khéach; va

don vi kién tao, dugc tao c4u hinh dé tao ma vach hai chiéu trén co s& thong tin
b&o mat dinh trugce, thong tin chit ky ctia phdn mém may khach, thong tin chit ky cta
mdy chu, chimg thu dién ttr, va ma khéa cong khai ctia ngudi ding, dé cho thiét bi dau
cudi x4c minh ching thu thuc hién x4c minh ching thu dién t& bao gdm trong ma
vach hai chiéu trén co sé thong tin bao mat dinh truéc va mi khéa cong khai cua
ngudi dung, trong d6 thong tin bao mat dinh trude cd khoang thoi gian hi¢u luc, va
thiét bi ddu cudi x4c minh ching thu dugc tao cAu hinh dé tao ra chung thu dién to

trén co s ma nhan dang nguodi dung.
26. Phin mém may khach theo diém 25, trong d6 phan mém may khach con bao gdm:

don vi nhén tha hai, duoc tao cau hinh dé: trudce khi thu duge ma khoa ctia nguoi
dung teong Gng v4éi ma khoa cdng khai ciia nguoi dung, nhdn ma khoa chit ky nguoi

dung duoc gan cho chirng thu dién tir va duoc gui boi may chu; va

don vi tiép nhédn nay con dugc tao cAu hinh dé nhan dugc ma khoa thtr nhit cua
ngudi ding bao gdm trong ma khoéa chit ky ngudi dung ma duge gan bdi may chu cho
ching thu dién tr va nhan duge boi don vi nhén tht hai; va

don vi tiép nhan nay con dugc tao cdu hinh dé nhan dugc ma khoa tht hai cua
ngudi ding duge tao ra boi phdn mém may khach va twong Gmg v6i ma khoa cong
khai cuia nguoi dung.
27. Phin mém may khach theo diém 26, trong d6 don vi ky bao gbm:

modun ky tht nhét, duge tao ciu hinh dé ky chiing thu dién tir bang cach st dung

ma khoa thr nhat ciia ngudi dung; va
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mddun ky thi hai, dwoc tao cdu hinh dé ky ching thu dién tir bing cach st dung

ma khoa thtr hai cia nguoi dung.
28. Phdn mém maéy khach theo diém 25, trong d6 don vi x4c minh chit ky bao gbm:
mo6dun nhan, dugc tao ciu hinh dé nhan ma khoa cong khai cda méy chu dugce
phat quang ba boi may chu;
modun luu trit, duge tao cdu hinh dé lvu m3 khoa cong khai cia may chd nhan

duoc boi modun nhén; va

mddun x4ac minh chit ky, duoc tao cau hinh d¢ xadc minh thong tin chit ky cua
may chi trén co s& ma khoa cong khai ciia may chi dugce luu bdi mddun lvu trit, ma

khoa cong khai cua phan mém mdy khéach, va chig thu dién tu.

29. Phin mém may khéach theo diém bét ky trong sd cac diém tir 25 dén 28, trong do6
ma khoa cong khai cia nguoi dung va ma khda ctia nguoi dung la cdc mé khoa bat dbi
xung.

30. Phdn mém méy khach theo diém 29, trong d6 don vi kién tao bao gdm:

modun thiét dat, duge tao ciu hinh dé thiét dit khoang thoi gian hiéu luc cua

thong tin bdo mat dinh trudc; va

mo6dun kién tao, duge tao cdu hinh dé tao ma vach hai chiéu trén co sé thong tin
bao mat dinh trude, thong tin chit ky ctia phan mém may khach, thong tin chit ky cta
may chi, ching thu dién tr, ma khoa cdng khai cia nguoi dung, khoang thoi gian hi¢u

luc cua théng tin bao méat dinh trude, va ma nhan dang ngudi dung.
31. Thiét bi ddu cudi x4c minh ching thu bao gdm:

don vi tiép nhan tht nhét, duge tao cdu hinh dé nhan duoc ma vach hai chiéu
trong phin mém may khach, trong d6 ma vach hai chidu duoc tao ra bdi phin mém
may khach trén co s& thong tin bao mat dinh trudc, thong tin chit ky cta phan mém
may khach, thong tin chit ky cia may chu, ching thu dién tir, va mi khoa cdng khai
cta nguoi dung, thong tin chit ky cua phan mém mdy khach thu dugc bai phan mém
may khach bang cach ky ching thu dién ti, va thong tin chit ky ctia may chu thu duoc

b6i may chi bang cach ky chimg thur dién t& va ma khoa cdng khai ctia ngudi dung;

don vi x4c minh thtr nhit, duoc tao cdu hinh dé xéc minh khoang thdi gian hiéu
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luc cda thong tin bado mat dinh trude thu duge bdi don vi tiép nhan thtr nhét;

don vi xac minh thir hai, dugc tao cau hinh d€ xac minh thong tin chit ky cda

phan mém may khach va thong tin chit ky cia may chu;

don vi x4c minh tht ba, dugc tao cdu hinh dé: khi viée x4c minh cua don vi xéc
minh thr nhit v& thong tin bio mat dinh trudc thanh cong, viéc xdc minh ctia don vi
xé4c minh tht hai v& tirmg thong tin trong s6 thong tin chit ky ciia phan mém may khach
va thong tin chit ky cia may chu thanh cong, thu dugc thoi gian hiéu luc cua dich vu

bao gdm trong chiing thu dién ttr ding cho xdc minh; va

don vi xé4c dinh, dugc tao cdu hinh dé: khi viéc xac minh ctia don vi xac minh thi
ba vé thoi gian hiéu luc cta dich vu bao gdbm trong chiing thu dién tir thanh cong, x4c
dinh ring viéc x4c minh ching thu dién tir thanh cong.
32. Thiét bi dau cudi x4c minh ching thu theo diém 31, trong d6 thiét bi dau cudi xac
minh chimg thu con bao gom:

don vi kién tao, dugc tao cdu hinh dé tao ching thu dién t trén co s& ma nhén
dang ngudi dung trude khi don vi tiép nhan thtr nhat thu duoc ma vach hai chiéu trong
phan mém may khach;

don vi déng b9, duoc tao cu hinh dé déng bd ching thu dién tr theo may chu
trén co' s ma nhan dang ngudi ding, dé cho may chi giri chimg thu dién tir dén phan
mém may khach;

don vi nhan, dugc tao cdu hinh dé nhan thong tin yéu ciu thu duoc ching thu
dién tir dugc gui boi may chu; va

don vi gii, duoc tao cdu hinh dé gtii ching thu dién tir dén may chu, trong do
thong tin yéu cu thu duge chimg thu dién tir bao gdm ma nhan dang nguoi dung.
33. Thiét bi diu cubi x4c minh chtng thu theo diém 32, trong d6 don vi xac minh thir
hai bao gdm:

modun tiép nhan, dugc tao cAu hinh dé nhan dugc ma khoa céng khai clia ngudi
ding bao gdm trong ma vach hai chiéu;

modun xac minh chit ky th nhét, dugc tao cdu hinh dé xac minh thong tin chit ky

clia phan mém may khach trén co s& ma khoa cong khai clia nguoi dung thu dugce boi
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modun ti€p nhan va ching thu dién ti;

moOdun nhan, dugc tao cau hinh d€ nhan ma khéa cong khai cia méy chi tuong
ung v6i ma khoa riéng tu cia may chu va phat quang ba bdi mdy chu;

modun luu trit, duoc tao cu hinh d¢ Iuu ma khoéa cong khai cia méy chi nhan

duogc bdi modun nhan; va

modun xac minh thr hai, dugc tao cau hinh dé¢ x4c minh thong tin chit ky cua
may chu trén co sé ma khoa cong khai ciia may chu duoc luu béi mddun luu trlt, ma

khoa cong khai ctia phan mém may khach, va ching thu dién tir.

34. Thiét bi ddu cudi x4c minh chung thu theo diém 33, trong d6 thiét bi dau cudi xac

minh ching thu con bao goém:

don vi tiép nhén thr hai, dugc tao cAu hinh dé: trude khi don vi x4c dinh thuc
hién x4c dinh ring viéc xdc minh ching thu dién tit thanh céng, thu duoc ma nhan
dang ngudi ding bao gdm trong ma vach hai chiéu; va

don vi x4c minh tht tu, duoc tao cAu hinh dé xac minh ma nhan dang nguoi dung
thu dugc bdi don vi tiép nhan thtr hai, trong do:

don vi x4c dinh con duoc tao cdu hinh dé: khi don vi xdc minh thir tu xac dinh
rang viéc x4c minh ma nhin dang ngudi ding thanh cong, xac dinh rang viéc x4c minh
chirng thu dién tir thanh cong.
35. Heé théng xr Iy c4c ma vach hai chidu, trong d6 hé thong nay bao gdm:

phin mém mdy khach, dugc tao cdu hinh dé giri yéu cau tiép nhan ching thu dién
tr dén may chu, trong d6 yéu cau tiép nhan ching thu dién t bao gdm ma nhén dang
nguoi dung;

may chd, dugc tao cu hinh dé nhén yéu cau tiép nhén chung thu dién t& dugc
glri béi phin mém may khach, va thu dugc chimg thu dién tir tir thiét bi d4u cudi x4c
minh chiing thu trén co s& ma nhan dang nguodi dung; va

thiét bi dau cudi xdc minh chtng thu, dugc tao cdu hinh dé nhan va dap lai thong
tin yéu cu thu dwoc ching thu dién t duge glri bdi may chu, va giri chimg thu dién
ttr ¢én may chu, trong do:

mday chu con dugc tao cu hinh dé nhéan ching thu dién t& dugc giri boi thiét bi
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dau cudi xac minh ching thu, ky chimg thu dién tir v ma khéa cong khai cta ngudi
ding tir phan mém maéy khach dé thu dugc thong tin chit ky ctia mdy chi, va giri thong

tin chit ky cia may chu va chiig thu dién tir dén phan mém may khach;

phin mém may khach duoc tao c4u hinh dé nhan thong tin chit ky cia may chu
va ching thu dién to ma dugc glri bdi mdy chi, x4c minh thong tin chit ky cia may
chu dé thu dugc ching thu dién tir, thu dwgc ma khéa clia ngudi dung tuong ng voi
ma khoa cong khai cta ngudi dung, ky ching thu dién tir bang cach st dung ma khéa
cta ngudi ding dé thu duoc thong tin chit ky cla phan mém may khach, va tao ma
vach hai chidu trén co s¢ théng tin bdo mat dinh trudc, thong tin chit ky ctia phin mém
may khach, thong tin chit ky cia mdy chi, chung thu dién tir, va ma khoa cong khai
clia nguoi dung; va

thiét bi diu cubi xac minh chiing thu duogc tao cAu hinh dé nhan duoc ma vach hai
chiéu trong phan mém may khach, xdc minh khoang thoi gian hiéu lyc cta thong tin
bao mat dinh trudce, va xdc minh thong tin chit ky cia phdn mém may khach va thong
tin chit ky ctia may chu; va néu viéc xdc minh timg thong tin trong s6 thong tin bao
mat dinh trude, thong tin chit ky cta phan mém may khach, va thong tin chit ky cta
may chu thanh cong, thu dugc thoi gian hiéu luc ctia dich vu bao gém trong chung thu
dién tr dung cho x4c minh, va néu viéc x4ac minh thoi gian hiu lyc cua dich vu bao
gdm trong chimg thu dién ti thanh cong, x4c dinh rang viéc xac minh ching thu dién

tr thanh cong.
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